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1 CLI  

1.1 ầ  

1.1.1 alias 

У ԇ ⁞ ̆ Ԉ ὤ Юᴳ alias ԇ Ȃᴳ ԇ no
Ԉ‮ У ԇ⁞ ‮ Уэ Ю ὤ ԇ⁞ Ȃ 

alias mode command-alias original-command  

no alias mode [original-command] 

   

 mode ⁞ Ԇ ԇ ԇ Ȃ 

 command-alias ԇ⁞ Ȃ 
 

 original-command ⁞ Ԇ ԇ Ȃ 

 

  EXEC Ю̆ ‍ ԇ ⁞ Ȃ 

 

ԇ   ὤ  

 

ᴳ  

 EXEC Ю ԇ⁞ ѝ hȁpȁsȁuȁun ‍⁞ѝ helpȁpingȁshowȁ

undebugȁundebugȂ 
ԇ⁞ а no alias exec ԇ‮ Ȃ 
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Ruijie# s? 

*s=show  show  start-chat  start-terminal-service 

⁞ Ԇ ԇа Уэ ̆‡ֶᴳ ԇꜛ Ȃᴿ ̆ EXEC
Ю ⁞ ”sv”Ԇ ԇ”show version”̆‡̔ 

Ruijie# s? 

*s=show  *sv=”show version” show  start-chat 

start-terminal-service 

⁞ ӱ ὡ ԇ Уэ ̆₥ а Ȃ Э ᴿ ̆

ԇѮ₥ ὡҩ ̆ а ⁞ ̔ 
Ruijie# s? 

show  start-chat  start-terminal-service 

ԇ⁞ ҂ Ԉ ԇ ╠ᶕ ̆ᴿ Ю ԇ⁞ ”ia”Ԇ
”ip address”̆‡ Ю̔ 

Ruijie(config-if)# ia ? 

A.B.C.D  IP address 

dhcp     IP Address via DHCP 

Ruijie(config-if)# ip address 

‟ ҩ”ip address” ԇ ᶕ ̆ з ⁞ ԇȂ 

ԇ⁞ ᴳ ὡ̆ ‡а ⁞Ȃ 

ᴳ show aliases ԇ Ԉ ѐ ⁞ Ȃ 

 

ѡᴿ 

 ԈЮᴿ ̆ ὤ Ю̆ᴳ ԇ⁞ ”def-route”Ԇ ”ip route 
0.0.0.0 0.0.0.0 192.168.1.1”̔ 
Ruijie# configure terminal 

Ruijie(config)# alias config def-route ip route 0.0.0.0 0.0.0.0 

192.168.1.1 

Ruijie(config)# def-route? 

*def-route="ip route 0.0.0.0 0.0.0.0 192.168.1.1" 

Ruijie(config)# def-route? 

% Unrecognized command. 

Ruijie(config)# end 

Ruijie# show aliases config 

globle configure mode alias: 

def-route            ip route 0.0.0.0 0.0.0.0 192.168.1.1 

 

 ԇ  
Ὧ ԇ 

 show aliases ⁞  
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ԇ  

 - - 

1.1.2 privilege 

У ԇ ҫУэ ԇ ⁞̆ Ԉ ὤ Юᴳ privilege ԇȂᴳ

ԇ no Ԉ У ԇ ѝ ḣȂ 

privilege mode [all] {level level | reset} command-string 

no privilege mode [all] [level level ] command-string 

   

 mode ԇ CLI ԇ Ȃ 

 [all] ԇ ԇ ̆ ѝ

⁞Ȃ 

 level level ԇ ԇ ⁞̆ ⁞

0-15Ȃ 

 reset ԇ ѝ ⁞Ȃ 

 

 command-string ԇ ѕȂ 

 

   

 

ԇ   ὤ  

 

ᴳ  

 Ю У ‍ privilege ԇѐ CLI ԇ Ὧ ̆а ̆

ԇ ֶ ̆ע ὤ Ю̆ Ԉᴳ privilege ?‟ 

₥ CLI ԇ Ȃ 

  

config ὤ  

exec  

interface  
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Ruijie(config)# enable secret level 1 0 test 

Ruijie(config)# privilege exec level 1 reload 

̆ᴳ ⁞ 1 ὡ CLI ̆ Ԉᴳ reload ԇ̔ 
Ruijie> reload ? 

<cr>   

reload ὤ ԇ ⁞ 1 ̆‡ Ԉᴳ all Ὧ ̔ 
Ruijie(config)# privilege exec all level 1 reload 

̆ᴳ ⁞ 1 ὡ CLI ̆ Ԉᴳ reload ὤ ԇ̔ 
Ruijie> reload ? 

at                      reload at a specific time/date 

cancel                 cancel pending reload scheme 

in                      reload after a time interval 

<cr> 

 

 ԇ  
Ὧ ԇ 

 enable secret CLI ⁞ ԇ 
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ѡᴿ 

 ԈЮᴿ ̆ EXEC Ю ԇ⁞ ̔ 
Ruijie# show aliases exec 

exec mode alias: 

h                    help 

p                    ping 

s                    show 

u                    undebug 

un                   undebug 
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2 ᾘӓ ẫ  

2.1 Ἴẫ ầ  

2.1.1 disable 

Ю̆ ᴂ ₥ ⁞̆ ԇ disableȂ 

disable [ privilege-level ] 

   
 

 privilege-level  

 

   

 

ԇ    

 

ᴳ  

 ᴳ ԇӱ ⁮ Ȃ ╗Э ̆‡ ₥

ᴂ⁮ Ȃ 

&  disable ԇ ұ ₥ Ȃ 
 

 

ѡᴿ  

Ю ᴿ ₥ ᴂ⁮ ︠ ̔ 

Ruijie# disable 10 

  

enable 
ӱ ὡ⁮ ̆ ⁮

⁞ Ȃ 
 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  

ԇ ԇ
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2.1.2 enable 

ὡ ̆ ԇ enableȂ 

ԇ ᶕ ȇ ὤ ԇ ȈȂ 

   
 

 - - 

 

  ᶕ ȇ ὤ ԇ ȈȂ 

 

ԇ   ᶕ ȇ ὤ ԇ ȈȂ 

 

ᴳ   ᶕ ȇ ὤ ԇ ȈȂ 

 

ѡᴿ  ᶕ ȇ ὤ ԇ ȈȂ 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ᶕ ȇ ὤ ԇ ȈȂ 

 

   
ԇ  

 - - 

2.1.3 enable password 

а ⁞ ԇ̆ ὤ ԇ enable passwordȂ ԇ no ‮

⁞ ԇȂ 

enable password [level level] {password | [0 | 7] encrypted-password}no enable 
password 

   

 Password ὡ EXEC ԇȂ 

 Level ⁞Ȃ 

 0|7 ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

 

 encrypted-password ԇ Ȃ 
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ԇ   ὤ  

 

ᴳ  

 ὡ╗ ȂУ ᾳЮ̆ ⁸ ╗ ԇ ̆

ὡ╗ Ȃ 

ԇ Ѭ Ю̔ 

Â ꜛ 1 ⁮ 26 э ᾗ Ȃ 

Â ԇ₥ Ԉ ₥ ת̆ Ȃѐ ‡ᴐѝ ԇ У ‍Ȃ 

~  
ҩ╗ ̆ ὡУ ԇ̆‡а ὡ

EXEC Ȃа ֗ ╗ х ԇȂ

ԇȂ 
 

 

ѡᴿ  
Ю ᴿ ԇѝ pw10̔ 

Ruijie(config)# enable password pw10 

 

 ԇ  
Ὧ ԇ 

 enable secret ὤ ԇȂ 

 

   

 

   
ԇ  

 - - 

2.1.4 enable secret 

а ⁞ ὤ ԇ̆ ὤ ԇ enable secretȂ ԇ no ‮

⁞ ԇȂ 

enable secret  [level level] {secret | [0 | 5] encrypted-secret} 

no enable secret 

   

 Secret ὡ EXEC ԇȂ 

 Level ⁞Ȃ 

 0|5  ԇ ╗ ̆0 ╗ ̆5 ὤ╗ Ȃ 

 

 encrypted-password ԇ Ȃ 

 



ԇ
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ԇ   ὤ  

 

ᴳ   ԇ ұ бὯ ╘Ȃᴳ no enable service ԇὯ ╘Ȃ 

 

ѡᴿ  
Ю ᴿ ԇ̕enable service ssh-sesrver, SSH Server ╖ ̔ 

Ruijie(Config̃# enable service ssh-sesrver 

 

 ԇ 



ԇ 

2-6 

Telnet ╖ ̆ ֒ᾃ Ю̔ 
configure terminal 

line tty 1 16 
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  enable Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ԇ ұ Web Ȃᴳ no ip http authentication ԇ

ѝ ḣȂ 

 

ѡᴿ  
Ю ᴿ ԇ̆ Web local ̔ 

Ruijie(config)# ip http authentication local 

 

 ԇ  
Ὧ ԇ 

 enable service 
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ԇ  

 - - 

2.1.9 ip telnet source-interface 

Э IP ᴐѝ Telnet ̆ Ю̆ Ԉᴳ ip 
telnet source-interface ԇ̔ 

ip telnet source-interface interface-name 

   
  

interface-name 
Э IP ᴐѝ Telnet

Ȃ 

 

   

 

ԇ   ὤ  

 

ᴳ  
 ԇ ұ Э IP ᴐѝὤ Telnet Ȃ ᴳ telnet ԇ

У Telnet ╘ Ḁ̆ ѝ ̆ ᴳ

ὤ Ȃᴳ no ip telnet source-interface ԇ ѝ ḣȂ 

 

ѡᴿ  
Ю ᴿ ԇ̆ Loopback 1 Э IP ᴐѝὤ Telnet ̔ 

Ruijie(config)# ip telnet source-interface Loopback 1 

 

 ԇ  
Ὧ ԇ 

 telnet ⁮У Telnet ╘ Ȃ 

 

   

 

   
ԇ  

 10.4(2) ԇ 

2.1.10 lock 
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Э Уэ ԇ̆ EXEC ԇ lockȂ 

lock 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ  

 ᴔ ї ԇ ̆ ᶑ ̆ ᴃ Ԉ Ȃ

ԈЮ ᴃ ̔ 

Â У ̔ ὡ lock ԇ̆ ֶ ὡ ԇ̕ 

Â ү ̔ ὡ ԇ̆ Ԉ ֗ ѕȂ ὡ ̆ ֶ ὡ ԇ̆

̆ ֶ ̆ ľLockedĿᶕ ̕ 

Â ὡ ̆ ὡ ї ԇȂ 

Эᴳ ᴃ ╖ ̆ᴔ line Ю lockable ԇ̆

line Э ᴃ Ȃ 

 

ѡᴿ  

Ю ᴿѝ ᴃУэ ̔ 

Ruijie(config-line)# lockable 

Ruijie(config-line)# end 

Ruijie# lock 

Password: <password> 

Again: <password> 

Locked 

Password: <password> 

 

 ԇ  
Ὧ ԇ 

 lockable Э ᴃ Ȃ 

 

   

 

   
ԇ  

 - - 

2.1.11 lockable 
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Эᴳ lock ԇ̆ Ԉ line Ю lockable ԇ̆

ᾳЮа lock ԇȂᴳ no ԇ Ȃ 

lockable 

no lockable 

   
 

 - - 

 

   

 

ԇ   line  

 

ᴳ   
ԇ ұ Э ᴃ ̆ ᴃ Ԉ EXEC Ю

lock ԇȂ 

 

ѡᴿ  

Ю ᴿ ⁸ Э ᴃ ╖ ̆ ᴃ ⁸ ̔ 

Ruijie(config)# line console 0 

Ruijie(config-line)# lockable 

Ruijie(config-line)# end 

Ruijie# lock 

Password: <password> 

Again: <password> 

Locked 

Password: <password> 

 

 ԇ  
Ὧ ԇ 

 lock ᴃ Ȃ 
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login 

no login 

   
 

 - - 

 

   

 

ԇ   line  

 

ᴳ   
AAA ὤ ╘̆‡ ԇ ұ ᴐ ԇ Ȃ ԇ

VTY console ѐ ԇȂ 

 

ѡᴿ  

Ю ᴿ VTY Э ԇ Ȃ 

Ruijie(config)# no aaa new-model 

Ruijie(config)# line vty 0 

Ruijie(config-line)# password 0  normatest  

Ruijie(config-line)# login 

 

 ԇ  
Ὧ ԇ 

 password line

   
 line

} Td
( )Tj
/TT1 1 Tf
1 Tf
0Tf
-1 Tf
00.5Tc71-22 c710
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ԇ   line  

 

ᴳ   
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username ԇ ᶕ Ȃ 

 

ѡᴿ  

Ю ᴿ VTY Э Ȃ 

Ruijie(config)# no aaa new-model 

Ruijie(config)# username  test password 0 test 

Ruijie(config)# line vty 0 

Ruijie(config-line)# login local 

 

 ԇ  
Ὧ ԇ 

 username ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

2.1.15 privilege mode 

ȇ CLI ԇ ȈȂ 

   
 

 - - 

 

  ȇ CLI ԇ ȈȂ 

 

ԇ   ȇ CLI ԇ ȈȂ 

 

ᴳ   ȇ CLI ԇ ȈȂ 

 

ѡᴿ  ȇ CLI ԇ ȈȂ 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

ԇ     
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 - - 

2.1.16 password 

line ԇ̆ line ԇ passwordȂ ԇ no ‮ line 
ԇȂ 

password {password | [0|7] encrypted-password}    

no password 

   

 password line ԇȂ 

 0 | 0 |  

linel i n e 
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service password-encryption 
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 interface interface-name  Telnet ᴳ  

 /vrf vrf-name VRF  

 

   

 

ԇ    

 

ᴳ  
 ԇ ұ ⁮У telnet ╘ Ȃ  

~  /ipv6 Ὧ ̆Ө IPV6 ѐ  
 

 

ѡᴿ  

ᴿ 1̔Ю ᴿ t̆elnet IPV4 ѝ 192.168.1.1̆ ᴳ ḣ̆

ѝ vlan 1̆ VRF ѝ vpn1̕ 

Ruijie# telnet 192.168.1.1 /source interface vlan 1 /vrf vpn1 

ᴿ 2̔Ю ᴿ ̆telnet IPV6 ѝ 2AAA:BBBB::CCCC̕ 

Ruijie# telnet 2AAA:BBBB::CCCC 

 

 ԇ  

 ip telnet source-interface 
Э IP ᴐѝTelnet
̕ 

 show session ₥ TTY ֶ ̕ 

Ὧ ԇ 

 exit   ₥ ̕ 

 

   

 

   
ԇ  

 - - 

2.1.19 username 

̆
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 password ԇȂ 

 0|7 ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

 encrypted-password ԇ Ȃ 

 privilege-level  Ȃ 

 

       7 7   7
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 message  ᶕ ᾃ  

 

   

 

ԇ   ὤ  

 

ᴳ   
ᴳ ԇ Ԉ ᶕ ̆ ̆ Ҿᶕ ֶ   Ȃ

ὡ ‍ Ӱ ὡ ̆‡ Ҿ х Ȃ 

 

ѡᴿ  

Ю ᴿ ᶕ ̔ 
Ruijie(config) 

Ruijie(config)# banner login $ enter your password $ 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

2.2.2 banner motd 

ᶕ ̆ ὤ Ю ԇ banner motdȂ
ᶕ ̆ᴳ no banner motd ԇȂ 

banner motd c message c 

   

 
c 

ᶕ ‍ ̆ ᶕ ѐ аἵ  

 
 

 message ᶕ ᾃ  

 

   

 

ԇ   ὤ  

 

ᴳ   ᴳ ԇ Ԉ ᶕ ̆ ̆ Ҿᶕ ֶ   Ȃ



ԇ 
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ѡᴿ  

ԈЮ ᴉ ў а ֒ Ѯ ‎ Ȃ 

Ruijie#show boot system 

system boot file: flash:/rgos.bin 

 

Ruijie#dir 

Directory of flash:/ 

    11015744 2008-01-01 08:00:46  rgos.bin 

    12019754 2008-02-01 08:00:46  s5750_10_4.bin 

         399 2006-01-01 08:01:37  config.text 

33,030,144 bytes total. (10,590,592 bytes free) 

 

Ruijie(config)# boot system s5750_10_4.bin  

Ruijie(config)# show boot system 

system boot file: flash:/ s5750_10_4.bin 

╟ Ḁ̆ s5750_10_4.bin Ȃ 

 

 

 ԇ  
Ὧ ԇ 

 show boot system Ὧ ᶕ Ȃ 

 

  - 

 

   
ԇ  

 - - 

2.2.4 clock set 

̆ Ԉᴳ ԇ clock set ч ѐ У ̔ 

clock set hh:mm:ss month day year 

   

 hh:mm:ss ₥ ̆ ѝ ̂24 ⁸̃: ‍  :  

 day ̂1-31̃̆Уэ ѐ Ȃ 

 month ֙̂1-12̃̆У ѐ ֙ 

 

 year  Ὠἷ ̂1993-2035̃̆а ᴳ ᾗȂ 
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ԇ    

 

ᴳ  
 ᴳ ԇ ̆ ᵳ Ȃ 

ұ ᵏ ֒ ̆ᴳ clock set Э Ө

̆ Ю ̆ Ȃ 

 

ѡᴿ  

Ю ᴿ ₥ ѝ 2003 3 17 Э 10 20 ‍ 30 ̔ 

Ruijie# clock set 10:20:30 3 17 2003 

Ruijie# show clock 

clock: 2003-3-17 10:20:32 

 

 ԇ  
Ὧ ԇ 

 show clock ₥  

 

   

 

   
ԇ  

 - - 

2.2.5 clock update-calendar 

֒ ѝ ₥ ֒ ḣȂ 

clock update-calendar 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ  

 УҾ ֒ έ ֒ ̂calendar̃Ȃ ֒ ╟̆ ᴳ

Ὧ ᾳЮ҂ Ȃ 

֒ ֒ а ̆ ұ ֒ ѝ ῆ ̆

ԇ ֒ ѐῆ ⁸⁮ ֒ Ȃ 
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ѡᴿ  
ᴳ Ю ԇ Ԉ ₥ ֒ ⁸⁮ ֒ Ȃ 

Ruijie# clock update-calendar 

 

 ԇ     
 Q � N õ |
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ԇ  

 - - 



ԇ 
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ԇ    

 

ᴳ   ᴳ ԇ Ԉ ₂ ╟̆ ᵳ Ȃ 

 

ѡᴿ  

Ю ᴿ 10 ‍ Ԉ ̔ 

Ruijie# reload in 10 

Router will reload in 600 seconds. 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

2.2.10 session-timeout 

₥ LINE Э ⁮ ֶ ̆G session-timeout ԇȂ

no session-timeout ԇ̆ LINE Ю⁮ ֶ ֶ̆ а Ȃ 

session-timeout minutes [output] 

no session-timeout 

   

 minutes ‍ ̕  

 output   ҂ᴐѝ ὡ̆ ″ ̕ 

 

  ѝ 0 minȂ 

 

ԇ   LINE  

 

ᴳ   
ᾃ ӱ̆ ₥ LINE Э ⁮ ֶ ̆ ֗ᴉ ὡ  

ᶕ ̆ ѐ ̆ LINE ѝ Ȃ 

 

ѡᴿ  Ю ᴿ line vty 0 ֶ ѝ 5 ‍ 30 ̔ 
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Ruijie(config-line)# exec-timeout 5  30 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

2.2.11 speed 

̆ Ю̆ ԇ speed speedȂ
̆ᴳ no speed ԇȂ 

speed speed 

   

  
Speed 

ּ ̆ ᴁ bpsȂ ұѕ ̆

ּ ѝ 9600ȁ19200ȁ38400ȁ57600ȁ
115200 ѐ Уэ̆ 9600Ȃ 

 

  9600 

 

ԇ   ὤ  

 

ᴳ   ᴳ ԇ Ȃ 

 

ѡᴿ  

Ю ᴿ ѕ ѝ 57600 bps̔ 

Ruijie(config)# line console 0 

Ruijie(config-line)# speed 57600 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

ԇ     
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 - - 

2.2.12 write 

̂running-config̃ᶑ ⁮ ᴁ Ȃ 

write [ memory | network | terminal ] 

   

 
memory 

ᾗὡ NVRAM̆ ұ copy 
running-config startup-configȂ 

 
network 

ᶑ ⁮ TFTP ╘ Э̆ ұ copy 
running-config tftpȂ 

 

 terminal ̆ ұ show running-configȂ 
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[Failed] 

The device [usb1] does not exist, write to the default config file 

[/config.text]? [no] yes 

Write to the default config file: [/config.text] 

[OK] 

 

 ԇ  

 boot config ╟ ֒  

 copy ֒ ⁸ 
Ὧ ԇ 

 show running-config  

 

   

 

   
ԇ  

 - - 

 

2.3 ầ  

2.3.1 show clock 

̆ ԇ show clockȂ 

show clock 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ Ԉ ₥ ̆detail Ȃ 

 

ѡᴿ  

Ю ᴿ show clock ԇ Уэ ᴿ̔ 

Ruijie# show clock 

clock: 2003-3-17 10:27:21 
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 ԇ  
Ὧ ԇ 

 clock set  

 

   

 

   
ԇ  

 - - 

2.3.2 show line 

ᶕ ̆ Ю̆ ԇ show lineȂ 

show line [console line-num | aux line-num | vty line-num | line-num] 

   

 console ⁸ ᶕ  

 aux aux ᶕ  

 vty vty ᶕ  

 

 line-num line  

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ̆ ᶕ Ȃ 

 

ѡᴿ  

Ю ᴿ console ᶕ ̔ 

Ruijie# show line console 0 

CON     Type    speed   Overruns 

* 0     CON     9600    45927 

Line 0, Location: "", Type: "vt100" 

Length: 24 lines, Width: 79 columns 

Special Chars: Escape  Disconnect  Activation 

               ̂ ^x     none        ̂ M 

Timeouts:      Idle EXEC    Idle Session 

               never        never 

History is enabled, history size is 10. 
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Total input: 53564 bytes 

Total output:  395756 bytes 

Data overflow:  27697 bytes 

stop rx interrupt:  0 times 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

2.3.3 show reload 

╟ ̆ Ю ԇ show  reloadȂ 

show reload 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ Ԉ ╟ Ȃ 

 

ѡᴿ  

Ю ᴿ ╟ ̔ 

Ruijie# show reload 

Reload scheduled in 595 seconds. 

At 2003-12-29 11:37:42 

Reload reason: test. 

 

 ԇ  
Ὧ ԇ 

 - - 
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ԇ  

 - - 

2.3.4 show running-config 

₥ ᶕ ̆ ԇ show running-configȂ 

show running-config 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

 

 

  



ԇ 
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By Ruijie Network 

System start time: 1970-6-14 11:49:53 

System uptime: 3:17:1:17 

System hardware version: 2.0 

System software version: RGOS 10.3.00(4), Release(34679) 

System boot version: 10.2.34077 

System CTRL version: 10.2.24136 

System serial number: 1234942570001 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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3 LINE  

3.1 LINE ầ  

3.1.1 access-class 

Line Ю ACL̂ ⁸‟ ̃Ȃᴳ access-class  acl-no { in | out } ԇ

Line Ю ⁸‟ ȂG no access-class access-list-number  {in | out} ԇ

LINE Ю ACL Ȃ 

[no] access-class access-list-number {in | out} 
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ԇ  

 - - 

3.1.2 line 

ὡ⁮ LINE ̆ᴳ ԈЮ ԇ̔ 

line [aux | console | tty | vty] first-line [last-line] 

   

 aux ̆У Ө ‟ӊ Э 

 console ⁸  

 tty ̆У Ө ‟ӊ Э 

 vty ̆ ұ telnet/ssh  

 First-line ὡ first-line  

 

 Last-line ὡ last-line  

 

   

 

ԇ   ὤ  

 

ᴳ   ὡ LINE Ȃ 

 

ѡᴿ  
ὡ⁮ LINE VTY 1 ⁮ 3 LINE ̔ 

Ruijie(config)# line vty 1 3 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

3.1.3 line vty 
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ԇ Ԉ ╗ ₥ Ԉᴳ VTY Ȃ ԇ no Ԉ῏ ₥ Ԉᴳ

VTY Ȃ 

line vty line-number 

no line vty line-number 

   
 

 - - 

 

  ᾳЮ̆ VTY ѝ 5̆ ѝ 0--4Ȃ 

 

ԇ   ὤ  

 

ᴳ   ╗ ῏ VTY ̆ Ԉᴳ Э ԇ Ȃ 

 

ѡᴿ  

ᴿ 1̔ VTY ╗⁮ 20̆ VTY ѝ 0--19Ȃ 

Ruijie(config)# line vty 19 

ᴿ 2̔ VTY ῏ ⁮ 10̆ VTY ѝ 0—9Ȃ 

Ruijie(config)# line vty 10 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

3.1.4 transport input 

Line Ю Ԉ ̆ᴳ transport input ԇ Line Ю Ԉ Ȃ

ᴳ default  transport  input ѝ LINE Юἵ ѝ ḣȂ 

transport input {all | ssh | telnet | none} 

default transport input 

   

 all Line Ю̆ἵ Ȃ 

 

 ssh Line Ю̆ ἵ SSH Ȃ 
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 telnet Line Ю̆ ἵ Telnet Ȃ 

 none Line Ю̆аἵ ֗ᴉ Ȃ 

 

  
V̆TY ἵ Ȃ ὲ TTY ḣѝ NONĔаἵ

֗ᴉ Ȃ ҩ Ԉ ̆ Ԉᴳ default transport input
ԇ ѝ ḣȂ 

 

ԇ   Line  

 

ᴳ   

ԇ Line Юἵ ȂVTY ᾳЮ̆ἵ ᶕȂ

ҩἵ ̆ Ԉ VTY Э ╖Ȃᴳ show 
running ԇ Line Ю ᶕ Ȃ 

&  
ᴳ default  transport  input ԇȂno transport 

input ԇ̆ LINE Ю ᶕ Ȃ б

transport input none Ȃ  
 

ѡᴿ  

line vty 0 4 Ю̆ ἵ telnet ̔ 

Ruijie# configure terminal  

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# transport input telnet 

 

 ԇ  
Ὧ ԇ 

 show running ᶕ Ȃ 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 
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4 ISSU  

4.1 ầ  

4.1.1 issu abortversion 

ԇ ᴐ  

issu abortversion [ {M2|M1} image] 

 

   

 {M1|M2}  ў  
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4.1.2 issu acceptversion 

ԇ ᴐ ֒ ̆ ṃ ISSU Ȃ 

issu acceptversion {M2|M1} image 

 

   

 {M2|M1}  ‎ ў   

 image ‎ ў Э ֒ 

 

   

 

ԇ    

 

ᴳ  

  

&  
̆ ᴳ ԇṃ

Ȃ  

 

ѡᴿ  
ᴿ 1̔ṃ ӱ ̆ ў Э  

Ruijie# issu acceptversion M2 flash:install-s86-new.bin_ 

 

 ԇ  

 show issu state [detail] issu ᶕ  Ὧ ԇ 

 show redundancy states ᾕᴍ ᶕ  

 

  ԇ ₥Ө S8600 ‟Ӈ Э  
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4.1.3 issu commitversion 

ԇ ᴐ ўӱ ֒Э 

issu commitversion {M2|M1} image 

 

   

 {M1|M2}  ‎ ӱ   

 image ‎ ӱ Э ֒ 

 

   

 

ԇ    

 

ᴳ   ~  ԇ Ѯ ̆ ISSU ᴐ ̆ а  
 

 

ѡᴿ  
ᴿ 1̔ ў ̆ ӱ  

Ruijie# issu commitversion M1 flash:install-s86-new.bin_ 

 

 ԇ  

 show issu state [detail] issu ᶕ  Ὧ ԇ 

 show redundancy states ᾕᴍ ᶕ  

 

  ԇ ₥Ө S8600 ‟Ӈ Э  

 

   

 10.4 У ὡ ԇ ԇ  

   

 

 

4.1.4 issu loadversion 

ԇ ᴐ ᴳӱ ᴳ ֒ ᴁ╗  

issu loadversion {M1|M2} active-image {M2|M1} standby-image [force] 

 



ISSU ԇ 

4-4 
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4.1.5 issu runversion 

ԇ ᴐ ў ‎ ⁮ ֒ ӱ Э̆ᴳ ⁮

֒Э 

issu runversion {M2|M1} image 
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4.1.6 issu set rollback-timer 

ԇ ᴐ  

issu set rollback-timer {seconds| hh:mm:ss} 

no issu set rollback-timer 
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4.2 ầ  

4.2.1 show issu rollback-timer 

ᶕ  

Show issu rollback-timer 

 

   
 

   

 

  ѝ 45 ‍  

 

ԇ    

 
ᴳ    

 

ѡᴿ  

ᴿ 1̔Ю ᴿ ISSU ᶕ ̔ 

Ruijie# show issu rollback-timer 

Rollback Process State = IN progress 

Configured Rollback Time = 45:00 

Automatic Rollback Time = 39:00 

 

 ԇ  
Ὧ ԇ 

 Issu set rollback-timer  

 

  ԇ ₥Ө S8600 ‟Ӈ Э  

 

   

 10.4 У ὡ ԇ ԇ  

   

 

 

4.2.2 show issu state 
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ISSU Ὧ ᶕ  

show issu state [detail] 

   
 

 detail ̆ ўӱ Э ᶕ  

 

   

 

ԇ    

 
ᴳ    

 

ѡᴿ  

ᴿ 1̔Ю ᴿ ISSU ᶕ ̔ 

Ruijie# show issu state detail 

                Slot = M1 

           RP State = Active 
         ISSU State = Init 

     Boot Variable = flash:/rgos.bin 
 

                Slot = M2 

           RP State = Standby 
         ISSU State = Init 

     Boot Variable = flash:/rgos.bin 
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5 ј Ṱ║  

5.1 ầ  

5.1.1 ping 

ԇ ̆ Ԉ ╠ ȁ ᴁ ѐ Ȃ ԇ

Ю̔ 

ping [vrf vrf-name] [ip] [ip-address [length length ] [ntimes times] [timeout seconds] [data 
data] [source source] [df-bit] [validate]] 

   

 vrf-name VRF  

 ip-address IPv4 Ȃ 

 length ꜛ  

 times ꜛ э  

 seconds 
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έᴇ DNS ‍Ȃ 

 

ѡᴿ  

ᴿ 1̔ ping ᴿ̔ 

Ruijie# ping 192.168.5.1 

Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout is 2 seconds:

  < press Ctrl+C to break > 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 

ms 

ᴿ 2̔ ping ᴿ̔ 
Ruijie# ping 192.168.5.197 length 1500 ntimes 100 timeout 3 data ffff

source 192.168.4.10 

 Sending 100, 1000-b

b
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 length ꜛ  

 times ꜛ э  

 seconds  

 data Ἱ  

 

 
source 

IPv6 Ȃὲѐ̆ ̂ᴿ

::1̃аἵ ᴐѝ Ȃ 

 

  ̂ ѝ 2 ᾃ̃̆ 5 э ѝ 100Byte ꜛ⁮ IP Ȃ

 

ԇ    

 

ᴳ  

 Ping ipv6 ԇ Ю̆ Ю̆

ping ipv6 ╖ ̆ Ю̆‡ Ԉ ping ipv6 ╖ Ȃ

ping ipv6 ╖ ̆ Ԉ Ю ̆ ̂

ѝ 2 ̃ᾃ̆ 5 э ѝ 100Byte ꜛ⁮ IP ̆ ̆‡

Уэ‘!’̆ ̆‡ Уэ‘.’̆ ᾃ б ᾃ аּר ̆

‡ а Уэ‘C’̆  Уэ ᶕ Ȃ ping ipv6 ╖ ̆ Ю

̆ ping ѐ̆ Ԉ ꜛ э ȁ ̆ ̆

ping ipv6 ╖ У ̆ ҂  Уэ ᶕ Ȃ
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 - - 

 

  ԇ ipv6 Э Ȃ 

 
 

   
ԇ  

 - - 

5.1.3 traceroute 

traceroute ԇ̆ Ԉ ұ ꜛӱ ⁮ Ὧ. 

traceroute [vrf] [vrf-name] [ip ip-address][ip-adress [probe number ] [source source] 
[timeout seconds] [ttl minimum maximum]] 

   

 vrf-name VRF 

 Ip-address Ȃ 

ʒ ќ   
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2      192.168.9.2      4 msec  4 msec 4 msec 

3      192.168.9.1      8 msec  8 msec  4 msec 

4      192.168.0.10     4 msec  28 msec  12 msec 

5      202.101.143.130     4 msec  16 msec  8 msec 

6      202.101.143.154    12 msec  8 msec  24 msec 

7      61.154.22.36     12 msec  8 msec  22 msec 

ӱЭ ̆ Ԉ ⁮̆ӱ IP ѝ 61.154.22.36 ў ̆

ꜛ ҩ Ҿ Ὧ̂1̇6̃̆  ҩ⁮ Ὧ ̆ ұ

‍ ̆ Ȃ 

ᴿ 2̔ ѐ Ҿ Ὧа traceroute ᴿ ̔ 

Ruijie# traceroute 202.108.37.42 

< press Ctrl+C to break > 

Tracing the route to 202.108.37.42 

1      192.168.12.1     0 msec  0 msec  0 msec 

2      192.168.9.2        0 msec  4 msec 4 msec 

3      192.168.110.1     16 msec  12 msec  16 msec 

4      *  *  * 

5      61.154.8.129      12 msec  28 msec  12 msec 

6      61.154.8.17        8 msec  12 msec  16 msec 

7      61.154.8.250      12 msec  12 msec  12 msec 

8      218.85.157.222    12 msec  12 msec  12 msec 

9      218.85.157.130    16 msec  16 msec  16 msec 

10      218.85.157.77    16 msec  48 msec  16 msec 

11      202.97.40.65     76 msec  24 msec  24 msec 

12      202.97.37.65     32 msec  24 msec  24 msec 

13      202.97.38.162    52 msec  52 msec  224 msec 

14      202.96.12.38      84 msec  52 msec  52 msec 

15      202.106.192.226    88 msec  52 msec  52 msec 

16      202.106.192.174    52 msec  52 msec  88 msec 

17      210.74.176.158    100 msec  52 msec  84 msec 

18      202.108.37.42     48 msec  48 msec  52 msec 

ӱЭ ̆ Ԉ ⁮̆ӱ IP ѝ 202.108.37.42 ў ̆

ꜛ ҩ Ҿ Ὧ̂1̇17̃̆ з Ὧ 4   ҩ Ȃ 

Ruijie# traceroute www.ietf.org 

Translating " www.ietf.org "...[OK] 

< press Ctrl+C to break > 

Tracing the route to 64.170.98.32 

1      192.168.217.1   0 msec  0 msec  0 msec 

2      10.10.25.1         0 msec  0 msec  0 msec 
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3      10.10.24.1         0 msec  0 msec  0 msec 

4      10.10.30.1         10 msec 0 msec  0 msec 

5      218.5.3.254        0 msec  0 msec  0 msec 

6      61.154.8.49        10 msec 0 msec  0 msec 

7      202.109.204.210    0 msec  0 msec  0 msec 

8      202.97.41.69       20 msec 10 msec 20 msec 

9      202.97.34.65       40 msec 40 msec 50 msec 

10     202.97.57.222      50 msec 40 msec 40 msec 

11     219.141.130.122    40 msec 50 msec 40 msec 

12     219.142.11.10      40 msec 50 msec 30 msec 

13     211.157.37.14      50 msec 40 msec 50 msec 

14     222.35.65.1        40 msec 50 msec 40 msec 

15     222.35.65.18       40 msec 40 msec 40 msec 

16     222.35.15.109      50 msec 50 msec 50 msec 

17     *       *       * 

18    64.170.98.32      40 msec 40 msec 40 msec 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  - 

 

   
ԇ  

 - - 

5.1.4 traceroute ipv6 

traceroute ipv6 ԇ̆ Ԉ ұ ꜛӱ ⁮

ὯȂ 

traceroute [ipv6 ip-address][ [probe number ] [timeout seconds] [ttl minimum maximum]] 

   

 Ip-address IPv6 Ȃ 

 number  

 seconds  

 

 minimum maximum TTL ḣ 
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ԇ    

 

ᴳ   
Traceroute ipv6 ԇў ұ ̆ ̆ῆ ᴁ

ᴁ Ȃ ᴳ ╖ ̆‡ Ἴ ╘ ̆έᴇ DNS
‍Ȃ 

 

ѡᴿ 

 ԈЮѝ traceroute ipv6 чэᴿ ̆Уэѝ ̆Уэѝ

Ҿ Ὧа ᾳȂ 

ᴿ 1̔
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ԇ  

 - - 



ԇ 
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6 ⁮ⱨ  

6.1 ầ  

6.1.1 carrier-delay 

Юᴳ ԇ carrier-delay ̆G ԇ no
ḣȂ 

carrier-delay [ seconds ] 

no carrier-delay 

   
 

 seconds ̆Ԉ ѝ ᴁ̆ 1͘60 Ȃ 

 

  ḣ 2 Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ᶕ DCD ӱ Down ⁮ Up ̆

DCD Ѯᾃ ̆ע ѫ ע а ұЭ

Ȃ 

DCD ѐ ̆ ѫ Ҿ̆ Ԉ ╗ ̆Ԉᵳ

Ԉ Ȃ ̆DCD ѐ ұ ̆ ѫ

Ҿ̆Ԉὁ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ѝ 5 ̔ 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(coinfig)# carrier-delay 5 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

ԇ     



ԇ 
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 - - 

6.1.2 clear counters 

 

clear counters [interface-id] 

   
 

 interface-id Ȃ 

 

   

 

ԇ   Ȃ 

 

ᴳ   
ḣ Ԉ ԇ show interfaces ̆ Юᴳ clear 

counters ԇ̆ Ԉ ḣ Ȃ а ̆‡

Ȃ 

 

ѡᴿ  Ruijie# clear counters gigabitethernet 1/1 

 

 ԇ  
Ὧ ԇ 

 show interfaces ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

6.1.3 clear interface 

֒ ᴁ 

clear interface interface-id 

   
 

 interface-id Ȃ 
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ԇ    

 

ᴳ  
 ԇ Switch Port,L2 Aggregrate port ,Routed port,L3 Aggregate port

Ȃ ԇ ұ shutdown no shutdown ԇȂ

 

ѡᴿ  Ruijie# clear interface gigabitethernet 1/1 
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ԇ  

 - - 

6.1.5 duplex 

Ю̆ᴳ ԇ Ȃᴳ ԇ no
ѝ ḣȂ 

duplex {auto | full | half} 

no duplex 

   

 auto ὤ Ȃ 

 full ὤ Ȃ 
 

 half  Ȃ 

 

  ὤ Ȃ 

 

ԇ    

 

ᴳ   
б ὯȂ Ԉᴳ show interfaces ԇ

Ȃ 

 

ѡᴿ  Ruijie(config-if)# duplex full 

 

 ԇ  
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ԇ Ὧ ⁸Ȃᴳ ԇ no ѝ ḣȂ 

flowcontrol {auto | off | on} 

no flowcontrol 

   

 auto ⁸Ȃ 

 off Ὧ ⁸Ȃ 
 

 on ⁸Ȃ 

 

  Ὧ ⁸Ȃ 

 

ԇ    

 

ᴳ   ᴳ show interfaces ⁸ ⁸Ȃ 

 

ѡᴿ  

︢ἺԈ 1/1 ⁸̔ 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# flowcontrol on 

 

 ԇ  
Ὧ ԇ 

 show interfaces ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

6.1.7 interface aggregateport 

ԇ ԇ̆… Уэ ̆ ὡ Ȃᴳ ԇ

no ‮ Ȃ 

interface aggregateport port-number  

   
 

 port-number Aggregate port ̆ ᾱ Ȃ 
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ԇ   ὤ  

 

ᴳ  
 Ԉ У ‡̆ ὲӹ ╗ὡ⁮Уэ aggregate port ѐȂaggregate port

ѝУэ ᴇ̆ aggregate port ᾱ ȂG show 
interfaces show interfaces aggregateport ԇ Ȃ 

 

ѡᴿ  
Ruijie(config)# interface aggregateport 3 

Ruijie(config-if)# 

 

 ԇ  
Ὧ ԇ 

 show interfaces ᶕ Ȃ 

 

 

 S8600 ‟  

Â э 8 э 

Â ὤ … 128 э AP 

 

 

   
ԇ  

 - - 

6.1.8 interface fastEthernet 

ԇ ԇ̆ Ԉ ̆ ὡ Ȃ 

interface fastEthernet mod-num/port-num 

   
 

 mod-num/port-num 
/ Э ̆ ᾱ

Ȃ 

 

   

 

ԇ   ὤ  

 

ᴳ   
ԇ no ̆ а ‮ Ȃᴳ show interfaces show interfaces 

fastEthernet ԇ Ȃ 

 

ѡᴿ  Ruijie(config)# interface fastEthernet 1/2 
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Ruijie(config-if)# 

 

 ԇ  
Ὧ ԇ 

 show interfaces ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

6.1.9 interface giagbitEthernet 

ԇ ԇ̆ ︢ἺԈ ̆ ὡ Ȃ 

interface gigabitEthernet  mod-num/port-num 

   
  

mod-num/port-num 
/ Э ̆ ᾱ

Ȃ 

 

   

 

ԇ   ὤ  

 

ᴳ  
 ԇ no ̆ а ‮ Ȃᴳ show interfaces show interfaces 

gigabitEthernet ԇ Ȃ 

 

ѡᴿ  
Ruijie(config)# interface gigabitEthernet 1/2 

Ruijie(config-if)# 

 

 ԇ  
Ὧ ԇ 

 show interfaces ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 
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6.1.10 interface tenGigabitEthernet 

ԇ ԇ̆ 10G Ԉ ̆ ὡ Ȃ 

interface tenGigabitEthernet mod-num/port-num 
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ԇ   ὤ  

 

ᴳ   ᴳ show interfaces show interfaces vlan ԇ Ȃ 

 

ѡᴿ  
Ruijie(config)# interface vlan 2 

Ruijie(config-if)# 

 

 ԇ  
Ὧ ԇ 

 show interfaces ᶕ Ȃ 

 

 

 S8600 ‟ ̔  

Â … 2K э SVI  

Â 2K э IP 

 
^r  
,Ä(  
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pair state      length(meters) 

---- ---------- -------------- 

B    Ok         2              

pair state      length(meters) 

---- ---------- -------------- 

C    Short      1              

pair state      length(meters) 

---- ---------- -------------- 

D    Short      1              

  

pairs ꜛ ̆ Ȃ 

state 
₥ ̆Ὥ Ьэḣ̔OK̂ ̃̆Short̂ ̃̆Open

̂ ̃Ȃ ᾳЮ̆ Ἲ AȁB ч ѝ OK̆CȁD ч ѝ

ShortȂ︢Ἲ    AȁBȁCȁD ѝ OKȂ 

length 

̆ ᴁѝ Ȃ state ѝ OK Ȃ ̆

ұ ᶕ ּ ̆ Ԉ У

Ȃ ѝ Short Open length ⁮

Ȃ 
 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  

ұ 86/96 ‟ӊ ̆ ╖ Ю ѐ ̔  

M8600_48GT_4SFP_POE_II                M9600_48GT_4SFP_POE_II           
M8600_48GT_4SFP_E                          M9600_48GT_4SFP_E          
M8600_48GT_4SFP_E_II                     M9600_48GT_4SFP_E_II 

6.1.13 medium-type 

Ȃᴳ ԇ no ḣȂ 

medium-type { fiber | copper } 

no medium-type 

   

 fiber Ἵ   

 copper   

 

  Ȃ 
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ԇ   ̂ ̆аꜛ Ap SVĨ 

 

ᴳ   

У Ԉ Ἵ ч Ӯ ̆ ᴳ ὲѐѮУȂУ Ӯ

Ѯ ̆ ̆ᴿ ȁ ȁ ⁸ ̆ ₥

Ȃ ̆ ѝὲ ̆ Ԉ

Ȃ 

 

ѡᴿ  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# medium-type copper 

 

 ԇ  
Ὧ ԇ 

 show interfaces ᶕ Ȃ 

 

  
24SFP/12GT 12эSFP 12э 10/100/1000M BASE-T ἵ ╟ ‎ Ȃ

а ╟″ ₥ ᴐ SFP 10/100/1000M BASE-T Ȃ 

 

   
ԇ  

 - - 

6.1.14 mtu 

mtu 

Mtu num 

   
 

 num 64̇9216(
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 ԇ  
Ὧ ԇ 

 show interfaces ᶕ Ȃ 
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ԇ  

 - - 

6.1.16 snmp trap link-status 

ѐ Ԉ ұ LinkTrap̆ ╖ ̆ Link
SNMP̆ע   LinkTrap, Ѯ‡а Ȃᴳ ԇ no SNMP а  

LinkTrapȂ 

snmp trap link-status 

no snmp trap link-status 

   

    

   

 

  ᾳЮ̆ ╖ ̆ Link SNMP̆ע   LinkTrapȂ 

 

ԇ   Ȃ 

 

ᴳ   
ұ ̂Ԉ ȁAp ȁSVI ̃̆ ԇ LinkTrap̆
╖ ̆ Link SNMP̆ע   LinkTrap, Ѯ‡а Ȃ 

 

ѡᴿ  

ᴿ 1̔Ю ѝа Link trap̔ 

Ruijie(config)# interface gigabitEthernet 1/1 

Ruijie(config-if)# no snmp trap link-status 

ᴿ 2̔Ю ѝ Link trap̔ 

Ruijie(config)# interface gigabitEthernet 1/1 

Ruijie(config-if)# snmp trap link-status 

 

 ԇ  

 Ruijie(config-if)# snmp trap link-status link trap ╖ Ȃ Ὧ ԇ 

 Ruijie(config-if)# no snmp trap link-status Ὧ link trap ╖ Ȃ 
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Юᴳ а ֗ᴉ switchport ԇ̆ Уэ ѝ 2 Ȃᴳ

а ֗ᴉ no switchport ԇ ѝ 3 Ȃ 

switchport 

no switchport 
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  switch port ѝ access̆ VLAN ѝ VLAN 1 

 

ԇ    

 

ᴳ   
ὡУэ VLAN IDȂ ὡ Уэ VLAN ID̆‡ ֶ… Уэ VLAN̆

ѝ VLAN Ȃ ὡ VLAN ID̆‡ ╗ VLAN
Ȃ Уэ



ԇ 
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ᴳ  

 Уэ switch port access̆‡ ѝУэ VLAN Ȃ Ԉᴳ

switchport access vlan ԇ Уэ VLAN Ȃ 

Уэ switch port trunk ‡̆ Ԉ э VLAN Ȃ Ԉ

ұ Ҿ VLAN VLAN ‟ ᾱ ̆trunk port VLAN ‟ ѐ

VLAN Ȃ Ԉᴳ switchport trunk ԇ Ѭ 

 

ѡᴿ  Ruijie(config-if)#  
 



ԇ 

6-18 

 

allowed vlan vlan-list 

э Trunk VLAN ‟ Ȃ vlan-list
Ԉ Уэ VLAN̆҂ Ԉ У ‟ VLAN̆Ԉ

VLAN ID ̆Ԉ VLAN ID ̆ѐ ̂-̃
Ȃ  ̔ 10-20Ȃ Ѯ Ԉ ̂,̃ ̆

̔1-10,20-25,30,33 

all Ѭ VLAN ‟ ꜛ VLAN̕

add VLAN ‟ ╗ὡ VLAN ‟ ̕

remove VLAN ‟ ӱ VLAN ‟ ѐ

‮ ̕ 

except ‟  VLAN ‟ VLAN
╗ὡ VLAN ‟ ̕ 

 native vlan vlan-id Native VLANȂ 

 

  VLAN ‟ all̆ Native VLAN ‡ VLAN 1 

 

ԇ    

 

ᴳ  

 Native VLAN̔ 

ᴐѝ Trunk̆ э ұУэ native VLANȂ native VLAN̆ э Э

UNTAG ̆ ѝ ұ э VLAN Ȃ ̆ э VLAN ID
̂ IEEE 802.1Q ѐ PVID̃ native VLAN VLAN IDȂ ̆ Trunk Э

ұ native VLAN ̆‡ UNTAG Ȃ 

VLAN ‟ ̔ 

Уэ Trunk Ԉּ VLAN̂1̇4094̃ Ȃת ̆҂ Ԉ

Trunk VLAN ‟ ⁸ Ҿ VLAN а э Trunk Ȃ

ᴳ show interfaces switchport ԇ Ȃ 

 

ѡᴿ  

Ю Уэ VLAN 2 ӱ  1/15 ѐ   ᴿ ̔ 

Ruijie(config)# interface fastethernet 1/15 

Ruijie(config-if)# switchport trunk allowed vlan remove 2 

Ruijie(config-if)# end 

Ruijie# show interfaces fastethernet1/15 switchport  

Switchport is enabled 

Mode is trunk port 

Acsess vlan is 1,Native vlan is 1 

Protected is disabled 

Vlan lists is 

1,3-4094 
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 ԇ  

 show interfaces ᶕ Ȃ 
Ὧ ԇ 

 switchport access 
У э ѝ statics 

accessport̆ ѝУэ VLAN
Ȃ 

 

   

 

   
ԇ  

 - - 

6.2 ầ  

6.2.1 show interfaces 

ᶕ ̆Ԉ Ἵ ᶕ Ȃ 

show interfaces [interface-id] [counters | description | status | switchport | trunk | 
transceiver [alarm | diagnosis]] 
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ᴳ   а╗ ̆‡ ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show interfacesgigabitEthernet 0/1 switchport  

Interface Switchport ModeAccess Native Protected VLAN lists 

--------- ---------- --------- ------ ------ ---------  

GigabitEthernet 0/1 enabled Access 11  Disabled  ALL 

 

 ԇ  

 duplex Ȃ 

 flowcontrol Ὧ ⁸Ȃ 

 interface gigabitEthernet 
Ԉ ̂ꜛ ︢ἺԈ

̃̆ ὡ Ȃ 

 interface aggregateport 
… Уэ ̆

ὡ Ȃ 

 interface vlan 
… Уэ╟ Ӈ

̂switch virtual interfacĕSVĨ̆

ὡ Ȃ 

 shutdown 
ѐ̆ᴳ ԇὯ

Ȃ 

 speed Ȃ 

 switchport priority 802.1q ִἼ Ȃ 

Ὧ ԇ 

 switchport protected ѝᶑ Ȃ 

 

   

 

   
ԇ  

 - - 
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7 Aggregate Port  

7.1 ầ  

7.1.1 aggregateport load-balance 

Уэ AP Ȃᴳ ԇ no ѝ ḣȂ 

aggregateport load-balance {dst-mac | src-mac | src-dst-mac | dst-ip | src-ip | 
src-dst-ip } 

no aggregateport load-balance 

   

 
dst-mac 

ὡ MAC ‍ Ȃ AP
ѐ̆ MAC ⁮

̆ MAC а ‍ ⁮а Ȃ 

 
src-mac 

ὡ MAC ‍ Ȃ AP
ѐ̆ а MAC ‍ ⁮а

̆ MAC ᴳ Ȃ

 

src-dst-ip 

IP б IP ‍ Ȃа IP——
IP а ̆ У IP——
IP Ȃ Ь ֒Ю̆

Ȃ 

 
dst-ip 

ὡ IP ‍ Ȃ AP
ѐ̆ IP ⁮ ̆

IP а ‍ ⁮а Ȃ 

 
src-ip 

ὡ IP ‍ Ȃ AP
ѐ̆ а IP ‍ ⁮а ̆

IP ᴳ Ȃ 

 

 
src-dst-mac 

MAC б MAC ‍ Ȃа

MAC—— MAC а ̆

У MAC—— MAC Ȃ

 

  ὡ MAC ‍ Ȃ 

 

ԇ   ὤ Ȃ 
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ᴳ   ᴳ show aggregateport load-balance ԇ Ȃ 

 

ѡᴿ  Ruijie(config)# aggregateport load-balance dst-mac 

 

 ԇ  
Ὧ ԇ 

 show aggregateport load-balance aggregateport ᶕ Ȃ 

 

  S8600 ‟ ̕ 

 

   
ԇ  

 - - 

7.1.2 port-group 

Уэ ѝ Aggregate Port Ȃᴳ ԇ no ‮

Aggregate Port Ȃ 

port-group port-group-number 

no port-group 

   

  
port-group-number 

Aggregate Port ̆ Aggregate 
Port Ȃ 

 

  а ұ֗ᴉ Aggregate PortȂ 

 

ԇ   Ȃ 

 

ᴳ  
 AP Уэ VLAN ѐ̆ trunk portȂ ұа native 

VLAN а AP 

 

ѡᴿ 

 Ю ᴿ Ԉ 1/3 AP 3 ̔  

Ruijie(config)# interface gigabitethernet 1/3 

Ruijie(config-if)# port-group 3 

 

 ԇ  
Ὧ ԇ 

 - - 
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 - - 
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8 VLAN  

8.1 ầ  

8.1.1 name 

VLAN Ȃᴳ ԇ no ḣȂ 

name vlan-name 

no name 

   
 

 vlan-name VLAN  

 

  VLAN ѝ VLAN̅VLAN ID̆ VLAN 2 ѝ”VLAN0002” 

 

ԇ   VLAN  

 

ᴳ   ᴳ show vlan ԇ vlan  

 

ѡᴿ  
Ruijie(config)# vlan 10 

Ruijie(config-vlan)# name vlan10 

 

 ԇ  
Ὧ ԇ 

 show vlan 
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switchport access vlan vlan-id 

no switchport access vlan 
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 access Уэ switch port ѝ access portȂ 

 trunk Уэ switch port ѝ trunk portȂ 

 hybrid Уэ switch port ѝ hybrid portȂ 



VLAN ԇ 
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no switchport trunk {allowed vlan | native vlan } 

   

 allowed vlan vlan-list 

э Trunk VLAN ‟ Ȃ vlan-list
Ԉ Уэ VLAN̆҂ Ԉ У ‟ VLAN̆Ԉ

VLAN ID ̆Ԉ VLAN ID ̆ѐ ̂-̃
Ȃ  ̔ 10-20Ȃ Ѯ Ԉ ̂,̃ ̆

̔1-10,20-25,30,33 

all Ѭ VLAN ‟ ꜛ VLAN̕

add VLAN ‟ ╗ὡ VLAN ‟ ̕ 

remove VLAN ‟ ӱ VLAN ‟ ѐ

‮ ̕ 

except ‟  VLAN ‟ VLAN
╗ὡ VLAN ‟ ̕ 

 

 native vlan vlan-id Native VLANȂ 

 

  VLAN ‟ all̆ Native VLAN ‡ VLAN 1 

 

ԇ    

 

ᴳ   

Native VLAN̔ 

ᴐѝ Trunk̆ э ұУэ native VLANȂ native VLAN̆ э Э

UNTAG ̆ ѝ ұ э VLAN Ȃ ̆ э VLAN ID
̂ IEEE 802.1Q ѐ PVID̃ native VLAN VLAN IDȂ ̆ Trunk Э

ұ native VLAN ̆‡ UNTAG Ȃ 

VLAN ‟ ̔ 

Уэ Trunk Ԉּ VLAN̂1̇4094̃ Ȃת ̆҂ Ԉ

Trunk VLAN ‟ ⁸ Ҿ VLAN а э Trunk Ȃ

ᴳ show interfaces switchport ԇ Ȃ 

 

ѡᴿ  

Ю Уэ VLAN 2 ӱ  1/15 ѐ   ᴿ ̔ 

Ruijie(config)# interface fastethernet 1/15 

Ruijie(config-if)# switchport trunk allowed vlan remove 2 

Ruijie(config-if)# end 

Ruijie# show interfaces fastethernet1/15 switchport    

Interface  Switchport Mode  Access Native Protected VLAN lists 

--------- --------- --------- --------- --------- -------- 

FigabitEthernet 1/15  enabled  TRUNK  1   1   Disabled  1,3-4094 
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 ԇ  
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 - - 

8.2 ầ  

8.2.1 show vlan 

VLAN ᶕ Ȃ 

show vlan [id vlan-id] 

   
 

 vlan-id VLAN ID Ȃ 

 

  ὤ ᶕ  

 

ԇ    

 

ᴳ   
⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇ 

 

ѡᴿ 

 Ruijie# show vlan id 1 

VLAN Name                             Status    Ports      

----------- ------------- ------------ ---------- ---------- 

   1 VLAN0001                         STATIC    Fa0/1, Fa0/2 

 

 ԇ 



Super-vlan ԇ 

9-1 

9 Super-vlan  

9.1 ầ  

9.1.1 subvlan 

ᴳ ԇ super vlan subvlan ‮ subvlanȂ 

subvlan vlan-id-list 

no subvlan [vlan-id-list] 

   
 

 Vlan-id-list VLAN subvlan ID, э vlan

 

   

 

ԇ   VLAN  

 

ᴳ   ᴳ no subvlan ‮ supevlan subvlan 

 

ѡᴿ  

Ruijie(config)# vlan 3 

Ruijie(config-vlan)# supervlan 

Ruijie(config-vlan)# subvlan 5 

Ruijie(config-vlan)# subvlan 7-19 

 

 ԇ  
Ὧ ԇ 

 show supervlan supervlan ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

9.1.2 subvlan-address-range 
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ᴳ ԇ subvlan ip Ȃ 

subvlan-address-range start-ip end-ip 

no subvlan-address-range 

   

 start-ip SubVLAN IP   

 end-ip SubVLAN IP  

 

  - 

 

ԇ   VLAN  

 

ᴳ  
 ⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇ 

 

ѡᴿ  

Ruijie(config)# vlan 3 

Ruijie(config-vlan)# subvlan-address-range 192.168.3.10  

192.168.3.100 

 

 ԇ  
Ὧ ԇ 

 show supervlan supervlan ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

9.1.3 supervlan 

ᴳ ԇ VLAN ѝ supervlanȂ 

supervlan 

no supervlan 

   
 

 - - 
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ԇ   VLAN  

 

ᴳ  
 ⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇ 

 

ѡᴿ  
Ruijie(config)# vlan 3 

Ruijie(config-vlan)# supervlan 

 

 ԇ  
Ὧ ԇ 

 show supervlan supervlan ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

9.1.4 proxy-arp 

ᴳ ԇ VLAN ARP Ԇ ╖ Ȃ 

proxy-arp 

no proxy-arp 

   
 

 - - 

 

   

 

ԇ   VLAN  

 

ᴳ   
⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇ 
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ѡᴿ  
Ruijie(config)# vlan 3 

Ruijie(config-vlan)# proxy-arp 

 

 ԇ  
Ὧ ԇ 

 show supervlan supervlan ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

9.2 ầ  

9.2.1 show supervlan 

ᴳ ԇ SuperVLAN ὲ SubVLAN Ȃ K  
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 ԇ  
Ὧ ԇ

 

 

 

 q.290 0 6 
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10 Protocol VLAN  

10.1 ầ  

10.1.1 protocol-vlan ipv4 addr mask addr vlan id 

IP ȁ Ԉ VLAN ‍  

   

 addr IP ̆ Ԉ x.x.x.x ὡ  

 id  VLAN ID̆1-ӊ VLAN 

 

   

 

ԇ   ὤ  

 

ᴳ     

 

ѡᴿ  
Ruijie(config)# protocol-vlan ipv4 192.168.100.3 mask 255. 

255.255.0 vlan 100 

 

 ԇ  

 show protocol-vlan ipv4 - 

 no protocol-vlan ipv4 addr mask addr - 
Ὧ ԇ 

 no protocol-vlan ipv4 - 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

10.1.2 protocol vlan ipv4 

Эᴳ IP ȁ Ԉ VLAN ‍  



Protocol VLAN ԇ 
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private-vlan mapping {svlist | add svlist | remove svlist} 

no private-vlan mapping 

   

 svlist secondary VLAN list  

 no ‮  

 

   

 

ԇ   Primary VLAN  

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# interface vlan 22 

Ruijie(config-if)# private-vlan mapping add 24-26 

 

 ԇ  
Ὧ ԇ 

 show vlan private-vlan - 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

11.1.3 private-vlan type 

VLAN ѝ VLAN 

private-vlan {community | isolated | primary} 

no private-vlan {community | isolated | primary} 

   

 community ѝ community VLAN 

 isolated ѝ isolated VLAN 

 primary ѝ primary VLAN 

 

 no ‮ VLAN  
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 ԇ  
Ὧ ԇ 

 show vlan private-vlan - 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

11.1.5 switchport private-vlan host-association 

Ὧ private VLAN ў Ὧ primary VLAN secondary VLAN 

switchport private-vlan host-association p_vid s_vid 

no switchport private-vlan host-association 

   

 p_vid … primary VID 
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 - - 

11.1.6 switchport private-vlan mapping 

private VLAN secondary VLAN 

switchport private-vlan mapping p_vid {svlist|add svist |remove svlist} 

no switchport private-vlan mapping 

   

 p_vid … primary VID 

 svlist … secondary VLAN list 
 

 no secondaryVLAN 

 

  secondary VLAN 

 

ԇ   VLAN  

 

ᴳ    

 

ѡᴿ  

Ruijie(config)# interface gigabitEthernet 0/1 

Ruijie(config-if)# switchport mode private-vlan promiscuous 

Ruijie(config-if)# switchport private-vlan mapping 22 add 23-25 

 

 ԇ  
Ὧ ԇ 

 show vlan private-vlan - 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

11.2 ầ  

11.2.1 show vlan private-vlan 

private VLAN  
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show vlan private-vlan [community | primary | isolated] 

   

 primary primary VLAN ᶕ  

 community community VLAN ᶕ  
 

 isolated isolated VLAN ᶕ  

 

  private VLAN 

 

ԇ    

 

ᴳ    

 

ѡᴿ  Ruijie# show vlan private-vlan 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

11.3 Hybrid  

11.3.1 switchport hybrid allowed vlan 

switchport hybrid allowed vlan[[add][tagged | untagged] | remove] vlist 

no switchport hybrid allowed vlan 

hybrid   ‡ 

   
 

 no hybrid   ‡ 
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12 QinQ  

12.1 ầ  

12.1.1 dot1q outer-vid vid register inner-vid v_list 

�ü tunnel Э̆ ұ vid ╗  

dot1q outer-vid vid register inner-vid v_list 

no dot1q outer-vid vid register inner-vid v_list 

   

 v_list ᾃ vlan id �ë><  

 vid vlan id 

 no 

 

  

 

ԇ   

 

ᴳ   

 

ѡᴿ  

Ю ᴿ ὡ ѐ vid ѝ 4-22 �Ê�È�r�t tag ѐ vid ѝ 3 

ruijie#configure 

ruijie(config)#interface gigabitEthernet 0/1 

ruijie(config-if)#switchport mode dot1q-tunnel 

ruijie(config-if)#dot1q outer-vid 3 register inner-vid 4-22 

ruijie(config-if)#end 

 

 ԇ  
Ὧ ԇ

 show registration-table [interface intf-id] - 

 
 ֒ ԈЭ 

 

ԇ   
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 - - 

12.1.2 dot1q relay-vid vid translate local-vid v-list 

access̆trunk̆hybrid̆uplink Э̆ ұ vid ᶢ  

dot1q relay-vid vid translate local-vid v-list 

no dot1q relay-vid vid translate local-vid v-list 

   

 v_list ὡ ѐ vid ‟  

 vid ᶢ tag ѐ  vid 
 

 no  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ю ᴿ ὡ tag vid ѝ 10-20 ̆ᶢ vid ѝ 100 

ruijie(config)# interface gigabitEthernet 0/1 

ruijie(config-if)# switchport mode access 

ruijie(config-if)# dot1q relay-vid 100 translate local-vid 10-20

ruijie(config-if)# end 

 

 ԇ  
Ὧ ԇ 

 show translation-table [interface intf-id] - 

 

  ֒ RGOS10.3 ԈЭ 

 

   
ԇ  

 - - 

12.1.3 dot1q relay-vid vid translate inner-vid v-list 

access̆trunk̆hybrid̆uplink Э̆ ұ vid ᶢ  
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ԇ    

 

ᴳ    

 

ѡᴿ  

Ю ᴿ tag ѐ ִἼ ᾃ tag   

ruijie# configure 

ruijie(config)# interface gigabitEthernet 0/2 

ruijie(config-if)# dot1q-Tunnel cos 3 remark-cos 5 
ruijie(config-if)# end 

 

 ԇ  
Ὧ ԇ 

 show interface intf-name remark - 

 

  - 

 

   
ԇ  

 - - 

12.1.5 frame-tag tpid tpid 

tpid 

frame-tag tpid <tpid> 

no frame-tag tpid 

   
 

 no tpid  

 

   

 

ԇ   (5760 ӊ ὤ Ю ) 

 

ᴳ    

 

ѡᴿ  
Ю ᴿ tpid ѝ 0x9100 

ruijie(config)# interface g 0/3 
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ruijie(config-if)# frame-tag tpid 0x9100 
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 show inner-priority-trust - 

 

  - 

 

   
ԇ  

 - - 

12.1.7 mac-address-mapping x source-vlan src-vlan-list 

destination-vlan dst-vlan-id 

vlan ѐ ҃⁮ ╟ mac ⁸⁮ vlan ѐ 

mac-address-mapping x destination-vlan dst-vlan-id source-vlan src-vlan-list 

no mac-address-mapping x destination-vlan  dst-vlan-id source-vlan  src-vlan-list 

   
 

 no  
Эӱ vlan ⁮ vlan

⁸ 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ю ᴿ tag ѐ ִἼ ᾃ tag   

ruijie#configure 

ruijie(config)# interface gigabitEthernet 0/2 

ruijie(config-if)# mac-address-mapping 1 destination-vlan  5 

source-vlan  1-3 

ruijie(config-if)#end 

 

 ԇ  
Ὧ ԇ 

 show interface mac-address-mapping x - 

 

  - 
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 no uplink  

 

  uplink  

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ю ᴿ ѝ uplink  

ruijie(config)#interface gigabitEthernet 0/1 

ruijie(config-if)#switchport mode uplink 

ruijie(config)#end 

 

 ԇ  
Ὧ ԇ 

 show vlan - 

  uplink



QinQ ԇ 
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QinQ ԇ 

12-10 

ruijie(config)#end 

 

 ԇ  
Ὧ ԇ 

 show interface dot1q-tunnel - 



QinQ ԇ 

12-11 

 ԇ  



QinQ ԇ 

12-12 

 show traffic-redirect - 

 

  ֒ RGOS10.3 ԈЭ 

 

   
ԇ  

 - - 

12.1.14 traffic-redirect access-group acl nested-vlan 

dot1q-tunnel ὡ ̆ ұ vid ╗  

traffic-redirect access-group acl nested-vlan vid in 

no traffic-redirect access-group acl nested -vlan 

   

 acl ұּר acl 

 vid  ╗ vid 
 

 no ұ vid ╗  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ю ᴿ ѝ 1.1.1.3 ὡ ╗ vid ѝ 9 

ruijie# configure 

ruijie(config)# ip access-list standard 20 

ruijie(config-acl-std)# permit host 1.1.1.3 

ruijie(config-acl-std)# exit 

ruijie(config)# interface gigabitEthernet 0/1 

ruijie(config-if)# switchport mode dot1q-tunnel 

ruijie(config-if)# traffic-redirect access-group 20 nested-vlan 10

in 

ruijie(config-if)# end 

 

 ԇ  
Ὧ ԇ 
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  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

12.1.15 l2protocol-tunnel 

dot1q-tunnel ү  

l2protocol-tunnel {stp|gvrp} 

no l2protocol-tunnel {stp|gvrp} 

   

 stp stp  

 gvrp gvrp  
 

 no  

 

   

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  
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12.1.16 l2protocol-tunnel proto-type enable 

ᴳ ү ּ╖  

l2protocol-tunnel { stp|gvrp } enable 

no l2protocol-tunnel { stp|gvrp } enable 

   

 stp  ּ stp  

 gvrp ּ gvrp  
 

 no ּ  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ю ᴿ Эᴳ ү ּ╖  

ruijie# configure 

ruijie(config)# interface fa 0/1 

ruijie(config-if)# l2protocol-tunnel gvrp enable 

ruijie(config-if)# end 

 

 ԇ  
Ὧ ԇ 

 show l2protocol-tunnel { gvrp|stp } - 

 

  ֒ RGOS10.3 ԈЭ 

 

   
ԇ  

 - - 

12.1.17 l2protocol-tunnel proto-type tunnel-dmac mac-address 

ּ  

l2protocol-tunnel { stp|gvrp } tunnel-dmac mac-address 

no l2protocol-tunnel { stp|gvrp } tunnel-dmac mac-address 
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 stp stp ּ  

 



QinQ ԇ 

12-16 

ԇ    

 

ᴳ    

 

ѡᴿ  

ruijie# show dot1q-tunnel 

Ports   Dot1q-tunnel 

-----   --------- 

Gi0/1   Enable 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ֒ RGOS10.3 ԈЭ 

 

   
ԇ  

 - - 

12.2.2 show frame-tag tpid 

tpid  

show frame-tag tpid [interface intf-id] 

   
 

 intf-id  

 

  аᶢ tpid 

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ruijie# show frame-tag tpid 

Ports  tpid 

-----  --------- 

Gi0/1   0x9100 

 

Ὧ ԇ  ԇ  
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 - - 

 

  ֒ RGOS10.1 ԈЭ 
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show interface [intf-id] dot1q-tunnel 

   
 

 intf-id  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ruijie# show interface dot1q-tunnel 

Interface: Gi0/3 

Native vlan: 10 

Allowed vlan list: 4-6̆10̆30-60 

Tagged vlan list: 4̆6̆30-60 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ֒ RGOS10.3 ԈЭ 

 

   
ԇ  

 - - 

12.2.5 show interface intf-name remark 

ִἼ  

show interface intf-name remark 

   
 

 - - 

 

  а  

 

ԇ    

 

ᴳ    



QinQ ԇ 

12-19 

 

ѡᴿ  

Ruijie# show interface intf-name remark 

Ports          Type         From value  To value 

------------ ----------- ----------- -------- 

Gi0/1          Cos-To-Cos  3             5 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

12.2.6 show interface mac-address-mapping x 

MAC ⁸  

show mac-address-mapping x 

   
 

 - - 

 

  а ⁸ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ruijie# show mac-address-mapping 1 

Ports          Destination-VID  Source-VID-list 

------------ ---------------- --------------- 

Gi0/1          5                   1-3 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ֒ RGOS10.1 ԈЭ 
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ԇ  

 - - 

12.2.7 show registration-table 

ұ dot1q-tunnel vid ╗  

show registration-table [interface intf-id] 

   
 

 intf-id  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ruijie# show registration-table 

Ports          Outer-VID  Inner-VID-list 

------------ ---------- ------------------ 

Gi0/7          5            7-10,15,20-30 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ֒ RGOS10.3 ԈЭ 

 

   
ԇ  

 - - 

12.2.8 show traffic-redirect 

ұ vid ╗  

show traffic-redirect [interface intf-id] 
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 intf-id   

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ruijie# show traffic-redirect 

Ports           Type            VID   Match-filter 

------------ ----------- ---- ------------ 

Gi0/3          Mod-outer    23   11 

Gi0/3          Mod-outer    3    4 

Gi0/3          Mod-outer    6    5 

Gi0/3          Mod-inner    8    inner-to-8 

Gi0/6          Mod-inner    9    100 

Gi0/7          Nested-vid   13   nest-13 

 

 ԇ 
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L2protocol-tunnel : gvrp Disable 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ֒ RGOS10.3 ԈЭ 

 

   
ԇ  

 - - 
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13 Share VLAN  

13.1 ầ  

13.1.1 share 

ᴳ ԇ share vlanȂ 

   
 

 - - 

 

   

 

ԇ   vlan  

 

ᴳ  

 share vlan no share ԇȂ 

⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇȂ 

 

ѡᴿ  
Ruijie(config)#vlan 2 

Ruijie(config-vlan)#share 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

13.2 ầ  

13.2.1 show mac-address-table share 
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ᴳ ԇ ̆ Status original̆‡ ̕

Status duplicated ‡̆ ⁸  ̕ Status
ѝ ̆‡ share vlanȂ 

   
 

 - - 

 

   

 

ԇ   ֗  

 

ᴳ   
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14 
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/ ᴿ  

address-bind install 

no address-bind install 

   
 

 - - 

 

   

 

ԇ   ὤ  

 

ᴳ   ᴿ ̆ ԇ Ȃ 

 

ѡᴿ  

Ю ᴿ fa 0/1 ѝ  

Ruijie(config)# address-bind uplink fa0/1 

Ruijie(config)# address-bind install 

 

 ԇ  
Ὧ ԇ 

 show address-bind uplink ᴿ  

 

  RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

14.1.3 address-bind ip-address 

Уэ ip mac . 

address-bind ip-address mac-address 

no address-bind ip-address 

   

 ip-address IP Ȃ  

 mac-address mac Ȃ 
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ԇ   ὤ  

 

ᴳ   
ᴔ Уэ IP Уэ MAC ‡̆ Ӈ ⁮ IP ѝ э IP

̆ MAC аѝ э IP MAC ̆ э ֶ Ӈ

х Ȃ 

 

ѡᴿ  
Ю ᴿ ip ѝ 3.3.3.3 mac 00d0.f811.1112  

Ruijie(config)# address-bind 3.3.3.3 00d0.f811.1112 

 

 ԇ  
Ὧ ԇ 

 show address-bind  

 

  S8600 ‟Ӈ  э ѝ 1K. 

 

   
ԇ  

 - - 

14.1.4 address-bind ipv6-mode 

ip IP  

ὸ  

address-bind ipv6-mode compatible 

 

address-bind ipv6-mode loose 

ш  

address-bind ipv6-mode strict 

   
 

 - - 

 

  ш Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ‍ѝ:ὸ ̆ ̆ш Ь ̆ ѝш Ȃὲ

‡̆ Ю ̔ 
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 Ipv4 ‡ 

ш  ἵ IPV4+MAC ֒ Ȃ 

 ἵ IPV4+MAC ֒ Ȃ 

ὸ  ἵ IPV4+MAC ֒ Ȃ 

 

 IPV6 ‡ 

ш  аἵ ֗ᴉ ipv6 ̂ ̃Ȃ  

 ἵ IPV6 Ȃ  

ὸ  
ἵ MAC ѝ MAC  IPV6

Ȃ 
 

 
 

ѡᴿ  

ᴿ ̆ IP ѝ 192.168.5.2 ѝ 00d0.f822.33aă ἵ

IPV6 Ȃ 

Ruijie# configure t 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# address-bind 00d0.f822.33aa ip 192.168.5.2 

Ruijie(config)# address-bind ipv6-mode compatible 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

14.1.5 address-bind uplink 

Уэ ip mac . 

address-bind uplink intf-id 

no address-bind uplink intf-id 

   
 

 intf-id ѝᴿ  
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ԇ   ὤ  

 

ᴳ  

 ᴔ Уэ IP Уэ MAC ‡̆ Ӈ ⁮ IP ѝ э IP
̆ MAC аѝ э IP MAC ̆ э ֶ Ӈ х

̆ ѝᴿ ̆ з ҩ( address-bind install)  
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ѡᴿ  
‮ ╟  

Ruijie# clear mac-address-table dynamic 

 

 ԇ  
Ὧ ԇ 

 show mac-address-table dynamic ╟ ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

14.1.7 clear mac-address-table filtering 

Ȃ 

clear mac-address-table filtering [address mac-addr ][ vlan vlan-id] 

   

 filtering Ȃ 

 address mac-addr Ȃ 
 

 vlan vlan-id VLAN  

 

   

 

ԇ    

 

ᴳ   Ԉᴳ show mac-address-table filtering ԇ э ᾃ Ȃ 

 

ѡᴿ  
‮ 00d0.f800.0c0c̔ 

Ruijie# clear mac-address-table filtering address 00d0.f800.0c0c

 

 ԇ  

 mac-address-table filtering Ȃ Ὧ ԇ 

 show mac-address-table filtering ᶕ Ȃ 
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ԇ  

 - - 

14.1.8 clear mac-address-table static 

Ȃ 

clear mac-address-table static [address mac-addr] [interface interface-id] [vlan vlan-id ] 

   

 static Ȃ 

 address mac-addr Ȃ 

 interface interface-id Ȃ 

 

 vlan vlan-id VLAN Ȃ 

 

   

 

ԇ    

 

ᴳ   Ԉᴳ show mac-address-table static ԇ э ᾃ Ȃ 

 

ѡᴿ  
Ю ᴿ ‮ MAC ѝ 00d0.f800.073c ̔ 

Ruijie# clear mac-address-table static address 00d0.f800.073c 

 

 ԇ  

 mac-address-table static Ȃ Ὧ ԇ 

 show mac-address-table static Ȃ 

 

   

 

   
ԇ Ȃ  
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ᴳ   
а ѝ Ȃᴳ show mac-address-table filtering ԇ

Ȃ 

 

ѡᴿ  Ruijie(config)# mac-address-table filtering 00d0f8000000 vlan 1 

 

 ԇ  

 clear mac-address-table filtering Ȃ Ὧ ԇ 

 show mac-address-table filtering ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

14.1.11 mac-address-table notification 

MAC ╖ Ȃᴳ ԇ no Ὧ ╖ Ȃ 

mac-address-table notification [interval value | history-size value
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 ԇ  

 snmp-server enable traps trap Ȃ 

 show mac-address-table notification 
MAC
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 ԇ  
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14.1.14 mac-manage-learning uniform learning-synchronization 

uniform Ю̆ ╟ MAC . 

no mac-manage-learning uniform learning-sychronization 

   
 

 - - 

 

   

 

ԇ   ὤ  

 

ᴳ  
 uniform Ю̆ᴳ ╟ MAC Ԉ У ү Ӈ ̕ Ԉ

no ԇ ╟ MAC Ȃ 

 

ѡᴿ   

 

 ԇ  

   
Ὧ ԇ 

 
show mac-address-table 
mac-manage-learning 

MAC ҃  

 

  - 

 

   
ԇ  

 - - 

14.1.15 mac-manage-learning dispersive 

╟ MAC ҃ ѝ dispersive . 

   
 

 - - 

 

   

 

ԇ   ὤ  
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ᴳ   
╟ MAC ҃ ѝ dispersive ̆ Ԉ ҃⁮ MAC
Ȃ 

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 
show mac-address-table 
mac-manage-learning 

MAC ҃  

 

  - 

 

   
ԇ  

 - - 

14.1.16 snmp trap mac-notification 

MAC ╖ Ȃᴳ ԇ no Ὧ ╖ Ȃ 

snmp trap mac-notification {added | removed} 

no snmp trap mac-notification {added | removed} 

   

 added ╗ Ȃ  

 removed ‮ Ȃ 

 

  Ὧ ╖ Ȃ 

 

ԇ    

 

ᴳ   ᴳ show mac-address-table notification interface ԇ Ȃ 

 

ѡᴿ  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# snmp trap mac-notification added 

 

 ԇ  Ὧ ԇ 

 mac-address-table notification MAC ╖ Ȃ 
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 show mac-address-table notification 
MAC ╖

ᶕ Ȃ 

 

   

 

   
ԇ  

 -  

 

   
ԇ  

 -  

 

14.1.17 mac-address-learning 

҃ ╒ /Ὧ  
mac-address-learning 

   
 

   

  ҃ ╒  

ԇ    

ᴳ  
 а ὤ╖ ЭὯ MAC ҃ ╒ Ὧ̆ ҃ ╒ а

ὤ╖ ̕ 

ѡᴿ 
 ᴿ 1̔Ὧ ҃ ╒̔ 

Ruijie(config-if)# no mac-address-learning 

 

   

 
 

14.2 ầ  

14.2.1 show address-bind 

ᶕ Ȃ 

show address-bind 
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ᴳ    

 

ѡᴿ  

Ruijie# show address-bind uplink  

Ports        State    

------------ ------   

Fa0/1        Disabled 

Fa0/2        Disabled 

…… 

 

 ԇ  
Ὧ ԇ 

 address-bind uplink ᴿ  

 

   

 

   
ԇ  

 - - 

14.2.3 show mac-address-table address 

MAC ᶕ ̂ꜛ ╟ ̆ ̃Ȃ 

show mac-address-table [address mac-addr] [interface interface-id] [vlan vlan-id] 

   

 address mac-addr MAC Ȃ 

 interface interface-id  
 

 vlan vlan-id VLAN  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ruijie# show mac-address-table address 00d0.f800.1001 

Vlan        MAC Address          Type     Interface 

-------    ------------       --------   --------  

1           00d0.f800.1001       STATIC    Gi1/1 
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 ԇ  

 show mac-address-table static Ȃ 

 show mac-address-table filtering Ȃ 

 show mac-address-table dynamic ╟ Ȃ 

 show mac-address-table interface 
ᶕ

Ȃ 

 show mac-address-table vlan 
VLAN ᶕ

 

 show mac-address-table count ѐ э Ȃ 

 show mac-address-table static Ȃ 

Ὧ ԇ 

 show mac-address-table filtering Ȃ 

 

   

 

   
ԇ  

 - - 

14.2.4 show mac-address-table aging-time 

╟ ע Ȃ 

show mac-address-table aging-time 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 
 Ruijie# show mac-address-table aging-time 

Aging time    : 300 

 

Ὧ ԇ  ԇ  
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 mac-address-table aging-time ╟ ע Ȃ 

 

   

 

   
ԇ  

 - - 

14.2.5 show mac-address-table count 

ѐ э Ȃ 

show mac-address-table count 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ruijie# show mac-address-table count 

Dynamic Address Count  : 51 

Static  Address Count  : 0 

Filter  Address Count  : 0 

Total Mac Addresses    : 51 

Total Mac Address Space Available: 8139 

 

 ԇ  

 show mac-address-table static Ȃ 

 show mac-address-table filtering Ȃ 

 show mac-address-table dynamic ╟ Ȃ 

 show mac-address-table address ᶕ  

 show mac-address-table interface ᶕ  

Ὧ ԇ 

 show mac-address-table vlan 
VLAN ᶕ

Ȃ 
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ԇ  

 - - 
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ԇ  

 - - 

14.2.7 show mac-address-table filtering 

ᶕ  

show mac-address-table static [addr mac-addr] [vlan vlan-id] 

   

 mac-addr MAC Ȃ  

 vlan-id VLANȂ 

 

   

 

ԇ    

 

ᴳ     

 

ѡᴿ  

Ruijie# show mac-address-table filtering 

Vlan        MAC Address          Type     Interface 

------  -------------------- -------- ----------- 

1      0000.2222.2222      FILTER Not available 

 

 ԇ  

 clear mac-address-table filtering Ȃ Ὧ ԇ 

 mac-address-table filtering Ȃ 
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MAC ╖ ᶕ Ȃ 

show mac-address-table notification [interface[interface-id] | history ] 

   

 interface interface-id Ȃ Э MAC ╖ Ȃ  

 history MAC ᶕ Ȃ 

 

  MAC ╖ ᶕ Ȃ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ruijie# show mac-address-table notification interface 

Interface         MAC Added Trap  MAC Removed Trap 

---------          --------------       -------------- 

GigabitEthernet1/14   Disabled         Disabled 

Ruijie# show mac-address-table notification 

MAC Notification Feature :  Disabled  

Interval between Notification Traps : 1 secs 

Maximum Number of entries configured in History Table :1 

Current History Table Length : 0 

Ruijie# show mac-address-table notification history 

History Index : 0 

MAC Changed Message : 

Operation:ADD Vlan : 1 MAC Addr: 00f8.d012.3456 GigabitEthernet 3/1

 

 ԇ  

 mac-address-table notification MAC ╖ Ȃ Ὧ ԇ 

 snmp trap mac-notification MAC ╖ Ȃ 

 

   

 

   
ԇ  

 - - 

14.2.10 show mac-address-table static 
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Ȃ 

show mac-address-table static [addr mac-addr] [interface interface-id] [vlan vlan-id ] 
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 vlan-id VLAN IDȂ 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ruijie# show mac-address-table vlan 1 

Vlan    MAC Address       Type        Interface 

-----  -------------   -------  ------------------ 

1     00d0.f800.1001    STATIC   gigabitethernet 1/1 

1     00d0.f800.1002    STATIC   gigabitethernet 1/1 

1     00d0.f800.1003    STATIC   gigabitethernet 1/1 

 

 ԇ  

 show mac-address-table static Ȃ 

 show mac-address-table filtering Ȃ 

 show mac-address-table dynamic ╟ Ȃ 

 show mac-address-table address 
ᶕ

Ȃ 

 show mac-address-table interface 
ᶕ

Ȃ 

Ὧ ԇ 

 show mac-address-table count ѐ э Ȃ 

 

   

 

   
ԇ  

 - - 

14.2.12 show mac-address-table mac-manage-learning 

╟ MAC ҃  
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 - - 
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Ruijie# show  mac-address-learning 

 ԇ  
Ὧ ԇ 
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15 DHCP Snooping  

15.1 DHCP snooping ┐  

15.1.1 ip dhcp snooping 

DHCP Snooping ὤ ╖ ̆ ὤ Ю ԇȂ ԇ no
̆ ὤ Ὧ DHCP Snooping ╖ Ȃ 

[no] ip dhcp snooping 

   
 

 - - 

 

  ╖ Ὧ  

 

ԇ   ὤ  

 

ᴳ  

 DHCP Snooping ὤ ╖ ̆ Ԉᴳ show ip dhcp snooping
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 show ip dhcp snooping DHCP snooping ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

15.1.2 ip dhcp snooping bootp-bind 

DHCP Snooping Bootp ╖ ̆ ὤ Ю ԇȂ

ԇ no ̆ Ὧ DHCP snooping Bootp ╖ Ȃ 

[no] ip dhcp snooping bootp-bind 

   
 

 - - 

 

  ╖ Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ᾳЮ̆DHCP Snooping ╖ Ө Bootp Ȃ ╖ ̆DHCP 

Snooping ╖ Bootp Ȃ Bootp ╖ ̆DHCP 
Snooping Bootp ╗⁮ ѐȂ 

 

ѡᴿ  

Ю DHCP Snooping Bootp ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# ip dhcp snooping bootp-bind 

Ruijie(config)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 

Verification of hwaddr field status ̔ DISABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface            Trusted        Rate limit (pps)  

------------------------  -------    ------------ 
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------------------------  -------    ------------ 

 

 ԇ  
Ὧ ԇ 

 show ip dhcp snooping DHCP snooping ᶕ  

 

   

 

   
ԇ  

 - - 

15.1.4 ip dhcp snooping database write-to-flash 

Ӈ DHCP Snooping ╟ ᶕ ᾗὡ FLASH ֒̆ ὤ

Ю ԇȂ 

ip dhcp snooping database write-to-flash 

   
 

 - - 

 

   

 

ԇ   ὤ Ȃ 

 

ᴳ   ԇ̆ Ԉ DHCP Snooping ѐ╟ ᶕ ᾗὡ FLASH ֒Ȃ

 

ѡᴿ  

Ю DHCP ╟ ᶕ ᾗὡ flash ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# ip dhcp snooping database write-to-flash 

Ruijie(config)# end 

 

 ԇ 

- - 

 5�,ÕG!5B  
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 - - 

15.1.5 ip dhcp snooping information option 

DHCP ѐ╗ὡ option82 ╖ ̆ ὤ Ю ԇȂ

ԇ no ̆ Ὧ ╖ Ȃ 

[no] ip dhcp snooping information option 

   
 

 - - 

 

  ╖ Ὧ Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ԇ̆ DHCP ѐ ╗ option82ᶕ D̆HCP ╘ option82

ᶕ ‍ Ȃ 

 

ѡᴿ  

Ю DHCP ѐ╗ὡ option82 ╖ ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# ip dhcp snooping information option 

Ruijie(config)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 

Verification of hwaddr field status ̔ DISABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 

 

 ԇ  
Ὧ ԇ 

 show ip dhcp snooping DHCP snooping ᶕ Ȃ 

 

   

 

ԇ     
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DHCP ̆ Ю ԇȂ ԇ

no ̆ ⁸Ȃ 

[no] ip dhcp snooping limit rate rate-value 

   
 

 rate-value ̆



DHCP Snooping ԇ 

15-9 

 

   
ԇ  

 - - 

15.2.2 ip dhcp snooping suppression 

ѝ suppression ̆ Ю ԇȂ ԇ no ̆

ѝ no suppression Ȃ 

[no] ip dhcp snooping suppression 

   
 

 - - 

 

  ╖ Ὧ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
ԇ̆ Ю DHCP ̆ Ю

DHCP Ȃ 

 

ѡᴿ  

Ю fastethernet 0/2ѝ suppression ᴿ ̔ 

Ruijie# configure terminal  

Ruijie(config)# interface fastethernet 0/2 

Ruijie(config-if)# ip dhcp snooping suppression 

Ruijie(config-if)# end 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

15.2.3 ip dhcp snooping trust 
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DHCP snooping ᶕ֗ ѝ TRUST ̆ Ю ԇȂ

ԇ no ̆ ѝ UNTRUST Ȃ 

[no] ip dhcp snooping trust 

   
 

 - - 

 

  ᾳЮ̆ ѝ UNTRUST Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
ԇ̆ DHCP ╘ ѝ TRUST ȂTRUST ⁮

DHCP ̆UNTRUST ⁮ DHCP х Ȃ 

 

ѡᴿ 

 Ю fastethernet 0/1 ѝ TRUST ᴿ ̔ 

Ruijie# configure terminal  

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# ip dhcp snooping trust 

Ruijie(config-if)# end 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 

Verification of hwaddr field status ̔ DISABLE 

DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 

FastEthernet0/1            YES         unlimited 
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15.3 DHCP snooping  

15.3.1 show ip dhcp snooping 
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ԇ  

 - - 

 

15.3.2 show ip dhcp snooping binding 

DHCP Snooping ѐ ᶕ ̆ Ю ԇȂ 

show ip dhcp snooping binding 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ԇ̆ Ԉ ₥ DHCP Snooping ѐ ᶕ Ȃ 

 

ѡᴿ  

Ю ᴿ ̔ 

Ruijie# show ip dhcp snooping binding 

Total number of bindings: 1  

 

MacAddress     IpAddress   Lease(sec)  Type    VLAN  Interface 

-----------    --------    --------    -----   ----  --------- 

0000.0000.0001 1.1.1.1  78128  dhcp-snooping  1  FastEthernet 0/1

 

 ԇ  

 ip dhcp snooping binding DHCP snooping  Ὧ ԇ 

 clear ip dhcp snooping binding DHCP snooping ╟ ᶕ  

 

   

 

ԇ     
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 - - 

15.4 DHCP snooping  

15.4.1 clear ip dhcp snooping binding 

‮ DHCP Snooping ѐ ╟ ̆ Ю ԇȂ 

clear ip dhcp snooping binding 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ԇ̆ Ԉ‮ DHCP snooping ѐ ╟ Ȃ 

 

ѡᴿ  

Ю ‮ DHCP snooping ѐ ╟ ᴿ ̔ 

Ruijie# clear ip dhcp snooping binding 

Ruijie# show ip dhcp snooping binding 

Total number of bindings: 0 

MacAddress IpAddress Lease(sec) Type VLAN Interface 

-------  ---  ----------  ---------  ----  --------- 

 

 ԇ  
Ὧ ԇ 

 show ip dhcp snooping binding 
DHCP snooping ᶕ

Ȃ 

 

   

 

   
ԇ  

 - - 

 

15.4.2 debug ip dhcp snooping 
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Ӈ Э DHCP Snooping ╖ Ὧ̆ Ю ԇȂ 

debug ip dhcp snooping {
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16 IGMP Snooping  

16.1 ầ  

16.1.1 deny 

profile ̆ profile Ю ԇ denyȂ 

deny 

   
 

 deny profile  

 

  profile deny ᴐȂ 

 

ԇ   profile Ȃ 

 

ᴳ  
 Ἴ profile Юᴳ range ԇ Ȃ ѝ̆ҩᴳ profile ᴐ ̆

profile ⁮ ЭȂ 

 

ѡᴿ  

Ю … Уэ 224.2.2.2 profile ᴿ ̔ 

Ruijie(config)# ip igmp profile 1 

Ruijie(config-profile)# range 224.2.2.2 

Ruijie(config-profile)# deny 

 

 ԇ  

 ip igmp profile … Уэ profile Ὧ ԇ 

 range  

 

   

 

   
ԇ  

 - - 

16.1.2 permit 



IGMP Snooping ԇ 

16-2 

profile ̆ profile Ю ԇ permit̆ profile Ὧ

Ȃ 

permit 

   
 

 permit ἵ profile Ȃ 

 

  profile deny ᴐȂ 

 

ԇ   profile Ȃ 

 

ᴳ   
Ἴ profile Юᴳ range ԇ Ȃ ѝ̆ҩᴳ profile ᴐ ̆

profile Ὧ ⁮ Ὧ ԇЭȂ 

 

ѡᴿ  

Ю … Уэ ἵ 224.2.2.2 profile ᴿ ̔ 

Ruijie(config)# ip igmp profile 1 

Ruijie(config-profile)# range 224.2.2.2 

Ruijie(config-profile)# permit 

 

 ԇ  

 ip igmp profile … Уэ profile Ὧ ԇ 

 range  

 

   

 

   
ԇ  

 - - 

16.1.3 range  

profile ̆ profile Ю ԇ rangĕ Ԉ э

̆҂ Ԉ э ᾃ Ȃᴳ ԇ no ‮ Ȃ 

range low-ip-address [high-ip-address] 

no range low-ip-address [high-ip-address] 

    

 low-ip-address  
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 high-ip-address  

 

  ḣȂ 

 

ԇ   profile Ȃ 

 

ᴳ  
 ̆ Уэ ѝ̆ profile ѝ denyȂ ̆

ѝҩᴳ profile ᴐ ̆ profile ⁮ ЭȂ 

 

ѡᴿ  

Ю … Уэ ѝ 224.2.2.2~224.2.2.244 profile ᴿ ̔ 

Ruijie(config)# ip igmp profile 1 

Ruijie(config-profile)# range 224.2.2.2 224.2.2.244 

 

 ԇ  

 ip igmp profile … Уэ profile 

 deny profile ѝѝ deny 
Ὧ ԇ 

 permit profile ѝѝ permit 

 

   

 

   
ԇ  

 - - 

16.1.4 ip igmp profile 

IGMP profile ұ ⁸У ‟ Ȃ ὡ profile ̆ Ἴ ὤ Ю

Уэ profileȂ ԇ ԇ̆ profile-number̆ ὡ igmp profile Ȃ 

ip igmp profile profile-number 

no ip igmp profile profile-number 

   
 

 profile-number profile ̆ 1-65535 

 

  ḣȂ 

 

ԇ   ὤ Ȃ 
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ᴳ   
IGMP Profiles Э УҾ ̆ᵏľSVGL Ŀȁľ

ĿȁľIGMP Filtering Ŀ ╖ ᴳ Ȃ ѝ̆ҩᴳ profile
ᴐ ̆ profile ╖ Ὧ ᴳ Ȃ 

 

ѡᴿ  

Ю ᴿ… ҩУэ ѝ 1 profile ὡ profile Ȃ 

Ruijie(config)# ip igmp profile 1 

Ruijie(config-profile)# 

 

 ԇ  

 range profile Ȃ 

 permit profile ѝѝ permit 
Ὧ ԇ 

 deny profile ѝѝ deny 

 

   

 

   
ԇ  

 - - 

16.1.5 ip igmp snooping ivgl 

igmp snooping ivgl ̆ ὤ ԇ ip igmp snooping ivglȂ
ԇ no Ὧ igmp snoopingȂ 

ip igmp snooping ivgl 

no ip igmp snooping 

   
 

 - - 

 

  disable Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
Ю̆ VLAN ҵ Ȃў б ұ Уэ VLAN

̕Ӈ ⁮֗ᴉУэ VLAN ̆

VLAN ᾃ Ȃ 
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~  

pim snooping ᵑ ұ igmp snooping IVGL IVGL-SVGL
ᴐ̆ ᴳ no ip igmp snooping Ὧ igmp snooping ╖ ̆

pim snooping ᴐ‡ֶ ἼὯ pim snoopinğ з

Ὧ а ╖Ȃ  
 

ѡᴿ  
Ю ᴿ Э igmp snooping ivgl ̔ 

Ruijie(config)# ip igmp snooping ivgl 

 

 ԇ  

 ip igmp snooping svgl igmp snooping svgl ȂὯ ԇ 

 ip igmp snooping ivgl-svgl igmp snooping Ȃ

 

   

 

   
ԇ  

 - - 

16.1.6 ip igmp snooping ivgl-svgl  

igmp snooping ivgl-svgl ̆ ὤ ԇ ip igmp snooping 
ivgl-svglȂ ԇ no Ὧ igmp snoopingȂ 

ip igmp snooping ivgl-svgl 

no ip igmp snooping 

   
 

 - - 

 

  disable Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ҩ ̆‡ IVGLȁSVGL ч ȂIVGL SVGL ч Ԉ ̆

Ԉ IGMP Profile ‚‍У SVGL̆ ᾃ̆

Ԉ VLAN ̆ ὲ ᾃ

ұ Уэ VLAN Ȃ 
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~  

ѝ IVGL-SVGL
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ұ Shared VLANȂ 

SVGL Ю̆ IGMP Profile ‚‍У SVGL̆
ᾃ̆ Ԉ VLAN ̕ ᾳЮ а

SVGL ̆ х Ȃ 

~  

ѝ SVGL ̆ а ᾋ Ь ╖ ̆ а

ip multicast-routingȂ ̆ ҩЬ ╖ ̆ а

SVGL Ȃ 

pim snooping ᵑ ұ igmp snooping IVGL IVGL-SVGL
ᴐ̆ ᴳ ip igmp snooping svgl ‎ ̆ pim 

snooping ᴐ‡ֶ ἼὯ pim snoopinğ з ‎

а ╖Ȃ  
 

ѡᴿ  

Ю ᴿ Э igmp snooping svgl ̆ Ὧ profile ѝ 1̔

Ruijie(config)# ip igmp snooping svgl 

Ruijie(config)# ip igmp snooping svgl profile 1 

 

 ԇ  

 ip igmp snooping svgl vlan Уэ Shared VLANȂ Ὧ ԇ 

 ip igmp snooping svgl profile Уэ SVGL Ὧ profileȂ

 

   

 

   
ԇ  

 - - 

16.1.8 ip igmp snooping vlan 

vlan Э igmp snooping ivgl ̆ ὤ ԇ ip igmp 
snooping vlanȂ ԇ no Ὧ igmp snoopingȂ 

ip igmp snooping vlan vid 

no ip igmp snooping vlan vid 

   
 

 vid vlan id 

 

  disable Ȃ 

 



IGMP Snooping ԇ 

16-8 

ԇ   ὤ Ȃ 

 

ᴳ   

ὤ Ю̆ vlan Э ╟ Ὧ IGMP Snooping ╖ ̆

ԇȂ 

~  

vlan Э pim snooping ᵑ ұ igmp snooping ᴐ̆ ᴳ

no ip igmp snooping vlan Ὧ vlan Э igmp snooping ╖ ̆

pim snooping VLAN ‡ֶ ἼὯ pim snoopinğ
з Ὧ а ╖Ȃ  

 

ѡᴿ  
Ю ᴿ vlan 2 Э igmp snooping̔ 
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ѡᴿ  
Ю ᴿ vlan 2 ѝ igmp snooping svgl Ὥӎ vlan̔ 

Ruijie(config)# ip igmp snooping svgl vlan 2 

 

 ԇ  

 ip igmp snooping svgl igmp snooping svgl ȂὯ ԇ 

 ip igmp snooping ivgl-svgl igmp snooping Ȃ

 

   

 

   
ԇ  

 - - 

16.1.10 ip igmp snooping svgl profile 

profile SVGL ̆ ὤ ԇ ip igmp snooping svgl 
profileȂ ԇ no  Ȃ 

ip igmp snooping svgl profile profile-number 

no ip igmp snooping svgl profile 

   
 

 profile-number profile ̆ ḣ <1-65536> 

 

  ᾳЮ svgl Ὧ profileȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ԇ SVGL IVGL-SVGL Ю Ȃ 

 

ѡᴿ  
Ю ᴿ ѝ igmp snooping svgl Ὧ profile 2̔ 

Ruijie(config)# ip igmp snooping svgl profile 2 

 

 ԇ  

 ip igmp snooping svgl igmp snooping svgl ȂὯ ԇ 

 ip igmp snooping ivgl-svgl igmp snooping Ȃ
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ԇ  

 - - 

16.1.11 ip igmp snooping dyn-mr-aging-time 

Ӈ ╟ ҃⁮ ע Ȃ 

ip igmp snooping dyn-mr-aging-time time 

no ip igmp snooping dyn-mr-aging-time 

   
 

 time ╟ ҃ ע ,̆ ḣ <1-3600>Ȃ

 

  300s 

 

ԇ   ὤ Ȃ 

 

ᴳ   

╟ ὲ ע ₥ ⁮ IGMP PIM 
Hello Ӈ̆ ӱ ‟ ѐ‮ Ȃ ╟ ҃ ᾳ

Ю̆ Ԉ ԇ ╟ ע ̆ ע ̆

ֶ ╗ ‮ Ȃ 

 

ѡᴿ  
Ю ᴿ ╟ ҃ ע ѝ 100s̔ 

Ruijie(config)# ip igmp snooping dyn-mr-aging-time 100 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   
ԇ  

 - - 

16.1.12 ip igmp snooping fast-leave enable 

igmp snooping ╖ ̆ ὤ ԇ ip igmp snooping fast-leave 
enableȂ ԇ no Ὧ igmp snooping fast-leaveȂ 
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ip igmp snooping fast-leave enable 

no ip igmp snooping fast-leave enable 

   
 

 - - 

 

  disable Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   

Ӈ ӱ ⁮ў IP IGMP 
̆ ӱ   ‟ ѐ‮ Ȃ ̆ Ӈ ⁮

IP IGMP ̆Ӈ аᾋ Ȃ Ӈ Э̆

Ю Уэ ̆‡ Ԉ ᴳ ╖ Ԉ Ȃ 

 

ѡᴿ  
Ю ᴿ Э igmp snooping fast-leave̔ 

Ruijie(config)# ip igmp snooping fast-leave enable 
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ԇ   ὤ Ȃ 

 

ᴳ   

⁮ IGMP У ̆ ֶ ע ̆

ѝ ̆ ḣ῏ѝ 0 ‡̆ ѝ аᾋ ̆

ү ֶ ӱ IGMP Snooping ѐ‮ Ȃ 

⁮ IGMP ̆ ֶ ╟ ע

̆ ѝ ̆ ḣ῏ѝ 0 ̆‡ ѝ аᾋ

̆ ֶ ӱ IGMP Snooping ѐ‮ Ȃ 

ұ IGMPv3 ̆аṁ Ȃ 

 

ѡᴿ  
Ю ᴿ ╟ ҃ ע ѝ 100s̔ 

Ruijie(config)# ip igmp snooping query-max-response-time 100 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   
ԇ  

 - - 

16.1.14 ip igmp snooping source-check default-server 

IP ᴐ ⁸ Уэ IP ╘ ᵏȂ igmp 
snooping ip ╖ ̆ ὤ ԇ ip igmp snooping source-check 
default-serverȂ ԇ no Ὧ ip ╖ Ȃ 

ip igmp snooping source-check default-server address 

no ip igmp sooping souce-check 

   
 

 address  ̂ ╘ ̃Ȃ 

 

  ╖ Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
IP ὤ Ὧ̆У ̆ ̆ ‡

х ȂӇ ἵ ̆ ԏ Ԉ ṁ
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ServerȂ э Server̆ IP ╖ ҩȂ 

~  
╟ IP ╖ ̆ Ь ╖ ӊ Ȃ ̆

ҩЬ ╖ ̆а IP ╖ Ȃ 

 

 

ѡᴿ  
Ю ᴿ ip ip ѝ 192.168.4.243Ȃ 
Ruijie(config)# ip igmp snooping source-check default-server

192.168.4.243 

 

 ԇ  
Ὧ ԇ 

 ip igmp snooping limit-ipmc ╗ ip Ȃ 

 

   

 

   
ԇ  

 - - 

16.1.15 ip igmp snooping limit-ipmc 

╗ IP ̆ ὤ ԇ ip igmp snooping limit-ipmc vlan ̆
ԇ no ‮ IP Ȃ 

ip igmp snooping limit-ipmc vlan vid address gaddress server saddress 

no ip igmp snooping limit-ipmc vlan vid address gaddress server saddress 

   

 vid ip vlan idȂ 

 gaddress Ȃ 
 

 saddress ( ╘ )Ȃ 

 

  ḣȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ   Ἴ IP ╖ ╗ Ȃ 

 

ѡᴿ  
Ю ᴿ ╗ҩУ ip Ȃ 

Ruijie(config)# ip igmp snooping limit-ipmc vlan 1 address 224.0.0.1
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server 192.168.4.243 
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 ԇ  
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 - - 

16.1.18 ip igmp snooping mrouter learn pim-dvmrp  

Ӈ ╟ ᵚ IGMP Query/Dvmrp/PIM Hellp ̆Ԉ ╟ ⁞ ̆

ὤ ԇ ip igmp snooping mrouter learnȂ ԇ no ╟ ҃Ȃ 

ip igmp snooping mrouter learn pim-dvmrp 

no ip igmp snooping mrouter learn pim-dvmrp 
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16.1.19 ip igmp snooping vlan mrouter interface  

бὲ , ̆ ὤ

ԇ ip igmp snooping vlan mrouter interfaceȂ ԇ no ‮ Уэ Ȃ 

ip igmp snooping vlan vid mrouter interface interface-id 

no ip igmp snooping vlan vid mrouter interface interface-id 

   

 vid vlan idȂ  

 interface-id id 

 

  ḣȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 Ԉ Ӈ Э ѝ ӱ̆ ᴳӇ Э ⁮ IP 
Ԉ   Ȃ Ю̆ ӱ ὡ

̆ὲ х Ȃ 

╟ ҃╖ Ὧ ᾳЮ̆ Ԉ Ȃ 

 

ѡᴿ  
Ю ᴿ Уэ ̔ 

Ruijie(config)# ip igmp snooping vlan 1 mrouter interface 

fastEthernet 0/1 

 

 ԇ  
Ὧ ԇ 

 ip igmp snooping source-check port  

 

   

 

   
ԇ  

 - - 

16.1.20 ip igmp snooping vlan mrouter learn pim-dvmrp  

Ӈ ╟ ᵚ IGMP Query/Dvmrp/PIM Hellp ̆Ԉ ╟ ⁞ ̆

ὤ ԇ ip igmp snooping vlan mrouter learnȂ ԇ no ╟

҃Ȃ 
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 vid vlan id 

 ip-addr  
 

 interface-id id 

 

  ḣȂ 

 

ԇ   ὤ Ȃ 

	–�D  
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 ԇ  
Ὧ ԇ 

 ip igmp snooping filter Ȃ 

 

   

 

   
ԇ  

 - - 

16.2 ῢⱦ  

16.2.1 show ip igmp snooping 

igmp snooping Ὧᶕ Ȃ 

Show ip igmp snooping [gda-table | interfaces | mrouter| statistics [vlan vlan-id] ] 

   

  igmp snooping ╖ Ȃ 

 gda-table ‡ Ȃ 

 interfaces igmp snooping filtring Ȃ 

 mrouter ᶕ Ȃ 

 statistics [vlan vlan-id] snooping ᶕ Ȃ 

 

 vlan vlan Ю Ὧ snooping ᶕ  
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ԇ  

 - - 

16.2.2 show ip igmp profile [ profile-number] 

   

  profile ᶕ   

 profile-number profile ᶕ  

 

   

 

ԇ   EXEC  

 

ᴳ   
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undebug igmp-snp event 

undebug igmp-snp packet 

undebug igmp-snp msf 

undebug igmp-snp warning 

   

  IGMP Snooping ᶕ  

 event IGMP Snooping ὯҮ֒ ᶕ  

 packet IGMP Snooping Ὧ ᶕ  

 msf IGMP Snooping б Ӈ ᶕ  

 

 warning IGMP Snooping Ὧ ᶕ  

 

   

 

ԇ   EXEC  

 

ᴳ    

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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17 PIM-Snooping  

17.1 PIM-Snooping ầ  

17.1.1 ip pim snoopingō ┐ Ŏ 

Ӈ ὤ PIM-Snoopinğ ᴳ ip pim snooping ԇȂG ԇ no ὤ

PIM-SnoopingȂ 

ip pim snooping 

no ip pim snooping 

   
 

 - - 

 

  PIM-Snooping Ȃ 
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17.1.3 show ip pim snooping 

PIM-Snooping ὤ ᶕ ̆ ᴳ show ip pim snooping ԇȂ 

show ip pim snooping [ detail ] 

   
 

 detail ᶕ  

 

   

 

ԇ   
Ȃ 

Ȃ 

 

ᴳ    

 

ѡᴿ  

ԈЮ ԇ PIM-Snooping ὤ ᶕ ̔ 

Ruijie#show ip pim snooping 

Global runtime mode  : Enabled 

Global admin mode      : Enabled 

Number of user enabled VLANs: 2 

User enabled VLANs: 199 198 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ Ӈ Э ᴐ Ȃ 

 

   
ԇ  

 - - 

17.1.4 show ip pim snooping neighbor 

PIM-Snooping ᶕ ̆ ᴳ show ip pim snooping neighbor ԇȂ 

show ip pim snooping neighbor 
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ԇ   
 

 

 

ᴳ    

 

ѡᴿ 

 ԈЮ ԇ PIM-Snooping VLAN199 ᶕ ̔ 

Ruijie#show ip pim snooping vlan 199 

4 neighbors (0 DR priority incapable) 

DR is 214.199.199.4 

 

 ԇ  
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18 DHCPV6 Snooping  

18.1 ầ  

18.1.1 ipv6 dhcp snooping 

ᴳ dhcpv6 snooping ╖ ̆ ὤ ὯȂ ԇ no ὤ Ὧ dhcpv6 
snooping ╖ Ȃ 

ipv6 dhcp snooping 

no ipv6 dhcp snooping 

   
 

 - - 

 

  Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ᴳ ԇ Ԉ Ӈ dhcpv6 snooping ╖ ̆ Ԉᴳ show ipv6 dhcp 

snooping ԇ dhcpv6 snooping ╖ Ȃ 

 

ѡᴿ 
 ᴿ 1̔ Ӈ dhcpv6 snooping ╖ Ȃ 

Ruijie(config)# ipv6 dhcp snooping 

 

 ԇ  
Ὧ ԇ 

show ipv6 dhcp snooping dhcpv6 snooping ╖ ὤ ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

18.1.2 ipv6 dhcp snooping binding-delay 
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╟ ╗⁮ ֒ ѐ ╖ Ȃᴳ ԇ no ̆Ὧ

╖ Ȃ 

ipv6 dhcp snooping binding-delay seconds 

no ipv6 dhcp snooping binding-delay 

    

  time ⁮ ֒ ̆ ᴁ̔  

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ  
 ᾳЮ̆╟ ╗⁮ ֒ Ȃ ╖ ̆╟

̆ ᾃ IPv6 ᾰ ̆ ֶ ⁮ ֒ ѐȂ 

 

ѡᴿ 
 ᴿ 1̔ ╟ 10 ᾋ ╗⁮ ֒ ѐȂ 

Ruijie(config)# ipv6 dhcp snooping binding-delay 10 

 

Ὧ ԇ  ԇ  

   

 

   

 

   
ԇ  

 10.4 ԇ 

18.1.3 ipv6 dhcp snooping database write-delay 

dhcpv6 snooping ᶕ ᾗὡ flash ֒ѐȂG ԇ no Ὧ

╖ Ȃ 

ipv6 dhcp snooping database write-delay time 

no ipv6 dhcp snooping database write-delay 

    

  time ᾗὡ flash ֒  

 

  Ὧ  
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ԇ   ὤ  

 

ᴳ  
 dhcpv6 snooping ᶕ ᾗὡ flash ֒̆ Ԉ ╟

̆ ᶕ х ̆ IP ̆ Ԉ Ȃ 

 

ѡᴿ 
 ᴿ 1̔ ᾗὡ flash ѝ 100  

Ruijie(config)# ipv6 dhcp snooping database write-delay 100 

 

Ὧ ԇ  ԇ  

 show ipv6 dhcp snooping dhcpv6 snooping ╖ ὤ ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

18.1.4 ipv6 dhcp snooping database write-to-flash 

dhcpv6 snooping ᶕ ᾗὡ flash ֒Ȃ 

ipv6 dhcp snooping database write-to-flash 

   
 

 -  

 

   

 

ԇ   ὤ  

 

ᴳ  
 ԇ̆ Ԉ dhcpv6 snooping ᶕ ᾗὡ flash ֒Ȃ

ֶ̆ ╟ӱ flash ѐ ᶑ flash ѐ ᶕ Ȃ 

 

ѡᴿ 
 ᴿ 1̔ dhcpv6 snooping ᶕ ᾗὡ flash 

Ruijie(config)# ipv6 dhcp snooping database write-to-flash 

 

Ὧ ԇ  ԇ  



DHCPV6 Snooping ԇ 

18-4 

   

 

   

 

   
ԇ  

 10.4 ԇ 

18.1.5 ipv6 dhcp snooping filter-dhcp-pkt 

х ⁮ dhcpv6 Ȃᴳ ԇ no ̆Ὧ ╖ Ȃ 

ipv6 dhcp snooping filter-dhcp-pkt 

no ipv6 dhcp snooping filter-dhcp-pkt 

    

    

 

  Ὧ  

 

ԇ    

 

ᴳ  
 ԇ ̆ Ԉх ⁮ dhcpv6 ̆ Ю

dhcpv6 Ȃ 

 

ѡᴿ 

 ᴿ 1̔ fastethernet 0/1 х dhcpv6  

Ruijie(config)# interface fastethernet 0/1 

Ruijie(config-if)# ipv6 dhcp snooping filter-dhcp-pkt 

 

Ὧ ԇ  ԇ  

  

G!5B���_ Ὧ
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ľ Ŀ ὯȂᴳ ԇ no ̆ DHCPv6
Ȃ 

ipv6 dhcp snooping ignore dest-not-found 

no ipv6 dhcp snooping ignore dest-not-found 

    

    

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ  

 DHCPv6 ̆ ᵑ MAC ̆ DHCPv6
Ӈ Э а⁮ MAC ̆ѝҩ ὤ ̆ а Ὧ Ȃ 

ת э⁞ ѐ̆ ȁ ȁ ̆MAC
҃ ̆ Э Ү ̆ Эֶ  

ľDHCPV6_SNOOPING-5-DEST_NOT_FOUND: Could not find destination port. 
Destination MAC [mac-address]Ŀ̆ ̆ѝҩ DHCPv6 ᴐ̆ Ԉ

Ю Ὧ̆ а⁮ MAC Ԉ ⁮ Ὧ VLAN
Ȃ 

 

ѡᴿ 
 ᴿ 1̔ ὯȂ 

Ruijie(config)# ipv6 dhcp snooping ignore dest-not-found 

 

Ὧ ԇ  ԇ  

 show ipv6 dhcp snooping dhcpv6 snooping ╖ ὤ ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

18.1.7 ipv6 dhcp snooping link-detection 

LINK DOWN ̆ Э╟ ὯȂᴳ ԇ no ̆Ὧ

╖ Ȃ 

ipv6 dhcp snooping link-detection 

no ipv6 dhcp snooping link-detection 
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  Ὧ  

 

ԇ   ὤ  

 

ᴳ  
 ᾳЮ̆ LINK DOWN ̆а Ю╟ Ȃ ╖ ̆

LINK DOWN ֶ̆ ╟ Ю╟ Ȃ 

 

ѡᴿ 
 ᴿ 1̔ LINK DOWN ̆ ╟ Ю ╟ Ȃ 

Ruijie(config)# ipv6 dhcp snooping link-detection 

 

Ὧ ԇ  ԇ  

 show ipv6 dhcp snooping dhcpv6 snooping ╖ ὤ ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

18.1.8 ipv6 dhcp snooping trust 

dhcpv6 snooping ᶕ֗ ѝ trustȂᴳ ԇ no ̆ ᶕ֗

ѝ untrustȂ  

ipv6 dhcp snooping trust 

no ipv6 dhcp snooping trust 

    

    

 

  ѝ untrust 

 

ԇ    

 

ᴳ  
 dhcpv6 ╘ ѝ trust ̆trust ⁮ dhcpv6 Server

̕untrust ⁮ dhcpv6 Server х Ȃ 
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ѡᴿ 

 ᴿ 1̔ fastethernet 0/1 ѝ trust  

Ruijie(config)# interface fastethernet 0/1 

Ruijie(config-if)# ipv6 dhcp snooping trust 

 

Ὧ ԇ  ԇ  

 show ipv6 dhcp snooping dhcpv6 snooping ╖ ὤ ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

18.1.9 Ipv6 dhcp snooping vlan 

vlan Э dhcpv6 snooping ╖ ̆ὤ ԇȂᴳ ԇ no ̆Ὧ

vlan Э dhcpv6 snooping ╖ Ȃ 

ipv6 dhcp snooping {vlan-list | {vlan-min [vlan-max]}} 

no ipv6 dhcp snooping {vlan-list | {vlan-min [vlan-max]}} 

   
 

 vlan-list vlan ̆ 1,3-5,7,9-11 

  vlan-min vlan id ḣ 

  vlan-max vlan id ḣ 

 

  dhcpv6 snooping vlan Э  

 

ԇ   ὤ  

 

ᴳ  
 dhcpv6 snooping ὤ Ὧ ̆ vlan dhcpv6 snooping ⁸Ȃ

vlan а dhcpv6 snooping ⁸ ‡̆ vlan ЭὯ dhcpv6 snooping ╖ Ȃ

 

ѡᴿ 
 ᴿ 1̔ vlan 1 ЭὯ dhcpv6 snooping ╖  

Ruijie(config)# no ipv6 dhcp snooping vlan 1 

 

Ὧ ԇ  ԇ  



DHCPV6 Snooping ԇ 

18-8 

- - 
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 10.4 ԇ 

18.1.11 ipv6 verify source 

ὯȂᴳ ԇ no ̆Ὧ Ȃ 

ipv6 verify source [port-security] 

no ipv6 verify source 

    

 

 port-security MAC  + IPV6 ̔ MAC
IPV6 ̆ ἵ ̕

ѝ̆ IPV6 ̆ IPV6
̆ ἵ ̕ 

 

  Ὧ  

 

ԇ    

 

ᴳ  
 Ὧ ̆ Ԉ IPV6 ̆ DHCPV6 Ӈҵ IPV6

̆ ̆ Ԉ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ fastethernet 0/1 MAC+IPV6 Ὧ 

Ruijie(config)# interface fastethernet 0/1 

Ruijie(config-if)# ipv6 verify source port-security 

 

Ὧ ԇ  ԇ  

   

 

   

 

   
ԇ  

 10.4 ԇ 

18.2 ầ  

18.2.1 show ipv6 dhcp snooping 
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dhcpv6 snooping ╖ ₥ ᾳȂ 

show ipv6 dhcp snooping 

    

  - - 

 

   

 

ԇ    


Q�¸�õ�ã   
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  vlan vlan_id VLAN ₥  

  interface interface_name ₥  

 

   

 

ԇ    

 

ᴳ   ԇ̆ Ԉ dhcpv6 snooping ₥ ѐ ᶕ Ȃ 

 

ѡᴿ 

 ᴿ 1̔show ipv6 dhcp snooping prefix 

Total number of prefix: 1 

Mac Address      IPv6 Prefix  Lease(s)  VLAN  Interface 

-------------   ----------   -------   ----  ----------- 

00d0.f801.0101  2001:2002::/64  42368      2    fa 0/1 

 

Ὧ ԇ  
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ѡᴿ
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╗ dhcpv6 snooping ╟ Ȃ 

show ipv6 source binding [ipv6-address] [mac-address] [vlan vlan_id] 
[interface interface_name] [dhcp-snooping | static] 

 	–�DAÈ�â
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18.3.1 clear ipv6 dhcp snooping binding 

‮ dhcpv6 snooping ѐ ᶕ Ȃ 

clear ipv6 dhcp snooping binding [ipv6-address] [mac-address] [vlan vlan_id] 
[interface interface_name] 

    

  ipv6-address ipv6  

  mac-address mac  

  vlan vlan_id VLAN  

  interface interface_name  

 

   

 

ԇ    

 

ᴳ   ԇ̆ Ԉ dhcpv6 snooping ᶕ Ȃ 

 

ѡᴿ 
 ᴿ 1̔ dhcpv6 snooping ᶕ  

Ruijie# clear ipv6 dhcp snooping binding 

 

Ὧ ԇ  ԇ  

   

 

   

 

   
ԇ  

 10.4 ԇ 

18.3.2 clear ipv6 dhcp snooping prefix 

‮ dhcpv6 snooping ₥ ѐ ᶕ Ȃ 

clear ipv6 dhcp snooping prefix [ipv6-prefix] [mac-address] [vlan vlan_id] 
[interface interface_name] 
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  ipv6-prefix ipv6 ₥ ₥  

  mac-address mac ₥  

  vlan vlan_id VLAN ₥  

  interface interface_name ₥  

 

   

 

ԇ    

 

ᴳ   ԇ̆ Ԉ dhcpv6 snooping ₥ ᶕ Ȃ 

 

ѡᴿ 
 ᴿ 1̔ dhcpv6 snooping ₥ ᶕ  

Ruijie# clear ipv6 dhcp snooping prefix 

 

Ὧ ԇ  ԇ  

   

 

   

 

   
ԇ  

 10.4 ԇ 

18.3.3 clear ipv6 dhcp snooping statistics 

dhcpv6 snooping dhcpv6 ᶕ Ȃ 

clear ipv6 dhcp snooping statistics 

    

  - - 

 

   

 

ԇ    

 

ᴳ   ԇ̆ Ԉ dhcpv6 snooping dhcpv6 ᶕ Ȃ 
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Ὧ ԇ  ԇ  

   

 

   

 

   
ԇ  

 10.4 ԇ 
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19 ND Snooping  

19.1 ầ  

19.1.1 ipv6 nd snooping 

ὤ IPv6 ND snooping ╖ Ȃ Ԉ ԇ no
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 10.4(2) ԇ 

   

 

19.1.2 ipv6 nd snooping vlan 

VLAN IPv6 ND snooping ╖ Ȃ Ԉ ԇ no Ὧ VLAN
IPv6 ND Snooping ╖ Ȃ 

ipv6 nd snooping vlan {vlan-rng | {vlan-min [vlan-max]}} 
no ipv6 nd snooping vlan {vlan-rng | {vlan-min [vlan-max]}} 

   

 vlan-rng vlan   

 vlan-min .56 0 Td
( {)Tj
/T2h02 71.75E4C2oping 



ND Snooping ԇ 

19-3 

   

 10.4(2) ԇ ԇ  

   

19.1.3 ipv6 nd snooping trust 

ѝ trust Ȃ Ԉ ԇ no ѝ untrust  
ipv6 nd snooping trust 
no ipv6 nd snooping trust 

   

    

   

    

 

  ѝ untrust  

 

ԇ    

 

ᴳ    


Q� ¸ � õ � ã
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19.1.4 ipv6 nd snooping check address-resolution 

ὤ ND Ȃ Ԉ ԇ no ὤ Ὧ ND
Ȃ 

ipv6 nd snooping check address-resolution [key-node-only ] 
no ipv6 nd snooping check address-resolution 

   

 key-node-only Ө Ὧ ND    
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19.1.5 ipv6 nd snooping detect gateway 

ὤ ╟ Ὧᶕ ҃Ȃ Ԉ ԇ no Ὧ ╟ Ὧᶕ ҃Ȃ 
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 vlan-rng vlan  

 vlan-min vlan Э   

 vlan-max vlan Ю  

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ   ὤ  

 

ѡᴿ  

ᴿ̔ ╟ VALN ╟ Ὧᶕ ╖  

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# ipv6 nd snooping detect gateway vlan 8 
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 ipv6_address/prefix_len Ὧ IPv6 ὲ₥  

   

   

 

   

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  

ᴿ̔ ╗Ὧ ᶕ  

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#ipv6 nd snooping key-node  2003::1/128 

 

 ԇ  
Ὧ ԇ 

 show ipv6 nd snooping key-node nd snooping Ὧ ᶕ  

 

   

 

   
ԇ  

 10.4(2) ԇ 

19.1.8 ipv6 nd snooping monitor stateless-user 

Ȃ Ԉ ԇ no Ὧ Ȃ 
ipv6 nd snooping monitor stateless-user 
no ipv6 nd snooping monitor stateless-user 

   

    

   

    

 

  Ὧ  
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ԇ   ὤ  

 

ᴳ   ⁮ ᶕ ұ ND  

 

ѡᴿ  

ᴿ̔ὤ Ὧ  

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#no ipv6 nd snooping monitor stateless-user 

 

 ԇ  

Ὧ ԇ 
 show ipv6 nd snooping stateless-user 

⁮

‟  

 

   

 

   

 10.4(2) ԇ ԇ  

   

19.1.9 ipv6 nd snooping stateless-user combine-security 

ὤ Ȃ Ԉ ԇ no
Ὧ ╖ Ȃ 
ipv6 nd snooping stateless-user combine-security 
no ipv6 nd snooping stateless-user combine-security 

   

    

   

    

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ   ὤ╖ 802.1X ̆ ╟₥ ╖ ̆ ҩ ╖ ̆
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ὲ ᴳ Ȃ 

 

ѡᴿ  

ᴿ̔ ╟ ὤ  

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# ipv6 nd snooping stateless-user combine-security

 

 ԇ  
Ὧ ԇ 

 show ipv6 nd snooping ipv6 nd snooping ᶕ  

 

   

 

   

 10.4(2) ԇ ԇ  

   

19.1.10 ipv6 nd snooping stateless-user address-bind 

⁮ IPv6 ╟ ⁮ ֒Ȃ Ԉ ԇ no
Ὧ ╖ Ȃ 

ipv6 nd snooping stateless-user address-bind [strict] [ip-mac] 
no ipv6 nd snooping stateless-user address-bind 

   

 strict 
link-local ̆ link-local

̆а Ө link-local Ȃ  

 ip-mac 
IP+MAC ᶕ ӑ Ө

IP ᶕ Ȃ 

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  ᴿ 1̔  
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Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# ipv6 nd snooping stateless-user address-bind 

ᴿ 2̔ᴳ ш IP+MAC ᶕ  

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#ipv6 nd snooping stateless-user address-bind strict
ip-mac 

 

 ԇ  
Ὧ ԇ 

 show ipv6 nd snooping ipv6 nd snooping ᶕ  

 

   

 

   
ԇ  

 10.4(2) ԇ 

19.1.11 ipv6 nd snooping stateless-user station-move 

⁸ ╟Ȃ 
ipv6 nd snooping stateless-user station-move 
no ipv6 nd snooping stateless-user station-move 
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Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# ipv6 nd snooping stateless-user station-move 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   

 10.4(2) ԇ ԇ  

   

19.1.12 ipv6 nd snooping stateless-user limit 

⁸ ὡ Ȃ 
ipv6 nd snooping stateless-user limit num 
no ipv6 nd snooping stateless-user limit 

   

 num ἵ ὡ   

   

    

 

  16 

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ᴿ̔ FastEthernet 0/1 ὡ ѝ 8Ȃ 

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# interface fastethernet 0/1 

Ruijie(config-if)# ipv6 nd snooping stateless-user limit 8 

 

Ὧ ԇ  ԇ  
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 show ipv6 nd snooping ipv6 nd snooping ᶕ  

 

   

 

   

 10.4(2) ԇ ԇ  

   

19.1.13 ipv6 nd snooping stateless-user per-vlan prefix-limit 

э VLAN IPv6 ₥ Ȃ 
ipv6 nd snooping stateless-user per-vlan prefix-limit num 
no ipv6 nd snooping stateless-user per-vlan prefix-limit 

   
 

 num э VLAN IPv6 ₥  

 

  2 

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  

ᴿ̔ э VLAN 4 э IPv6 ₥  

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#ipv6 nd snooping stateless-user per-vlan 

prefix-limit 4 

 

 ԇ  
Ὧ ԇ 

 show ipv6 nd snooping ipv6 nd snooping ᶕ  

 

   

 

   ԇ  

 10.4(2) ԇ 
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19.1.14 clear ipv6 nd snooping key-node 

╟ ⁮ Ὧ ᶕ Ȃ 
clear ipv6 nd snooping key-node [vlan vid] 

   
 

 vid έᴇ VLAN ѐ ╟ Ὧ  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  
ᴿ̔ Ὧ ᶕ  

Ruijie# clear ipv6 nd snooping key-node 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   

 10.4(2) ԇ ԇ  

   

19.1.15 clear ipv6 nd snooping stateless-user 

⁮ Ȃ 
clear ipv6 nd snooping stateless-user [vlan vid] 

   
 

 vid έᴇ VLAN ѐ  
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ԇ    

 

ᴳ    

 

ѡᴿ  
ᴿ̔  

Ruijie# clear ipv6 nd snooping stateless-user 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   

 10.4(2) ԇ ԇ  

   

19.1.16 clear ipv6 nd snooping prefix 

ὤ VLAN ѐ ⁮ ₥  
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 10.4(2) ԇ ԇ  

   

 

19.2 ầ  

19.2.1 show ipv6 nd snooping 

IPv6 nd snooping ᶕ  
show ipv6 nd snooping [interface] 

    

  interface Ө Ὧ  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  
ᴿ̔ IPv6 nd snooping ᶕ  

Ruijie# show ipv6 nd snooping 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

ԇ     

  10.4(2) ԇ 
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19.2.2 show ipv6 nd snooping key-node 

╟ ҃⁮ Ὧ ᶕ  
show ipv6 nd snooping key-node 

    

    

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  
ᴿ̔ ╟ ҃⁮ Ὧ ᶕ  

Ruijie# show ipv6 nd snooping key-node 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   

 10.4(2) ԇ ԇ  

   



ND Snooping ԇ 

19-17 

19.2.3 show ipv6 nd snooping stateless-user 

⁮ ipv6  
show ipv6 nd snooping stateless-user 

    

    

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  
ᴿ̔ ⁮ ipv6  

Ruijie# show ipv6 nd snooping stateless-user 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   

 10.4(2) ԇ ԇ  

   

 

19.2.4 show ipv6 nd snooping prefix 

⁮₥ ᶕ  
show ipv6 nd snooping prefix 
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ԇ    

 

ᴳ    

 

ѡᴿ  
ᴿ̔ ⁮ ipv6 ₥ ᶕ  

Ruijie# show ipv6 nd snooping prefix 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   

 10.4(2) ԇ ԇ  

   

 
 
 



MSTP ԇ 

20-1 

20 MSTP  

20.1 ầ  

20.1.1 bpdu src-mac-check 

э bpdu mac Ȃ Ԉ ԇ no Ὧ bpdu mac
╖ Ȃ 

bpdu src-mac-check H.H.H 

no bpdu src-mac-check 

   

 H.H.H mac ѝ bpdu Ȃ  

 no  ֗ᴉ bpdu Ȃ 

 

  Ὧ Ȃ 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# bpdu src-mac-check 00d0.f800.1e2f 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

20.1.2 clear spanning-tree detected-protocols 
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⁸ RSTP BPDŬ BPDU ⁸ Ȃ 

clear spanning-tree detected-protocols [interface interface-id] 

   
 

 interface-id   

 

  ḣȂ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  Ruijie# clear spanning-tree detected-protocols 

 

 ԇ  
Ὧ ԇ 

 show spanning-tree interface  ₥ STP Ȃ 
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ԇ   ὤ Ȃ 

 

ᴳ  

 forward-timeȁhello-timeȁmax-age Ьэḣ Ὧ ̆ᶢ ҩὲѐУэֶ
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 - - 

20.1.6 spanning-tree bpduguard 

э BPDU Guard ὯȂ Ԉ ԇ enabled disabled
Ὧ BPDU Guard ὯȂ 

spanning-tree bpduguard [enabled | disabled] 

   

 enabled BPDU Guard ὯȂ  

 disabled Ὧ BPDU Guard ὯȂ 

 

  Ὧ Ȃ 

 

ԇ   Ȃ 

 

ᴳŞ    

 

š   
Ruijie(config)# interface gigabitethernet 1/1 
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 - - 

 

  Ὧ  

 

ԇ    

 

ᴳ    

 

ѡᴿ  Ruijie(config-if)#spanning-tree compatible enable 

 

 ԇ 
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 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

20.1.9 spanning-tree guard none 

ЭὯ guard Ȃᴳ ԇ no Э guard ╖ Ȃ 

spanning-tree guard none 

no spanning-tree guard none 

   
 

 - - 

 

  Ὧ guard ╖ Ȃ 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  Ruijie(config-if)# spanning-tree guard none 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

20.1.10 spanning-tree guard root 
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root guard Ȃᴳ ԇ no Ὧ root guard Ȃ root guard ╖

̆   ₥ ᴁ  Ȃע
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ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# spanning-tree link-type point-to-point 

 

 ԇ  
Ὧ ԇ 

 show spanning-tree interface  STP  

 

   

 

  

 �G	ÄAÈ�â  
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20.1.14 spanning-tree mode 

ὤ Юᴳ ԇ STP Ȃᴳ no Ԉ ḣȂ 

spanning-tree mode [stp | rstp | mstp] 

no spanning-tree mode 

   

 stp Spanning tree protocol(IEEE 802.1d) 

 rstp Rapid spanning tree protocol(IEEE 802.1w) 
 

 mstp Multiple spanning tree protocol(IEEE 802.1s) 

 

  MSTP  

 

ԇ   ὤ . 

 

ᴳ    

 

ѡᴿ  Ruijie(config)# spanning-tree mode stp 

 

 ԇ  
Ὧ ԇ 

 show spanning-tree   

 

   

 

   
ԇ  

 - - 

20.1.15 spanning-tree mst configure 

ὤ Юᴳ ԇ Ԉ ὡ MST ̆ MSTP RegionȂᴳ no Ԉ

ԇЮ ̂nameȁrevisionȁvlan map̃ ḣȂ 

spanning-tree mst configuration 

no spanning-tree mst configuration 

   
 

 - - 
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VLAN 3 ӱ Instance 1 ѐ‮ ̆ ѫ ὡ MST ̆ Ю  

Ruijie(config-mst)# no instance 1 vlan 3 

э Instance 1 ‮ ̆ Ю̔ 

Ruijie(config-mst)# no instance 1 

Ԉ MST ԇѐ show Э Ȃ 

 

 ԇ  

 show spanning-tree mst  MST region  

 instance instance-id vlan vlan-range Vlan ╗⁮ MST Instance ѐ 

 name MST  

 revision MST  

Ὧ ԇ 

 show MST Ю MST  

 

   

 

   
ԇ  

 - - 

20.1.16 spanning-tree mst cost 

Юᴳ ԇ э Instance Ȃᴳ no Ԉ ԇ

ḣȂ 

spanning-tree [mst instance-id] cost cost 

no spanning-tree [mst instance-id] cost 

   

 instance-id Instance ̆ ѝ 0̇64  

 cost ḣ̆ ѝ 1̇200̆000̆000 

 

  

Instance-ID ḣѝ 0 

ḣѝ Interface ╟ Ȃ 

• 1000 Mbps—20000 

• 100 Mbps—200000 

• 10 Mbps—2000000 

 

ԇ   . 
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ᴳ  
 Region ᾃ ִ̆Ἴ ִἼ ұ ȂִἼ ̆Ԉ

Ȃ 

 

ѡᴿ  

Юᴿ Instance 20 ѐ Gigabitethernet 1/1 ִἼ ḣḣ ѝ 10̔ 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# spanning-tree mst 20 port-priority 0 

Ԉ ὡ show spanning-tree mst instance interface interface-id ԇ Э

Ȃ 

 

 ԇ  

 show spanning-tree mst MSTP ᶕ Ȃ 
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ᴳ   ὤ . 

 

ѡᴿ  

Юᴿ Instance 20 ִἼ ḣ ѝ 8192̔ 

Ruijie(config-if)# spanning-tree mst 20 priority 8192 

Ԉ ὡ show spanning-tree mst instance interface interface-id ԇ Э

Ȃ 

 

 ԇ  

 show spanning-tree mst  MSTP ᶕ Ȃ 

 spanning-tree mst cost Ȃ 
Ὧ ԇ 

 spanning-tree mst port-priority а Instance ִἼ Ȃ 

 

   

 

   
ԇ  

 - - 

20.1.19 spanning-tree pathcost method 

Ȃᴳ ԇ no ḣȂ 

spanning-tree pathcost method [long | short] 

no spanning-tree pathcost method 

   

 long 802.1t ῆ path-cost ḣȂ  

 short 802.1d
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 show spanning-tree interface  STP Ȃ 

 

   

 

   
ԇ  

 - - 

20.1.20 spanning-tree portfast 

э Portfast ὯȂ Ԉ ԇ disabled Ὧ Portfast ὯȂ 

spanning-tree portfast [disabled] 

   
 

 disabled Ὧ Portfast ὯȂ 

 

  Ὧ Ȃ 

 

ԇ   Ȃ 

5�,ÕG!5B   
sRuijie(config)# interface gigabitethernetTj
/CTT41 Tf
1..98 0 Td
( )1/1

sRuijie(config-if)#Tj
/CTT31 Tf
-2>]77 0 Td
( )panning-tree portfast Tj
/CTT21 Tf
- Tc 103]7730 Td
( )Tj
ET
66.84 439.84 0.24 237.4 re
f
66.84 439.84 03.12 0.24 re
f
BT
/TT0 1 Tf
10.5 0 0 10.5 142.32 432756 4 Tm
< 
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no spanning-tree portfast bpdufilter default 

   
 

 - - 

 

  Ὧ BPDU filter 

 

ԇ   ὤ Ȃ 
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ѡᴿ  Ruijie(config)# spanning-tree portfast bpduguard default 

 

 ԇ 
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20.1.24 spanning-tree reset 

э spanning-tree ѝ ḣȂ ԇ no Ȃ 

spanning-tree reset 

   
 

 - - 

 

   

 

ԇ   ὤ Ȃ 

 

ᴳ    

 

ѡᴿ  Ruijie(config)# spanning-tree reset 

 

 ԇ  

 show spanning-tree STP ὤ ᶕ Ȃ Ὧ ԇ 

 show spanning-tree interface STP Ȃ 

 

   

 

   
ԇ  

 - - 

20.1.25 spanning-tree tc-guard 

tc- guard ὯȂᴳ ԇ no Ὧ tc- guard ὯȂ tc-guard ╖ ̆

tc Ȃ 

spanning-tree tc-guard 

no spanning-tree tc-guard 

   
 

 - - 

 

  Ὧ tc- guard ὯȂ 
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ԇ    

 

ᴳ    

 

ѡᴿ  Ruijie(config-if)# spanning-tree tc-guard 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

20.1.26 spanning-tree tc-protection 

ὤ tc- protection ὯȂᴳ ԇ no ὤ Ὧ tc- protection ὯȂ 

spanning-tree tc- protection 

no spanning-tree tc- protection 

   
 

 - - 

 

  tc- protection ὯȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ    

 

ѡᴿ  Ruijie(config)# spanning-tree tc- protection 

 

 ԇ  
Ὧ ԇ 

 - - 
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 tx-hold-count TxHoldCount Ȃḣ ӱ 1 ⁮ 10Ȃ 

 

  ḣ 3Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ    

 

ѡᴿ  Ruijie(config)# spanning-tree tx-hold-count 5 

 

 ԇ  
Ὧ ԇ 

 show spanning-tree  
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 tx-hold-count TxHoldCountȂ 

 pathcost method Ȃ 

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  Ruijie# show spanning-tree hello-time 
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 link-type linktype 

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  Ruijie#  show spanning-tree interface gigabitethernet 1/5 

 

 ԇ  

 spanning-tree bpdufilter  э BPDU filter ὯȂ 

 spanning-tree portfast э portfast ὯȂ 
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20.2.3 show spanning-tree mst 

Юᴳ ԇ Ԉ MST ̆Instance ᶕ Ȃ 

show spanning-tree mst { configuration | instance-id [ interface interface-id ] } 
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21 SPAN  

21.1 ầ  

21.1.1 monitor session 

… Уэ SPAN ֶ ̂ ̃ ̂ ̃.ᴳ ԇ no
‮ ֶ ‮ Ȃ 

monitor session session_number {source interface interface-id [both | rx | tx] | 
destination interface interface-id { encapsulation | switch }  | mac {source mac-addr| 
destination mac-addr } [both | rx | tx]} [acl  name] 

no monitor session session_number [source interface interface-id [both | rx | tx] | 
destination interface interface-id { encapsulation | switch }] | mac {source mac-addr| 
destination mac-addr } [both | rx | tx] [acl name] 

no monitor session all 

   

 session_number SPAN ֶ Ȃ 

 source interface interface-id 
Ȃ ұ interface-id̆ ̆

ѝ ̆а Ԉѝ SVIȂ 

 
destination interface 

interface-id 
Ȃ ұ interface-id̆

̆ ѝ ̆а Ԉѝ SVIȂ 

 mac source mac-addr ẹ  MAC 

 mac destination mac-addr ẹ  MAC 

 
both 

acl name 

ὡ   Ȃ 

acl name/id 

 rx ὡ Ȃ 

 tx   Ȃ 

 all ‮ ֶ  

 encapsulation 
ẹ ╖ ,У ⁸Ω ẹ

tağ ѝа  

 

 switch ẹ Ӈ ╖ ̆ ѝа  
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ԇ   ὤ  

 

ᴳ   

switch portȁrouted port AP Ԉ ѝ ȂSPAN ֶ а Ӈ

ᴐȂ Ԉ SPAN ֶ Уэ disabled port Э̆ ̆SPAN а

Э ᴐ ⁮ᴳ Ȃ 

Уэ а Ȃ 

‮ ̆ а ̆‡‮ эֶ Ȃ 

ᴳ show monitor ԇ Ԉ SPAN ֶ ᴐ Ȃ 

~  
Â session 1 ὤ ẹ̆ SPAN

ᴳ session 1Ȃ 
 

 

ѡᴿ  

Ю эᴿ ᴉ… Уэ SPAN ֶ ֶ̔ 1Ȃ Ἴ ֶ ̆

Ἴ ₥ֶ 1 ̆ gigabitEthernet 1/1 ⁸⁮

gigabitEthernet 1/8Ȃ 

Ruijie(config)# no monitor session 1 

Ruijie(config)# monitor session 1 source interface gigabitEthernet

1/1 both 

Ruijie(config)# monitor session 1 destination interface

gigabitEthernet 1/8 

 

 ԇ 
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22 
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1/2                                                     //а  

Ruijie(config)# monitor session 2 destination remote vlan 7

interface gigabitEthernet 1/3Ruijie(config)# 

monitor session 2 destination remote vlan 72 1/3R u i j i e ( c o n f i g ) #    

 RTT170.0013 Tc -37.431 -1.665 T1/3R u i j i e ( c o n f i g ) #  1579.162>Tj
/f
1.03473q
361.68 592.-0.-221.10.-2TT1  Tf141.6 592.-0.m
h
356BT
 592.4.-2T9.288-19.6 1 TfW* n1572.70.2T9.28819.6 1 Tf Td
gTd
G
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 show vlan Vlan ᶕ Ȃ 

 

  SS8600 ‟ӊ а Ȃ 

 

   
ԇ  

 - - 
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23 IP ש  

23.1 ⁮ⱨש  

23.1.1 ip address 

ԇ IP ̆ Ԉ no ‮
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Уэ C Ȃ чэ ̆ Ԉ э IP Ȃ 

Â ұ ү ̆ ‚‍Ȃ IP ᴳ Ԉ

ᴳ ⁮ ұ IP Ȃ ұ э ̆ Уэ IP Ȃ

Â Уэ чэ Уэ ̆ᴔ Ԉ… Уэ ̆

IP ̆ ȂУэ а чэ чэ

ԈЭ   Ȃ 

 

ѡᴿ  
ԈЮᴿ ̆ ҩ ў IP ѝ 10.10.10.1̆ ѝ 255.255.255.0Ȃ 
ip address 10.10.10.1 255.255.255.0 

 

 ԇ  
Ὧ ԇ 

 show interface ᶕ Ȃ 

 

 
 ү Э̆ Ь IP ̆ за ү ̆ secondary

Ȃ 

 

   
ԇ  

 - - 

 

23.1.2 ip unnumbered 

ԇ Ўэ ѝ ̆ Эἵ IP ̆

Ԉ IP ꜛȂ Ԉ no Ȃ 

ip unnumbered interface-type interface-number 

no ip unnumbered interface-type interface-number 

   

 interface-type Ὧ Ȃ  

 interface-number Ὧ Ȃ 

 

  ᾳЮ̆ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
╟ IP ת̆ а‍ IP ̆ Ὧ Уэέ

IP Ȃ ӊ IP ꜛ̆ ꜛ IP ѝὯ IP
Ȃ ҂ Ὧ IP ̆ᾱ
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  ARP ᾰ ѐ ֗ᴉ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
RGOS ᴳ ARP ᾰ ̆ 32 э ᴁ IP 48 э ᴁ MAC Ȃ 

ұ ў ╟ ARP ̆ Ԉ а ARP Ȃ‾ clear 
arp-cache ԇ Ԉ‮ ╟ ҃⁮ ARP Ȃ 

 

ѡᴿ  
ԈЮ ̆ѝԈ Э ў ҩ ARP Ȃ 

arp 1.1.1.1 4e54.3800.0002 arpa 

 

 ԇ  
Ὧ ԇ 

 clear arp-cache ARP ᾰ  

 

   

 

   
ԇ  

 - - 

 

23.2.2 arp anti-ip-attack 
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Num 
ARP х IP э ̆

ḣ <0-100>Ȃ 

0 Ὧ ARP IP  ╖ Ȃ 

 

 ᾳЮ̆ 3 э CPU х Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   

ARP IP  ╖ ̆ ⁮ IP   Ӈ ֒

 Ȃ ֒ Ἱ‍̆arp anti-ip-attack  num
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  ὁ ARP ╖ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
ṁѝЮ Ὧ ̆ Ю ѐ ᾐἹ Ὧ ѝ̆‡ Ԉ

ὁ ARP ̆Ὠ ὯȂ 

 

ѡᴿ  

ᴿ 1̔ԈЮ ̆ SVI 1 У ὁ ARP Ȃ 

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# arp gratuitous-send interval 1 

ᴿ 2̔ԈЮ ̆ṃ SVI 1 ὁ ARP  

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# no arp gratuitous-send 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

23.2.4 arp retry interval 

ᴳ ԇ̆ Ԉ arp ̆ Уэ IP ̆ 2
ARP Ȃᴳ ԇ no Ԉ ּ 1 ARP Ȃ 

arp retry interval seconds 

no arp retry interval 

   
 

 seconds 
<1-3600>,ARP ּ Ԉ ѝ 1 ĺĺ

3600 ̆ ḣѝ 1  

 

  ARP ּ ѝ 1 Ȃ 

 

ԇ   ὤ Ȃ 
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ᴳ   
ARP ̆ ὲ ̆ Ԉ ARP

ּ У ̆У а ╟ ARP ע Ȃ 

 

ѡᴿ 
 ԈЮ ̆ ARP ּ ѝ 30s 
arp retry interval 30 

 

 ԇ  
Ὧ ԇ 

 Arp retry times number ARP ּ  
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 ԇ  
Ὧ ԇ 

 arp retry interval seconds arp ּ  

 

   

 

   
ԇ  

 - - 

23.2.6 arp timeout 

ARP ᾰּשѐ ARP ̆ Ԉ ԇȂ ԇ no
Ԉ Ȃ 

arp timeout seconds 

no arp timeout 

   
 

 seconds ̆Ԉ ѝ ᴁ̆ 0-2147483 

 

  ѝ 3600 Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
ARP ╟ ҃⁮ IP MAC ᴐ Ȃ ̆

ARP ᾰѐᶑ ת̆ ARP ҂ ̆ Ԉ ‾ Ȃ

⁞ ̆ ‡У а ARP Ȃ 

 

ѡᴿ 

 ԈЮ ̆ ӱ Ԉ FastEthernet 0/1 ⁮ ╟ ARP ѝ

120 Ȃ 
interface fastEthernet 0/1 

arp timeout 120 

 

 ԇ  

 clear arp-cache ARP ᾰ  Ὧ ԇ 

 show interface ᶕ  
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 number Ԉ ᶕ֗ ARP э  

 

  а ӊ ḣа Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
ᴳ ԇ ̆ Ἴ ᶕ֗ ARP ╖ Ȃ ᶕ֗ ARP ὲ Ὥӎᾃ ̆

ᶕ֗ ̆ ╟ ARP а ȂУ ̆а

Ȃ 

 

ѡᴿ 
 ԈЮ ̆ Ԉ 1000 э ᶕ֗ ARPȂ 

arp trusted 1000 

 

 ԇ  
Ὧ ԇ 

 service trustedarp ᶕ֗ ARP ╖  

 

   

 

   
ԇ  

 - - 

23.2.9 arp unresolve 

ᴳ ԇ̆ Ԉ ARP ѐ э Ȃ ԇ no Ԉ

ḣ 8192Ȃ 

arp unresolve number 

no arp unresolve 

   
 

 number 
ARP э ̆ ḣ ѝ< 1-8192 

>Ȃ ḣѝ 8192 

 

  ARP ᾰ ѐ Ԉ 8192 э Ȃ 

 

ԇ   ὤ Ȃ 
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ᴳ   
ARP ѐ  ̆ зУ ̆ Ԉ

ԇ ⁸ э Ȃ 

 

ѡᴿ 
 ԈЮ ̆ э ѝ 500Ȃ 
arp unresolved 500 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

23.2.10 ip proxy-arp 

Э Ԇ ARP ╖ ̆ Ԉ ip proxy-arp ԇȂ ԇ no ԈὯ Ԇ

ARP ╖ Ȃ 

ip proxy-arp 

no ip proxy-arp 

   
 

 - - 

 

  
10.2(3)Ѯ (ꜛ 10.2(3)) ̆Ь Ӈ Ὧ Ԇ ARP̆ Ԇ

ARPȂ 

 

ԇ   Ȃ 

 

ᴳ   

Ԇ ARP╖ Ԉ ╠ ᶕ ў ̆ ὲ IP MAC
Ȃ ⁮Уэ ARP ĂRP IP б IP а

ұ У ̆ IP ̆ ֶ ARP ̆

MAC ѝ Ԉ  ᴳ 
Ԇ



IP ԇ 

23-12 

ip proxy-arp 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ ү Эа Ȃ 

 

   
ԇ  

 - - 

23.2.11 service trustedarp 

ᶕ֗ ARP ╖ ̆ Ԉ service trustedarp ԇȂ ԇ no Ὧ ᶕ֗

ARP ╖ Ȃ 

service trustedarp 

no service trustedarp 

   
 

 - - 

 

  Ὧ ᶕ֗ ARPȂ 

 

ԇ   ὤ  

 

ᴳ   
ᶕ֗ ARP ╖ У ARP ╖ ̆ ᴐѝ GSN У ‍̆

GSN У ᴳ Ȃ 

 

ѡᴿ 

 ԈЮ ̆ ὤ Ю̆ service trustedarp ╖ Ȃ 
config 

service trustedarp 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  - 
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IP ⁮ ̆ ԇ ip directed-broadcastȂ ԇ no
⁮ Ȃ 

ip directed-broadcast [ access-list-number ] 

no ip directed-broadcast 

   

 
 access-list-number 

̂ ̃ ‟ ̆ ӱ 1-199̆1300 - 2699Ȃ
Ѭҩ ‟ ̆ רּ IP

Ȃ 

 

  Ὧ Ȃ 

 

ԇ    

 

ᴳ   

IP ѝ э IP IP ̆ ѝ

172.16.16.255 ѝ Ȃת ӊ а

Ȃ 

б ⁮ IP ̆ У

Ȃ ⁮ ̆ ѝ

̂У IP ѝὤľ1Ŀ ̃̆ Ԉ

Э ў Ȃ 

ᴔ Ԉ Э̆ ╟ ⁮ ╖ ̆ Ԉ

⁮ ҩȂ ԇ ⁮ ּ ̆

а ὲ Ȃ 

Э̆ᴔ Ԉ Ѭ ‟ ⁸ Ҿ Ȃ Ѭҩ ‟ ̆

‟ ѐ Ѭ ꜛ ⁮ Ȃ 

Э ҩ no ip directed-broadcast R̆GOS х ⁮

Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ FastEthernet 0/1 ҩ Ȃ 
interface fastEthernet 0/1 

ip directed-broadcast 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ ү Эа Ȃ 

 

ԇ     
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 - - 

23.4 IP ש ῢ ἀ Ἱ  

23.4.1 clear arp-cache 

ӱ ARP ᾰ ѐ‮ ╟ ARP ̆ ὤ ԇ clear arp-cacheȂ 



IP ԇ 
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 ԇ  
Ὧ ԇ 

 arp ARP ѐ ╗ Ȃ 

 

   

 

   
ԇ  

 - - 

23.4.2 clear ip route 

э‮ IP IP ѐ э ̆ Ԉ clear ip 
route ԇȂ 

clear ip route { * | network [ netmask ] } 

   

 * ‮ ὤ  

 network ‮  
 

 netmask ̂ ̃  

 

   

 

ԇ    

 

ᴳ   
ѐ ̆ Ԉ ⁹ ⁮ Ȃת ‮

э ̆ э ᶕ Ȃ 

 

ѡᴿ  
ԈЮᴿ ̆ ‮ 192.168.12.0 Ȃ 

clear ip route 192.168.12.0 

 

 ԇ  
Ὧ ԇ 

 show ip route IP  

 

  ԇ ү Эа Ȃ 

 

   
ԇ  

 - - 
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23.4.3 show arp 

̂ARP̃ ᾰ Ȃ 

show arp [[vrf vrf-name] [trusted] ip [mask] | static | complete | incomplete | 
mac-address ] 

   

 vrf vrf_name VRF ᴿ̆ VRF ARP Ȃ 

 trusted 
ᶕ֗ ARP ̆ ₥ ὤ VRF ᶕ

֗ ARPȂ 

 ip 
IP ̆ IP ARP ̕

trusted Ὧ ̆‡ ᶕ֗ ARP ̆ ‡

ᶕ֗ ARP Ȃ 

 mask 
IP ᾃ ARP ; trusted Ὧ

̆‡ ᶕ֗ ARP ̆ ‡ ᶕ֗

ARP Ȃ 

 static arp Ȃ 

 mac-address mac ARP Ȃ 

 complete ╟ arp Ȃ 

 incomplete ╟ arp Ȃ 

 

 oob (interface of mgmt) ARP Ȃ
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Internet  192.168.195.63   0         001a.a0b5.3990  arpa   VLAN 1   

Internet  192.168.195.62   0         001a.a0b5.0b25  arpa   VLAN 1   

Internet  192.168.195.5    --        00d0.f822.33b1  arpa   VLAN 1 

ARP ᾰ ѐ Ѭ Ю̔ 

  

Protocol ̆ ѝ InternetȂ 

Address б ֒ IP Ȃ 

Age (min) 
ARP ᾰ Ԉ̆‍ Ȃ

̆ ḣ “-” Ȃ 

Hardware  б IP ֒ Ȃ 

Type ֒ ̆Ԉ ѝ ARPAȂ 

Interface б IP Ὧ Ȃ 

ᴿ 2̔ԈЮ show arp 192.168.195.68    

Ruijie# show arp 192.168.195.68 

Protocol  Address    Age(min)  Hardware        Type   Interface 

Internet  192.168.195.68   1   0013.20a5.7a5f  arpa   VLAN 1 

ᴿ 3̔ԈЮ show arp 192.168.195.0 255.255.255.0    

Ruijie# show arp 192.168.195.0 255.255.255.0  

Protocol  Address    Age(min)  Hardware   Type   Interface 

Internet  192.168.195.64   0   0018.8b7b.9106  arpa   VLAN 1 

Internet  192.168.195.2    1   00d0.f8ff.f00e  arpa   VLAN 1 

Internet  192.168.195.5    --   00d0.f822.33b1  arpa   VLAN 1 

Internet  192.168.195.1    0   00d0.f8a6.5af7  arpa   VLAN 1 

Internet  192.168.195.51   1   0018.8b82.8691  arpa   VLAN 1 

ᴿ 4̔ԈЮ show arp 001a.a0b5.378d  
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23.4.4 show arp counter 

ARP ѐὭ э arp Ȃ 

show arp counter 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ԈЮѝ show arp counter   ̔ 

Ruijie# show arp counter  

The Arp Entry counter:0 

The Unresolve Arp Entry:0 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

23.4.5 show arp detail 

ARP ᶕ Ȃ 
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  ip mask ip mask ꜛ ARP  

  mac-address mac ARP  

  static arp  
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Ȃ 

Age  ARP ҃⁮ ̆ ᴁ‍ Ȃ 

Interface б IP Ὧ Ь Ȃ 

Port б ARP Ὧ ү Ȃ 

 

 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ Ь Ӈ Э  

 

   
ԇ  

 10.4  10.4  

23.4.6 show arp timeout 

У ╟ ARP ע  

show arp timeout 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 ԈЮѝ show arp timeout   ̔ 

Ruijie# show arp timeout  

Interface               arp timeout(sec) 

----------------------  ---------------- 

VLAN 1                  3600             
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 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ ү Эа Ȃ 

 

   
ԇ  

 - - 

23.4.7 show ip arp 

̂ARP̃ ᾰ ̆ ѐ ԇȂ 

show ip arp 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 ԈЮѝ show ip arp   ̔ 

Ruijie# show ip arp  

Protocol Address       Age(min)Hardware        Type  

Interface 

Internet 192.168.7.233  23   0007.e9d9.0488  ARPA FastEthernet 0/0

Internet 192.168.7.112  10   0050.eb08.6617  ARPA FastEthernet 0/0

Internet 192.168.7.79   12   00d0.f808.3d5c  ARPA FastEthernet 0/0

Internet 192.168.7.1    50   00d0.f84e.1c7f  ARPA FastEthernet 0/0

Internet 192.168.7.215  36   00d0.f80d.1090  ARPA FastEthernet 0/0

Internet 192.168.7.127  0    0060.97bd.ebee  ARPA FastEthernet 0/0

Internet 192.168.7.195  57   0060.97bd.ef2d  ARPA FastEthernet 0/0

Internet 192.168.7.183  --   00d0.f8fb.108b  ARPA FastEthernet 0/0

ARP ᾰ ѐ Ѭ Ю̔ 

  

Protocol ̆ ѝ InternetȂ 
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Address б ֒ IP Ȃ 

Age (min) 
ARP ᾰ Ԉ̆‍ Ȃ

̆ ḣ “-” Ȃ 

Hardware  б IP ֒ Ȃ 

Type ֒ ̆Ԉ ѝ ARPAȂ 

Interface б IP Ὧ Ȃ 
 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ ү Эа Ȃ 

 

   
ԇ  

 - - 

23.4.8 show ip interface 

ԇ Ԉ IP ᶕ Ȃ ԇ Ю̔ 

show ip interface [ interface-type interface-number ] 

   

 Interface-type   

 Interface-number  

 

   

 

ԇ    

 

ᴳ   

Уэ ұ ̆RGOS ֶ ѐ… У Ȃ

RGOS ֒ Ԉ ꜛȂ ӱ ѝа ̆RGOS
֒ ֶӱ ѐ‮ Ȃ 

ұ ̆ ἵ ᶕ ̆ ֶ ľUPĿ̕ Ө

ұ ̆ ֶ ľUPĿȂ 

а ̆ аУ ̆ ѝ Ҿᾃ ҾḆ Ȃ 

 

ѡᴿ  
ԈЮѝ show ip interface   Ȃ 

Ruijie# show ip interface FastEthernet 0/1 
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IP interface state is: UP 

IP interface type is: BROADCAST 

IP interface metric is: 0 

IP interface MTU is: 1500 

IP address is: 

192.168.5.133/24 (primary) 

IP address negotiate is: OFF 

Forward direct-boardcast is: ON 

ICMP mask reply is: ON 

Send ICMP redirect is: ON 

Send ICMP unreachabled is: ON 

DHCP relay is: OFF 

Fast switch is: ON 

Route horizontal-split is: ON 

Help address is: 0.0.0.0 

Proxy ARP is: ON 

Outgoing access list is not set. 

Inbound access list is not set. 

Ю̔ 
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24.1.2 ip mtu 

IP ꜛ ּ ἷ̂MTŨ̆ ԇ ip mtuȂ ԇ no Ԉ

Ȃ 

ip mtu bytes 

no ip mtu 

   
 

 bytes IP ꜛ ּ ἷ̆Ԉ ѝ ᴁ̆ 68~1500Ȃ
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 - - 

 

  Ȃ 

 

ԇ    

 

ᴳ   

а ִ ̆ ᴳ ӱУэ ⁮ ꜛ̆ ӱ  



IP ╘ ԇ 

24-4 

ԇ   ὤ  

 

ᴳ   

RGOS IP Ȃ ⁮ IP ꜛ ֶ̆ IP ш ȁ

ȁ ̆ Ҿ RFC 791 ѐ Ȃ ⁮

ꜛ ҩὲѐУэ ̆ ֶ ╟ᴐ̕ ⁮ ̆ ֶ

Уэ ICMP ̆ х ꜛȂ 

RGOS ֒ ᾳЮ IP Ȃ 

 

ѡᴿ  
ԈЮ ᴿ ̆Ὧ ҩ IP Ȃ 
no ip source-route 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ ү Эа Ȃ 

 

   
ԇ  

 - - 

24.1.5 ip unreachables 

RGOS ֒ ӊ ICMP а ̆ ԇ ip unreachablesȂ
ԇ no ԈὯ ICMP а Ȃ 

ip unreachables 

no ip unreachables 

   
 

 - - 

 

  Ȃ 

 

ԇ    

 

ᴳ   

RGOS ֒ ⁮Уэ ѝ ̆ а Э ̆

ֶ Уэ ICMP а Ȃ 

RGOS ֒ ұ ̆ а Уэ ꜛ̆ ֶ ICMP ў

а Ȃ 



IP ╘ ԇ 
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25 DHCP  

25.1 DHCP ầ  

25.1.1 bootfile 

Ѭ DHCP ╟ ẹ ֒ ̆ DHCP ԇ bootfileȂ ԇ

no Ԉ ѬȂ 

bootfile file-name 

no bootfile 

   66j
ET297.18 0.14 1 0  19.6.64 re
141.6 394 0 01 0  19.666j
ET297.180.14  239.4 20.6j
ET
q
97.180.48  239.4 20.6
f
0 g
BT
/C2_006 Tc 2 Tr 10.02 0 0782 g
485276 507.3[203 TD040m
<041C81BE2A5104B8>]TJ
/TT106 Tc 2 Tw 10.5 0 091.5g
485276 507.39 0 Td
( BT
/C2_
( )Tj
10.02 0 0 10.02 -35.50 507.39 0 Td
( 2TJ
/TT1 1 T
-0.00.198w 3.611  Td
[ile( fe7(name ))Tj
/TT0 1 T4 0 Tr 2.008 0 Td0 g
BT
/C2_11.3590007 063.171 9AA235C19E100462>6<50E2CD50>6<A510BF406A31B5B0>6<56E04(name ))Tj
/TT02 98Tr 2.012 0 Td
( 66j
ET297. Tr .18 0.48  19.6.64 re
97. Tr394 0 00.48  19.666j
ET47973.50.14  234  19.666j
ET47973.5 137180.14  19.6.62CP)T47824.6 522  01 0  19.6j
ET
q47979180.48  23Tc  19.6j
ET
q47824.6 5008 01 0  19.62 re
f
BT
/TTc 2 Tw 10.5 0 062CP)T466j
6 507.3803 Tm0 g
BT
/C2_006 Tc 2 Tr 10.02 0 0782 g
4492 g 507.3[280B3D040DC3303 Tm
<475104B8>]TJ
/TT106 T4 0 Tr 2.012 0 Tde
f
BT
/TTc.677 07 063.178 0 Td0 g
BT
/C2_1.198w007 063.171 80B30C3322751CDD>6<m
<3F55116<50E2CD50BF406A3116<55B046E04(name )

D H C P



DHCP ԇ 

25-2 

25.1.2 client-identifier 

Ѭ DHCP У ̂Ԉ ︠Ὡ ⁸ ̃̆ DHCP
ԇ client-identifierȂ ԇ no Ԉ‮ Ȃ 

client-identifier unique-identifier 

no client-identifier  

   

 
 unique-identifier 

DHCP Ԉ̆ ︠Ὡ ⁸ Ȃ ̔

0100.d0f8.2233.b467.6967.6162.6974.4574.6865.7
26e.6574.302f.31Ȃ 

 

  ḣȂ 

 

ԇ   DHCP Ȃ 

 

ᴳ   

Ҿ DHCP DHCP ╘ ‍ IP ̆ ֒

Ԇ Ȃ Ӯ ȁMAC ̆ MAC ѝ

00d0.f822.33b4ȁ ѝ GigabitEthernet 0/1 ѝ 

0100.d0f8.2233.b467.6967.6162.6974.4574.6865.726e.6574.302f.31̆ὲѐ 01 Ԇ Ԉ

Ӯ ̆ 

67.6967.6162.6974.4574.6865.726e.6574.302f.31 ѝ GigabitEthernet0/1 ︠Ὡ ⁸
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ԇ  

 - - 

25.1.3 client-name 

Ѭ DHCP ̆ DHCP ԇ client-nameȂ ԇ no ‮

DHCP Ȃ 

client-name client-name 

no client-name 

   

 
 client-name 

Ѭ DHCP Ȃ Ԉ ֗ᴉ ῆ ASCII
Ȃ а ꜛ ̆ Ѭ river ѝ

DHCP ̆а Ѭѝ river.i-net.com.cnȂ

 

  Ѭ Ȃ 

 

ԇ   DHCP Ȃ 

 

ᴳ   
DHCP Ѭ ̆ Ԉ‾ ԇ Ѭ DHCP Ȃ

а ꜛ Ȃ 

 

ѡᴿ  
ԈЮ ᴿ ̆ ѬҩУэ ѕ river ᴐѝ Ȃ 
client-name river 

 

 ԇ  

 host 
Ѭ IP Ȃ ұ

DHCP Ȃ Ὧ ԇ 

 ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

 

   

 

   
ԇ  

 - - 
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25.1.4 default-router 

Ѭ DHCP Ὧ̆ DHCP ԇ default-routerȂ ԇ no
Ԉ‮ Ὧ ѬȂ 

default-router ip-address [ ip-address2…ip-address8 ] 

no default-router  

   

 ip-address Ѭ IP Ȃ УэȂ  

 ip-address2…ip-address8 ̂ ̃ Ԉ 8 э ὯȂ 

 

  Ѭ ὯȂ 

 

ԇ   
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 ip-address Ѭ DNS ╘ IP Ȃ УэȂ 

 ip-address2…ip-address8 ̂ ̃ Ԉ 8 э DNS ╘ Ȃ  

 
use-dhcp-client interface-type 
interface-number 

RGOS ֒ DHCP ⁮ DNS ╘

̆ᴐѝ DHCP DNS ╘ Ȃ 

 

  Ѭ DNS ╘ Ȃ 

 

ԇ   DHCP Ȃ 

 

ᴳ   

Ѭ э DNS ╘ ̆ᾗ ₥ ִἼ ̆DHCP б ₥ DNS
╘ ̆ ֶ ЮУэ DNS ╘ Ȃ 

RGOS ֒ ҂ṁ DHCP ̆ Ԉ DNS ╘ ᶕ ּ̆

DHCP Ȃ 

 

ѡᴿ  
ԈЮ ᴿ ̆ѝ DHCP ҩ DNS ╘ 192.168.12.3Ȃ 
dns-server 192.168.12.3 

 

 

 ̆ ᵠ
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 domain-name Ѭ DHCP ѕȂ 

 

  Ȃ 

 

ԇ   DHCP Ȃ 

 

ᴳ   
DHCP ҩ ̆ έ ў ̆ ў

ԈҩȂ 

 

ѡᴿ 
 ԈЮ ᴿ ̆ DHCP Ѭҩ i-net.com.cnȂ 
domain-name i-net.com.cn 

 

 ԇ  

 dns-server  Ѭ DHCP DNS ╘  
Ὧ ԇ 

 ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

 

   

 

   
ԇ  

 - - 

25.1.7 hardware-address 

Ѭ DHCP ֒ ̆ DHCP ԇ hardware-addressȂ ԇ

no Ԉ‮ ֒ ѬȂ 

hardware-address hardware-address type 

no hardware-address 

    

 hardware-address Ѭ DHCP MAC Ȃ 
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 type 

DHCP ֒ ̆ Ԉ ѕ

ѬȂ ѕ ̔ 

Â ethernet  

Â ieee802  

̔ 

Â 1̂10M ethernet̃ 

Â 6̂IEEE 802̃ 
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  а DHCP IP Ȃ 

 

ԇ    

 

ᴳ   

RGOS ֒ DHCP ̆ IP ̆ DHCP ╘ ᵏҷэ

ᶕ 1̔ D̃HCP 1̆ 2̕ D̃HCP 3̆ У Э Ὧᶕ ̕

3̃DHCP 6̆DNS ╘ ᶕ ̕4̃DHCP 15̆ў ̕DHCP
44̆WINS ╘ ᶕ Ȃ 

RGOS ֒ ἵ PPPȁFRȁHDLC Э dhcp
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DHCP ԇ 

25-12 

ѡᴿ 
 ԈЮ ᴿ ̆ping ꜛ ѝ 600msȂ 
ip dhcp ping timeout 600 

 

 ԇ  

 clear ip dhcp conflict DHCP ᾰ Ȃ 

 ip dhcp ping packets 
Ѭ DHCP ╘ ‍ ̆

ᾰ ping ᴐ ꜛ

э Ȃ 

Ὧ ԇ 

 show ip dhcp conflict 
DHCP ╘ ‍ ̆

⁮ ᾰ Ȃ 
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ԈЮ ᴿ ̆ DHCP ѝ 1 ‍ Ȃ 
lease 0 0 1 

 

 ԇ  
Ὧ ԇ 

 ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

 

   

 

 

я  
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Ȃ 

ᾳЮ̆ ᴐ ѝ Ȃ WINS ╘

̆ ѝ ̕ ҩ WINS ╘ ̆ ѝ Ȃ NetBIOS
ѝ HybridȂ 

 

ѡᴿ 
 ԈЮ ᴿ ̆ DHCP NetBIOS ѝ Ȃ 
netbios-node-type h-node 
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ѐ ̆ ЮУэ ̆ ⁮‍ Уэ Ȃ 

‍ ᾳ show ip dhcp binding ԇ ̆ ᾰ ᾳ show ip 
dhcp conflict ԇ Ȃ 

 

ѡᴿ  
ԈЮ ᴿ ̆ ѬҩDHCP ѝ 192.168.12.0̆ ѝ 255.255.255.240Ȃ
network 192.168.12.0 255.255.255.240  

 

 ԇ  

 ip dhcp excluded-address  
Ѭ DHCP ╘ а ‍

IP Ȃ Ὧ ԇ 

 ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

 

   

 

   
ԇ  

 - - 

25.1.18 next-server 

Ѭ DHCP ╟ ѐ ╟ ╘ ‟ ̆ DHCP ԇ

next-serverȂ ԇ no Ԉ‮ ╟ ╘ ‟ ѬȂ 

next-server ip-address [ ip-address2…ip-address8 ] 

no next-server 

   



DHCP ԇ 

25-18 

ѡᴿ 
 ԈЮ ᴿ ̆ѝ DHCP ҩ ╟ ╘ 192.168.12.4Ȃ 
next-server 192.168.12.4 

 

 



P ԇ 
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҂ ѝУэ ȂὯұ ₥
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Ҿӊ Э   DHCP ╖ ὲӹ╖ ᾰ ̆έᴇ Ὧӊ

̆Ԉ ᶕ Ȃ 

 

ѡᴿ 
 ԈЮ ᴿ ̆ ҩ DHCP ╘ ѐ Ȃ 
service dhcp 

 

 ԇ  
Ὧ ԇ 

 show ip dhcp server statistics DHCP ╘ ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

25.2 ῢⱦ  

25.2.1 clear ip dhcp binding 

DHCP ̆ clear ip dhcp binding ԇȂ 

clear ip dhcp binding { * | ip-address } 

   

 * ‮ DCHP Ȃ  
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 show ip dhcp binding DHCP ╘ Ȃ 

 

   

 

   
ԇ  

 - - 

25.2.2 clear ip dhcp conflict 

DHCP ᾰ ̆ clear ip dhcp conflict ԇȂ 

clear ip dhcp conflict { * | ip-address } 

   

 * ‮ DCHP ᾰ Ȃ  

 ip-address ‮ IP ᾰ Ȃ 

 

  ѝȂ 

 

ԇ   
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25.2.3 clear ip dhcp server statistics 

ᴁ DHCP ╘ ̆ ѐ clear ip dhcp server statistics ԇȂ 

clear ip dhcp server statistics 

   
 

 - - 

 

  ѝȂ 

 

ԇ    

 

ᴳ   
DHCP ╘ ̆ ҩ DHCP ȁ ╟ ȁ ̆

DHCP ҩ Ȃclear ip dhcp server statistics
ԇ Ԉ‮ ̆ӱ Ȃ 

 

ѡᴿ  
ԈЮᴿ ̆ DHCP ╘ Ȃ 
clear ip dhcp server statistics 

 

 ԇ  
Ὧ ԇ 

 show ip dhcp server statistics DHCP ╘ Ȃ 

 

   

 

   
ԇ  

 - - 

25.2.4 debug ip dhcp client 

DHCP Client ̆ debug ip dhcp client ԇȂ 

debug ip dhcp client 

no debug ip dhcp client 

   
 

 - - 

 

  Ὧ  
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ԇ   Ȃ 

 

ᴳ   ԇ ұ dhcp client
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 - - 

25.2.7 show ip dhcp binding 

DHCP ᾰͅ EXEC ԇ show ip dhcp bindingȂ 

show ip dhcp binding 
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ԇ  

 - - 

25.2.8 show ip dhcp conflict 

DHCP ╘ ᾰ ̆ EXEC ԇ show ip dhcp conflictȂ 

show ip dhcp conflict 

   
 

 - - 

 

  ѝȂ 

 

ԇ    

 

ᴳ   ԇ Ԉ DHCP ╘ ⁮ ᾰ ‟ ‟ Ȃ 

 

ѡᴿ 

 ԈЮѝ show ip dhcp conflict ԇ   Ȃ 

Ruijie# show ip dhcp conflict 

IP address     Detection Method 

192.168.12.1     Ping 

dhcpd excluded ipaddress 

192.168.12.100 

Ѭ ЮȂ 

  

IP address а ‍ DHCP IP Ȃ 

Detection Method ᾰ Ȃ 

dhcpd excluded ipaddress Ȃ 
 

 

 ԇ  
Ὧ ԇ 

 clear ip dhcp confict DHCP ᾰ  

 

   

 

   
ԇ  

 - - 
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Manual bindings   Ȃ 

Expired bindings Ȃ 

Malformed messages DHCP ⁮а Ȃ 

Message Received or Sent  DHCP ╘ Ȃ 
 

 

 ԇ  
Ὧ ԇ 

 clear ip dhcp server statistics ‮ DHCP ╘ Ȃ 

 

   

 

   
ԇ  

 - - 
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26 DHCP Relay  

26.1 ầ  

26.1.1 ip dhcp relay check server-id 

DHCP Relay check server-id ╖ ̆ Ԉᴳ ԇ Ȃᴳ ԇ no
Ὧ DHCP Relay check server-id ╖ Ȃ 

[no] ip dhcp relay check server-id 

   
 

 - - 

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ   
ԇ D̆HCP Relay DHCP ֶ option server-id

DHCP ╘ Ȃ ԇ ‡̆ DHCP ╘ DHCP
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DHCP Relay option dot1x ╖ ̆ Ԉᴳ ԇ Ȃᴳ ԇ no
Ὧ ╖ Ȃ 

[no] ip dhcp relay information option dot1x 

   
 

 - - 

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ   ԇ Ἴ DHCP ѐ ╖ ̆ 802.1x Ὧ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ � ¸LÔ?U��G!
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ԇ   ὤ  

 

ᴳ   ԇ ACL б Э ACL ACE а ᾰ Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ dhcp option dot1x aclȂ 

Ruijie# configure terminalcon994 Td
[4.5756T
/TT0ip_0 cess-list extendedf
4.79 40.77 0.24wRui4.5756uij557
/TT0DenyA cessEachOtherOfUnauthrizef
0 Tc 10.77 0.24 re8.5636T
/TT0 1 Tf
10.5 0 0 10.8.5636uij761 
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 ip dhcp relay information option dot1x DHCP option dot1x ╖  

 

   

 

   
ԇ  

 - - 

26.1.4 ip dhcp relay information option82 

DHCP Relay option82 ╖ ̆ Ԉᴳ ԇ Ȃᴳ ԇ no Ὧ

╖ Ȃ 

[no] ip dhcp relay information option82 

   
 

 - - 

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ   ╖ б option dot1x ╖ ҵ ̆а Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ DHCP ѐ Э̆ opion82 ╖ ̔ 

Ruijie# configure terminal 

Ruijie(config)# Ip dhcp relay information option82 

 

 ԇ  

 Service dhcp DHCP ѐ Ԇ  Ὧ ԇ 

 ip dhcp relay information option dot1x DHCP option dot1x ╖  

 

   

 

   
ԇ  

 - - 
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DHCP Relay DHCP Relay Aware VRF ╖ ̆ Ԉᴳ ԇ Ȃ

ᴳ ԇ no Ὧ ╖ Ȃ 

   
 

 - - 

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ   ╖ option82 option dot1x аᾰ Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ DHCP ѐ Э DHCP Relay Aware VRF ╖ ̔ 

Ruijie# configure terminal 

Ruijie(config)#Ip dhcp relay information option vpn 

 

 ԇ  

 ip dhcp relay information option82 DHCP option82 ╖  Ὧ ԇ 

 ip dhcp relay information option dot1x DHCP option dot1x ╖  

 

   

 

   
ԇ  

 - - 

26.1.6 ip dhcp relay suppression 

Э DHCP Relay ⁸╖ ̆ Ԉᴳ ԇ Ȃᴳ ԇ no
Ὧ DHCP relay ⁸╖ Ȃ 

[no] ip dhcp relay suppression 

   
 

 - - 

 

  Ὧ  

 

ԇ   Ȃ 
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ᴳ   ԇ ̆ Э ⁮ DHCP Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ 1 Э DHCP relay ⁸╖ Ȃ 

Ruijie# configure terminal  

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# ip dhcp relay suppression  

Ruijie(config-if)# exit 

Ruijie(config)# 

 

 ԇ  
Ὧ ԇ 

 service dhcp DHCP ѐ Ԇ  

 

   

 

   
ԇ  

 - - 

26.1.7 ip helper-address 

╗Уэ DHCP ╘ ̆ Ԉᴳ ԇ Ȃ ԇ no ̆‮ Уэ

╘ ȂDHCP ╘ Ԉ ὤ Ю Ȃ 

[no] ip helper-address [vrf vrf-name]A.B.C.D 

   
 

 - - 

 

  ╘ Ȃ 

 

ԇ   ὤ / Ȃ 

 

ᴳ   

ὤ эЬ Э Ԉ 20 э DHCP ╘ Ȃ 

DHCP ╘ ᾳЮ̆DHCP Relay ὤ DHCP ╘ ̕

ҩ DHCP ╘ ̆DHCP Relay ᴳ Э ╘ ̆

а ὤ ╘ Ȃ 

vrf Ḁ̆ ұὤ ұ а Ȃ ұὤ

а vrf ̆ а ұ֗ᴉ vrf̕ ұ а vrf ̆ ₥

╘ ұ У vrfȂ 
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ѡᴿ  

ԈЮ ᴿ ̆ чэ ╘ ̔ 

1̈ ὤ ╘ 192.168.1.1̕ 

2̈ ұ vrf ᴿѝ dep1 ╘ 192.168.2.1̕ 

Ruijie# configure terminal 

Ruijie(config)# ip helper-address 192.168.1.1 

Ruijie(config)# ip helper-address vrf dep1 192.168.2.1 

 

 ԇ  
Ὧ ԇ 

 service dhcp DHCP ѐ Ȃ 

 

   

 

   
ԇ  

 - - 

26.1.8 service dhcp 

Ӈ Э DHCP ѐ ╖ ̆ Ԉᴳ ԇ Ȃ ԇ no Ὧ

╖ Ȃ 

[no] service dhcp 

   
 

 - - 

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ  
 DHCP ѐ ╖ Ԉ DHCP DHCP ╘ ̆ DHCP

DHCP ̆ DHCP ѐ ᴐ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ DHCP ѐ ╖ Ȃ 

Ruijie# configure terminal 

Ruijie(config)# service dhcp 

 

 ԇ  
Ὧ ԇ 

 ip helper-address [vrf] A.B.C.D ╗Уэ DHCP ╘  
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ԇ  

 - - 
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27 DNS ꜘ  

27.1 ầ  

27.1.1 ip domain-lookup 

╟ DNS Ȃᴳ ԇ no ‡Ὧ DNS ╖ Ȃ 

ip domain-lookup 

no ip domain-lookup 

   
 

 - - 

 

  ᾳѝ DNS ╖ Ȃ
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ip name-server {ip-address | ipv6-address} 

no ip name-server [ip-address | ipv6-address] 

   

 ip-address ╘ IP   

 ipv6-address ╘ IPV6  

 

  ╘ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   

╗ DNS Server IP/IPv6 Ȃ ԇ̆ ֶ ╗Уэ DNS ServerȂ
ӱ Уэ Server ⁮ ̆ ֶ ΰэ Server DNS ̆

⁮ ⁮ ѝ Ȃ 

6э ╘ Ȃ‮ DNS Server ̆ ҩ ip-address ipv6-address
̆‡ ‮ ╘ ̆ ‡‮ DNS ╘ Ȃ 

 

ѡᴿ  

Ruijie(config)# ip name-server 192.168.5.134 

Ruijie(config)# ip name-server 

2001:0DB8::250:8bff:fee8:f800 2001:0DB8:0:f004::1 

 

 ԇ  
Ὧ ԇ 

 show hosts DNS Ὧ ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 
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 ip-address IP  

 

   

 

ԇ   ὤ  

 

ᴳ   ‮ ў ‟ ̆ Ԉ no ip host host-name ip-address ԇ ‮ Ȃ 

 

ѡᴿ  Ruijie(config)# ip host switch 192.168.5.243 

 

 ԇ  
Ὧ ԇ 

 show hosts DNS Ὧ ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

27.1.4 ipv6 host 

ԇ ў IPV6 Ȃᴳ ԇ no ‮ ў ‟ Ȃ 

Ipv6 host host-name ipv6-address 

no ipv6 host host-name ipv6-address 

   

 host-name ў   

 Ipv6-address IPV6  

 

   

 

ԇ   ὤ  

 

ᴳ   ‮ ў ‟ ̆ Ԉ no ipv6 host host-name ipv6-address ԇ ‮ Ȃ

 

ѡᴿ  Ruijie(config)# ipv6 host ruijie 2001:0DB8:700:20:1::12 

 



DNS ԇ 
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27.2.2 show hosts 

DNS ᶕ Ȃ 

show hosts [hostname] 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   DNS Ὧ ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show hosts 

Name servers are:   

static 

host             type          address             

switch           static       192.168.5.243        

www.ruijie.com   dynamic      192.168.5.123     

 

 ԇ  

 ip host  ў IP  

 Ipv6 host ў IPV6  
Ὧ ԇ 

 ip name-server DNS ╘  

 

   

 

   
ԇ  

 - - 
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28 SNTP  

28.1 ầ  

28.1.1 sntp enable 

ԇ SNTP ╖ ̆ᴳ ԇѐ no ѝ ḣ—DisableȂ 

[no] sntp enable 

   
 

 - - 

 

  SNTP Disable 

 

ԇ   ὤ  

 

ᴳ   ᴳ show sntp ԇ SNTP Ὧ  

 

ѡᴿ  Ruijie(config)# sntp enable 

 

 ԇ  

 show sntp SNTP  

 clock update-calendar ֒ ֒  
Ὧ ԇ 

 clock set ֒  

 

  ֒ RGOS10.0 ԈЭ 

 

   
ԇ  

 - - 

28.1.2 sntp interval 

ԇ SNTP Client NTP/SNTP Server Ȃ 

sntp interval seconds 
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ԇ   ὤ  

 

ᴳ   ᴳ show sntp ԇ SNTP Ὧ  

 

ѡᴿ  Ruijie(config)# sntp server 192.168.4.12 

 

 ԇ  

 show sntp SNTP  Ὧ ԇ 

 sntp enable SNTP 

 

  ֒ RGOS10.0 ԈЭ 

 

   
ԇ  

 - - 

28.2 ầ  

б ꜛ ԈЮ ԇ̔ 

Â show sntp 

28.2.1 show sntp 

ԇ SNTP Ὧ Ȃ 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ᴳ show sntp ԇ SNTP Ὧ  

 

ѡᴿ 

 Ruijie# show  sntp 

SNTP state            : Enable 

SNTP server           : 192.168.4.12 
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SNTP sync interval   : 60 

Time zone              : +8 

 

 ԇ  

 sntp enable SNTP Ὧ ԇ 

 show sntp SNTP Ὧ  

 

  ֒ RGOS10.0 ԈЭ 

 

   
ԇ  

 - - 
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29 NTP  

29.1 NTP ầ  

29.1.1 no ntp 

Ὧ ntp ╘̆ṃ б ╘ ̆ ntp ᶕ Ȃ 

no ntp 

   
 

 - - 

 

  ᾳЮ NTP ╘ Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ᾳЮ̆NTP ╖ Ὧ ת̆ ҩ NTP ╘ NTP ὤ ⁞ ⁸̆

NTP ╖ ֶ Ȃ 

 

ѡᴿ  
ԈЮ ᴿ ̆Ὧ ҩ NTP ╘Ȃ 
no ntp 

 

 ԇ  
Ὧ ԇ 

 ntp server Уэ NTP ╘  

 

   

 

   
ԇ  

 - - 

29.1.2 ntp access-group 

NTP ╘ ⁸ ̆ ԇ no ⁸ Ȃ 
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ntp access-group { peer | serve | serve-only | query-only }access-list-number | 
access-list-name 
no ntp access-group{peer | serve | serve-only | query-only}access-list-number 
| access-list-name 

   

 peer 
ἵ NTP ╘ ⁸ ̆

҂ἵ б ̂ ὤ

̃Ȃ 

 serve 
ἵ NTP ╘ ⁸ ת̆

аἵ б Ȃ 

 serve-only Өἵ NTP ╘ Ȃ 

 query-only Өἵ NTP ╘ ⁸ Ȃ 

 access-list-number IP ⁸‟ ̕ ѝ 1͘99 1300͘1999

 

 access-list-name IP ⁸‟ Ȃ 

 

  ᾳЮ ֗ᴉ NTP ⁸ ‡Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   

 NTP ╘ ⁸ Ȃ ᵏҩУ ὤ ̆

ὤ ᴳ NTP ֙ ⁸Ȃ 

Уэ ⁮ ̆NTP ╘ ӱ ⁸⁮ ⁸ ᵑ רּ

‡̆Ԉ Уэּר ⁮ ‡ѝῆȂּר ѝ peerȁserveȁserve-onlyȁquery-onlyȂ

~  
₥ ⁸ ╖ Ȃ Э רּ‡ ̆

ת ⁮б ⁸ Ὧ Ȃ 

֗ᴉ ⁸ ‡̆‡ ἵ ȂתУ ҩ ⁸ ‡̆

‡Ө ‡ѐ ἵ Ȃ 

 

ѡᴿ  

ԈЮ ᴉἵ 1 ‟ ѐ ȁ ⁸

̕ ⁸ 2 ‟ ѐ Ө Ȃ 

Ruijie(config)# ntp access-group peer 1 

Ruijie(config)# ntp access-group serve-only 2 

 

 ԇ  
Ὧ ԇ 

 ip access-list … IP ⁸‟ Ȃ 
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ԇ  

 - - 

29.1.3 ntp authenticate 

NTP ╘ᴳ NTP ὤ ⁸Ȃ 

ntp authenticate 

no ntp authenticate 

   
 

 - - 

 

  ᾳЮ NTP ὤ ⁸ Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
ᴳ ὤ ὤ ⁞ ⁸̆‡а ᶕ ╗ Ȃ ὤ ὤ ⁞ ⁸̆

ὲӹ ὤ ̆ ұ ╘ ╗ ᶕȂ 

ῆ ntp authentication-keyȁntp trusted-key ᶕ֗ Ȃ 

ᴳ
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ѝ NTP ╘ Уэὤ NTP Ȃ 

ntp authentication-key key-id md5 key-string [enc-type] 

no ntp authentication-key key-id md5 key-string [enc-type] 

   

 key-id ID̕ 

 key-string  ѕ̕  

 
enc-type 

̂ ̃ ╗ ̆0 ╗ ̆7
╗ ̕ 

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ὤ ̆ md5 ╗ ̆ э Уэ У key-id ̆

Ԉ ntp trusted-key key-id ѝὤ ᶕ֗ Ȃ 

Э ѝ 1024 э̆ת э ╘ ӨӨ Уэ Ȃ 

 

ѡᴿ  
ԈЮᴿ Уэ ID ѝ 6  
ntp authentication-key 6 md5 wooooop 

 

 ԇ  

 ntp authenticate ὤ ὤ ⁞ ⁸ 

 ntp trusted-key ὤ ᶕ֗  
Ὧ ԇ 

 ntp server Уэ NTP ╘  

 

   

 

   
ԇ  

 - - 

29.1.5 ntp disable 

Ὧ NTP ╖ Ȃ 

ntp disable 

    



NTP ԇ 
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 - - 

 

  ᾳЮ Ԉ NTP Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ᾳЮ̆֗ Э NTP Ԉ ᵏ ̆

э╖ ̆ Ԉ Э ⁮ NTP Ȃ 

~  
IP ̆ ὲӹ

Э ԇȂ 
 

 

ѡᴿ  
ԈЮ ᴿ ̆Ὧ NTP Ȃ 
no ntp 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

29.1.6 ntp master 

ᴐѝ NTP ў ̂ ̃̆ѝὲ ᵏ Ȃ ԇ

no ѝ NTP ў Ȃ 

ntp master [stratum] 

no ntp master 

   
 

 stratum 
̆ ѝ 1͘15̕ а

‡ ḣѝ 8Ȃ 

 

  а NTP ў ╖ Ȃ 

 

ԇ   ὤ Ȃ 
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╟ ̆ ̆‡ Ԉᴳ ԇȂ 

 

ѡᴿ  
ԈЮ ᴿ ̆ NTP Ȃ 
Ntp synchronize 

 

 ԇ  
Ὧ ԇ 

 ntp server Уэ NTP ╘   

 

   

 

   
ԇ  

 - - 

 

29.1.9 ntp trusted-key 

Уэ ID ѝὤ ᶕ֗  

ntp trusted-key key-id 

no ntp trusted-key key-id 

   
 

 key-id ὤ ᶕ֗ IDȂ 

 

  ᾳЮ ᶕ֗ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
NTP ᶕ֗ ̆ ID ̆ аּ

̆Ԉ ὤ ̕ 

 

ѡᴿ  

ԈЮ Уэ ̆ ѝ ╘ ᶕ֗ Ȃ 
ntp authentication-key 6 md5 wooooop 

ntp trusted-key 6 

ntp server 192.168.210.222 key 6 

 

Ὧ ԇ  ԇ  
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0�³�Å
a	—T 
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 - - 

 

  ѝȂ 

 

ԇ    

 

ᴳ   
NTP ╘ ̆ ₥ NTP ᶕ ̆ У ╗ ╘ Ѯ₥

ԇаֶ ֗ᴉᶕ Ȃ 

 

ѡᴿ  
ԈЮᴿ ̆ ₥ NTP ᶕ Ȃ 
show ntp status 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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30 FTP Server  

30.1 ầ  

30.1.1 debug ftpserver 

FTP ╘ ᶕ  ̆ᴳ ԇ no Ὧ ᶕ  Ȃ 

debug ftpserver 

no debug ftpserver 

   
 

 - - 

 

  Ὧ ᶕ  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ᴳ debug ftpserver ԇ Ԉ FTP ╘ ѐ ᶕ Ȃ 

 

ѡᴿ  

ᴿ 1̔ԈЮ ᴉ ╘ ᶕ ̔ 

Ruijie# debug ftpserver 

FTPSRV_DEBUG:(RECV)   SYST 

FTPSRV_DEBUG:(REPLY)  215 RGOS Type: L8 

FTPSRV_DEBUG:(RECV)   PORT 192,167,201,82,7,120 

FTPSRV_DEBUG:(REPLY)  200 PORT Command okay. 

ᴿ 2̔ԈЮ ᴉὯ ╘ ᶕ ̔ 

Ruijie# no debug ftpserver 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

ԇ     
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 - - 
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ftp-server password [type] password 

no ftp-server password 

   

 type  
Ѭ ╗ 0̔ 7Ȃ0 Ԇ ╗ ̂

̃̕7 Ԇ ѝ╗ Ȃ 
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30.1.4 ftp-server topdir 

⁸ FTP





ԇ
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ԇ   Ȃ 

 

ᴳ   

FTP ╘ Ὧ ᶕ ̆ꜛ ̔ 

Â ╘ ╟ 

Â ⁸ ̂ Ὧ IPȁPort̃ 

Â ̂ ў╟ ╟ ̆Ԉ Ὧ IPȁPort̃ 

Â ₥ ּ֒  

Â ╘ ȁ ̂Ө ̃ 

Â ╘  

Â ֶ  

 

ѡᴿ 

 ԈЮ ᴉ FTP ╘ Ὧ ᶕ ̔ 

Ruijie# show ftp-server 

ftp-server information 

======================================= 

enable : Y 

topdir : / 

timeout: 20min 

username config : Y 

password config : Y 

type: BINARY 

control connect : Y 

ftp-server: ip=192.167.201.245  port=21 

ftp-client: ip=192.167.201.82  port=4978 

port data connect : Y 

ftp-server: ip=192.167.201.245  port=22 

ftp-client: ip=192.167.201.82  port=4982 

passive data connect : N 

 

 ԇ  
Ὧ ԇ 

 - - 
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31 UDP-Helper  

31.1 ầ  

31.1.1 ip forward-protocol 

ԇ ѐ UDP Ȃᴳ ԇ no ‡ UDP
ꜛ ѐ ╖ Ȃ 

ip forward-protocol udp [port | tftp | domain | time | netbios-ns | netbios-dgm | tacacs] 

no ip forward-protocol udp [port | tftp | domain | time | netbios-ns | netbios-dgm | 
tacacs] 
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ѡᴿ  Ruijie(config)# ip forward-protocol udp 134 

 

 ԇ  

 udp-helper enable ᴳ UDP  Ὧ ԇ 

 ip forward-protocol ѐ UDP  

 

  ԇ ₥Ө RGOS10.1 Э Ȃ 

 

   
ԇ  

 - - 

31.1.2 ip helper-address 

UDP ѐ ╘ Ȃᴳ no ‮ UDP ѐ

╘ Ȃ 

ip helper-address address 

no ip helper-address address 

   
 

 address 
UDP ѐ ╘ ̆ѝ ‍

︠ ⁸ ̆ э 20 э ╘ Ȃ

 

  UDP ѐ ╘  

 

ԇ    

 

ᴳ   

Ԉѝ э 20 э ╘ Ȃ ѐ ╘ Э

,‡ ╟ҩ UDP-Helper ╖ ӱ̆ UDP ̆ Ԉ

⁮ Э ╘ ЭȂ 

ᴳ no ip helper-address ⁮ ╘ Ȃ 

 

ѡᴿ  
Ю ᴿ UDP ѐ ╘ : 
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  ԇ ₥Ө RGOS10.1 Э Ȃ 

 

 



SNMP ԇ
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no snmp-server chassis-id 

   
 

 text ‟ ̆ Ԉᴳ Ȃ 

 

  ‟ ḣ 60FF60 

 

ԇ   ὤ  

 

ᴳ   
SNMP ‟ У ᴳ ‟ ̆Ԉᵳ ⁞Ȃ ‟ Ԉ

show snmp ԇ Ȃ 

 

ѡᴿ  
Ю ᴿ SNMP ‟ ѝ 123456: 

Ruijie(config)# snmp-server chassis-id 123456 

 

 ԇ  
Ὧ ԇ 

 show snmp SNMP ᶕ  

 

   

 

 

 

 

 

 

 r w  0 . 0 0 6  T d 
 (  ) T  P
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aclnumber 

‟ ‟ ̂1-99̃̆Ὧ ‟ ̆

MIB ipv4 NMS Ȃ 

 
aclname 

‟ ̆Ὧ ‟ ̆

MIB ipv4 NMS Ȃ 

 
ipv6_aclname 

ipv6 ‟ ̆Ὧ ‟ ̆

MIB



SNMP ԇ



SNMP ԇ 
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ᴳ   ԇ бὤ ԇ snmp-server host У ᴳ ̆ Ȃ 

 

ѡᴿ  

Ю ᴿ ў╟ SNMP Ү֒ ̔ 

Ruijie(config)# snmp-server enable traps snmp 

Ruijie(config)# snmp-server host 192.168.12.219 public snmp 

 

 ԇ  
Ὧ ԇ 

 snmp-server host  SNMP ў  

 

   

 

   
ԇ  

 - - 

32.1.6 snmp-server group 

SNMP ̆ ὤ ԇ snmp-server groupȂ ԇ no ‮

Ȃ 

snmp-server group groupname {v1 | v2c | v3 {auth | noauth | priv}} [read 
readview][write writeview] [access {[ipv6 ipv6_aclname] [aclnum | aclname]num | name}] 

no snmp-server group groupname {v1 | v2c | v3 } 

   

 v1 | v2c |v3 SNMP Ȃ 

 
auth 

ּ ת а ᶑ ̆

v3 Ȃ 

 
noauth 

ּ а ҂а ᶑ ̆

v3 Ȃ 

 
priv 

ּ ּ

ᶑ ̆ v3 Ȃ 

 readview Ὧ Уэ Ȃ 

 writeview Ὧ Уэ ᾗ Ȃ 

 
aclnum 

‟ ‟ ̆Ὧ ‟ ̆

MIB ipv4 NMS Ȃ 

 

 
aclname 

‟ ̆Ὧ ‟ ̆

MIB ipv4 NMS Ȃ 
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ipv6_aclname 

ipv6 ‟ ̆Ὧ ‟ ̆

MIB ipv6 NMS Ȃ 
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SNMP ԇ 
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ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  
Ю ᴿ Уэ ᶕ ̔ 
Ruijie(config)# snmp-server location start-technology-city 4F of A 

Buliding 

 

 ԇ  
Ὧ ԇ 

 snmp-sever contact  SNMP  

 

   

 

   
ԇ  

 - - 

32.1.9 snmp-server packetsiz 

⁸ SNMP ꜛ ̆ ὤ ԇ snmp-sever packetsizeȂ ԇ

no ḣȂ 

snmp-server packetsize byte-count 

no snmp-server packetsize 

   
 

 byte-count   ꜛ ̆ӱ 484 ⁮ 17876 Ȃ 

 

  1500  

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  
Ю ᴿ SNMP ꜛ ѝ 1492̔ 

Ruijie(config)# snmp-server packetsize 1492 

 

Ὧ ԇ  ԇ  
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 snmp-server queue-length SNMP ‟  

 

   

 

   
ԇ  

 - - 

32.1.10 snmp-server queue-length 

‟ ̆ ὤ ԇ snmp-server queue-lengthȂ 

snmp-server queue-length length 

   
 

 length  ‟ ̆ ӱ 1 ⁮ 1000Ȃ 

 

  10 

 

ԇ   ὤ  

 

ᴳ  
 ‟ ұ ̆̆ ̆ὤ
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SNMP ╖ ̆ ὤ ԇ snmp-server system-shutdownȂ
ԇ no Ὧ SNMP ╖ Ȃ 

snmp-server system-shutdown 

no snmp-server system-shutdown 

   
 

 - - 

 

  Ὧ SNMP ╖  

 

ԇ   ὤ  

 

ᴳ   
ᴳ ԇ SNMP ╖ ̆RGOS ֶ reload/reboot Ԉ₥ NMS

Ȃ 

 

ѡᴿ  
Ю ᴿ SNMP ╖ ̔ 

Ruijie(config)# snmp-server system-shutdown 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

32.1.12 snmp-server trap-source 

SNMP ̆ ὤ ԇ snmp-server trap-sourceȂ ԇ no
Ȃ 

snmp-server trap-source interface 

no snmp-server trap-source 

   
 

 interface  ұᴐѝ SNMP  

 

  SNMP ӱ э   ̆ ᴳ э IP ᴐѝ Ȃ 
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ԇ   ὤ  

 

ᴳ  
 ᾳЮ̆SNMP ӱ э   ̆ ᴳ э IP ᴐѝ ̆ѝҩ

ᵳұ ⁞̆ Ԉᴳ ԇ ᴳ Уэ IP ᴐѝ SNMP Ȃ 

 

ѡᴿ  
Ю ᴿ Ԉ 0 IP ᴐѝ SNMP ̔ 

Ruijie(config)# snmp-server trap-source fastethernet 0 

 

 ԇ  

 snmp-server enable traps ў╟  Ὧ ԇ 

 snmp-server enable host NMS ў  

 

   

 

   
ԇ  

 - - 

32.1.13 snmp-server trap-timeout 

Ѭ ̆ ὤ ԇ snmp-server trap-timeoutȂ ԇ

no ḣȂ 

snmp-server trap-timeout seconds 

no snmp-server trap-timeout 

   
 

 seconds  ̆ ᴁѝ ̆ ḣ ̔1 – 1000Ȃ 

 

  30  

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  
Ю ᴿ ѝ 60 ̔ 

Ruijie(config)# snmp-server trap-timeout 60 

 



SNMP ԇ 
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 ԇ  

 snmp-server queue-length ‟  Ὧ ԇ 

 snmp-server enable host NMS ў  

 

   

 

   
ԇ  

 - - 

32.1.14 snmp-server user 

SNMP ̆ ὤ ԇ snmp-server userȂ ԇ no ‮ Ȃ 

snmp-server user username groupname {v1 | v2 | v3 [encrypted] [auth {md5 | sha} 
auth-password ] [priv des56 priv-password]}[access {[ipv6 ipv6_aclname ] [aclnum | 
aclname]}] 

no snmp-server user username groupname {v1 | v2c | v3 } 

   

 username Ȃ 

 groupname  

 v1 | v2 | v3 SNMP Ȃ v3 ὤ Ȃ 

 encrypted 

ὡ ѝ ὡȂ ‡̆Ԉ

ὡȂ ҩԈ ὡ ‡̆ ὡ 16
⁸ Ȃ ᴳ MD5

ѝ 16 ̆ SHA ѝ 20
ȂԈчэ Уэ Ȃ╗ Ө

Ȃ 

 auth ᴳ Ȃ 

 md5 
ᴳ MD5 Ȃsha ᴳ SHA

Ȃ 

 auth-password 
ᴳ ԇ ѕ̂ а 32э Ȃ̃

Ҿ ԇ Ȃ 

 priv 
ᴳ ᶑ Ȃdes56 ᴳ 56 ᴁ DES ╗

Ȃ 

 

 priv-password 
ѝ╗ ԇ ѕ̂а 32 э ̃Ȃ

э ԇ ╗ Ȃ 
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  Уэ default ̆ἵ MIB Ȃ 

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  
Ю ᴿ Уэ ̆ꜛ MIB-2 ̂oid ѝ 1.3.6.1̃̔ 

Ruijie(config)# snmp-server view mib2 1.3.6.1 include 

 

 ԇ  
Ὧ ԇ 

 show snmp view SNMP ᶕ  

 

   

 

   
ԇ  

 - - 

32.1.16 snmp trap link-status 

ȇ ԇȈȂ 

32.2 ầ  

32.2.1 show snmp 

SNMP ᶕ ̆ ԇ show snmpȂ 

show snmp [mib | user | view | group| host] 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   show snmp ԇ SNMP Ὧ ᶕ ̕ 
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show snmp mib ѐ snmp mib ᶕ ̕ 

show snmp user snmp ᶕ ̕ 

show snmp view snmp ᶕ ̕ 

show snmp group snmp ᶕ ̕ 

show snmp host ᶕ ̕ 

 

ѡᴿ  

Ю ᴿ SNMP Уэ ᶕ ̔ 

Ruijie# show snmp 

Chassis: 60FF60 

0 SNMP packets input 

0 Bad SNMP version errors 

0 Unknown community name 

0 Illegal operation for community name supplied 

0 Encoding errors 

0 Number of requested variables 

0 Number of altered variables 

0 Get-request PDUs 

0 Get-next PDUs 

0 Set-request PDUs 

0 SNMP packets output 

0 Too big errors (Maximum packet size 1500) 

0 No such name errors 

0 Bad values errors 

0 General errors 

0 Response PDUs 

0 Trap PDUs 

SNMP global trap: disabled 

SNMP logging: disabled 

SNMP agent: enabled 

 

 ԇ  
Ὧ ԇ 

 snmp-server chassis-id SNMP ‟  

 

   

 

   
ԇ  

 - - 
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33.1.2 rmon collection history 

эԈ ᶕ ᴳ ԇȂᴳ no Ȃ 

rmon collection history index [owner ownername] [buckets bucket-number] [interval 
seconds] 

no rmon collection history index 

 



RMON ԇ 

33-3 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ԈЮᴿ ̆ᴳ Ԉ Ԉ 1



RMON ԇ 

33-4 

ᴳ    

 

ѡᴿ  

ԈЮᴿ ̆ ѬҮ֒ ╟ᴐ̔ Ү֒ȁ trap Ȃ 

Ruijie(config)# rmon event 
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Event type : log-and-trap 

Community : public 

Last time sent : 0d:0h:0m:0s 

Owner : zhangsan 

Log : 1 

Log time : 0d:0h:37m:47s 

Log description : ipttl 

Log : 2 

Log time : 0d:0h:38m:56s 

Log description : ipttl 

 

 ԇ  

Ὧ ԇ 
 

rmon alarm 
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33-6 

Ruijie#  show rmon event 

Alarm : 1 

Interval : 1 

Variable : 1.3.6.1.2.1.4.2.0 

Sample type : absolute 

Last value : 64 

Startup alarm : 3 

Rising threshold : 10 

Falling threshold : 22 

Rising event : 0 

Falling event : 0 

Owner : zhangsan 

 

 ԇ  
Ὧ ԇ 

 
rmon event number [log] [



RMON ԇ 

33-7 

ѡᴿ  

ԈЮᴿ ̆ ᶕ ̔ 

Ruijie#  show rmon history 

Entry : 1 

Data source : Gi1/1 

Buckets requested : 65535 

Buckets granted : 10 

Interval : 1 

Owner : zhangsan 

Sample : 198 

Interval start : 0d:0h:15m:0s 

DropEvents : 0 

Octets : 67988 

Pkts : 726 

BroadcastPkts : 502 

MulticastPkts : 189 

CRCAlignErrors : 0 

UndersizePkts : 0 

OversizePkts : 0 

Fragments : 0 

Jabbers : 0 

Collisions : 0 

Utilization : 0 

 

 ԇ  

Ὧ ԇ 
 

rmon collection history index [owner 
ownername] [buckets bucket-number] 
[interval seconds] 

╗Уэ ⁸  

 

   

 

 

  



RMON ԇ 
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 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ԈЮᴿ ̆ ᶕ ̔ 

Ruijie#  show rmon statistics 

Statistics : 1 

Data source : Gi1/1 

DropEvents : 0 

Octets : 1884085 

Pkts : 3096 

BroadcastPkts : 161 

MulticastPkts : 97 

CRCAlignErrors : 0 

UndersizePkts : 0 

OversizePkts : 1200 

Fragments : 0 

Jabbers : 0 

Collisions : 0 

Pkts64Octets : 128 

Pkts65to127Octets : 336 

Pkts128to255Octets : 229 

Pkts256to511Octets : 3 

Pkts512to1023Octets : 0 

Pkts1024to1518Octets : 1200 

Owner : zhangsan 

 

 ԇ  
Ὧ ԇ 

 
rmon collection stats index [owner 
owner-string] 

╗Уэ  
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34 DHCPv6 Client  

34.1 ầ  

34.1.1 ipv6 dhcp client pd 

Э DHCPv6 client ₥ ᶕ ̆ ᴳ ipv6 dhcp client pd ԇȂ

ᴳ ԇ no Ὧ ₥ Ȃ 

ipv6 dhcp client pd prefix-name [rapid-commit] 

no ipv6 dhcp client pd 

 



DHCPv6 Client ԇ 

34-2 

 

   
ԇ  

 - - 

34.2 ầ  

34.2.1 clear ipv6 dhcp client 

Э DHCPv6 ̆ ᴳ clear ipv6 dhcp client ԇȂ 

clear ipv6 dhcp client interface-type interface-number 

   
 

 interface-type interface-number  

 

   

 

ԇ    

 

ᴳ   
clear ipv6 dhcp client ԇ Э DHCPv6 ╘̆ ֶ

╘ ᶕ Ȃ 

 

ѡᴿ  
ԈЮ DHCPv6 ᴿ ̔ 

Ruijie# clear ipv6 dhcp client vlan 1 

  ԃ  
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35 DHCPv6 Relay Agent  

35.1 ầ  

35.1.1 ipv6 dhcp relay destination 

э DHCPv6 Relay Agent ╖ ⁮ Ȃ ԇ

no Ὧ Relay Agent ╖ ‮ Ȃ 

ipv6 dhcp relay destination ipv6-address [interface-type interface-number] 

no ipv6 dhcp relay destination ipv6-address [interface-type interface-number] 

   

 ipv6-address  Relay Agent  

 interface-type ⁮ ̂ ̃ 
 

 interface-number ⁮ ̂ ̃ 

 

   

 

ԇ    

 

ᴳ  

 Dhcpv6 Relay ╖ ⁮ DHCPv6
̂ ̃ ̂ э ̆‡ ֙Ȃ̃ 

~  

Õ DHCPv6 Relay Destination ԇ Ь Э  

Õ У ἵ эRelay Agent Destination̂ 20э̃

Õ Destination Ḁ̆   
 

ѡᴿ  

# Interface VLAN 1 Э DHCPv6 Relay ╘ ѝ 3001::2̔

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#interface vlan 1 

Ruijie(config-if)#ipv6 dhcp relay destination 3001::2 

Ruijie(config-if)#end 

 

Ὧ ԇ  ԇ  



˻ ⁮ Ȃ 

35-2 

 
show ipv6 dhcp relay destination { all | 
interface interface-type interface-number } 

₥ Relay ‟

 

  - 

 

   
ԇ  

 10.4 ԇ 

35.2 ầ  

35.2.1 show ipv6 dhcp relay destination 

DHCPv6 Relay Agent ᶕ ̆ᴳ ԇ̔ 
show ipv6 dhcp relay destination 

   

 all  ᶕ   

 
interface interface-type 
interface-number 

ᶕ  

 

   

 

ԇ    

 

ᴳ   
ԇ Ԉ Relay Agent Relay ╘ ұ ⁮ DHCPv6

̂ ̃ Ȃ 
 

ѡᴿ  

ᴿ 1̔ ₥ Relay ᶕ Ȃ 
Ruijie# show ipv6 dhcp relay destination all 

Interface: Vlan1   // Relay  

Destination address(es)                         Output Interface 

3001::2 

FF02::1:2                                      Vlan2 

//                                  //    

 
 

 ԇ  
Ὧ ԇ 

 - - 



˻ ⁮ Ȃ 

35-3 

 

  - 

 

   
ԇ  

 10.4 ԇ 

35.2.2 show ipv6 dhcp relay statistics 

₥ DHCPv6 Relay ╖ ᾰͅᴳ ԇ̔ 
show ipv6 dhcp relay statistics 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ₥ DHCPv6 Relay Ὧ ᾳȂ 

 

ѡᴿ  

DHCPv6 Relay Agent ᶕ ԇѡᴿ̔ 

Ruijie# show ipv6 dhcp relay statistics 

Packets dropped               :  2       //х  

    Error                     :  2       // х   

    Excess of rate limit      :  0    // ╒х     

Packets received              :  28    // DHCPv6

    SOLICIT                   :  0 

    REQUEST                   :  0 

    CONFIRM                   :  0 

    RENEW                     :  0 

    REBIND                    :  0 

    RELEASE                   :  0 

    DECLINE                   :  0 



˻ ⁮ Ȃ 
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    RECONFIGURE               :  0 

    REPLY                     :  8 

    RELAY-FORWARD             :  8 

    RELAY-REPLY               :  0 

 

 

 ԇ  
Ὧ ԇ 

 clear ipv6 dhcp relay statistics ḣ 

 

  - 

 

   
ԇ  

 10.4 ԇ 

35.2.3 clear ipv6 dhcp relay statistics 

₥ DHCPv6 Relay ╖ ᾳ ̆ᴳ ԇ̔ 
clear ipv6 dhcp relay statistics 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ₥ DHCPv6 Relay Ὧ ᾳ Ȃ 

 

ѡᴿ  

DHCPv6 Relay Agent ᶕ ԇѡᴿ̂ ԇ ̆ ḣ ̆

Ԉ ⁮ ḣӱ 0 ̃̔ 

Ruijie#clear ipv6 dhcp relay statistics 

 

 

 ԇ  
Ὧ ԇ 

 show ipv6 dhcp relay statistics ḣ 

 

  - 
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36 IPFIX  

36.1 IPFIX  

36.1.1 cache 

IPFIX Ю,ᴳ cache ԇ ѝ ₥ Ȃᴳ

ԇ no ḣȂ 

cache {entries number | timeout {active minutes | inactive seconds}} 

no cache {entries | timeout {active | inactive}} 

   

 
entries number 

ѐἵ . Ԉѝ

1024 ⁮ 131072. 

 
timeout 

ע ̆‍ѝ

ע Ȃ 

 
active minutes 

ע ̆Уэ   ‮ Ѯ₥̆

Ԉ ѐ Ԉṃ ̆ ᴁѝ‍ ̆

ѝ 1̇60 ‍ ̆ ḣѝ 30 ‍ Ȃ 

 

 
inactive seconds 

ע ̆ ᾃ ⁮ ұ

‡̆ Ȃע ѝ 10
̇600 Ȃ ḣѝ 15 Ȃ 

 

  

ѝ 4096̕ 

ע ѝ 30 ‍ ̕ 

ע ѝ 15 Ȃ 

 

ԇ   IPFIX Ȃ 

 

ᴳ  
 ᴳ ԇ ᶑ ὤ IPFIX ╖ ᴳ ̆ ᴳ

Ѯ₥ Ȃ ᴳ ̆‡ аֶ Э ̆ ╟

Ȃ 

 

ѡᴿ  

Ю ᴿ ᴉ Ю ȁ ע ̔ 

Ruijie(config)# ip flow-aggregation cache protocol-port 

Ruijie(config-flow-cache)# cache entries 2046 

Ruijie(config-flow-cache)# cache timeout inactive 199 



IPFIX ԇ 

36-2 

Ruijie(config-flow-cache)# cache timeout active 45 

Ruijie(config-flow-cache)# enabled 

 

 ԇ  

 show ip flow cache 
ў Ю ₥ ѐ ᶕ

Ȃ Ὧ ԇ 

 show ip flow cache aggregation 
ᶕ

Ȃ 

 

   

 

   
ԇ  

 - - 

36.1.2 cache-timeout 

top-talker ᶑ Ȃ 

cache-timeout milliseconds 

no cache-timeout 

   
 

 milliseconds 
top-talker ᶑ ̆ ̔1 ~ 3,600,000̂1

⁮ 1 ̃Ȃ 

 

  ̔5,000ms 

 

ԇ   top-talker  

 

ᴳ    

 

ѡᴿ  
Ю ᴿ ᴉ top-talker ᶑ Ȃ 

Ruijie(config-flow-top-talkers)#cache-timeout 300 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   



IPFIX ԇ



IPFIX ԇ 

36-4 

enabled 

no enabled 

   
 

 - - 

 

  ╖ Ȃ 

 

ԇ   IPFIX Ȃ 

 

ᴳ   ᴳ ԇᴔ ᶑ ὤ IPFIX ╖ ᴳ Ȃ 

 

ѡᴿ  

ᴿ 1



IPFIX ԇ 



IPFIX ԇ 

36-6 

Ruijie(config-flow-cache)# export template timeout-rate 120 

Ruijie(config-flow-cache)# enabled 

 

 ԇ  

 ip flow-aggregation cache ὡ Ȃ 

 cache Ȃ 

 export destination (aggregation cache) 
Ю̆ἵ

⁮Уэ

Ȃ 

 mask (IPv4) 
ѝ₥

₥ Ȃ 

Ὧ ԇ 

 show ip flow cache aggregation  
э ᶕ

Ȃ 

 

   

 

   
ԇ  

 - - 

36.1.6 flow-sampler 

Ю̆ Уэ ‡ ұ ̆ ԇ no ̆‮ ‡ Ȃ 

flow-sampler sampler-map-name [egress] 

no flow-sampler sampler-map-name [egress] 

   

 sampler-map-name ұ ‡ Ȃ  

 egress ‡ ұ egress Ȃ 

 

  
ᾳЮ̆ ‡ ұ Ȃ 

‡ ұ ‡̆ ұ ingress ̆ egressȂ

 

ԇ   Ȃ 

 

ᴳ   
‡ ᴳ IPFIX ╖ ̆а б ip flow ingressȁip flow egress Ԉ

ұ ingress service-policy ᴳ Ȃ ̆‡ִἼ Ю̔ 

Â ip flow {ingress | egress}̕ 



IPFIX ԇ 

36-7 

Â flow-sampler̕ 

Â service-policy. 

 

ѡᴿ  

Ю ᴿ ᴉ  2/2 Ȃ 

Ruijie# config terminal 

Ruijie(config)# flow-sampler-map my_sampler 

Ruijie(config-sampler)# mode random one-out-of 666 

Ruijie(config-sampler)# exit 

Ruijie(config)# interface gi 2/2 

Ruijie(config-if)# flow-sampler my_sampler 

Ruijie(config-if)# exit 

 

 ԇ  

 flow-sampler-map ὡ  Ὧ ԇ 

 mode random one-out-of  

 

   

 

   
ԇ  

 - - 

36.1.7 flow-sampler-map 

ᴳ ԇ ὡ Ѭ ‡̆ ԇ no ‮ ‡Ȃ 

flow-sampler-map sampler-map-name 

no flow-sampler-map sampler-map-name 

   
 

 sampler-map-name Ѭ ‡ Ȃ 
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Â flow-sampler̕ 

Â service-policy. 

 

ѡᴿ  

Ю ᴿ ᴉ  2/2 Ȃ 

Ruijie# config terminal 

Ruijie(config)# flow-sampler-map my_sampler 

Ruijie(config-sampler)# mode random one-out-of 666 

Ruijie(config-sampler)# exit 

Ruijie(config)# interface gi 2/2 

Ruijie(config-if)# flow-sampler my_sampler 

Ruijie(config-if)# exit 

 

 ԇ  

 flow-sampler 将一个采样规则应用于接口。 Ὧ ԇ 

 mode random one-out-of Ȃ 

 

   

 

   
ԇ  

 - - 

36.1.8 ip flow egress 

Ю ̆ᴳ ip flow egress ԇᴳ   ᶕ ̆ᴳ

ԇ no   Ȃ 

ip flow egress 

no ip flow egress 

   
 

 - - 

 

  ұ э ̆ Ὧ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
ᴳ ԇᴳ Ӈ Э IPFIX ὤ ╖ Ȃ Уэ ҩ ip flow 
egress  ip flow Ingress̆IPFIX ὤ ╖ ᴳ Ȃ 



IPFIX ԇ 
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ѡᴿ  

Ю ᴿ ᴉ  1/1   IP ╖ Ȃ 

Ruijie(config)# interface gigabitEthernet  1/1 

Ruijie(config-if)# ip flow egress
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Ruijie(config)# interface gigabitEthernet  1/1 

Ruijie(config-if)# ip flow ingress 

 

 ԇ  

 ip flow-aggregation cache ὡ ̕ 

 cache ̕ 

 export destination (aggregation cache) 
Ю̆ἵ

⁮Уэ

̕ 

Ὧ ԇ 

 mask (IPv4) 
ѝ₥

₥ Ȃ 

 

   

 

   
ԇ  

 - - 

36.1.10 ip flow layer2-switched  

VLAN Ю ̆ᴳ ipflow layer2-switched ԇᴳ VLAN Ю

ү Ӈ ὡ/   IP ╖ ̆ з Ԉ ̆ᴳ ԇ

no VLAN Юү Ӈ ὡ/   IP ╖ Ȃ 

ip flow layer2-switched {ingress | egress } [sampler sampler-map-name ] 

no ip flow layer2-switched {ingress | egress} [sampler sampler-map-name ] 

 

   

 ingress  ᴳ VLAN ү Ӈ ὡ IP ╖

 egress  ᴳ VLAN ү Ӈ   IP ╖ 

 sampler ̆ ̆

ѝ 1:1 

 

  ұ э VLAN̆ Ὧ  

 

ԇ   VLAN  
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ᴳ  

  

~  

1. ip flow layer2-switched {ingress | egress} VLAN Э

Ȃ 

2. 
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 ԇ  

 show ip flow cache  ᴇ IPV6 ᶕ  

 show ip cache flow  ᴇ IPV4 ᶕ  
Ὧ ԇ 

 show ip interface  IPFIX ╖ ᶕ



IPFIX ԇ 

36-13 

~ 



IPFIX ԇ



IPFIX ԇ 
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Ȃᴳ no enabled ԇ ₥Ԉת̆ ᶑ а Ȃ 

 

ѡᴿ  

ᴿ 1̔Ю ᴿ ᴉѝ destination-prefix ѝ

0xFFFF0000̔ 

Ruijie(config)# ip flow-aggregation cache destination-prefix 

Ruijie(config-flow-cache)# mask destination minimum 16 

Ruijie(config-flow-cache)# enabled 

ᴿ 2̔Ю ᴿ ᴉѝ source-prefix ѝ

0xFFFF0000̔ 

Ruijie(config)# ip flow-aggregation cache source-prefix 

Ruijie(config-flow-cache)# mask source minimum 16 

Ruijie(config-flow-cache)# enabled 

ᴿ 3̔Ю ᴿ ᴉѝ protocol-port 



IPFIX ԇ 

36-16 

 
number 

ᴳ ̆ ӱ 1024 ⁮
580000. ḣѝ 65536 (64K)Ȃ  
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ip flow-cache timeout [active minutes | inactive seconds] 

no ip flow-cache timeout [active | inactive] 

   

 active 
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ὤ Ю̆ᴳ ip flow-export ԇ ў   Ὧ ̆ ԇ

no ѝ ḣȂ 

ip flow-export { destination { { ip-address | hostname | ipv6 ipv6_address } udp-port [vrf 
vrf-name]  } | } | isTd
dress  } |   



IPFIX ԇ 

36-19 

 

  

ᾳЮ ֗ᴉ   ̆VRF ᴳ ὤ ̕ 

ּ ѝ 20 э ̆10 ‍ Ȃ 

ᴳ   

/   ᶕ  
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Ю ᴿ ᴉ Ȃ 

Ruijie(config)# ip flow-export interface-type port 

Ruijie(config)# no ip flow-export interface-type 

 

 ԇ  

 ip flow ingress ᴳ э ὡ ╖ Ȃ 

 ip flow egress ᴳ э   ╖ Ȃ 

 ip flow-cache timeout 
ў Ю ע

Ȃ 

 show ip flow cache 
ў Ю ₥ ѐ ᶕ

Ȃ 
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 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 



IPFIX ԇ 
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Â Source prefix TOS  ( ἵ )Ȃ 

 

ѡᴿ  

ᴿ 1̔Ю ᴿ ᴉ source-prefix ̔ 

Ruijie(config)# ip flow-aggregation cache source-prefix 

Ruijie(config-flow-cache)# mask source minimum 8 

ᴿ 2̔Ю ᴿ ᴉ destination-prefix ̔ 

Ruijie(config)# ip flow-aggregation cache destination-prefix 

Ruijie(config-flow-cache)#  mask destination minimum 32 

 

 ԇ  

 ip flow ingress ᴳ э ὡ ╖ Ȃ 

 ip flow egress ᴳ э   ╖ Ȃ 

 ip flow-cache timeout 
ў Ю ע

Ȃ 

 show ip flow cache 
ў Ю ₥ ѐ ᶕ

Ȃ 

Ὧ ԇ 

 show ip flow interface IPFIX э ╖ Ȃ 

 

   

 

   
ԇ  

 - - 

36.1.18 match 

ԇ top-talker רּ ֒Ȃ ԇ no ‮ רּ ֒Ȃ 

match { byte-range {max-byte-number min-byte-number | max max-byte-number| min 
min-byte-number} | destination {address ip-address [mask | /nn] | as as-number | port 
{max-port-number min-port-number | max 



IPFIX ԇ 

36-23 

   

 byte-range ּר ֒ѝ ѐ IP Ȃ 

 
max-byte-number 

min-byte-number 
ѐ IP ḣ б ḣ̆

ḣ ̔1–4294967295Ȃ 

 max max-byte-number 
ѐ
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 min min-packets IP ̆ ḣ 1̔–4294967295Ȃ

 protocol ּר ֒ѝ Ȃ 

 protocol-number ̆ ḣ ̔0-255Ȃ 

 tcp tcpȂ 

 udp udpȂ 

 source address ּר IP Ȃ 

 ip-address ּר IP Ȃ 

 mask IP ѝ̆ 10 ⁸ ̆ 2̔55.255.255.0

 /nn 
Ԉ CIDR IP ̆ ̔mask 
255.255.255.0̆ ѝľ/24ĿȂ 

 source as ּר Ȃ 

 as-number Ȃ 

 source port ּר Ȃ 

 
max-port-number 

min-port-number 

ḣб ḣ Ȃ ḣ ̔

0-65535Ȃ 

 max max-port-number Ȃ ḣ ̔0-65535Ȃ 

 min min-port-number Ȃ ḣ ̔0-65535Ȃ 

 tos ּר TOSȂ 

 tos-byte ּר tos ḣȂ 

 dscp dscp ּר TOS ѐ dscp ḣȂ 

 precedence precedence  ּר TOS ѐ precedence ḣȂ 

 

רּ   ֒Ȃ sort-by Ȃ 

 

ԇ   ip flow-top-talker Ȃ 

 

ᴳ    

 

ѡᴿ  
Ю ᴿ ᴉ ̔ 

Ruijie(config-flow-top-talks)# match input-interface fa 0/1 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   



IPFIX ԇ 
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ԇ ұ top talker ‡Ȃ ԇ no ̆‮ Ȃ 

sort-by [bytes | packets] 

no sort-by [bytes | packets] 

   

 bytes ⁮ Ȃ  

 packets ⁮ Ȃ 

 

  ╖ Ȃ 

 

ԇ   top-talker Ȃ 

 

ᴳ    

 

ѡᴿ  
Ю ᴿ ᴉ ̔ 

Ruijie(config-flow-top-talks)#sort-by bytes 

 

 ԇ  
Ὧ ԇ 

 - - 

 



IPFIX ԇ 
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ԇ   top-talker . 

 

ᴳ    

 

ѡᴿ  
Ю ᴿ ᴉ top ̔ 

Ruijie(config-flow-top-talks)#top 150 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

36.2 IPFIX  

36.2.1 show flow-sampler 

ᴳ ԇ ‡ ὲ ᶕ Ȃ 

show flow-sampler [sampler-map-name] 

   
 

 sampler-map-name 
‡ ̆ ԇ flow-sampler-map

ѬȂ 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ruijie# show flow-sampler my_sampler     

Sampler : my_sampler, id : 1, packets matched : 10, mode : random 

sampling mode 



IPFIX ԇ 

36-28 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

36.2.2 show ip flow cache 

ᴳ ԇ show ip flow cache ᴇ ᶕ Ȃ 

show ip flow cache 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ   ў ѐ IP ᶕ Ԉ ў Ὧ ᶕ Ȃ 

 

ѡᴿ 

 Ruijie(config)# show ip flow cache  

IP Flow Switching Cache, 4456448 bytes 

3 active, 65533 inactive, 820628747 added 

0 flow alloc failures 

Exporting flows to 1.1.15.1 (2057) 

820563238 flows exported in 34485239 udp datagrams, 0 failed 

Last clearing of statistics 00:00:03 

Protocol   Total     Flows  Packets  Bytes  Packets Active(Sec) 

Idle(Sec) 

--------   Flows     /Sec   /Flow     /Pkt   /Sec    /Flow  

/Flow 

TCP-BGP       71      0.0     1      49      0.0     2.5       15.8 

UDP-other     17     0.0      1     328     0.0      0.0       15.7 

ICMP       18966     6.7     10         28     72.9    0.1     22.9 

Total:     19054     6.7     10         28     72.9    0.1     22.9 
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SrcIf    SrcIPAddress DstIf    DstIPAddress  Pr  TOS  Flgs  Pkts 

Port Msk AS             Port Msk AS  NextHop      

B/Pk Active 

Et1/1    52.52.52.1     Fd4/0     42.42.42.1    01  55  10   3748 

0000 /8  50                   0000 /8  40 202.120.130.2    

28    17.8 

Et1/2         52.52.52.1    Fd4/0         42.42.42.1     

01  CC  10    3568 

0000 /8  50                   0000 /8  40 202.120.130.2  28    17.8 

Et1/2    10.1.3.2     Fd4/0     42.42.42.1    01 C0  10    1124 

0000 /0 0                    0000 /8 40   202.120.130.2  

28    17.8 

...    

 

 ԇ  

 clear ip flow stats ѐ ᶕ  Ὧ ԇ 

 show ip flow interface IPFIX э ╖ Ȃ 

 

   

 

   
ԇ  

 - - 
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 - - 



IPFIX ԇ 

36-32 

Template refresh rate = 15 

Option Template ID = 259 

Option Template timeout = 30 

Option Template refresh rate = 10 

40 flows exported in 20 udp datagrams 

0 flows failed to export 

0 messages failed to export 

Cache for protocol-port aggregation: 

Exporting flows to 172.16.20.4 (991) 172.30.0.1 (991) 

Exporting using source IP address 172.16.6.2 

Version 9 flow records 

Template ID = 260 

Template timeout = 120 

Template refresh rate = 25 

40 flows exported in 20 udp datagrams 

0 flows failed to export 

0 messages failed to export 

Cache for source-prefix aggregation: 

Exporting flows to 172.16.20.4 (991) 172.30.0.1 (991) 

Exporting using source IP address 172.16.6.2 

Version 9 flow records 

Template ID = 261 

Template timeout = 120 

Template refresh rate = 25 

40 flows exported in 20 udp datagrams 

0 flows failed to export 

0 messages failed to export 

Total: 

160 flows exported in 80 udp datagrams 

0 flows failed to export 

0 messages failed to export 

6 Templates added 

6 Templates active 

2 Option templates added 

2 Option templates active 
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36-33 

 

   

 

   
ԇ  

 - - 

36.2.5 show ip flow interface 

Юᴳ show ip flow interface IPFIX ╖ ᶕ Ȃ 

show ip flow interface 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   э Ю ѐ IP ᶕ Ԉ Ὧ ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show ip flow interface       

FastEthernet 0/1 

ip flow ingress 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

36.2.6 show ip flow top-talkers 

ԇ ұ ѐ̆ У רּ ( ԇ match)б ̂ ԇ sort-bỹ
‡ ѐ ₥ΰэ ᶕ Ȃ 

show ip flow top-talkers 



IPFIX ԇ 

36-34 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ruijie# show ip flow top-talkers      

SrcIf SrcIPaddress     DstIf  DstIPaddress   Pr SrcP DstP Bytes 

Gi1/1  10.10.18.1        Gi1/2 172.16.10.232  11 00A1 00A1 144K 

Gi1/1  10.10.19.1        Gi1/2 172.16.10.2    11 00A2 00A2 144K 

Gi1/1  172.30.216.196   Gi1/2 172.16.10.2    06 0077 0077 135K 

Gi1/1  10.162.37.71     Gi1/2  172.16.10.2    06 0050 0050 125K 

Gi1/1  10.92.231.235    Gi1/2 172.16.10.2    06  0041 0041  115K 

5 of 5 top.P2 
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37 IPV6 IPFIX  

37.1 ầ  

37.1.1 cache 

IPV6 Ю,ᴳ cache ԇ ѝ ₥ ȂG

ԇ no ḣȂ 

cache {entries number | timeout {active minutes | inactive seconds}}  

no cache {entries | timeout {active | inactive}}  

 

   

 entries number ѐἵ . Ԉѝ

1024 ⁮ 131072 

 active minutes active minutes ̔ ע ̆Уэ

  ‮ Ѯ₥̆ Ԉ ѐ Ԉṃ ̆

ᴁѝ‍ ̆ ѝ 1̇60 ‍ ̆ ḣѝ 30
‍  

 

 inactive seconds inactive seconds ̔ ע ̆

ᾃ ⁮ ұ ̆‡

Ȃע ѝ 10̇600 Ȃ ḣѝ 15  

 

 

 ѝ 4096 

ע ѝ 30 ‍  

ע ѝ 15  

 

ԇ   IPV6  

 

ᴳ  
 ᴳ ԇ ᶑ ὤ IPFIX ╖ ᴳ ̆ ᴳ

Ѯ₥ Ȃ ᴳ ̆‡ аֶ Э ̆ ╟

 

 

ѡᴿ 

 Ю ᴿ ᴉ Ю ȁ ע

̔ 

Ruijie(config)# ipv6 flow-aggregation cache 



IPV6 IPFIX ԇ 

37-2 

protocol-port 

Ruijie(config-flow-cache)# cache entries 2046 

Ruijie(config-flow-cache)# cache timeout inactive 199 

Ruijie(config-flow-cache)# cache timeout active 45 

Ruijie(config-flow-cache)# enabled 

 

 ԇ  

 show ipv6 flow cache  







IPV6 IPFIX ԇ 

37-5 

ᴳ   ᴳ ԇᴔ ᶑ ipv6 ╖ ᴳ  

 

ѡᴿ 

 Ю ᴿ ᴉᴳ  protocol-port ╖ :  

Ruijie(config)# ipv6 flow-aggregation cache  

protocol-port 

Ruijie(config-flow-cache)# enabled 

Ю ᴿ ᴉ protocol-port ╖ : 

Ruijie(config)# ipv6 flow-aggregation cache 

protocol-port 

Ruijie(config-flow-cache)# no enabled 

 

 ԇ  

 show ipv6 flow cache  
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export { destination { { ip-address | hostname } udp-port } | version | template 
{ [refresh-rate | timeout-rate ] }} 
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protocol-port 

Ruijie(config-flow-cache)# export destination 
10.41.41.1 9992 

Ruijie(config-flow-cache)# export destination 
172.16.89.1 9992 

Ruijie(config-flow-cache)# enabled 

Ю ᴿ ᴉѝprotocol-port   Ԉ ּ

Ruijie(config)# ipv6 flow-aggregation cache 

protocol-port 

Ruijie(config-flow-cache)# export template 
refresh-rate 100 

Ruijie(config-flow-cache)# export template  
timeout-rate 120 

Ruijie(config-flow-cache)# enabled 

 

 ԇ  

 show ipv6 flow cache  ᴇ IPV6 ᶕ  

 show ipv6 flow cache 

aggregation 
IPV6

ᶕ  

 Ipv6 flow-aggregation cache ὡ IPV6  

 cache ע  

 mask ѝ₥

₥  

 cache Ԉ ע  

Ὧ ԇ 

 enable ᴳ ipv6  

 

  ԇӨ S8600 ‟ӊ Э  

 

   

 10.4 ԇ 10.4 ԈЭ  ԇ  

   

37.1.6 flow-sampler-map 

ᴳ ԇ ὡ Ѭ ‡̆ ԇ no ‮ ‡Ȃ 

flow-sampler-map sampler-map-name  



IPV6 IPFIX ԇ 

37-8 

no flow-sampler-map sampler-map-name  
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37.1.7 ipv6 flow 

Ю ̆ᴳ ipv6 flow ԇᴳ ὡ/   IPV6 1̔1
╖ ̆ᴳ ԇ no ὡ/   IPV6 1̔1

╖ Ȃ 

ipv6 flow {ingress | egress}  

no ipv6 flow {ingress | egress}  

 

   

 ingress  ᴳ ὡ IPV6 1̔1 ╖   

 egress  ᴳ   IPV6 1̔1 ╖  

 

  5�   
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~  

1. Уэ  ̆ IPFIX ὤ IPV6 ╖ ᴳ

2. ұ ipv6 flow ingress Э ̆ SVI Э

Ȃ 

3. ұ ipv6 flow egress̆ Ἴ  

ipv6 flow egress̆ ұ э SVI ̆

SVI Э ipv6 flow egress̆ ч ̆а

  ̕ Уэ ұ э SVI ת̆

ὲѐУэ SVI ipv6 flow egress̆ ѫ   SVI
̆ὲ ת̆ SVI

ipv6 flow egress̆ аֶ Ȃ 

4. Уэ SVI ipv6 flow egress̆ SVI Э

ipv6 flow egress̆ת Ԉ  

̆а  

5. SVI Ю̆ ╗ὡ⁮

SVI   ̆   ̆ SVI
Ȃ 

6. S8600 S9600 Ӈ Э SPAN IPFIX ╖ ֶ ẹ

̆ ẹ а ֶ̆ ᴳ IPFIX ╖

Ȃа ѝ ẹ ὡ/   Э ᴳ

IPFIX ὡ/   ╖ Ȃ ̆ ᴳ IPFIX   ╖

ѝ ẹ ̆   ẹ а

Ȃ 

 

&  Ingress egress Ԉ  
 

 

ѡᴿ 

 Ю ᴿ ᴉ  1/1   ipv6 ╖ Ȃ 

Ruijie(config)# interface gigabitEthernet  1/1 

Ruijie(config-if)# ipv6 flow egress 

 

 ԇ
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37.1.8 ipv6 flow layer2-switched  

VLAN Ю ̆ᴳ ipv6 flow layer2-switched ԇᴳ VLAN
Юү Ӈ ὡ/   IPV6 ╖ ̆ з Ԉ ̆ᴳ

ԇ no VLAN Юү Ӈ ὡ/   IPV6 ╖ Ȃ 

ipv6 flow layer2-switched {ingress | egress } [sampler sampler-map-name ] 

no ipv6 flow layer2-switched {ingress | egress} [sampler sampler-map-name ] 

 

   

 ingress  ᴳ VLAN ү Ӈ ὡ IPV6 ╖

 

 egress  ᴳ VLAN ү Ӈ   IPV6 ╖

 

 

 sampler ̆ ̆

ѝ 1:1 

 

  ұ э VLAN̆ Ὧ  

 

ԇ   VLAN  

 

ᴳ    
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 ԇ  

 show ipv6 flow cache  ᴇ IPV6 ᶕ  

 show ip cache flow  ᴇ IPV4 ᶕ  
Ὧ ԇ 

 show ip interface  IPFIX ╖ ᶕ   

 

  ԇӨ S8600 ‟ӊ Э  

 

   

 10.4 ԇ 10.4̂2b1̃ԈЭ  ԇ  

   



IPV6 IPFIX ԇ 

37-14 

ᴳ  

 

~  

5. ԇ   ѝ ̆   ѝ

VLAN з … VLAN ү Ӈ ᴐ ̆ ұ  

ѝ VLAN з … VLAN ү Ӈ

Ю Ȃ 

6. … VLAN ү Ӈ ὡȁ   ̆

VLAN Ԉ Ȃ 

7. Ipv6 flow layer2-switched enablĕ
ipv6 flow ingress ipv6 flow-sampler̆   ѝ

̆   ѝ VLAN зӱ Э ⁮ ү

Ӈ VLAN … ̆ ѫ Ҿ ֶ

̆ з Ԉ ѝῆ̕  

ѝ VLAN з VLAN … ̆ ү Ӈ

Ԉ Ԉ VLAN ѝῆȂ 

8. Ipv6 flow layeG!5B���š�Ä�tgq
VLAN �Æ4£�ï�Î�y)Ú�y	=á° [ V L A N з ӱ
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destination-prefix destination-prefix-tos Ю Ȃ

prefix Ю̆а Ȃ 

Â ᴳ э ̆ Ю̆ᴳ enabled ԇ

Ȃᴳ no enabled ԇ ₥Ԉת̆ ᶑ

а Ȃ 

 

 

ѡᴿ 

 Ю ᴿ ᴉѝ destination-prefix ѝ 64 ᴁ  

Ruijie(config)# ipv6 flow-aggregation cache 

destination-prefix 

Ruijie(config-ipv6-flow-cache)# mask destination minimum 64 

Ruijie(config-ipv6-flow-cache)# enabled 

Ю ᴿ ᴉѝ source-prefix ѝ 32̔ 

Ruijie(config)# ipv6 flow-aggregation cache 

source-prefix 

Ruijie(config-ipv6-flow-cache)# mask source minimum 32 

Ruijie(config-ipv6-flow-cache)# enabled 

Ю ᴿ ᴉѝ protocol-port э   ̔  

Ruijie(config)# ipv6 flow-aggregation cache  

protocol-port 

Ruijie(config-ipv6-flow-cache)# export destination  

172.17.24.65 9991 

Ruijie(config-ipv6-flow-cache)# export destination  

172.16.10.2 9991 

Ruijie(config-ipv6-flow-cache)# enabled 

 

 ԇ  

 show ipv6 flow cache aggregation  ᴇ IPV6 ᶕ  

 export destination ipv6  

 
export version 

ipv6  

 

 export template    

 cache entries ѐἵ  

 
cache timeout 

ע ̆‍ѝ

ע  

Ὧ ԇ 

 enabled  ᴳ ipv6 ╖  
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~  

ԏ ᴔа ᵳᶢ Ȃ ὤ Ю̆

ᴳ ԇ no ipv6 flow-cache entries ѝ

ḣȂ ὤ IPFIX IPV6 ╖ ᴳ ̂ э ipv6 
flow ingress ipv6 flow egress̃̆‡ аֶ

̆ ᴳ ὤ IPFIX IPV6 ╖ ╟ Ȃ

ұ эᴳ IPFIX ╖ ̆ᴳ no ipv6 flow ingress  no 
ipv6 flow egress ԇ IPFIX ╖ ̆ӱ ⁮Ὧ

э IPFIX ╖ ̆ ᴳ ipv6 flow ingress ᴳ IPFIX
╖  

 

 

 

ѡᴿ 
 Ю ᴿ ᴉ ipv6 ў ѝ 131,072 (128K):  

Red-Giant(config)# ipv6 flow-cache entries 131072 

 

 ԇ  

 show ipv6 flow cache  ᴇ IPV6 ᶕ  

 
Ipv6 flow ingress 

ᴳ э ὡ ipv6 ╖

Ȃ 

 
Ipv6 flow egress 

ᴳ э   ipv6 ╖

Ȃ 

Ὧ ԇ 

 
Ipv6 flow-cache timeout 
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 active minutes  ע ̆Уэ   ‮ Ѯ₥̆

ў ѐ Ԉṃ ̆ ᴁѝ‍ ̆

ѝ 1̇60 ‍ ̆ ḣѝ 30 ‍ Ȃ  

 inactive seconds  
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 10.4 ԇ 10.4 ԈЭ  ԇ  

   

 

37.1.13 ipv6 flow-export 

ὤ Ю̆ᴳ ipv6 flow-export ԇ ipv6 ў   Ὧ

̆ ԇ no ѝ ḣȂ  

Ipv6 flow-export { destination { { ipv6  ipv6_addr | ip-address | hostname } 
udp-port [vrf vrf-name] } | source { interface-name } | version { 9 | 10 }| template 
{ [ refresh-rate packets | timeout-rate minutes | options { [ export-stats | 
refresh-rate packets | timeout-rate minutes ] } ] } | interface-type {port | vlan}} 

no ipv6 flow-export { destination { { ip-address | hostname } udp-port } 
| source | version | template { [refresh-rate | timeout-rate ] | options 
{ [export-stats| refresh-rate | timeout-rate ] } }  | interface-type} 

 

   

 destination {ipv6  
ipv6_addr | ip-address 
|ip-address | hostname 
udp-port} 

  IPV6 ў ў

Ip Ԉ  

 vrf vrf-name IP VRF ᴿ Ȃ  

 source interface-name  ᴳ IP ᴐѝ   IP

 version 9 IPFIX   ѝ

 versio10rt   IPFIX   ѝ
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 export-stats  ᴳ   ̆ᾃ ꜛ ̔IPFIX  

э ̕IPFIX   Ȃ 

 refresh-rate packets  ̆Ԉ э ѝ ᴁ̆

ѝ 1 ⁮ 600Ȃ ḣѝ 20 

 timeout-rate minutes  ּ ̆ 1 ⁮ 3600 ‍ Ȃ

ḣѝ 10 ‍ Ȃ 

 interface-type {port | 

vlan} 
ὤ Ю ̆ ᴳ ipv6 flow-export 
interface-type ԇ ipv6
  IPFIX ╘ Ȃ 

port /   ᶕ  

vlan /   vlan ᶕ  

10.4̂2b1̃ԈЭ ╖  

 

 

 ᾳЮ ֗ᴉ   ̆VRF ᴳ ὤ  

Version ѝ 10 
1 0 � � / � A’10 ��/�/
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~  

  ╘ Ԉ IPV4 IPV6, з Ԉ ̆

чэ ̆ ̆У   ╘ ѝ IPV6̆
ᶑ source IPV6 ̆ У   ╘ ѝ

IPV4̆ ᶑ source IPV4 ̆ ‡ ֶ

רּ  

 
 

 

ѡᴿ 

 Ю ᴿ ᴉѝ IPFIX ў   ̔  

Ruijie(config)# ipv6 flow-export destination 

10.42.42.1 9991 

Ю ᴿ ᴉѝ IPFIX ў э   ̆ ₥ чэ̔ 

Ruijie(config)# ip flow-export destination 

10.42.42.1 9991 

Ruijie(config)# ipv6 flow-export destination ipv6 

1111::1111 9991 

Ю ᴿ ᴉ ў ּ ̔  

Ruijie(config)# ipv6 flow-export template refresh-rate 100 

Ruijie(config)# ipv6 flow-export template timeout-rate 60 

Ю ᴿ ᴉ Ȃ 

Ruijie(config)# ipv6 flow-export interface-type port 

Ruijie(config)# no ipv6 flow-export interface-type 

 

 ԇ  

 show ipv6 flow cache  ᴇ IPV6 ᶕ  

 
Ipv6 flow ingress 

ᴳ э ὡ ipv6 ╖

Ȃ 

 
Ipv6 flow egress 

ᴳ э   ipv6 ╖

Ȃ 

 show ipv6 flow export   Ὧ ᶕ  

Ὧ ԇ 

 Ȃ 

ԇ

 



IPV6 IPFIX ԇ 

37-23 

37.1.14 ipv6 flow-sampler 

Ю̆ ԇ no ̆‮ ‡ Ȃ 

 

Ю ̆ᴳ ipv6-sampler ԇᴳ ὡ/   IPV6
╖ ̆ sampler-map ̆ᴳ ԇ no

ὡ/   IPV6 ╖ Ȃ 

ipv6 flow-sampler sampler-map-name [egress] 

no ipv6 flow-sampler sampler-map-name [egress] 

 

   

 sampler-map-name  ұ ‡   

 egress  ‡ ұ egress  

 

 

 ᾳЮ̆ ұ Ȃ 

‡ ұ ̆‡ ұ ingress ̆

egress 

 

ԇ   ὤ  

 

ᴳ  

 1. ipv6 flow ipv6-sampler Ԉ ὡȁ   ̆ ipv6 flow
ѝ 1̆ipv6-sampler Ԉ Ȃ 

2. Уэ Ю̆ ipv6 flow ingress ipv6 flow-sampler̆ ipv6 
flow-sampler ִἼ ̆ ipv6 flow-sampler Ȃ 
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~  

 

1. ipv6 flow ingress ipv6 flow-sampler Ԉ AP ̆AP
Ȃ 

2. ұ   ̆ Ἴ   ipv6 flow 
egress̆ ұ э SVI ̆ SVI
Э ipv6 flow egress ipv6 flow-sampler egress̆

ч ӑ   ̕ Уэ ұ

э SVI ת̆ ὲѐУэ SVI ipv6 flow egress 
ipv6 flow-sampler egress̆ ѫ   SVI ̆

ὲ ת̆ SVI ipv6 flow 
egress ipv6 flow-sampler egress̆ аֶ Ȃ 

3. Уэ SVI ipv6 flow egress ipv6 flow-sampler 
egress̆ SVI Э ipv6 flow egress̆ת

Ԉ   ӑ

Ȃ 

4. SVI ipv6 flow egress SVI SVI
SVI

SVI
Ȃ 
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 ԇ
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match 

ipv6 top-talkers רּ

 

 sort-by ipv6 top-talkers ‡ 

 
top 

ipv6 top-talkers
 

 show ipv6 flow-top-talkers ipv6 top-talkers ᶕ  

 

  ԇӨ S8600 ‟ӊ Э  

 

   

 10.4 ԇ 10.4 ԈЭ  ԇ  

   

37.1.16 mask 

ipv6 Ю̆G mask ԇ ₥ ȂG

ԇ no ὲѝ ḣȂ  

mask {[destination | source] minimum value}  

no mask {[destination | source] minimum } 

 

   

 destination  ₥  

 source  ₥  

 minimum  ḣ 

 

 value ᴁ ̆ ѝ 1̇128 

 

  ḣѝ 0̆ mask  

 

ԇ   Ipv6  

 

ᴳ  

 ₥ Ԉ ὲ IPV6 ̆ ̆

̂ ᾱ ̃б б ᴐ̆ б ᴐѝὯ ᾱ

ұ Ȃᴔ Ԉ ᴔ ̔ Уэ

ᶕ ̆ Уэ ḣ̆ Уэ ᶕ ̆‡ Уэ

ḣȂ  



IPV6 IPFIX ԇ 

37-27 

ԈЮΰ ἵ ̔ 

 ( Ԉ )  

 TOS  ( Ԉ )  

( )  

Prefix-port  ( )  

Prefix-TOS  ( )  

Source prefix  ( ἵ )  

Source prefix TOS  ( ἵ ) 

 

 

ѡᴿ 

 Ю ᴿ ᴉ source-prefix :  

Ruijie(config)# ipv6 flow-aggregation cache 

source-prefix 

Ruijie(config-ipv6-flow-cache)# mask source minimum 96 

Ю ᴿ ᴉ destination-prefix :  

Ruijie(config)# ipv6 flow-aggregation cache 

destination-prefix 

Ruijie(config-ipv6-flow-cache)#  mask destination  

minimum 64 

   

 

 ԇ  

 ipv6 flow-aggregation cache ὡ ipv6  

 enable ᴳ ipv6  
Ὧ ԇ 

 show ipv6 flow cache aggregation  ᴇ IPV6 ᶕ  

 

  ԇӨ S8600 ‟ӊ Э  

 

   

 10.3(4) ԇ 10.3(4)ԈЭ  ԇ  

 10.4 10.4 ᴁ ѝ 1̇128 

37.1.17 match 

ԇ ipv6 top-talkers רּ ֒Ȃ ԇ no ‮ רּ ֒Ȃ  
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match { byte-range {max-byte-number min-byte-number | max max-byte-num
ber| min min-byte-number} | destination {address ipv6-address [mask | /nn] |
 as as-number | port {max-port-number min-port-number | max max-port-num
ber | min min-port-number}} | direction {egress | ingress} | input-interface i
nterface-type interface-number | nexthop-address ipv6-address [mask | /nn] |
 output-interface interface-type interface-number | packet-range {max-packets
 min-packets | max max-packets | min min-packets} | protocol {protocol-num
ber | tcp | udp} | source { address ipv6-address [mask | /nn] | as as-numb
er | port {max-port-number min-port-number | max max-port-number | min mi
n-port-number}} | tos {tos-byte | dscp dscp | precedence precedence}}  
 
no match { byte-range | destination [address | as | port] | direction | flo
w-sampler | input-interface | nexthop-address | output-interface | packet-r
ange | protocol | source [address | as | port] | tos} 
 

̔ 
byte-rangeּ̔ר ֒ѝ ѐ IP Ȃ 

max-byte-number 

min-byte-number 

ѐ IP ḣ б ḣ̆ ḣ ̔1–4294967295Ȃ 
max max-byte-number̔ ѐ IP ḣ̆ ḣ ̔

1–4294967295ȂȂ 

min min-byte-number̔ ѐ IP ḣ̆ ḣ ̔

1–4294967295Ȃ 

destination { address ipv6-address [mask | /nn] | as as-number | port 
{max-port-number min-port-number | max max-port-number | min 
min-port-number}} 

destination addressּ̔ר IPV6 Ȃ 

ip-address̔ רּ IPV6 Ȃ 

mask̔IPV6 ̆ 

/nn̔Ԉ CIDR IPV6 ̆Ȃ 

destination asּ̔ר Ȃ 

as-number̔ Ȃ 

destination portּ̔ר Ȃ 

max-port-number 

min-port-number 

ḣб ḣ Ȃ ḣ ̔0-65535Ȃ 

max max-port-number̔ Ȃ ḣ ̔0-65535Ȃ 

min min-port-number̔ Ȃ ḣ ̔0-65535Ȃ 

direction egressּ̔ר   Ȃ 
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ԇ   ipv6 flow-top-talkers  

 

ᴳ    

 

ѡᴿ 
 Ю ᴿ ᴉ ̔ 

Ruijie(config-ipv6-flow-top-talks)#match input-interface fa 0/1 

   

 

 ԇ  

 sort-by ipv6 top talker ‡ 

 top 
ipv6 top-talkers

 

Ὧ ԇ 

 show ipv6 flow-top-talkers ipv6 top-talkers ᶕ  

 

  ԇӨ S8600 ‟ӊ Э  

 

   

 10.3(4) ԇ 10.3(4)ԈЭ  
ԇ  

 10.4 10.4 destination source Ԉ ѝ ipv6 
address 

 

37.1.18 mode 

ԇ ̆ no  

mode random one-out-of packet-interval 

 

   

 packet-interval packet-interval
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ᴳ    

 

ѡᴿ 

 Ю ᴿ ᴉ  2/2 Ȃ 

Ruijie# config terminal 

Ruijie(config)# flow-sampler-map my_sampler 

Ruijie(config-sampler)# mode random one-out-of 666 

Ruijie(config-sampler)# exit 

Ruijie(config)# interface gi 2/2 

Ruijie(config-if)# flow-sampler my_sampler 

Ruijie(config-if)# exit 

   

 

 ԇ  

 Ipv6 flow-sampler Уэ ‡ ұ  

 flow-sampler-map ὡ  
Ὧ ԇ 

   

 

  ԇӨ S8600 ‟ӊ Э  

 

   

 10.3(4) ԇ 10.3(4)ԈЭ  ԇ  

   

 

37.1.19 sort-by 

ԇ ұ ipv6 top talker ‡Ȃ ԇ no ̆‮  

sort-by [bytes | packets] 

no sort-by [bytes | packets] 

 

   

 bytes ⁮   

 packets ⁮  
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  ╖  

 

ԇ   Ipv6 flow-top-talker  

 

ᴳ    

 

ѡᴿ 
 Ю ᴿ ᴉ ̔ 

Ruijie(config-flow-top-talks)#sort-by bytes 

   

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇӨ S8600 ‟ӊ Э  

 

   

 10.3(4) ԇ 10.4 ԈЭ  ԇ  

   

 
 

37.1.20 top 

ԇ ұ ipv6 top-talker Ȃ ԇ no ‮ ̆ ‮ ̆

top-talker ұ ̆ ╖ ұ  

top number 

no top 

 

   

 number top-talker ̆ ̔1-200  

   

 

   

 

ԇ   top-talker  
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        0 active, 580000 inactive, 0 added 

        0 flow alloc failures 

        Exporting flows to 192.168.196.14 (9996) 

        21 ipv6 flows exported in 7 udp datagrams, 0 failed 

        Last clearing of statistics 0 Days 00:08:32 

SrcIf         SrcIPAddress   DstIf        DstIPAddress   Pr Tos Flg 
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        Last clearing of statistics 0 Days 00:09:07 

Src If    SRC AS    Dst If   Dst AS    TOS   Flows     Pkts      B/Pk  

Active 

<NULL>    0         VLAN 10  0         17    33153     33214     110  

39     

 

Ruijie#show ipv6 flow cache aggregation destination-prefix 

        IPV6 Flow Switching Cache, 0 bytes 

        0 active, 4096 inactive, 0 added 

        0 flow alloc failures 

        Last clearing of statistics 0 Days 00:09:19 

Dst If    Dst Prefix    Msk   Flows      Pkts       B/Pk  Active 

VLAN 10   0.0.0.0        /0    44848      44909      110   51     

 

Ruijie#show ipv6 flow cache aggregation destination-prefix-tos 

        IPV6 Flow Switching Cache, 0 bytes 

        0 active, 4096 inactive, 0 added 

        0 flow alloc failures 

        Last clearing of statistics 0 Days 00:09:35 

Dst If    Dst Prefix   Msk AS    TOS  Flows      Pkts       B/Pk 

Active 

VLAN 10   0.0.0.0       /0  0     17   61109      61170      110  67    

 

Ruijie#show ipv6 flow cache aggregation prefix 

        IPV6 Flow Switching Cache, 0 bytes 

        0 active, 4096 inactive, 0 added 

        0 flow alloc failures 

        Last clearing of statistics 0 Days 00:10:34 

Src If    Src Prefix    Dst If    Dst Prefix        Tos Flows      Pkts

           Port  Msk                 Port  Msk          Pr  B/Pk  

Active 

<NULL>    0.0.0.0       VLAN 10    0.0.0.0           17  123178  

123239      

           69    /0                    69    /0          17  110  

137    

Ruijie#show ip flow cache aggregation prefix-tos 

        IPV4 Flow Switching Cache, 176 bytes 

        1 active, 4095 inactive, 2 added 

        0 flow alloc failures 
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        IPV6 Flow Switching Cache, 0 bytes 

        0 active, 4096 inactive, 0 added 

        0 flow alloc failures 

        Last clearing of statistics 0 Days 00:10:52 

Src If     Src Prefix    Dst If    Dst Prefix    Tos  Flows      Pkts  

            Msk AS                    Msk AS              B/Pk  

Active 

<NULL>    0.0.0.0        VLAN 10    0.0.0.0        17  130079  

130140      

           /0  0                       /0  0                 110  

144     

 

Ruijie#show ipv6 flow cache aggregation protocol-port 

        IPV6 Flow Switching Cache, 0 bytes 

        0 active, 4096 inactive, 0 added 

        0 flow alloc failures 

        Last clearing of statistics 0 Days 00:11:35 

Prot Src Port Dst Port Flows      Pkts       B/Pk Active 

17   69         69        170760     170821     110  188    

 

Ruijie#show ipv6 flow cache aggregation protocol-port-tos 

        IPV6 Flow Switching Cache, 0 bytes 

        0 active, 4096 inactive, 0 added 

        0 flow alloc failures 

        Last clearing of statistics 0 Days 00:11:42 

Prot Src If   Src Port Dst If  Dst Port TOS Flows  Pkts    B/Pk Active

17   <NULL>    69       VLAN 10  69       17  176767   176828  110  

194    

 

Ruijie#show ipv6 flow cache aggregation source-prefix 

        IPV6 Flow Switching Cache, 0 bytes 

        0 active, 4096 inactive, 0 added 

        0 flow alloc failures 

        Last clearing of statistics 0 Days 00:12:17 

Src If    Src Prefix    Msk AS    Flows      Pkts       B/Pk Active 

<NULL>    0.0.0.0        /0  0     210329     210390     110  230    

 

Ruijie#show ipv6 flow cache aggregation source-prefix-tos  

        IPV6 Flow Switching Cache, 0 bytes 
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        0 active, 4096 inactive, 0 added 

        0 flow alloc failures 

        Last clearing of statistics 0 Days 00:12:22 

Src If    Src Prefix    Msk 
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        Exporting flows to 192.168.196.14 (9996) 

        Exporting using source IP address 192.168.196.44 

        Version 9 flow records 

        IPV6 Template ID = 263  

                Template timeout = 1 Minute(s) 

                Template refresh rate = 600 

        6 flows exported in 2 udp datagrams 

        0 flows failed to export 

        0 messages failed to export 

  

Exporting flows to 
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 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 Ruijie# show ip flow interface       

GigabitEthernet 3/1 
Ipv6 flow ingress 

Ip flow egress 

̔ 

  3/1 ,ipv4 ipv6 1:1ὡ Ȃ 

GigabitEthernet 3/2 

Ipv6 flow egress 

Ipv6 flow ingress 

Ip flow egress 

Ip flow ingress 

̔ 

  3/2 ,ipv4 ipv6 1:1 ὡ   Ȃ 

 
 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇӨ S8600 ‟ӊ Э  

 

   

 10.3(4) ԇ 10.3(4)ԈЭ  ԇ  

 10.4 Ԉ ipv6 ᶕ  

 



IPV6 IPFIX ԇ
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38 TCP  

38.1 TCP ầ  

38.1.1 ip tcp path-mtu-discovery 

TCP ּ ἷ (PMTU) ╖ ̆ ὤ Юᴳ  ip tcp 
path-mtu-discoveryȂ Ὧ ̆ ԇ₥ ╗ noȂ ԇ Ю̔ 

ip tcp path-mtu-discovery [age-timer {minutes | infinite}] 

no ip tcp path-mtu-discovery [age-timer {minutes | infinite}] 

   

 
age-timer minutes 
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 show tcp pmtu TCP PMTU ḣ 

 

  Ȃ 

 

   
ԇ  

 RGOS 10.4  RGOS 10.4 Ȃ 

38.2 TCP ầ  

38.2.1 show tcp pmtu 

TCP PMTU ᶕ ̆ᴳ Ю ԇ̔ 

show tcp pmtu 

 

   
 

   

 

   

 

ԇ   Ȃ 

 

ᴳ   TCP PMTU ḣ̆ Ԉᴳ show tcp pmtu ԇȂ 

 

ѡᴿ 

 show tcp pmtu ԇ Ю̔ 

Ruijie# show tcp pmtu 

No.       Local Address           Foreign Address        PMTU 

[1]       2002::1.18946           2002::2.23             1440 

[2]       192.168.195.212.23      192.168.195.112.13560  1440 

Ю̔ 

  

No.  

Local Address б Ȃ Уэ“.”
Ȃ “2002::2.23”б“192.168.195.212.23”

ѐ “23” Ȃ 
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Foreign Address б Ȃ Уэ“.”
Ȃ “2002::2.23”б“192.168.195.212.23”

ѐ “23” Ȃ 
PMTU PMTU ḣ 
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39 RIP  

39.1 ầ  

39.1.1 address-familyōRIPŎ 

ὡ RIP ̆G ԇ address-family̆ ‮

̆ᴳ ԇ no Ȃ 

address-family ipv4 vrf vrf-name 

no address-family ipv4 vrf vrf-name 
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 ԇ  

 exit-address-family   Ȃ Ὧ ԇ 

 ip vrf … Уэ VRFȂ 

 

   

 

   
ԇ  

 - - 

39.1.2 auto-summary (RIP) 

RIP ╟ ╖ ̆ ԇ auto-summaryȂ ԇ no Ὧ

╟ ╖ Ȃ 

auto-summary 

no auto-summary 

   
 

 - - 

 

  ╟ ╖ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

RIP ╟ ̆ ̆ ╟ Ȃ

RIPv1 RIPv2 ᾳЮ ╟ Ȃ 

RIP ╟ ╖ ̆ ҩ ל Ȃ ̆

ѐ а⁮ꜛ ᾃ ̆ Ԉ Ȃ 

ֶ ̆ў ԈЮ ̔ 

Â У ̔ RIP ̆ ֶ ⁮ִἼ ̕RIP
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Ruijie(config-router)# version 2 

Ruijie(config-router)# no auto-summary 

 

 ԇ  
Ὧ ԇ 

 version 
Ѭ RIP ֒ Ȃ v1 v2 ч

э ̆ v1&v2Ȃ 

 

   

 

   
ԇ  

 - - 

39.1.3 bfd all-interfaces (RIP) 

RIP ᴳ BFD ̆ RIP Ю bfd 
all-interfacesȂᴳ ԇ no Ȃ 

bfd all-interfaces 

no bfd all-interfaces 
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 ԇ  

 router rip 
╟ RIP ὡ

Ȃ Ὧ ԇ 

 ip rip bfd [disable] 
RIP ╟ Ὧ

ᴳ BFD Ȃ 

 

   

 

   
ԇ  

 - - 

39.1.4 default-metric (RIP) 

Ѭ RIP ḣ̆ ᴳ ԇ default-metricȂ ԇ no
Ȃ 

default-metric metric-value 

no default-metric 

   
 

 metric-value 
ḣ̆ ḣѝ 1 ⁮ 16Ȃ metric-value

ḣ ұ ұ 16̆RGOS ѝ а Ȃ 

 

  ѝ 1Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ԇ б ԇ redistribute ᴳ Ȃ ӱ Уэ

̆ ‍ ⁮ RIP ̆ ұа ⁸ аὸ ̆

ḣ Ȃ ̆ Ѭ ‍ RIP ѐ ḣȂ

‍ Уэ ̆ Ѭ ḣ̆RIP ᴳ default-metric Ѭ

ḣ̕ Ѭ ḣ̆ ḣ default-metric Ѭ ḣȂа ԇ

‡ default-metric ḣ ѝ 1Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆RIP OSPF ⁮ ҩ ‍ ̆ Ҿ

‍ ‫ RIP ḣ ѝ 3Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# default-metric 3 

Ruijie(config-router)# redistribute ospf 100 
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 ԇ  
Ὧ ԇ 

 redistribute 
ӱУэ ‍ ⁮

Уэ Ȃ 

 

   

 

   
ԇ  

 - - 

39.1.5 default-information originate (RIP) 

RIP ӊ У ̆ Ԉᴳ ԇ default-information 
originate ԇ̆ ԇ no Ȃ 

default-information originate [always] [metric metric-value] [route-map map-name] 

no default-information originate [always] [metric] [route-map map-name] 

   

 
always 

̂ ̃ Ὧ ᴳ RIP ֒ӊ ̆а

Ȃ 

 
metric metric-value 

̂ ̃ ‫ ḣ̆metric-value ḣ

̔1-15Ȃ 

 

 
route-map map-name 

̂ ̃Ὧ route-map , Ὧ

route-map 

 

  ӊ ̕ӊ metric ḣ ѝ 1Ȃ 

 

ԇ    

 

ᴳ  

 ѐ ̆RIP аֶ ̆ ᴳ

default-information originate ԇ ̆ Ȃ

always R̆IP а ̆ ֶ У

ת̆ аֶ ѐ Ȃ ӊ ̆ Ԉ show 
ip rip database RIP ᶕ Ȃ 

RIP ⁸̆ Ԉᴳ route-map ̆ ̔ᴳ set 
metric ‡ ḣ Ȃ 

Ԉᴳ metric ḣ Ἴִת̆ ᴂұ route-map
set metric ‡̕ metric ̆‡ ᴳ RIP ḣȂ
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~  

RIP ԇ ̆ ѫ RIP аᾋ ҃

Ȃ 

ұ ip default-network ̆Ӱ ᴳ

default-information originate ԇ ὡ⁮ RIPȂ 
 

 

ѡᴿ  
ԈЮ ᴿ ӊ У ⁮ RIP Ȃ 

Ruijie(config-router)# default-information originate always 

 

 ԇ  

 ip rip default-information  Ὧ ԇ 

 redistribute ὲ ὡ RIP 

 

   

 

   
ԇ  

 - - 

39.1.6 distance 

RIP ̆ ᴳ ԇ distanceȂ ԇ no
Ȃ 

distance distance [ ip-address wildcard ] 

no distance [distance ip-address wildcard ] 
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ᾃ̆‡ ̆ ‡ RIP Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ RIP ѝ 160, ӱ 192.168.12.1 ҃⁮

ѝ 123 

Ruijie(config)# router rip 

Ruijie(config-router)# distance 160 

Ruijie(config-router)# distance 123 192.168.12.1 0.0.0.0 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

39.1.7 distribute-list in
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Ȃ ̆ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆RIP ӱ Fastethernet 0/0 ̆ ҩ ⁸ ̆ ἵ

172.16 Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# network 200.168.23.0 

Ruijie(config-router)# distribute-list 10 in  

fastethernet 0/0 

Ruijie(config-router)# no auto-summary 

Ruijie(config)#access-list 10 permit 172.16.0.0 0.0.255.255 

 

 ԇ  

 access-list Ѭ ‟ ‡Ȃ Ὧ ԇ 

 prefix-list Ѭ₥ ‟ Ȃ 

 

   

 

   
ԇ  

 - - 

39.1.8 distribute-list outōRIPŎ 

⁸ ̆Ԉ ̆ ᴳ ԇ distribute-list outȂ
ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | name] | prefix prefix-list-name}  out [interface | 
[bgp | connected | isis [area-tag] | ospf process-id | rip | static]] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name}  out [interface | 
[bgp | connected | isis [area-tag] | ospf process-id | rip | static]] 

   

 access-list-number | name 
‟ Ȃ ‟ ἵ ̆ Ԉ

Ȃ 

 prefix prefix-list-name ᴳ ₥ ‟ Ȃ 

 interface 
( ) ‍ ‟ ̆ ⁸

Ȃ 

 

 bgp 
( ) ‍ ‟ ̆ ⁸ ӱ

bgp ὡ Ȃ 
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 connected 
( ) ‍ ‟ ̆ ⁸ ӱ

ὡ Ȃ 

 isis [area-tag] 
( ) ‍ ‟ ̆ ⁸ ӱ isis
ὡ ̆area-tag έᴇ э isis ᴿȂ 

 ospf process-id 
( ) ‍ ‟ ̆ ⁸ ӱ

ospf ὡ p̆rocess-id έᴇ эospf ᴿȂ

 rip 
( ) ‍ ‟ ̆ ⁸ rip
Ȃ 

 static 
( ) ‍ ‟ ̆ ⁸ ӱ
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39.1.9 exit-address-family 

  ̆ Юᴳ exit-address-family ԇȂ 

exit-address-family 

   
 

 - - 

 

  ԇ ѝ ḣ 

 

ԇ   Ȃ 

 

ᴳ  
 Юᴳ ԇ   Ȃ 

ԇ Ԉ ᾗѝ exitȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆ ҩ ᴉ ὡ   ̔ 

Ruijie(config-router)# address-family ipv4 vrf vpn1 

Ruijie(config-router-af)# exit-address-family 

 

 ԇ  
Ὧ ԇ 

 address-family  ὡ Ȃ 

 

   

 

   
ԇ  

 - - 

39.1.10 ip rip authentication key-chain 

RIP ̆ RIP ᴳ ѕ̆ ԇ ip rip authentication 
key-chainȂ ԇ no ‮ ѕȂ 

ip rip authentication key-chain name-of-keychain 

no ip rip authentication key-chain 

   
 

 name-of-keychain ѕ ̆ RIP ᴳ ѕȂ 
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  Ὧ ѕȂ 

 

ԇ   Ȃ 

 

ᴳ   
ѕ ѐ ҩ̆ת ‾ key chain ὤ ԇ ѕ

Ѭ̆ а RIP ꜛ Ȃ 

RIPv1 а RIP ꜛ ̆ RIPv2 Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆Serial 0 ҩ RIP ̆Ὧ ѕѝ ripchainȂ 

Ruijie(config)# interface serial 0/0 

Ruijie(config-if)# ip rip authentication key-chain  

ripchain 

 

 ԇ  

 ip rip authentication mode Ѭ RIP Ȃ 

 ip rip authentication text-password 
RIP ̆ RIP
ѕȂ RIPv2 RIP ꜛ

Ȃ 

 ip rip receive version 
RIP Уэ Э э

RIP ꜛȂ 

 ip rip send version 
RIP Уэ Э э

RIP ꜛȂ 

Ὧ ԇ 

 key chain … ѕ̆ ὡ ѕ Ȃ

 

   

 

   
ԇ  

 - - 
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 text RIP ѝ Ȃ 

 md5 RIP ѝ MD5 Ȃ 

 

  ѝ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 RIP ̆ Ӈ RIP ᶕ ̆ RIP
У ̆ ‡ RIP ꜛӇ Ȃ 

ת̆ ѕ̆ Ὧ ѕ̆ Ὧ ҩ

ѕת ѕ ̆ аֶ ѝ Ȃ ̆ MD5 ת̆

Ὧ ѕ̆ Ὧ ҩ ѕת ѕ ̆҂аֶ ѝ Ȃ 

RIPv1 а RIP ꜛ ̆ RIPv2 Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆Serial 0 RIP ѝ MD5Ȃ 

Ruijie(config)# interface serial 0/0 

Ruijie(config-if)# ip rip authentication mode md5 

 

 ԇ  

 ip rip authentication key-chain 
RIP ̆ RIP ᴳ

ѕȂ RIPv2 RIP
ꜛ Ȃ 

 ip rip authentication text-password 
RIP ̆ RIP
ѕȂ RIPv2 RIP ꜛ

Ȃ 

Ὧ ԇ 

 key chain … ѕ̆ ὡ ѕ Ȃ

 

   

 

   
ԇ  

 - - 

39.1.12 ip rip authentication text-password 

RIP ̆ RIP ѕ̆ ᴳ ԇ ip rip authentication 
text-passwordȂ ԇ no ‮ ѕȂ 

ip rip authentication text-password password-string 
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  ̆Ԉ RIP Ю BFD ѝῆȂ 

 

ԇ   Ȃ
  
BT
/TT0 1 Tf
10.5 0 0 10.5 142.32 715.1003 Tm
( )679/C2_0 1 Tf
2 Tr 10.02 0 0 10.02 78.36 697.4003 Tm
[<0A37.28<04B81FF55532>]TJAFC18DB11D00 Tr 4.012 0 Td
( )Tj
/TT0 1 Tf
1.677 0.006 Td
( )Tj
/C2_0 1 Tf
1.198 -0.006 Td
[<1972.4257213542>6<1FF514E3>6<01C4 Tf
04EC0 1 71C347B50AC04601C435425>6<2C804B9>]TJ>]TJ
/TT0 1 /TT0 1 Tf
-0.0042 1c 8.233 0 TT
6<470 9 287Tz 01 
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ԇ   Ȃ 

 

ᴳ  

 ҩ ԇ ̆ ֶӊ У ̆ ӱ Ȃ

ҩ Ю ip rip default-information RIP default-information 
originatĕ‡ Ȃ 

~  
Уэ ҩ ip rip default-information̆RIP аᾋ ҃

Ȃ 
 

 

ѡᴿ  

ԈЮ ᴿ ̆ ethernet0/0 Э… У ̆ Ȃ

Ruijie(config)# interface ethernet 0/0 

Ruijie(config-if)# ip rip default-information only 

 

 ԇ  
Ὧ ԇ 

 default-information originate RIP ӊ  

 

   

 

   
ԇ  

 - - 

39.1.15 ip rip receive enable 

ἵ RIP Уэ Э RIP ꜛ̆ ԇ ip rip receive enableȂ
ԇ no RIP Уэ Э RIP ꜛȂ 

ip rip receive enable 

no ip rip receive enable 

   
 

 - - 

 

  ἵ RIP ꜛ 

 

ԇ   Ȃ 

 

ᴳ   
RIP ꜛ̆ Юᴳ ԇ no Ȃ

ԇӨᴐ ұ ҩ ԇ Ȃ ᴳ ԇ default RIP
ꜛȂ 
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ѡᴿ  

ԈЮ ᴿ ̆ᴳ Fastethernet 0/0 RIP ꜛȂ 

Ruijie(config)# interface fastethernet 0/0 

Ruijie(config-if)# no ip rip receive enable 
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 ԇ  
Ὧ ԇ 

 version 
Ѭ RIP ꜛ

Ȃ 

 

   

 

   
ԇ  

 - - 

39.1.17 ip rip send enable 

ἵ RIP Уэ Э RIP ꜛ̆ ԇ ip rip send enableȂ
ԇ no RIP Уэ Э RIP ꜛȂ 

ip rip send enable 

no ip rip send enable 

   
 

 - - 

 

  ἵ RIP ꜛ 

 

ԇ    

 

ᴳ   
RIP ꜛ̆ Юᴳ ԇ no Ȃ

ԇӨᴐ ұ ҩ ԇ Ȃ ᴳ ԇ default RIP
ꜛȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆ᴳ Fastethernet 0/0 RIP ꜛȂ 

Ruijie(config)# interface fastethernet 0/0 

Ruijie(config-if)# no ip rip send enable 

 

 ԇ  

 ip rip receive enable ἵ RIP ꜛ Ὧ ԇ 

 passive-interface RIP ╟  
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39.1.19 ip rip send version 

Ѭ RIP Уэ Э э RIP ꜛ̆ ᴳ ԇ ip rip receive 
versionȂ ԇ no Ȃ 

ip rip send version [1] [2] 

no ip rip send version 

   

 1 ̂ ̃ RIPv1 ꜛȂ  

 2 ̂ ̃ RIPv2 ꜛȂ 

 

  ѝ ᾱұ version ԇ Ȃ 

 

ԇ   
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no ip rip split-horizon 

   
 

 - - 

 

  ᾳЮ̆ ‍→ Э Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 IP Э̆ ̆ ‍

→ ⁸Ԉ ὁ Ȃ ‍→ Ԉ Ҿ ᶕ ӱ ҃⁮ Ҿ

ᶕ   ̆ ѝִעҩ э Ѯ ᶕ Ӈ Ȃ 

ұ ̂ ѐ ȁX.25 ̃̆ ‍→ ‍

҃а⁮ὤ ᶕ Ȃ ᾳЮ̆ Ὧ ‍→Ȃ Уэ ҩ

IP ̆҂ ‍→ Ȃ 

RIP ұ ̆ ѐ ‍→ Ȃ а

Уэ ҩ ‍→̆ Ԉ show ip rip ԇ ″ Ȃ neighbor
ԇ Ѭ ̆ аֶ ⁮ RIP ‍→ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆Fastethernet 0/0 Ὧ ҩ RIP ‍→╖ Ȃ 

Ruijie(config)# interface fastethernet 0/0 

Ruijie(config-if)# no ip rip split-horizon 

 

 ԇ  

 neighbor̂RIP̃ Ѭ RIP IP Ȃ Ὧ ԇ 

 Validate-update-source RIP Ȃ

 

   

 

   
ԇ  

 - - 

39.1.21 ip rip summary-address 

э Ю RIP ̆ Юᴳ ԇ ip rip 
summary-addressȂᴳ ԇ
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 ip-address IP   

 ip-network-mask ѝ IP  

 

  RIP ╟ ⁮  

 

ԇ   Ȃ 

 

ᴳ   

ԇ ip rip summary-address э Ю Уэ ȂRIP ╟

⁮ Ȃ э Ȃ 

&  
ԇ а ̆ а

ұ Ȃ 
 

 

ѡᴿ  

ԈЮ ᴿ ̆Ὧ ҩ RIPv2 ╟ Ȃ ̆ FastEthernet 1/0
172.16.0.0/16Ȃ 

Ruijie(config)# interface FastEthernet 1/0 

Ruijie(config-if)# ip rip summary-address 172.16.0.0 255.255.0.0

Ruijie(config-if)# ip address 172.16.1.1 255.255.255.0 

Ruijie(config)# router rip 

Ruijie(config-router)# network 172.16.0.0 

Ruijie(config-router)# version 2 

Ruijie(config-router)# no auto-summary 

 

 ԇ  
Ὧ ԇ 

 auto-summary RIP ╟  

 

   

 

  



RIP ԇ 
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ԇ   Ȃ 

 

ᴳ   

Ԉ network-number wildcard ̆G ᾃ

б RIP Ȃ 

wildcard ̆RGOS ̆ᴳ

ᾃ б RIP Ȃ 

RIP Ѭ ‟ ѐ̆ Ԉ RIP ̆

RIP Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ Ѭҩб RIP Ὧ чэ ̆ἵ 192.168.12.0/24
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ԇ    

 

ᴳ  

 RIPv1 ᴳ IP ̂255.255.255.255̃ ᶕ R̆IPv2 ᴳ

̂224.0.0.9̃ ᶕ Ȃ а Э ὤ ̆

⁮ ᶕ ̆ Ԉ ԇ passive-interface ѝ

╟ ̆ Ѭ Ҿ Ԉ ⁮ ᶕ Ȃ ԇаֶ RIP ᶕ

Ȃ ҩ passive ̆ ҂ӊ аֶ Ȃ 

 

ѡᴿ  

ԇᴳ ѡᴿȂԈЮ ᴿ ̆ Ѭҩ RIP 192.168.1.2 ᶕ Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# passive-interface default 

Ruijie(config-router)# neighbor 192.168.1.2 
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  offsetȂ 

 

ԇ   Ȃ 

 

ᴳ   
RIP offset-list Ԉ ὤ offset-list̆‡

RIP ֶ ╗ offset-list metric ḣȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆ acl 7 ᾃ RIP ֶ metric ╗ 7Ȃ 

Ruijie(config-router)# offset-list 7 out 7 

ԈЮ ᴿ ̆ fastEthernet1/0 ҃ acl 8 ᾃ RIP ֶ

metric ╗ 7Ȃ 

Ruijie(config-router)# offset-list 7 in 7 

Ruijie(config-router)# offset-list 8 in 7 fastEthernet 1/0 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

39.1.26 output-delay 

RIP ̆ ᴳ ԇ 

output-delay̆ ԇ no Ȃ 

output-delay delay 

no output-delay 

   
 

 delay ̆ ᴁѝ ̆ <8-50> 

 

  ѝ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ᾳЮ̆RIP ѝ 512 ̆ Ԉꜛ 25 ̆
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ұ 25̆ ֶ э ̆ ᾳЮ Ȃ 

ת ̆ ᴂ ̆ᴂ а ὤ

̆ ᶕ х Ȃ ̆ ᴳ output-delay ԇ ╗

̆ᴳᴂ ὤ Ȃ 
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rip receive enable ⁸Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ѝ passive ̆ ethernet0/0 ѝ passive

Ruijie(config-router)# passive-interface default 

Ruijie(config-router)# no passive-interface ethernet 0/0 

 

 ԇ 
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metric metric-value 

‍ metric̆ metric-value
metric ̆ ḣ ̔1-16 

 route-map route-map-name ‍ ‡ 

 

  

ᾳЮ̆ 

‍ OSPF̆‡ ‍ ᴿ ̕ 

‍ ISIS̆‡ ‍ ᴿ level-2 ̕ 

ὲӹ ᾳЮ̆ ‍ ̕ 

‍ metric ѝ 1̕ 

аὯ route-mapȂ 

 

ԇ   Ȃ 

 

ᴳ  

 ᴳ ԇ ᶕ ‍ ⁮ RIP ѐȂ 

‍ ̆ Уэ У ̆

ѝа ὤа ȂRIP

‍



RIP ԇ 

39-29 

39.1.29 router rip 

… RIP ὡ ̆ ᴳ ὤ ԇ router ripȂ ԇ

no ‮ RIP Ȃ 

router rip  

no router rip 

   
 

 - - 

 

  RIP Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
Уэ RIP ̆ ѬУэ Ȃ Э ╟ ̆

async default routingȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆ ҩ ᴉ… RIP ̆ ὡ Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# 

 

 ԇ  
Ὧ ԇ 

 network (RIP) Ѭ RIP Ȃ 

 

   

 

   
ԇ  

 - - 

39.1.30 timers basic 

RIP ̆ ᴳ ԇ timers basicȂ ԇ no
Ȃ 

timers basic update invalid flush 

no timers basic 
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update 

Ԉ̆ Ȃupdate Ѭҩ

̆ ⁮ ĭnvalid flush
ᴁȂ 30 У Ȃ

 

invalid 
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 - - 

39.1.31 validate-update-source 

⁮ RIP ̆ ̆ ᴳ ԇ

validate-update-sourceȂ ԇ no Ὧ Ȃ 

validate-update-source 

no validate-update-source 

   
 

 - - 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

Ԉ RIP ̆ Ȃ ѝҩᶑ RIP
̆ Уэ IP Ȃ 

ЭὯ ‍→̆ RIP ̆а

ҩ ԇ validate-update-sourceȂ 

ұ ip unnumbered ̆RIP а ̆а

ҩ ԇ validate-update-sourceȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆Ὧ ҩ Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# no validate-update-source 

 

 ԇ  

 ip rip split-horizon RIP ‍→Ȃ 

 ip unnumbered Ѭ IP Ȃ 
Ὧ ԇ 

 neighbor (RIP) Ѭ RIP IP Ȃ 

 

   

 

   
ԇ  

 - - 
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39.1.32 version (RIP) 

Ѭ э RIP ̆ ᴳ ԇ versionȂ ԇ no
Ȃ 

version {1 | 2} 

no version 

   

 1 Ѭ RIP ѝ 1Ȃ  

 2 Ѭ RIP ѝ 2Ȃ 

 

  Ԉ RIPv1 RIPv2 ת̆ RIPv1 Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
ұ Ѭ э RIP Ȃ Ԉ ip rip receive versionȁip rip send 

version ԇ̆ э э RIP ѬȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆ RIP ѝ 2Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# version 2 

 

 ԇ  

 ip rip receive version 
Ѭ RIP Уэ Э э

RIP ꜛȂ 

 ip rip send version 
Ѭ RIP Уэ Э э

RIP ꜛȂ 

Ὧ ԇ 

 show ip rip 
₥ rip

ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

39.2 ầ  
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39.2.1 show ip rip 

RIP ᶕ ̆ ᴳ show ip ripȂ 

show ip rip [vrf vrf-name] 

   
 

 vrf vrf-name ̂ ̃ VRF RIP ᶕ  

 

   

 

ԇ   ȁὤ ȁ Ȃ 

 

ᴳ  
 ұ RIP Ьэ ȁ ‍ ȁ ‍ ȁ rip

ȁrip б ȁmetric б distance Ȃ 

VRF̆ ֶ VRF VRF-id 

 

ѡᴿ  

ᴿ 1̔ԈЮ ᴿ ̆ RIP ᶕ ̆ ȁ Ȃ

Ruijie# show ip rip  

Routing Protocol is "rip" 

Sending updates every 10 seconds, next due in 4 seconds 

Invalid after 20 seconds, flushed after 10 seconds 

Outgoing update filter list for all interface is: not set 

Incoming update filter list for all interface is: not set 

Default redistribution metric is 2 

Redistributing: connected 

Default version control: send version 2, receive version 2  

Interface              Send  Recv 

FastEthernet 1/1       2     2 

FastEthernet 1/0       2     2 

Routing for Networks: 

192.168.26.0 255.255.255.0 

192.168.64.0 255.255.255.0 

Distance: (default is 50) 

ᴿ 2̔ԈЮ ᴿ ̆ ҩ vrf̆ RIP ᴿ ᶕ ̔ 

Ruijie(config-router)# sh ip rip vrf 1 

VRF 1  VRF-id:1 

Routing Protocol is "rip" 

Sending updates every 30 seconds, next due in 4 seconds 
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192.168.1.0/24    auto-summary 

192.168.1.0/30    directly connected, Loopback 3 

192.168.1.8/30    directly connected, FastEthernet 0/0 

192.168.121.0/24    auto-summary 

192.168.121.0/24    redistributed 

[1] via 192.168.2.22, FastEthernet 0/1 

ᴿ 2̔ԈЮ ᴿ ̆ RIP ѐὯұ 192.168.121.0/24
ᶕ Ȃ 

Ruijie# show ip rip database 192.168.121.0 255.255.255.0 

192.168.121.0/24    redistributed 

[1] via 192.168.2.22, FastEthernet 0/1 

ᴿ 3̔ԈЮ ᴿ ̆ RIP ѐ ᶕ  

Ruijie# show ip rip database count 

                All     Valid   Invalid 

database        5       5       0 

auto-summary    5       5       0 

 

connected       1       1       0 

rip              4       4       0 

 

 ԇ  
Ὧ ԇ 

 show ip rip 
₥ ᶕ

Ȃ 

 

   

 

   
ԇ  

 - - 

39.2.3 show ip rip external 

RIP ‍ ᶕ ̆ ᴳ show ip rip external ԇȂ 

show ip rip external [bgp | connected | isis [process-name] | ospf <1-65535>| static] 
[vrf vrf-name] 

    

 bgp | connected | isis | ospf | 
static 

̂ ̃ ‍  
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 vrf vrf-name ̂ ̃ VRF RIP   

 process-name ұ ISIS ᴿ  

 <1-65535> ұ OSPF ᴿ  

 

   

 

ԇ   ȁὤ ȁ Ȃ 

 

ᴳ    

 

ѡᴿ  

ԈЮ ᴿ ̆ RIP ‍ ᶕ Ȃ 

Ruijie# show ip rip external connected  

Protocol connected route:  

[connected] 1.0.0.0/8 metric=0  

nhop=0.0.0.0, if=2 

[connected] 3.0.0.0/8 metric=0  

nhop=0.0.0.0, if=16391 

[connected] 4.4.0.0/16 metric=0  

nhop=0.0.0.0, if=16388 

[connected] 5.0.0.0/8 metric=0  

nhop=0.0.0.0, if=16386 

[connected] 192.168.195.0/24 metric=0  

nhop=0.0.0.0, if=1 
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 vrf vrf-name ̂ ̃ VRF RIP  

 

   

 

ԇ   ȁὤ ȁ Ȃ 

 

ᴳ   ԇ ұ RIP ᶕ ̆ а RIP ̆‡а ֗ᴉᶕ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ RIP ᶕ Ȃ 

Ruijie# show ip rip interface 

FastEthernet 1/0 is up, line protocol is up 

Routing Protocol: RIP 

Receive RIPv2 packets only 

Send RIPv2 packets only 

Passive interface: Disabled 

Split horizon: Enabled 

V2 Broadcast: Disabled 

Multicast registe: Registed  

Interface Summary Rip:  

Not Configured  

Authentication mode: Text 

Authentication key-chain: ripk1 

Authentication text-password: ruijie 

Default-information: only, metric 5 

IP interface address: 

192.168.64.100/24 

RIPб BFD ╟̆ ѫ҂ֶ ╗ BFDᶕ : 

Ruijie#show ip rip interface  

VLAN 1 is up, line protocol is up 

  Routing Protocol: RIP 

    Receive RIPv1 and RIPv2 packets 

    Send RIPv1 packets only 

    Receive RIP packet: Enabled 

    Send RIP packet: Enabled 

    Send RIP supernet routes: Enabled 

    Passive interface: Disabled 

    Split horizon: Enabled 
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    BFD: Enabled 

    V2 Broadcast: Disabled 

    Multicast registe: Registed  

    Interface Summary Rip:  

      Not Configured 

    IP interface address: 

      2.2.2.111/24 

 

 ԇ  
Ὧ ԇ 

 show ip rip ₥ ᶕ  

 

   

 

   
ԇ  

 - - 
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40 OSPF  

40.1 ầ  

40.1.1 area 

שּ ̆ᴳ ԇ no ‮ OSPF שּ Ȃ 

area ar�6�ê�DAÈ�â
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ԇ  

 10.4(1) ԇ ὡ 

40.1.2 area authentication 

OSPF שּ ̆ ᴳ ԇ area authenticationȂ ԇ no
Ὧ OSPF שּ Ȃ 

area area-id authentication [message-digest] 

no area area-id authentication 

   

 area-id 
OSPF שּ Ȃּש Ԉ Уэ

︠ ⁸ ḣ̆҂ Ԉ Уэ IP Ȃ 
⁸
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 ԇ  

 ip ospf authentication-key Ѭ OSPF ԇȂ 

 ip ospf message-digest-key Ѭ OSPF MD5 ԇȂ 
Ὧ ԇ 

 area virtual-link Ѭ Ȃ 

 

   

538-8Td
(Uf
BT
/TT1 1 Tf
10.
BT
/TT1a6.7Tf
4ET
q
15.02q
361.68 761.12 -f
4ET
q20.62912 -f
32 --02 
f
6
531568 760.64 -209.22 -19.62 0 .4)Tj5.02q g
141.6 740.48 220.08 20.64604ET
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Ruijie(config-router)# area 1 default-cost 50 

 

 ԇ  

 area stub Уэ OSPF שּ ѝ Ȃ Ὧ ԇ 

 area nssa  Уэ OSPF שּ ѝ NSSA שּ

 

   

 

   
ԇ  

 - - 

40.1.4 area filter-list 

ABR Э ̆ Ԉᴳ area filter-list
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 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

40.1.5 area nssa 

Уэ OSPF שּ ѝ NSSĂ ᴳ ԇ area nssaȂ ԇ no
‮ NSSA שּ NSSA שּ Ȃ 

area area-id nssa [ no-redistribution] [default-information-originate [metric value | 
metric-type <1-2>]] [no-summary]  

no area area-id nssa [ no-redistribution] [default-information-originate] [no-summary] 

   

 area-id NSSA שּ שּ Ȃ 

¸ no-redistribution 
̂ ̃ Уэ NSSA ABR ̆

ᴔ ‍ ԇ ᶕ ὡ שּ а

ὡ NSSA שּ ̆ Ԉ Э Ȃ 

¸ default-information-originate 
̂ ӊ̃ 7 LSA ὡ NSSA שּ ̆

NSSA ABR ASBR Э Ȃ 

¸ metric value 
̂ ̃ ӊ LSA metric̆ ḣ ̔

0-16777214 

¸ metric-type <1-2> 
̂ ̃ ӊ LSA ѝ E-1
E-2 

 

¸ no-summary 
̂ ̃ nssa (ABR)
summary LSAŝType-3 LSÃȂ 

 

  Ѭ NSSA שּ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
default-information-originate ӊ Type-7 LSĂ NSSA

ABR ASBR Э Ҿ ⁞̆ ABR Э ѐ ̆ ֶӊ Type-7 
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LSA ̆ ASBRЭ( ҂а ABR) ѐ ̆ ֶӊ Type-7 
LSA Ȃ 

no-redistribution ASBR Эᴳ OSPF redistribute ԇ ὡ ὲ

а ⁮ NSSA Ȃשּ ұ NSSA ASBR ABR Ḁ̆

Ԉ ᶕ ὡ NSSAȂ 

ѝҩ У ῏ ⁮ NSSA שּ ѐ  ̂LSÃ ̆ Ԉ ABR Э

no-summary ̆ ABR NSSA שּ ᾃ summary LSAŝ Type-3 LSA Ȃ̃

area default-cost NSSA שּ ABR ЭȂ ԇ

שּ ⁮ NSSA שּ ḣȂ ᾳЮ̆ ⁮ NSSA
ḣѝ 1Ȃ 

 

ѡᴿ 

 ԈЮ
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Уэ OSPF שּ ѝ ὤ ̆ ᴳ ԇ area stubȂ ԇ

no ‮ ὤ Ȃ 

area area-id stub [no-summary] 

no area area-id stub [no-summary] 

   

 area-id STUB שּ שּ Ȃ 
 

 no-summary 
̂ ̃ ABR ̆

ѝὤ Ȃ ABR
Ȃ 

 

  Ѭ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

OSPF ᾃ area stub ԇȂABR Ь

(LSA)̔1̃ 1̆ LSA̕2̃ 2̆ LSA̕3̃ 3̆
LSAȂӱ ̆ ѐ ҃⁮ OSPF ᾃ ̆

ꜛ ABRӊ ᾃ Ȃ а ҃⁮OSPF Ȃ

ὤ ̆ ABR Э area stub ԇ ̆ no-summary Ὧ Ȃ

ὤ ⁮ שּ ᾃ ̆Ԉ ABR ӊ ᾃ Ȃ 

Уэ OSPF שּ ѝ ч ԇ area stub area default-costȂ ⁮

Э̆ area stub ԇ̆ת area default-cost ԇ ABR Э

Ȃarea default-cost ԇ Ѭҩᾃ ‫ ̂ ̃Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ שּ 1 ѝ ̆ ұ שּ Ȃ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# network 172.16.0.0 0.0.255.255area 0 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255area 1 

Ruijie(config-router)# area 1 stub 

 

 ԇ  
Ὧ ԇ 

 area default-cost 
Ѭ STUB שּ

ḣ̂OSPF ḣ̃Ȃ 

 

   

 

ԇ     
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 - - 
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¸ message-digest ѝ MD5 Ȃ 

 null ѝа Ȃ 

 

  

dead-interval ̔40 ̕ 

hello-interval ̔10 ̕ 

retransmit-interval ̔5 ̕ 

transmit-delay ̔1 ̕ 

а ̕ 

ὲᴍ ḣȂ 

 

ԇ   Ȃ 

 

ᴳ   

OSPF ѐ̆ שּ б ̆ ̆

̆ ‡   Ȃ чэּש

̂ABR̃Ѯ … ̆чэ ABR Ὥ שּ ѝ שּ Ȃ ̂Stub Areã
NSSA а ᴐѝ שּ Ȃ ҂ Ԉ ұ ὲ שּ Ȃ 

router-id ѝ OSPF ̆ а router-id ḣ̆ show ip ospf 
neighbor ԇ Ȃ Ԉ Loopback ṁ Ȃ 

area virtual-link ԇ Ѭ ̆ שּ OSPF
̆ ԇ area authenticationȂ 

 

ѡᴿ  

ᴿ 1̔ԈЮ ᴿ ̆Ԉּש 1 ᴐѝ שּ ̆б 2.2.2.2 Ȃ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)#  



OSPF ԇ
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40.1.11 clear ip ospf process 

OSPF ᴿȂ 

clear ip ospf [process-id] process 

   

 
 process-id 

OSPF  

̆ OSPF ᴿȂ 

̆ OSPF
ᴿȂ 

 

  RFC2328 ‡Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
ᴁ э OSPF ̆ ̆ э ̕ Ԉ ԇ ̆

ֶ ̕ 

 

ѡᴿ 
 ԈЮ ԇ OSPF ᴿ 1 

Ruijie# clear ip ospf 1 process 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

40.1.12 compatible rfc1583 

⁮ Уэ AS ̆ ִ ̆ ԇ

RFC1583 ѐᴳ ִἼ ‡ RFC2328 ѐᴳ ִἼ ‡Ȃ 

commpatible rfc1583 

no commpatible rfc1583 
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 - - 

 

  RFC1583 ‡Ȃ 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  

ԈЮ ᴿ ̆ ᴳ rfc 2328 ‡ ᴧ Ȃ 

Ruijie(config)# router  ospf 1 

Ruijie(config-router)# no commpatible rfc1583 

 

 ԇ  
Ὧ ԇ 

 show ip ospf ospf ὤ Ὧᶕ  

 

   

 

   
ԇ  

 - - 

40.1.13 default-information originateōOSPFŎ 

ӊ У ὡ OSPF ̆ ᴳ ԇ default-information 
originateȂ ԇ no Ὧ Ȃ 

default-information originate [always] [metric metric] [metric-type type] [route-map 
map-name] 

no default-information originate [always] [metric] [metric-type type]  [route-map 
map-name] 

   

 always 
̂ ̃ Ὧ ᴳ OSPF ֒ӊ ̆

а Ȃ 

 

 metric metric 
̂ ̃ ‫ ḣ̆ ḣ ̔

0-16777214Ȃ 
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 metric-type type 

̂ ̃ ȂOSPF ч

̔ 1̆а Э ⁮ ḣаУ ̕

2̆ ⁮ ḣ У Ȃ 1
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ԇ  

 - - 

40.1.14 default-metric 

OSPF ‍ ḣ̆ ᴳ ԇ default-metricȂ ԇ

no Ȃ 

default-metric metric 

no default-metric 

   
 

 metric 
Ѭ OSPF ‍ ḣ̆ ḣ ̔

1-16777214Ȃ 

 

  ѝ 20Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

default-metric ԇ б redistribute ԇ ᴳ ̆ Ԉᶢ ‍

‫ ע ḣȂ 

default-metric ԇ ̆ Ԉ default-information originate ὡ OSPF
а ᴐ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ OSPF ‍ ‫ ע ḣ ѝ 50Ȃ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# network 192.168.12.0 

Ruijie(config-router)# version 2 

Ruijie(config-router)# exit 

Ruijie(config)# router  ospf  

Ruijie(config-router)# network 172.16.10.0 0.0.0.255 area 0 

Ruijie(config-router)# default-metric 50 

Ruijie(config-router)# redistribute rip subnets 

 

Ὧ ԇ  ԇ  
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 redistribute ‍ ὲ Ȃ 

 show ip ospf ospf ὤ Ὧᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

40.1.15 discard-route 

ἵ discard ╗⁮ ̆G no Ԉ discard ╗⁮ Ȃ 

discard-route {internal|external} 

no discard-route {internal|external} 

   

 internal 
ἵ שּ╗ ԇ area range
discard Ȃ  

 external 
ἵ ╗ ԇ 

summary-address discard Ȃ 

 

  ᾳἵ ╗ discard Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

̆   ѐ ̆

ᾃа ̆ ╗ Ȃѝ

ᾳ ̆ ABR ASBR ╗У discard ⁮ Ȃ ╟ ̆

заֶ ּ Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ ╗ area range discard Ȃ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# no discard-route internal 

 

 ԇ  

 area range OSPF שּ Ȃ Ὧ ԇ 

 summary-address OSPF Ȃ 
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ԇ  

 - - 

40.1.16 distance ospf 

а OSPF  

distance {distance | ospf { intra-area distance | inter-area distance | external distance }} 

no distance [ospf] 

   

 distance  ̆ ḣ ̔1-255 

 intra-area distance ּשᾃ ̆ ḣ ̔1-255 

 inter-area distance ּש ̆ ḣ ̔1-255 

 

 external distance ̆ ḣ ̔1-255 

 

  

ѝ 110̕ 

ᾃשּ ̔ ѝ 110̕ 

שּ ̔ ѝ 110̕ 

̔ ѝ 110̕ 

 

ԇ   OSPF Ȃ 

 

ᴳ   OSPF а а ̆ ԇȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆ OSPF ѝ 160 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# distance ospf external 160 

 

 ԇ 
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40.1.18 distribute-list out 

‍ ̆╖ נ redistribute ԇ 

distribute-list {[access-list-number | name] | prefix prefix-list-name}  out [bgp | 
connected | isis [area-tag] | ospf process-id | rip | static] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name}  out [bgp | 
connected | isis [area-tag] | ospf process-id | rip | static] 

   

 access-list-number | name ᴳ acl ‡ 

¸ prefix prefix-list-name ᴳ prefix-list ‡  

¸

bgp | connected | isis 
[ area-tag] | ospf process-id | rip 
| static 

 

 

  ѝ ̆ ὤ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

distribute-list out б redistribute route-map ԇ ̆נ ӱὲӹ ‍ ⁮ OSPF
ѐ ת̆ а ‍ ̆У б redistribute ԇ ᴳ Ȃ

ACL ‡ prefix-list ‡а ѐὭ ̆ У ᴳ

ACL ‡,‡а ᾋ prefix-list Ȃ 

 

ѡᴿ  

Ю ‍  

Ruijie(config)# router ospf 1 

Ruijie(config-router)# redistribute static subnets 

Ruijie(config-router)# distribute-list 22 out static  

Ruijie(config-router)# distribute-list prefix jjj out static 

% Access-list filter exists, please de-config first 

 

 ԇ  

 distribute-list in LSA Ȃ Ὧ ԇ 

¸ redistribute ‍ ὲ Ȃ 
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40.1.20 enable traps 

OSPFv2 ₥ 16 TRAP ᶕ ̆‍ѝ 4 ̆ᴳ Ю ԇ Ԉ ╟

TRAP ᶕ Ȃᴳ ԇ no ԈὯ TRAP ᶕ Ȃ 

enable traps [error [ifauthfailure | ifconfigerror | ifrxbadpacket | 
virtifauthfailure | virtifconfigerror | virtifrxbadpacket] | lsa 
[lsdbapproachoverflow | lsdboverflow | maxagelsa | originatelsa] |  
retransmit [iftxretransmit | virtiftxretransmit] | state-change [ifstatechange | 
nbrstatechange | virtifstatechange | virtnbrstatechange]] 

no enable traps [error [ifauthfailure | ifconfigerror | ifrxbadpacket | 
virtifauthfailure | virtifconfigerror | virtifrxbadpacket] | lsa 
[lsdbapproachoverflow | lsdboverflow | maxagelsa | originatelsa] |  
retransmit [iftxretransmit | virtiftxretransmit] | state-change [ifstatechange | 
nbrstatechange | virtifstatechange | virtnbrstatechange | 
restartstatuschange | nbrrestarthelperstatuschange | 
virtnbrrestarthelperstatuschange]] 

   

 error 

б error Ὧ traps Ὧ̆ Ԉ

Ю error traps Ὧ̔ 

Ifauthfailure          ̕ 

Ifconfigerror          ̕ 

Ifrxbadpacket         ⁮ ̕ 

virtifauthfailure        ̕ 

virtifconfigerror       ̕ 

virtifrxbadpacket      ⁮ Ȃ

 lsa 

б lsa Ὧ traps Ὧ̆ Ԉ

Ю lsa traps Ὧ̔ 

lsdbapproachoverflow LSA ⁮ҩЭ

ḣ ‍ѮҀ︠̕ 

lsdboverflow LSA ⁮ҩЭ ḣ̕ 

maxagelsa LSA ⁮ ע ̕ 

originatelsa ӊ LSA̕ 

 

 retransmit 

б retransmit Ὧ traps Ὧ̆

Ԉ Ю retransmit traps Ὧ̔ 

Iftxretransmit Э ּ̕ 

virtiftxretransmit Э ּȂ 
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OSPF ִ (graceful restart̆GR)╖ ̆ᴳ ԇ graceful-restartȂ
graceful-restart grace-period ִ grace period ̆ ᴳ

ִ ╖ Ȃᴳ ԇ no ѝ Ȃ 

graceful-restart  [grace-period grace-period ]  

no graceful-restart  [grace-period] 

   

 grace-period ̂ ̃ grace-period 
 

 grace-period 
 GR ̆ ѝӱ OSPF
⁮ OSPF ╟ ִ Ȃ 

ѝ 1-1800  

 

  
ᴳ GR Restart ╒Ȃ 

Grace-period ḣѝ 120sȂ 

 

ԇ    

 

ᴳ   

ִ ╖ ұ OSPF ᴿ ̆а ᴿ Ԉ ᾳ а Ȃ 

ִ ѝ OSPF ⁮ OSPF ִ ̆ ᾃ

ᴐ̆ᴳ OSPF ⁮ Ȃ ⁮ ̆OSPF   GR
̆ OSPF ᴐȂ 

graceful-restart GR ѝ 120 ̆graceful-restart grace-period ἵ

ᶢ Ȃ 

 

ѡᴿ 

 Ю ᴿ ᴉᴳ OSPF ᴿ 1 GR ╖ Ԉ GR ╖ ̔

Ruijie(config)# router ospf 1 

Ruijie(config-router)# graceful-restart 

Ruijie(config-router)# graceful-restart grace-period 60 

 

 ԇ  
Ὧ ԇ 

 graceful-restart helper OSPF ִ ╠╖  

 

   

 

   
ԇ  

 - - 

40.1.22 graceful-restart helper 
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OSPF ִ ╠(GR helper)╖ ̆ᴳ ԇ graceful-restart helperȂ
ԇ no ╠╖ Ȃ 

graceful-restart helper {disable | {strict-lsa-checking  | internal-lsa-checking}} 

no graceful-restart helper {disable | {strict-lsa-checking  | internal-lsa-checking}} 

   

 disable ᴐѝ ╠ ╠ὲӹ ִ Ȃ

 strict-lsa-checking 
GR Helper types 1-5,7 LSA ע

″ ̆ע ̆ע  

GR HelperȂ 
 

 internal-lsa-checking 
GR Helper types 1-3 LSA ″ע

̆ע ̆ע  

GR HelperȂ  
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 graceful-restart ᴳ OSPF ִ ╖

 

   

 

   
ԇ  

 - - 

40.1.23 ip ospf authentication 

ԇ ̆ᴳ no Ԉ ѝ Ȃ 

ip ospf authentication [message-digest | null] 

no ip ospf authentication 

   

 message-digest Э MD5 ╗ Ȃ  

 null а Ȃ 

 

  Э , Э שּ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ԇ а ֗ᴉ . ᴳ no
ḣ ̆ שּ Э ᾱ ̆

ѝ null̆‡ ⁸ ѝа , Э שּ

,ִἼ Э Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ FastEthernet 0/0 OSPF ѝ MD5 Ȃ 

Ruijie(config)# interface fastethernet 0/0 

Ruijie(config-if)# ip address 172.16.10.0 255.255.255.0 

Ruijie(config-if)# ip ospf authentication message-digest 

 

 ԇ  

 area authentication 
OSPF שּ Ѭ

Ȃ 

 ip ospf authentication-key OSPF Ȃ 

Ὧ ԇ 

 ip ospf message-digest-key OSPF MD5 Ȃ 
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ԇ  

 - - 

40.1.24 ip ospf authentication-key 

OSPF ̆ ᴳ ԇ ip ospf authentication-keyȂ ԇ

no ‮ Ȃ 

ip ospf authentication-key key 

no ip ospf authentication-key 

   
 

 Key ̆ Ԉ 8 э Ȃ 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ip ospf authentication-key ԇ ̆ ὡ OSPF Ȃ аУ

ч̆ а OSPF Ὧ ̆ ҂а ᶕ Ӈ Ȃ

а Ԉ аУ ת̆ У Э ̆

У Ȃ 

Уэ OSPF שּ ̆ ԇ area authentication Ȃ

Э҂ Ԉ ,ᴳ Ю ԇ ip ospf authentication
, שּ ִἼ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ FastEthernet 0/0 OSPF ѝ ospfauthȂ 

Ruijie(config)# interface fastethernet 0/0 

Ruijie(config-if)# ip address 172.16.10.0 255.255.255.0 

Ruijie(config-if)# ip ospf authentication-key ospfauth 

 

 ԇ  

 area authentication 
OSPF שּ Ѭ

Ȃ 
Ὧ ԇ 

¸ ip ospf authentication Э Ѭ  

 



OSPF ԇ 

40-28 

   

 

   
ԇ  

 - - 

40.1.25 ip ospf bfd 

OSPF ╟ Ὧ ᴳ BFD ̆ ᴳ ԇ ip 
ospf bfd [disable]Ȃᴳ ԇ no ‮ Э ip ospf bfd Ȃ 

ip ospf bfd [disable] 

no ip ospf bfd 

   
 

 disable 
Ὧ OSPF ᴳ BFD ⁸

 

 

  ̆Ԉ OSPF Ю BFD ѝῆȂ 

 

ԇ   Ȃ 

 

ᴳ   

ִἼ ұ Ю bfd all-interfaces ԇȂ 

ԈἼ
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 - - 

40.1.26 ip ospf cost 

OSPF Уэ ꜛ ̂OSPF ̃̆ ᴳ ԇ ip ospf costȂ
ԇ no Ȃ 

ip ospf cost cost 

no ip ospf cost 

   
 

 cost OSPF ḣȂ 

 

  ѝ /Bandwidtĥ ѝ 100Mbps̃Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ᾳЮ ŎSPF ḣѝ 100Mbps/Bandwidth ὲ̆ѐ Bandwidth ѝ ̆

ԇ bandwidth Ȃ 

ΰ ὴ OSPF ѝ̔ 

Â У ̔64K ѕ ̆cost ѝ 1562̕ 

Â ү ̔E1 ̆cost ѝ 48̕ 

Â Ь ̔10M Ԉ ̆cost ѝ 10̕ 

Â ̔100M Ԉ ̆cost ѝ 1Ȃ 

ip ospf cost ԇ OSPF ֶ̆ Ȃ 

 

ѡᴿ  

ԈЮ Ȃ
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 - - 

40.1.27 ip ospf database-filter all out 

ԇ а LSA ̆ а Э LSA ,ᴳ ԇ

no Ԉ ḣȂ 

ip ospf database-filter all out 

no ip ospf database-filter 

   
 

 - - 

 

  ╖ Ὧ , Ԉ Э ֗ᴉ LSA Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
э Э LSA ̆ Ԉ Э ╖ ̆ ╖

̆ а LSA Ӱת̆ Ὧ

LSA ᶕ Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ LSA serial 1/0 Э Ȃ 

Ruijie(config)# interface serial 1/0  

Ruijie(config-if)# ip address 172.16.10.1 255.255.255.0 

Ruijie(config-if)# encapsulation ppp 

Ruijie(config-if)# ip ospf database-filter all out 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

40.1.28 ip ospf dead-interval 
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OSPF ″ ӄ ̆ ᴳ ԇ ip ospf dead-intervalȂ
ԇ no Ȃ 

ip ospf dead-interval seconds 

no ip ospf dead-interval 

   
 

 seconds 
Ѭ ӄ″ Ԉ̆ ѝ ᴁ̆ ḣ ̔

1-65535Ȃ 

 

  ѝ ip ospf hello-interval 4 ᷁Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

OSPF ӄ ꜛ Hello ᾃȂ OSPF ӄ ᾃ̆ ⁮

Hello ̆ ӱ ѐ‮ Ȃ ӄ ѝ hello
4 ᷁̆ ᶢ ҩ hello ֶ̆ ╟ᶢ ӄ Ȃ 

ԇ Ԉ ᶢ OSPF ″ ӄ ת̆ ︠‍ Ȃ ч ̔

Â У ̔ ӄ ̆а ұ hello ̕ 

Â ү ̔ У Э ӄ У Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ serial 1/0 OSPF ″ ӄ ѝ 30Ȃ 

Ruijie(config)# interface serial 1/0  

Ruijie(config-if)# ip address 172.16.10.1 255.255.255.0 

Ruijie(config-if)# encapsulation ppp 

Ruijie(config-if)# ip ospf dead-interval 30 

 

 ԇ  
Ὧ ԇ 

 ip ospf hello-interval OSPF Hello Ȃ 

 

   

 

   
ԇ  

 - - 

40.1.29 ip ospf disable all 

ᴳ аᾋӊ ospf Ȃ 
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ip ospf disable all 

no ip ospf disable all 
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Ԉ 10 ̕ 

PPPȁHDLC 10 ̕ 

ѐ ⁮ 10 ̕ 

ѐ ⁮ ȁX.25 30 Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

hello ꜛ hello ѐȂ ̆OSPF ⁮ ע ҂

ת̆ ╗ Ȃ У Э hello У

Ȃ ᶢ ″ ӄ ̆ ᶑ hello а ұ

ӄ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ serial 1/0 OSPF Hello ѝ 15 Ȃ 

Ruijie(config)# interface serial 1/0  

Ruijie(config-if)# ip address 172.16.10.1 255.255.255.0 

Ruijie(config-if)# encapsulation ppp 

Ruijie(config-if)# ip ospf hello-interval 15 

 

 ԇ  
Ὧ ԇ 

 ip ospf dead-interval OSPF ″ ӄ Ȃ 

 

   

 

   
ԇ  

 - - 

40.1.31 ip ospf message-digest-key 

OSPF MD5 ̆ ᴳ ԇ ip ospf message-digest-keyȂ
ԇ no ‮
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  MD5 Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ip ospf message-digest-key ԇ ̆ ὡ OSPF Ȃ а

У ̆ч а OSPF Ὧ ̆ ҂а ᶕ

Ӈ Ȃ 

а Ԉ аУ ת̆ У Э ̆

У Ȃ У Ȃ 

Уэ OSPF שּ ̆G ԇ area authentication Ȃ

Э҂ Ԉ ,ᴳ Ю ԇ ip ospf authentication
, שּ ִἼ Ȃ 

RGOS ֒ MD5 ᶢ ̆ᶢ УэἼ╗ ‮ ‡Ȃ

╗Уэ OSPF MD5 ̆ ֶ ѝὲ

̆ ֶ‍⁞ а ֙ OSPF ̆ ⁮

ҩ Ȃ ҩ ̆ Ԉ‮ ҩȂ 

 

ѡᴿ 

 ԈЮ ᴿ ̆FastEthernet 0/0 ╗ҩУэ OSPF ̆ ѝ̏̆

ѝ hello5Ȃ 

Ruijie(config)# interface Serial 1/0 

Ruijie(config-if)# ip address 172.16.24.2 255.255.255.0 

Ruijie(config-if)# ip ospf authentication message-digest 

Ruijie(config-if)# ip ospf message-digest-key 10 md5 hello10 

Ruijie(config-if)# ip ospf message-digest-key 5 md5 hello5 

╗ҩ ̆ὤ ‮ Ȃ 

Ruijie(config)# interface Serial1/0 

Ruijie(config-if)# no ip ospf message-digest-key 10 md5 hello10 

 

 ԇ  

 area authentication 
OSPF שּ Ѭ

Ȃ 
Ὧ ԇ 

 ip ospf authentication Э Ѭ  

 

   

 

   
ԇ  

 - - 
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Â ̆а ̆҂ ̕ 

Â Ԇ֓ ̆а ὤ Ȃ 

ұ ȁ ѐ Ԉ X.25 ̆ IP ̆

broadcast Ὧ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ԈЮ ᴿ ̆ ѐ ѝ ̆ ὤ ѐ Ȃ 

Ruijie(config)# interface Serial1/0 

Ruijie(config-if)# ip address 172.16.24.4 255.255.255.0 

Ruijie(config-if)# encapsulation frame-relay 

Ruijie(config-if)# ip ospf network broadcast 

ᴿ 2̔ԈЮ ᴿ ̆ ѐ ѝ ⁮ ̆ ὤ ѐ

Ȃ 

Ruijie(config)# interface Serial1/0 

Ruijie(config-if)# ip address 172.16.24.4 255.255.255.0 

Ruijie(config-if)# encapsulation frame-relay 

Ruijie(config-if)# ip ospf network point-to-multipoint 

ᴿ 3̔ԈЮ ᴿ ̆ ѐ ѝ ̆ DR/RDR̆ ὤ

̉ ѐ ȂԈЮ ‍ а

Э ̂ ⁸ ѝ DR/BDR̃Ȃ 

Ruijie(config)# interface Serial1/0 

Ruijie(config-if)#ip address 172.16.24.4 255.255.255.0 

Ruijie(config-if)# encapsulation frame-relay 

Ruijie(config-if)# ip ospf network broadcast 

Ruijie(config-if)# ip ospf priority 0 

 

 ԇ  

 dialer map ip Ѭ IP б Ȃ 

 frame-relay map Ѭ IP б ѐ DLCI Ȃ

 neighbor̂OSPF̃ 
Ѭ IP ̆ NBMA

⁮ Ȃ 

Ὧ ԇ 

 X25 map 
Ѭ IP б X.25
Ȃ 

 

   

 

   
ԇ  

 - - 
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Ѭ LSÛ ̃ ּ ̆ ᴳ ԇ ip ospf 
retransmit-intervalȂ ԇ no Ȃ 

ip ospf retransmit-interval seconds 

no ip ospf retransmit-interval 

   

 
 seconds 

LSU ּ Ԉ̆ ѝ ᴁ̆ ḣ 1̔-65535Ȃ
ұчэ Ѯ ꜛ ּ

Ȃ 

 

  ѝ 5 Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

Уэ LSU ̆ LSU ᶑ ᾰ ‟ѐ̆ ip ospf 
retransmit-interval ԇ Ѭ ᾃ̆ ⁮ ̆ LSUȂ 

̆Ԉὁ а ּ̆ ѕ Э̆ ּ

Ԉ У Ȃ LSU ּ area virtual-link ԇ 

 

 

 

ɗ LSU ּ Ȃ
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no ip ospf transmit delay 

   
 

 seconds 
Ѭ OSPF ּ LSU Ԉ̆ ѝ ᴁ̆

ḣ ̔1-65535Ȃ 

 

  ѝ 1 Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ּ LSU Ѯ₥̆ ѐ LSAŝ ̃ Age ╗̆ ╗

ԇ ip ospf transmit delay ѬȂ ⁮

ּ ̆ ұᴂ ̆ ּ ҾȂ LSU
ּ ̆ area virtual-link ԇ transmit-delay Ὧ ѬȂ 

RGOS ֒ Age ⁮ 3600 LSĂ ּ ּ̆ ⁮ ⁹ ̆

LSA ӱ ѐ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ serial1/ 0 ּ ѝ 5Ȃ 

Ruijie(config)# interface serial 1/0 ,X�ng��G108116E67>6<14iiA1>6<05F>6<
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╖ ̆а detail ̆ ⁮ Full Full

ᶕ Ȃ 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 ԈЮ ᴿ ̆ ע Ȃ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# log-adj-changes detail 

 

 ԇ  
Ὧ ԇ 

 show ip ospf ospf ὤ Ὧᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

40.1.38 max-concurrent-dd 

ұ DD Ȃ 

max-concurrent-dd <1-65535> 

no max-concurrent-dd 

   
 

 <1-65535> DD  

 

  ѝ 5Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
б э Ӈ ὲ̆ ⁮ ̆ ԇ̆ ⁸ э OSPF

ᴿἵ DD Ӈҵ ꜛ Ȃ 

 

ѡᴿ  
ԈЮ ᴿ ̆ DD ꜛ ѝ 4Ȃ 

Ruijie(config)# router ospf 10 



OSPF ԇ 
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Hello ̆OSPF ֶ Hello ̆ Hello ѝ

Ȃ OSPF У ̆ ִἼ ḣаѝ 0 Hello ̆

ִἼ ḣ ѝ 0 аֶ б DR/BDR Ȃ DR/BDR ӊ Ԉ D̆R/BDR ֶ

Hello Ὧ Ȃ 

⁮ Э, ѝаέ ╒ Ԉ ╟ , ᴳ

ԇ ѝὲ , ұ ⁮ Ԉ cost ⁮

э Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ ҩУэ OSPF ̆ὲ IP ѝ 172.16.24.2ִ̆Ἴ

ḣѝ 1̆ ѝ 150 Ȃ 

Ruijie(config)# router ospf 20 

Ruijie(config-router)# network 172.16.24.0 0.0.0.255  area 0 

Ruijie(config-router)# neighbor 172.16.24.2 priority 1 

poll-interval 150 

 

 ԇ  

 ip ospf priority OSPF ִἼ ḣȂ Ὧ ԇ 

 ip ospf network OSPF  

 

   

 

   
ԇ  

 - - 

40.1.40 network area 

Ѭ Ҿ OSPF Ԉ̆ OSPF שּ ̆ ᴳ ԇ network areaȂ
ԇ no ‮ OSPF שּ ѬȂ 

network ip-address wildcard area area-id 

no network ip-address wildcard area area-id 

   

 ip-address IP Ȃ 

 wildcard 
Ѭ IP ᴁ̆0 רּ ̆1 аṁ

Ȃ  

 area-id 
OSPF שּ ȂУэ OSPF שּ Ὧ Уэ

̆ѝҩᵳұ ̆҂ Ԉ Уэ ᴐѝ OSPF
שּ Ȃ 
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 hard | soft 
hard̔LSA ̆Ὧ OSPF ᴿ 

soft̔LSA ̆    

 

  а ⁸ ₥ OSPF ᴿ LSA Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
Ὧ OSPF ̆ hard ̆ а Ὧ OSPF̆ ̆

soft  

 

ѡᴿ 

 ԈЮ ԇ LSA 10 ̆Ὧ OSPF 10 ᴿȂ 
Ruijie# config terminal 

Ruijie(config)# router ospf 10 

Ruijie(config-router)# overflow database 10 hard 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

40.1.42 overflow database external 

ԇ ұ external LSA
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а ⁸ external-LSA Ȃ 

⁸ҩ external-LSA ̆ external-LSA ḣ ̆аᾋ

Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   

external-LSA max-dbsize ֶ̆ ὡ   ̆ Ю ӑ

ᾋ╗ external-LSĂ external-LSAȂ wait-time ̆

̆ ╗ external-LSAȂ 

~  

ᴳ ╖ ᶑ OSPF ў שּ שּ

max-dbsize ḣ̆ ‡ Ю ̔ 

1̃ У ̆ ⁮ Full ̕ 

2̃ ̆ꜛ ᾳ̕ 

3̃ ֶ AS-External-LSA ּ̕  
 

ѡᴿ  

Ю ԇ external lsa ѝ
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 no 
Ὧ ᾃ а OSPF ὡ OVERFLOW
╖ Ȃ 

 

  ᾃ а ᾳЮ OSPF ἵ ὡ OVERFLOW Ȃ 

 

ԇ    

 

ᴳ   

OSPF ὡ OVERFLOW
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 isis [area-tag] ӱ isis ‍ ̆ area-tag έᴇ э isis ᴿ

 ospf process-id 
ӱ ospf ‍ ̆ process-id έᴇ э ospf
ᴿ̆ ḣ ̔1-65535 

 rip ӱ rip ‍  

 static ӱ ‍  

 level-1 | level-1-2 | level-2 
‍ IS-IS ᴳ ̆ ұ

level ‍ ̆ ἵ level-2
IS-IS ‍ Ȃ 

 match 
‍ OSPF ᴳ ̆ ұ

‍ ̆ ἵ OSPF
‍ ̕ 

 metric metric-value 
OSPF external 2 LSA metric̆

metric-value metric ̆ ḣ 0̔-16777214

 metric-type {1|2} ѝ E-1 E-2 

 route-map route-map-name ‍ ‡ 

 subnets ‍ ῆ  

 tag tag-value 
‍ ⁮ OSPF ᾃ tag ḣ̆ ḣ ̔

0-4294967295 

 

  

ᾳЮа ‍ Ȃ 

‍ OSPF̆‡ ‍ ᴿ ̕ 

‍ ISIS̆‡ ‍ ᴿ level-2 ̕ 

ὲӹ ᾳЮ̆ ‍ ̕ 

‍ BGP metric ѝ 1̆ὲᴍ LSA metric ѝ 20̕ 

metric-type ѝ E-2̕ 

аὯ route-mapȂ 

 

ԇ    

 

ᴳ   
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רּ ̕ ұ ‍ OSPF ISIS ̆ ‍ match
level ‡̆ ᾋ route-map ″ Ȃ 

 

ѡᴿ  

ᴿ 1̔ԈЮ ԇ ‍ ospf 2 isis isis-001 ⁮ OSPF ᾃ̔ 

Ruijie(config)# router ospf 1 

Ruijie(config-router)# redistribute ospf 2 subnets 

Ruijie(config-router)# redistribute ospf 2 match  

external 1 internal  

Ruijie(config-router)# redistribute isis isis-001  

Ruijie(config-router)# redistribute isis isis-001 level-1 

ᴿ 2̔Show run Ю̔ 
router ospf 1 

redistribute ospf 2 match external 1 internal subnets 

redistribute isis isis-001 level-1-2 

 

 ԇ  

 summary-address 
OSPF

Ȃ 
Ὧ ԇ 

 default-metric OSPF ‍ ḣ

 

   

 

   
ԇ  

 - - 

40.1.46 router ospf 

… OSPF ὡ OSPF ̆ ᴳ ὤ ԇ router ospfȂ
ԇ no ‮ Ѭ OSPF Ȃ 

router ospf 

router ospf process-id [vrf vrf-name] 

no router ospf process-id 

   

 process-id OSPF Ȃ ̆ 1Ȃ 

 vrf-name 
VRF ӊ ѐ̆ ұ OSPF
VRF 
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  а OSPF Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
RGOS10.1 Э ╗ҩ ̆ ѝ ᴿ OSPFȂа OSPF ᴿ

ҵ ̆ Ԉ נ ѝ чэ Ȃ 

 

ѡᴿ 
 ԈЮ ᴿ ̆ vrf̔vpn_1 ᾃ… OSPF 10Ȃ 

Ruijie(config)# router ospf 10 vrf vpn_1 

 

 ԇ  

 show ip protocols ₥ ᶕ Ȃ Ὧ ԇ 

 show ip ospf ₥ ospf ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

40.1.47 router-id 

ID,ᴳ ԇ no Ԉ‮ Router ID̆ ᴳ

Router IDȂ 

router-id router-id 

no router-id 

   
 

 router-id ID,Ԉ IP  

 

  
OSPF ѡ ̂loopback̃ IP ᴐѝ ̕ 

IP ̂loopback̃ ̆ ѫ OSPF IP
ᴐѝ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
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УȂ ұ ̆ ᾃ ֶṁ ̆ Ԉаў

̆ᶢ ֶ ᶢ Ȃ LSA Ѯ₥Ἴ

router-idȂ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ᶢ router-id ѝ 0.0.0.36Ȃ 

Ruijie(config)# router ospf 20 

Ruijie(config-router)# router-id 0.0.0.36 

 

 ԇ  
Ὧ ԇ 

 show ip protocols ₥ ᶕ Ȃ 

 

   

 

   
ԇ  
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ᴳ   

э LSA ע (LSA age)̆ э LSA LSA
ע ̆ CPU Ȃѝҩ ‾ CPU ̆ ᾃ LSA

У ע ᴐȂ 

ע ᴐ ѝ 4 ‍ ̆ Ԉ ԇᶢ ḣȂ а

Ȃ LSA У ᾳЮ̆ ̆ LSA
Ȃѝҩᶑ CPU ̆ ԏ LSA а ̆ Ԉ

LSA ̆ ԏ ᴂ Ȃ ̆ ѐ 10000 LSĂ Ԉ ᴂ

̆ 40͘100 ̆‡ Ԉ ⁮ 10~20 ‍ Ȃ 

 

ѡᴿ 

 ԈЮ ᴿ ̆ ѝ 120 Ȃ 

Ruijie(config)#router ospf  20 

Ruijie(config-router)#timers lsa-group-pacing 120 

 

 ԇ  
Ὧ ԇ 

 show ip ospf ospf Ὧ ᶕ  

 

   

 

   
ԇ  

 - - 

40.1.50 timers spf 

OSPF ⁮ ᶕע ̆ SPF ̆Ԉ ч SPF
̆ ᴳ ԇ timers spfȂ ԇ no Ȃ 

timers spf spf-delay spf-holdtime 

no timers spf  

   

 spf-delay 
Ѭ SPF ̆Ԉ ѝ ᴁ̆

0-214748364 ( )ȂOSPF ⁮ ̆ע

̆ SPF Ȃ  

 spf-holdtime 
Ѭч SPF Ѯ ̆Ԉ ѝ ᴁ̆

0-214748364 ( )Ȃ ⁮ҩ̆ч

⁮̆ а SPF Ȃ 
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ḣ‍ѝԈЮч ᾁ 

1ȁ RGOS 10.4 Ѯ₥̆а timers throttle spf ԇȂ ḣѝ 

timers spf 5 10 

2ȁRGOS 10.4 ̆ timers throttle spf ԇȂ ᾳЮ timers spf
ԇа ̆SPF Ԉ timers throttle spf ԇ ѝῆ̆ timers 
throttle spf ԇ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

spf-delay spf-holdtime ̆OSPF ע ҂ ̆҂

ת̆ ֶ CPU Ȃ 

~  
timers spf б timers throttle spf ֶҵ Ȃ 

 

 

ᴳ 



OSPF ԇ 

40-56 

 spf-delay 
Ѭ SPF ̆Ԉ ѝ ᴁ̆ ḣ

1̔-600000ȂOSPF ⁮ ̆ע

SPF spf-delay Ȃ

 spf-holdtime 
Ѭч SPF Ѯ ̆Ԉ ѝ

ᴁ̆ ḣ ̔1-600000Ȃ 

 spf-max-waittime 
Ѭч SPF Ѯ ̆Ԉ ѝ

ᴁ̆ ḣ ̔1-600000Ȃ 

 

  

spf-delay̔1000 ̕ 

spf-holdtime̔5000 ̕ 

spf-max-waittime̔10000 Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

spf-delay ӱ ⁮ע SPF ̆ Ȃ У SPF
⁮ ү SPF ѝ spf-holdtimĕ ̆ SPF

ѝЭУ ч᷁̆ ⁮ spf-max-waittime Ѯ ̆

аᾋ ╗Ȃ ч SPF ҩ ḣ̆ ѫ SPF
ӱ spf-holdtime Ȃ 

spf-delay spf-holdtime Ԉ ҾԈ╗ ̕spf-max-waittime Ԉ

ҾԈ῏ SPF ̆ Ԉ
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 show ip ospf 
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This router is an ASBR (injecting external routing information) 

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs 

LsaGroupPacing: 240 secs 

Number of incomming current DD exchange neighbors 0/5 

Number of outgoing current DD exchange neighbors 0/5 

Number of external LSA 4. Checksum 0x0278E0 

Number of opaque AS LSA 0. Checksum 0x000000 

Number of non-default external LSA 4 

External LSA database is unlimited. 

Number of LSA originated 6 

Number of LSA received 2 

Log Neighbor Adjency Changes : Enabled  

Graceful-restart disabled 

Graceful-restart helper support enabled 

Number of areas attached to this router: 1 

Area 0 (BACKBONE) 

Number of interfaces in this area is 1(1) 

Number of fully adjacent neighbors in this area is 1 

Area has no authentication 

SPF algorithm last executed 00:01:26.640 ago 

SPF algorithm executed 4 times 

Number of LSA 3. Checksum 0x0204bf 

Area 1 (NSSA) 

Number of interfaces in this area is 1(1) 

Number of fully adjacent neighbors in this area is 0 

Number of fully adjacent virtual neighbors through this area is 0

Area has no authentication 

SPF algorithm last executed 02:09:23.040 ago 

SPF algorithm executed 4 times 

Number of LSA 6. Checksum 0x028638 

NSSA Translator State iselected 

OSPF б BFD ╟, ᾃ Э ╗”BFD is enabled”,ѡᴿ Ю̔ 

Ruijie# show ip ospf 

Routing Process "ospf 1" with ID 1.1.1.1 

Process uptime is 4 minutes 

Process bound to VRF default 

Conforms to RFC2328, and RFC1583Compatibility flag isenabled 

Supports only single TOS(TOS0) routes 

Supports opaque LSA 
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Supports Graceful Restart 

This router is an ASBR (injecting external routing information) 

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs 

LsaGroupPacing: 240 secs 

Number of incomming current DD exchange neighbors 0/5 

Number of outgoing current DD exchange neighbors 0/5 

Number of external LSA 4. Checksum 0x0278E0 

Number of opaque AS LSA 0. Checksum 0x000000 

Number of non-default external LSA 4 

External LSA database is unlimited. 

Number of LSA originated 6 

Number of LSA received 2 

Log Neighbor Adjency Changes : Enabled  

Graceful-restart disabled 

Graceful-restart helper support enabled 

Number of areas attached to this router: 1 

BFD is enabled 

Area 0 (BACKBONE) 

Number of interfaces in this area is 1(1) 

Number of fully adjacent neighbors in this area is 1 

Area has no authentication 

SPF algorithm last executed 00:01:26.640 ago 

SPF algorithm executed 4 times 

Number of LSA 3. Checksum 0x0204bf 

Area 1 (NSSA) 

Number of interfaces in this area is 1(1) 

Number of fully adjacent neighbors in this area is 0 

Number of fully adjacent virtual neighbors through this area is 0

Area has no authentication 

SPF algorithm last executed 02:09:23.040 ago 

SPF algorithm executed 4 times 

Number of LSA 6. Checksum 0x028638 

NSSA Translator State iselected 

  

Router ID Ȃ 

Process uptime 
OSPF ̂router-id ѝ 0.0.0.0

а ̃Ȃ 

Bound to VRF OSPF VRFȂ 
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Conforms to RFC2328 б RFC2328 У Ȃ 

RFC1583Compatibility flag 
RFC1583 ‡

RFC2328 ‡̕ ᴧ ASBR
‡ ⁮Ȃ 

Support Tos TOS0Ȃ 

Supports opaque LSA opaque-LSAȂ 

Graceful-restart 
RFC3623 Graceful Restart GR Restart
╒Ȃ 

Graceful-restart helper RFC3623 Graceful Restart GR Help ╒Ȃ

Router Type OSPF normal ȁABR ȁASBRȂ

SPF Delay ⁮ ע SPF Ȃ 

SPF-holdtime ч SPF Ѯ Ȃ 

LsaGroupPacing LSA ̆ ̆ ע Ȃ 

Incomming current DD 
exchange neighbors 

Ӈҵ ̆incomming ὡ

exstart Ȃ 

Outgoing current DD exchange 
neighbors 

Ӈҵ ŏutgoing ӱ

exstart Ӈҵ Ȃ 

Number of external LSA ѐ ẏ LSA Ȃ 

External LSA Checksum Sum ѐ ẏ LSA Ȃ 

Number of opaque LSA ѐ ẏ opaque-LSA Ȃ 

Opaque LSA Checksum Sum ѐ ẏ opaque-LSA Ȃ 

Number of non-default external 
LSA 

external-LSA Ȃ 

External LSA database limit external-LSA ⁸Ȃ 

Exit database overflow state 
interval 

″ overflow Ȃ 

Database overflow state  
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Number of interfaces in this 
area 

ұ שּ Ȃ 

Number of fully adjacent 
neighbors in this area 

ұ שּ Full Ȃ 

Number of fully adjacent virtual 
neighbors through this area 

ұ שּ Full ̕

שּ Ȃ 

Area authentication ּש Ȃ 

SPF algorithm last executed Э SPF ⁮ ₥ Ȃ 

SPF algorithm executed times SPF Ȃ 

Number of LSA ұ שּ LSA Ȃ 

Checksum Sum ּש LSA Ȃ 

NSSA Translator State 
NSSA LSA ѝ External LSA̕Ө

NSSA ̆שּ з ABR OSPF Ȃ 

BFD is enabled OSPF б BFD ╟ 
 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

40.2.2 show ip ospf border-routers 

⁮ ABR/ASBR OSPF ᾃ ̆ ᴳ ԇ show ip ospf 
border-routersȂ 

show ip ospf [process-id] border-routers 

   
 

 process-id ospf  

 

   

 

ԇ   Ȃ 
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ᴳ   
ԇ̆ Ԉ ⁮ ABR ASBR OSPF ᾃ ȂOSPF

ᾃ а ұ show ip route ŎSPF ᾃ ѝ OSPF
̆ а Ȃ 

 

ѡᴿ 

 ԈЮѝ show ip ospf border-routers ԇ   ̔ 

Ruijie# show ip ospf border-routers  

OSPF internal Routing Table 

Codes: i - Intra-area route, I - Inter-area route 

i 1.1.1.1 [2] via 10.0.0.1, FastEthernet 0/1, ABR, ASBR, Area 0.0.0.1 

select 

ЮȂ 

  

Codes 
Ԇ ѬȂi שּ ᾃ Ĭ שּ

Ѯ Ȃ 

I ѝּש ᾃ Ȃ 

1.1.1.1 OSPF Ȃ 

[2] ⁮ ̂cost̃Ȃ 

via 10.0.0.1 ⁮ ЮУ ὯȂ 

FastEthernet 0/1 ⁮ Ȃ 

ABR, ASBR 
̆ ABR ASBR ч ̆

Ԉ ABR ASBRȂ 

Area 0.0.0.1 ҃⁮ שּ Ȃ 

select 
⁮ ASBR s̆elect ₥

ִ Ȃ 
 

 

 ԇ  
Ὧ ԇ 

 - - 
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ԇ а а ̂LSAs̃ᶕ Ȃ 

show ip ospf [process-id area-id] database [adv-router ip-address | {asbr-summary | 
external | network | nssa-external | opaque-area | opaque-as | opaque-link | router | 
summary} [link-state-id] [{adv-router ip-address | self-originate}] | database-summary  
| max-age | self-originate] 

   

 area-id ̂ ̃ שּ Ȃ 

 adv-router 
̂ ̃ Ὠ

ᶕ Ȃ 

 link-state-id 
̂ ̃ OSPF

ᶕ Ȃ 

 self-originate 
̂ ̃

ᶕ Ȃ 

 max-age ̂ ̃ ⁮ ע LSA 

 router ̂ ̃ OSPF ᶕ Ȃ 

 network   ̂ ̃ OSPF ᶕ Ȃ 

 summary ̂ ̃ OSPF ᶕ Ȃ 

 asbr-summary ̂ ̃ Ὧұ ASBR ᶕ Ȃ

 external ̂ ̃ OSPF ᶕ Ȃ 

 nssa-external ̂ ̃ OSPF Ц ᶕ Ȃ

 opaque-area ̂ ̃ ︠ LSA 

 opaque-as ̂ ̃ ︠У LSA 

 opaque-link ̂ ̃ Ҁ LSA 

 

 database-summary 
̂ ̃ OSPF LSA
ᶕ Ȃ 

 

   

 

ԇ   Ȃ 

 

ᴳ   
OSPF ̆‍ ︠‍ Ȃ ᴳ Ҿ ԇ̆ ╠

ұ OSPF Ȃ 

 

ѡᴿ  

ᴿ 1̔ԈЮѝ show ip ospf database ԇ ̔ 

Ruijie# show ip ospf database  

OSPF Router with ID (1.1.1.1) (Process ID 1) 
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Router Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum  Link count 

1.1.1.1         1.1.1.1         2    0x80000011 0x6f39 2 

3.3.3.3         3.3.3.3         120  0x80000002 0x26ac 1 

Network Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum 
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Link ID Ȃ 

ADV Router Ȃ 

Age Ȃ 

Seq# 
̆ ұ

LSAȂ 

Cksum Ȃ 

Link-Count ᶕ ѐ  

Route LSA ꜛ ᶕ  

Tag Ȃ 

ᴿ 2̔ԈЮѝ show ip ospf database asbr-summary ԇ ̔ 

Ruijie# show ip ospf database asbr-summary  

OSPF Router with ID (1.1.1.35) (Process ID 1) 

ASBR-Summary Link States (Area 0.0.0.1) 

LS age: 47 
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Length ̆Ԉ ѝ ᴁȂ 

Network Mask Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

ᴿ 3̔ԈЮѝ show ip ospf database external ԇ ̔ 

Ruijie# show ip ospf database external  

OSPF Router with ID (1.1.1.35) (Process ID 1) 

AS External Link States  

LS age: 752 

Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: AS-external-LSA 

Link State ID: 20.0.0.0 (External Network Number) 

Advertising Router: 1.1.1.1 

LS Seq Number: 8000000a 

Checksum: 0x7627 

Length: 36 
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Network Mask Ȃ 

Metric Type Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

Forward Address 
⁮ ̆ ⁮ IP Ȃ

ѝ 0.0.0.0 ‡̆ ֶ ⁮ӊ

Ȃ 

External Route Tag 
̆ э 32 э

ȂOSPF аᴳ ̆ ὲ

‍ OSPF ֶ ⁮Ȃ 

ᴿ 4̔ԈЮѝ show ip ospf database network ԇ ̔ 

Ruijie# show ip ospf database network  

OSPF Router with ID (1.1.1.1) (Process ID 1) 

Network Link States (Area 0.0.0.0) 

LS age: 572 

Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: network-LSA 

Link State ID: 192.88.88.27 (address of Designated Router) 

Advertising Router: 1.1.1.1 

LS Seq Number: 80000001 

Checksum: 0x5366 

Length: 32 

Network Mask: /24 

Attached Router: 1.1.1.1 

Attached Router: 3.3.3.3 

show ip ospf database network ԇ ЮȂ
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Checksum Ȃ 

Length ̆Ԉ ѝ ᴁȂ 

Network Mask Ȃ 

Attached Router Э Ȃ 

ᴿ 5̔ԈЮѝ show ip ospf database router ԇ ̔ 

Ruijie# show ip ospf database router  

OSPF Router with ID (1.1.1.1) (Process ID 1) 

Router Link States (Area 0.0.0.0) 

LS age: 322 

Options: 0x2 (*|-|-|-|-|-|E|-) 

Flags: 0x3 : ABR ASBR 

LS Type: router-LSA 

Link State ID: 1.1.1.1  

Advertising Router: 1.1.1.1 

LS Seq Number: 80000012 

Checksum: 0x6d3a 

Length: 48 

Number of Links: 2 

Link connected to: Stub Network 

(Link ID) Network/subnet number: 100.0.1.1 

(Link Data) Network Mask: 255.255.255.255 

Number of TOS metrics: 0 

TOS 0 Metric: 0 

show ip ospf database router ԇ ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б OSPF

Ȃ 

Router Link States ԈЮѝ ᶕ Ȃ 

LS age Ȃ 

Options  

Flag router  

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 



OSPF ԇ 

40-69 

Length ̆Ԉ ѝ ᴁȂ 

Number of Links Ὧ Ȃ 
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TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

ᴿ 7̔ԈЮѝ show ip ospf database nssa-external ԇ ̔ 

Ruijie# show ip ospf database nssa-external  

OSPF Router with ID (1.1.1.1) (Process ID 1) 

NSSA-external Link States (Area 0.0.0.1 [NSSA]) 

LS age: 1 

Options: 0x0 (*|-|-|-|-|-|-|-) 

LS Type: AS-NSSA-LSA 

Link State ID: 20.0.0.0 (External Network Number For NSSA) 

Advertising Router: 1.1.1.1 

LS Seq Number: 80000001 

Checksum: 0x033c 

Length: 36 

Network Mask: /24 

Metric Type: 2 (Larger than any link state path) 

TOS: 0 

Metric: 20 

NSSA: Forward Address: 100.0.2.1 

External Route Tag: 0   

show ip ospf database nssa-external ԇ ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б OSPF

Ȃ 

NSSA-external Link States 
ԈЮᶕ ѝ Ц

ᶕ Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length ̆Ԉ ѝ ᴁȂ 

Network Mask Ȃ 

Metric Type Ȃ 
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TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

NSSA:Forward Address 
⁮ ̆ ⁮ IP Ȃ

ѝ 0.0.0.0 ‡̆ ֶ ⁮ӊ

Ȃ 

External Route Tag 
̆ э 32 э

ȂOSPF аᴳ ̆ ὲ

‍ OSPF ֶ ⁮Ȃ 

ᴿ 8̔ԈЮѝ show ip ospf database external ԇ ̔ 

Ruijie# show ip ospf database external  

OSPF Router with ID (1.1.1.1) (Process ID 1) 

AS External Link States  

LS age: 1290 

Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: AS-external-LSA 

Link State ID: 20.0.0.0 (External Network Number) 

Advertising Router: 1.1.1.1 

LS Seq Number: 8000000a 

Checksum: 0x7627 

Length: 36 

Network Mask: /24 

Metric Type: 2 (Larger than any link state path) 

TOS: 0 

Metric: 20 

Forward Address: 0.0.0.0 

External Route Tag: 0 

show ip ospf database external ԇ ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б OSPF

Ȃ 

Type-7 AS External Link States
ԈЮᶕ ѝ Ц

ᶕ Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 
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LS Seq Number Ȃ 

Checksum Ȃ 

Length ̆Ԉ ѝ ᴁȂ 

Network Mask Ȃ 
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б BFDὯ ̆ ѫ ╗ Юᶕ : 

Ruijie# show ip ospf interface fa 1/0 

FastEthernet 1/0 is up, line protocol is up 

Internet Address 192.88.88.27/24, Ifindex 4, Area 0.0.0.0, MTU 1500

Matching network config: 192.88.88.0/24 

Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1

Transmit Delay is 1 sec, State DR, Priority 1, BFD enabled 

Designated Router (ID) 1.1.1.1, Interface Address 192.88.88.27 

Backup Designated Router (ID) 3.3.3.3, Interface Address 

192.88.88.72 

Timer intervals configured,Hello 10,Dead 40,Wait 40,Retransmit 5

Hello due in 00:00:03 

Neighbor Count is 1, Adjacent neighbor count is 1 

Crypt Sequence Number is 70784 

Hello received 1786 sent 1787, DD received 13 sent 8 

LS-Req received 2 sent 2, LS-Upd received 29 sent 53 

LS-Ack received 46 sent 23, Discarded 1 

 

show ip ospf interface serial 1/0 ԇ ЮȂ 

  

FastEthernet 0/0 State 
̆UP ᴐ̆Down

Ȃ 

Internet Address IP Ȃ 

Area OSPF שּ Ȃ 

MTU MTU 

Matching network config OSPF network area  

Process ID  

Router ID OSPF Ȃ 

Network Type OSPF Ȃ 

Cost OSPF Ȃ 

Transmit Delay is OSPF ּ Ȃ 

State DR/BDR Ȃ 

Priority ִἼ  

Designated Router(ID) DR  

DR's Interface address DR  
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Backup designated 

router(ID) 
BDR  

BDR's Interface address BDR  

Time intervals configured HellŏDead̆Wait̆Retransmit

Hello due in Э HELLO  

Neighbor count  

Adjacent neighbor count Full  

Crypt Sequence Number md5  

Hello received send ⁮б   HELLO Ȃ 

DD received send ⁮б   DD Ȃ 

LS-Req received send ⁮б   LS Ȃ 

LS-Upd received send ⁮б   LS Ȃ 

LS-Ack received send ⁮б   LS Ȃ 

Discard х OSPF Ȃ 
 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

40.2.5 show ip ospf neighbor 

OSPF ̆ ᴳ ԇ show ip ospf neighborȂ 

show ip ospf [process-id] neighbor [[detail] | [[interface-type  

interface-number] [neighbor-id]]] 

   

 detail ̂ ̃ ᶕ Ȃ 

 interface-type interface-number ̂ ̃ ᶕ Ȃ 
 

 neighbor-id ̂ ̃ ᶕ Ȃ 
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ԇ   Ȃ 

 

ᴳ   ԇ Ԉ ᶕ ̆ ԇ OSPF Ȃ 

 

ѡᴿ  

ԈЮѝ show ip ospf neighbor ԇ ̔ 

Ruijie# show ip ospf neighbor  

OSPF process 1, 1 Neighbors, 1 is Full: 

Neighbor ID     Pri   State     Dead Time   Address     Interface 

3.3.3.3  1   Full/BDR  00:00:32  192.88.88.72  FastEthernet 1/0 

Ruijie# show ip ospf neighbor detail 

Neighbor 3.3.3.3, interface address 192.88.88.72 

In the area 0.0.0.0 via interface FastEthernet 1/0 

Neighbor priority is 1, State is Full, 11 state changes 

DR is 192.88.88.27, BDR is 192.88.88.72 

Options is 0x52 (*|O|-|EA|-|-|E|-) 

Dead timer due in 00:00:32 

Neighbor is up for 05:11:27 

Database Summary List 0 

Link State Request List 0 

Link State Retransmission List 0 

Crypt Sequence Number is 0 

Thread Inactivity Timer on 

Thread Database Description Retransmission off 

Thread Link State Request Retransmission off 

Thread Link State Update Retransmission off 

Thread Poll Timer on   

Graceful-restart helper disabled 

б BFDὯ ̆ ѫ ᾃ ╗ҩ Ю ᶕ ” BFD session state up”

Ruijie# show ip ospf neighbor  

OSPF process 1, 1 Neighbors, 1 is Full: 

Neighbor ID     Pri   State     Dead Time   Address     Interface 

3.3.3.3  1   Full/BDR  00:00:32  192.88.88.72  FastEthernet 1/0 

Ruijie# show ip ospf neighbor detail 

Neighbor 3.3.3.3, interface address 192.88.88.72 

In the area 0.0.0.0 via interface FastEthernet 1/0 

Neighbor priority is 1, State is Full, 11 state changes 
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DR is 192.88.88.27, BDR is 192.88.88.72 

Options is 0x52 (*|O|-|EA|-|-|E|-) 

Dead timer due in 00:00:32 

Neighbor is up for 05:11:27 

Database Summary List 0 

Link State Request List 0 

Link State Retransmission List 0 

Crypt Sequence Number is 0 

Thread Inactivity Timer on 

Thread Database Description Retransmission off 

Thread Link State Request Retransmission off 

Thread Link State Update Retransmission off 

Thread Poll Timer on   

Graceful-restart helper disabled 

BFD session state up 

show ip ospf neighbor ԇ Ю̔ 
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BDR 
ѡ BDR ( Hello

BDR ) 

Options 
Hello E ᾃ 0̆ שּ ѝSTUB̕
̌ שּ а STUB שּ Ȃ 
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 count OSPF ᶕ  

 

   

 

ԇ   Ȃ 

 

ᴳ   ԇ ұ OSPF ᶕ ̆count ұ OSPF ᶕ Ȃ 

 

ѡᴿ 

 Ruijie# show ip ospf route 

OSPF process 1: 

Codes: C - connected, D - Discard, O - OSPF,  

IA - OSPF inter area  N1 - OSPF NSSA external type 1, N2 - OSPF NSSA 

external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2 

E2 100.0.0.0/24 [1/20] via 192.88.88.126, FastEthernet 1/0 

C  192.88.88.0/24 [1] is directly connected,FastEthernet 1/0,Area 

0.0.0.1 

show ip ospf route ԇ Ю̔ 

  

codes Ԉ ᾗ  

100.0.0.0/24 ₥ Ȃ 

[1] cost 

via ЮУ б  
 

 

 ԇ  
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show ip ospf [process-id] summary-address 

   
 

 process-id 
OSPF ̆ OSPF

 

 

   

 

ԇ   Ȃ 

 

ᴳ   ₥ ԇ NSSA ABR Э ̆ з ṁ ᴐ Ȃ

 

ѡᴿ  

ԈЮѝ show ip ospf summary-address





OSPF ԇ 

40-82 

 - - 

 

   

 

   
ԇ  

 - - 

 





BGP ԇ 

41-84 

41.1.2 address-family ipv4 vrf 

ᴳ ԇ ὡ address-faimly IPv4 VRF BGP ̆ э vrf ᶕ Ӈ

ҵ╖ Ȃᴳ ԇ no ̆Ὧ б э vrf ᶕ Ӈҵ╖ Ȃᴳ

exit-address-family ԇ   BGP Ȃ 

address-family ipv4 vrf vrf-name 

no address-family ipv4 vrf vrf-name 

   
 

 vrf-name vrf  

 

  Ѭ vrf  

 

ԇ   BGP Ȃ 



BGP ԇ 

41-85 

   

 unicast ̆ ὡ IPv6   

multicast ̆ ὡ IPV6  

 

  ₥  

 

ԇ   BGP  

 

ᴳ  

 BGP IPv6 ̆ Ԉᴳ ԇ ὡ BGP IPv6 ̆

IPv6 ҂̆ Ԉ BGP IPv6 ̆ IPv6
Ȃ 

ὡ multicast Ԉ ұ BGP ᶕ ̆ ᶕ ұ IPV6
RPF Ȃ 

⁮ BGP ̆ Ԉᴳ ԇ exit-address-familyȂ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# address-family ipv6 

 

 ԇ  
Ὧ ԇ 

 exit-address-family    

 

   

 

   
ԇ  

 - - 

41.1.4 address-family vpnv4 

ᴳ ԇἵ PE Ѯ VPN ᶕ Ӈҵ̆ ὡ⁮ address-family VPN
Ȃᴳ exit-address-family



BGP ԇ 

41-86 

 

ԇ   BGP  

 

ᴳ  
 ᴳ ԇ ὡ⁮ vpn Ю̆ἵ PE ᴇ Ӈҵ vpn ᶕ Ȃ 

⁮ BGP ̆ Ԉᴳ ԇ exit-address-familyȂ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# address-family vpnv4 

 

 ԇ  
Ὧ ԇ 

 exit-address-family    
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41-87 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# aggregate-address 10.0.0.0 255.0.0.0 as-set

 

 ԇ  
Ὧ ԇ 

 router bgp BGP Ȃ 

 

   

 

   
ԇ  

 - - 

41.1.6 aggregate-addressōIPv6Ŏ 

ᴳ ԇ BGP IPv6 Ȃᴳ ԇ no Ὧ ╖ Ȃ 

aggregate-address ipv6-network/length {as-set|summary-only}  

no aggregate-address ipv6-network/length {as-set|summary-only}  

   

 ipv6-network ₥ Ȃ 

 length Ȃ 

 as-set ᶑ ᾃ AS ᶕ Ȃ 

 

 summary-only Ὠ Ȃ 

 

  Ȃ 

 

ԇ   BGP IPv6 Ȃ 

 

ᴳ  
 BGP Ὠ ₥ ᶕ ̆ Ὠ ᶕ ̆ ᴳ

aggregate-address summary-only ԇȂ 

 

ѡᴿ 

 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# address-family ipv6 

Ruijie(config-router-af)# aggregate-address 2008::/90  as-set 

 

 ԇ  
Ὧ ԇ 

 router bgp BGP Ȃ 



BGP ԇ 

41-88 

 

   

 

   
ԇ  

 - - 

41.1.7 bgp always-compare-med 

ᴳ ԇ BGP Multi Exit Discriminator̂MED̃Ȃᴳ ԇ no
Ὧ ╖ Ȃ 

bgp always-compare-med 

no bgp always-compare-med 

   
 

 - - 

 

  ᾳЮ̆ AS ᴇ MEDȂ 

 

ԇ   BGP Ȃ 

 

ᴳ  

 ᾳЮ̆ У AS ᴇ MED ḣ̆ а

AS ἵ MED ḣ̆ ԇ Ȃ ⁮ У

̆ MED ḣ ִἼ Ȃ 

а ҩ IGP ̆ ‡а ᴳ

ԇȂ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# bgp always-compare-med 

 

 ԇ  

 show ip bgp BGP Ȃ 

 
bgp bestpath med confed 

ѡ ִ ἵ̆ AS
ᾃ ᴇ MED ḣȂ 

 
bgp bestpath med missing-as-worst 

ѡ ִ ̆ἵ MED
ִἼ ѝ ᴂȂ 

Ὧ ԇ 

 
bgp deterministic-med 

ѡ ִ ἵ̆ AS
ᴇ Ἴ Ȃ 



BGP ԇ 

41-89 

 

   

 

   
ԇ  

 - - 

41.1.8 bgp bestpath as-path ignore 

ѡ ִ ̆ᴳ ԇ а AS Ȃᴳ ԇ no Ὧ

╖ Ȃ 



BGP ԇ 

41-90 

ѡ ִ ̆ ԇἵ ASPATH ̆ ᾃ

ASPATH ̆ ִἼ Ȃᴳ ԇ no Ὧ ╖ Ȃ 

bgp bestpath compare-confed-aspath 

no bgp bestpath compare-confed-aspath 

   
   

B G P  



BGP ԇ 

41-91 

   
 

 - - 

 

 
 ᾳЮ̆ ִ ̆ ⁮ч ӱа EBGP peers

̆ ѝ Уэ ִ Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ  
 ᾳЮ̆ ִ ѐ̆ ⁮ч ӱа EBGP peers

̆ ԏ ѡ ִ Ȃ Ԉ

ԇ̆ ѡ router ID ѝ ִ Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# bgp bestpath compare-routerid 

 

 ԇ  

 show ip bgp BGP  Ὧ ԇ 

bgp router-id BGP Router ID 

 

   

 

   
ԇ  

 - - 

41.1.11 bgp bestpath med confed 

ѡ ִ ̆ ԇἵ AS ᾃ ᴇ MEDȂᴳ ԇ

no Ὧ ╖ Ȃ 

bgp bestpath med confed [missing-as-worst] 

no bgp bestpath med confed [missing-as-worst] 

   

  
missing-as-worst 

ѝ MED ִἼ ѝ

ᴂ Ȃ 

 

  ᾳЮ̆ ѡ ִ а AS ᾃ ᴇ MED ḣȂ 

 



BGP ԇ 

41-92 

ԇ   BGP Ȃ 

 

ᴳ  
 AS ּ MED ̆ ѐ Ԉ

ḣȂ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# bgp bestpath med confed 

 

 ԇ  

 show ip bgp BGP Ȃ 

bgp bestpath always-compare-med 
ѡ ִ ̆ἵ а

AS ᴇ MED ḣȂ 

bgp bestpath med missing-as-worst 
ѡ ִ ̆ἵ MED

ִἼ ѝ ᴂȂȂ 

Ὧ ԇ 

bgp deterministic-med 
ѡ ִ ἵ̆ AS

ᴇ Ἴ Ȃ 

 

   

 

   
ԇ  

 - - 

41.1.12 bgp bestpath med missing-as-worst 

ѡ ִ ̆ ԇ MED ִἼ ѝ ᴂȂᴳ ԇ

no Ὧ ╖ Ȃ 

bgp bestpath med missing-as-worst 

no bgp bestpath med missing-as-worst 

   
 

 - - 

 

 
 ᾳЮ̆ ⁮ MED ̆ MED ḣ ѝ 0Ȃ

MED ḣ ̆ ִἼ ‡̆ ִἼ Ȃ 

 

ԇ   BGP Ȃ 
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ᴳ  
 ᾳЮ̆ ⁮ MED ̆ MED ḣ ѝ 0̆

MED ḣ ̆ ִἼ ̆ Ԉ MED ⁮ҩ ִἼ Ȃ



BGP ԇ 

41-94 

Ҿ VPNV4 Ȃ 

BGP ҩУэ PE ̆BGP VPNV4 ѝ

а route-targe ̆ ԇ BGP ѝ У ̆ а

route-targe Ȃ 

 

ѡᴿ 



BGP ԇ 

41-95 

 

 ԇ  

 bgp cluster-id  
Ὧ ԇ 

neighbor route-reflector-client 
ѝ  

 

   

 

   
ԇ  

 - - 

41.1.15 bgp cluster-id 

ԇ Ȃᴳ ԇ no ὲ Ȃ 

bgp cluster-id cluster-id 

no bgp cluster-id [cluster-id] 

   

  
cluster-id 

ĬP 4 э

( Ԉ ip ὡ) 

 

  router-idȂ 

 

ԇ   BGP Ȃ 

 

ᴳ  
 Уэ Уэ ̆ ᾳЮ̆ Ԉᴳ router ID

э Ȃѝҩ ╗ᾕᴍ̆ Ԉ ᾃ э ̆ ᾳЮ̆

ID̆ԈᵳУэ Ԉ ⁞ ұ ᾃὲӹ Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# bgp cluster-id 10.0.0.1 

 

 ԇ  

 bgp client-to-client reflection  
Ὧ ԇ 

neighbor route-reflector-client 
ѝ  
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41-96 

   

 

   
ԇ  

 - - 

41.1.16 bgp confederation identifier 

ԇ AS Ȃᴳ ԇ no ὲ Ȃ 

bgp confederation identifier as-number 

no bgp confederation identifier 

   
 

 as-number AS Ȃ ̔1..65535 

 

  Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ  

 У ῏ ᾃ IBGP ᴇ Ȃ 

Уэ ‚‍ѝ э ̆ Уэ У ID( AS )
Ҿ Уэ Ȃ ̆ э Ӱ ѝ Уэ AS̆з

AS Ȃ ᾃ ̆ ᾃ BGP speakers Ѯ Ӱ

ὤ IBGP ᴇ ̆ BGP speaker Ѯ EBGP Ȃ

BGP speakers Ѯ EBGP Ӈת̆ ᶕ ̆ ұЮУ ȁMED
Ԉ ִἼ ᶕ Ӱ ᶑ а Ȃ 

 

ѡᴿ  Ruijie(config-router)# bgp confederation identifier 65000 

 

 ԇ  
Ὧ ԇ 

 bgp confederation peers ╗ AS AS 

 

   

 

   
ԇ  

 - - 

41.1.17 bgp confederation peers 
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ԇ AS ASȂᴳ ԇ no ὲ‮ ASȂ 

bgp confederation peers as-number [as-number,…] 

no bgp confederation peers as-number [as-number,…] 

   
 

 as-number ᾃ ASȂ ̔1..65535 

 

  Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ  

 У ῏ ᾃ IBGP ᴇ Ȃ 

Уэ ‚‍ѝ э ̆ Уэ У ID( AS )
Ҿ Уэ Ȃ ̆ э Ӱ ѝ Уэ AS̆з

AS Ȃ ᾃ ̆ ᾃ BGP speakers Ѯ Ӱ

ὤ IBGP ᴇ ̆ BGP speaker Ѯ EBGP Ȃ

BGP speakers Ѯ EBGP Ӈת̆ ᶕ ̆ ұЮУ ȁMED
Ԉ ִἼ ᶕ Ӱ ᶑ а Ȃ 

ԇ ASȂ 

~  
ԇУ Ԉ 15 э ̆ ұ 15 э

̆ ‍ ὡȂ  
 

ѡᴿ  Ruijie(config-router)# bgp confederation peers 65000 65100 

 

 ԇ  
Ὧ ԇ 

 bgp confederation identifier  

 

   

 

   
ԇ  

 - - 

41.1.18 bgp default ipv4-unicast 

ԇ address family ѝ IPv4 Ȃᴳ ԇ no ‮

Ȃ 

bgp default ipv4-unicast 



BGP ԇ 
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no bgp default ipv4-unicast 

   
 

 - - 

 

  ipv4-unicast Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ   ԇ BGP ᴳ address family ѝ ipv4 Ȃ 

 

ѡᴿ  Ruijie(config-router)# bgp default ipv4-unicast 

 

 ԇ  
Ὧ ԇ 

 address-family ipv4 ὡ IPv4  

 

   

 

   
ԇ  

 - - 

41.1.19 bgp default local-preference 

ᴳ ԇ local-preference ḣȂᴳ ԇ no ὲ ḣȂ 

bgp default local-preference value 

no bgp default local-preference 

   
 

 value ִἼ ḣȂ ̔0..4294967295 

 

  ִἼ ḣѝ 100Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ  
 BGP ᴳ Local preference ᴐѝӱ IBGP peers ҃⁮ ִἼ ᵑ Ѯ

ЎLocal preference ḣ ִἼ Ȃ 

BGP speaker ⁮ IBGP peers ╗ ִἼ Ȃ 



BGP ԇ 

41-99 

 

ѡᴿ  Ruijie(config-router)# bgp default local-preference 200 

 

 ԇ  

 show ip bgp BGP Ȃ 

bgp bestpath always-compare-med 
ѡ ִ ̆ἵ а

AS ᴇ MED ḣȂ 

bgp bestpath medconfed 
ѡ ִ ἵ̆ AS
ᾃ ᴇ MED ḣȂ 

Ὧ ԇ 

bgp bestpath med missing-as-worst 
ѡ ִ ̆ἵ MED

ִἼ ѝ ᴂȂ 

 

   

 

 


Q

�¸ 
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 show ip bgp BGP Ȃ 

bgp bestpath always-compare-med 
ѡ ִ ̆ἵ а

AS ᴇ MED ḣȂ 

bgp bestpath med confed 
ѡ ִ ἵ̆ AS
ᾃ ᴇ MED ḣȂ 

bgp bestpath med missing-as-worst 
ѡ ִ ̆ἵ MED

ִἼ ѝ ᴂȂ 

 

   

 

   
ԇ  

 - - 

41.1.21 bgp enforce-first-as 

ԇ ⁮ Уэ AS_PATH а AS UPDATE Ȃ

ᴳ no ԇ ὲὯ Ȃ 

bgp enforce-first-as 

no bgp enforce-first-as 

   
 

 - - 

 

  ╖  

 

ԇ   BGP  

 

ᴳ   ᾳЮ̆ UPDATE ̆ AS ὡ ѐȂ 

 

ѡᴿ  Ruijie(config-router)# bgp enforce-first-as 

 

 ԇ  
Ὧ ԇ 

 show ip bgp BGP  

 

   

 



BGP ԇ 

41-101 

   
ԇ  

 - - 

41.1.22 bgp fast-external-fallover 

ԇ EBGP peer ᴳ ̆ᴳ ԇ Ὧ

BGP ֶ Ȃᴳ ԇ no



BGP ԇ 

41-102 

   
 

 - - 

 

  



BGP ԇ 

41-103 

bgp graceful-restart restart-time restart-time 

no bgp graceful-restart restart-time 

   

  restart-time GR Restarter GR Helper б GR Restarter
Ѯ₥  

ѝ 1 ⁮ 3600  

 

  ѝ 120  

 

ԇ   BGP  

 

ᴳ  

 GR Restarter GR Helper̆ GR Restarter GR Helper
б GR Restarter Ѯ₥ ȂGR Helper Ӱ б

GR Restarter BGP ⁮ Established ̆‡ ѝ BGP ֶ ̆

BGP Ȃ 

ḣ BGP Open GR ╒ ѐ ̆ а ֶ ч GR
У ת̆ У Ȃ 

 

ѡᴿ 

 Ruijie(config)# router bgp 500 

Ruijie(config-router)# bgp graceful-restart 

Ruijie(config-router)# bgp graceful-restart restart-time 150 

Ruijie(config-router)# no bgp graceful-restart restart-time 

 

 ԇ  
Ὧ ԇ 

 bgp graceful-restart BGP ִ ╒ 

 

   

 

ԇ     

  10.4(2) ԇ 

41.1.25 bgp graceful-restart stalepath-time 

BGP ִ ╠ ᶑ ̆ᴳ ԇ bgp graceful-restart 
stalepath-timeȂ ԇ no stalepath-time ѝ ḣȂ 

bgp graceful-restart stalepath-time time 

no bgp graceful-restart stalepath-time 



BGP ԇ 

41-104 

   

  time б GR ̆Ӱ ᶑ stale
Ȃ 

ѝ 1 ⁮ 3600  

 

  ѝ 360  

 

ԇ   BGP  

 

ᴳ  

 ԇ GR Helper Ȃstalepath-time ѝ GR Helper б GR 
Restarter ̆ Restarter EOR Ȃ GR Helper
⁮б GR Restarter ֶ Restarter ѝľStaleĿ̆תӰ ᴳ

Ҿ б ȂGR Helper ⁮ GR Restarter ᶕ

ľזּ StaleĿ ̆ stalepath-time ᾃ̆ ҾľStaleĿ
̆‡ ֶ ‮ Ȃ ⁪ GR Helper ⁮ GR 

Restarter EOR ᴳ Ȃ 

 

ѡᴿ 

 Ruijie(config)# router bgp 500 

Ruijie(config-router)# bgp graceful-restart 

Ruijie(config-router)# bgp graceful-restart stalepath-time 240 

Ruijie(config-router)# no bgp graceful-restart stalepath-time 

 

 ԇ  
Ὧ ԇ 

 bgp graceful-restart BGP ִ ╒ 

 

   

 

ԇ     

  10.4(2) ԇ 

 

41.1.26 bgp log-neighbor-changes 

ԇᴳ а debug ᾳЮ BGP ᶕע Ȃᴳ ԇ no
Ὧ ╖  

bgp log-neighbor-changes 

no bgp log-neighbor-changes 



BGP ԇ 

41-105 

   
 

 - - 

 

  ╖ Ȃ 

 

ԇ   BGP   



BGP ԇ 

41-106 

ᾳЮ Ȃ 

 

ѡᴿ  Ruijie(config-router)# bgp nexthop trigger delay 30 

 

 ԇ  
Ὧ ԇ 

 bgp nexthop trigger enable nexthop ╖  

 

   

 

   
ԇ  

 - - 

41.1.28 bgp nexthop trigger enable 

ԇ ЮУ ╖ Ȃᴳ ԇ no Ὧ ЮУ ╖ Ȃ 

bgp nexthop trigger enable 

no bgp nexthop trigger enable 

   
 

 - - 

 

  ╖ Ȃ 

 

ԇ  
 BGP ̆BGP IPv4/IPv6/VPNv4 ̆BGP IPv4 VRF

Ȃ 

 

ᴳ   ԇ BGP ЮУ ╖ Ȃ 

 

ѡᴿ  Ruijie(config-router)# bgp nexthop trigger enable 

 

 ԇ  

Ὧ ԇ  
bgp nexthop trigger delay 

ЮУ ע

Ȃ 

 

   

 



BGP ԇ 
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ԇ  

 - - 

41.1.29 bgp redistribute-internal 

ԇ ⁸ BGP ӱ IBGP ἵ ‍ IGP ̆ RIPȁOSPFȁISIS
Ȃ 

bgp redistribute-internal 

no bgp redistribute-internal 

   
 

 - - 

 

  ᾳЮ IBGP аἵ ‍ IGP Ȃ 

 

ԇ   BGP B̆GP IPv4/IPv6 B̆GP IPv4 VRF Ȃ

 

ᴳ   ԇ ⁸ IBGP ἵ ‍ IGP Ȃ 

 

ѡᴿ  Ruijie(config-router)# bgp redistribute-internal 

 

 ԇ  
Ὧ ԇ 

 redistribute ‍ ὲ Ȃ 

 

   

 

   
ԇ  

 - - 

41.1.30 bgp router-id 

ԇ BGP ᴳ IDĺĺIP Ȃᴳ ԇ no
ᴳ IP Ȃ 

bgp router-id ip-address 

no bgp router-id ip-address 



BGP ԇ 

41-108 

   
 

 ip-address IP Ȃ 

   



BGP ԇ 

41-109 

ѡᴿ  Ruijie(config-router)# bgp scan-rib disable 

 

 ԇ  
Ὧ ԇ 

 bgp scan-time BGP  

 

   

 

   
ԇ  

 - - 

41.1.32 bgp scan-time 

ԇ BGP Ȃ 

bgp scan-time time 

no bgp scan-time [time] 

   
 

 time ̕ ̔5..60̆ ᴁ̔  

 

  60 Ȃ 

 

ԇ  
 BGP ̆BGP IPv4/IPv6/VPNv4 ̆BGP IPv4 VRF

Ȃ 

 

ᴳ  
 ԇ BGP ̆ bgp scan-rib enable Ὧ ѐ

Ȃ 

 

ѡᴿ  Ruijie(config-router)# bgp scan-time 30 

 

 ԇ  
Ὧ ԇ 

 bgp scan-rib enable BGP  

 

   

 

   
ԇ  

 - - 
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41.1.33 bgp update-delay 

BGP Speaker У ₥ ̆ᴳ bgp 
update-delay ԇȂᴳ ԇ no bgp update-delay ̆ ‫

ѝ ḣȂ 

BGP ִ ѐ̆ ұ Ȃ 

bgp update-delay delay-time 

no bgp update-delay 

   

 

 

delay-time 

BGP Speaker ὲ ᶕ ₥

̆ ᴁѝ ̆ ѝ 0 ⁮ 3600̆ ѝ 120
Ȃ BGP ִ ѐ̆ѝ ⁮

EOR Ȃ ѝ 1 ⁮ 3600
Ȃ 

 

  ѝ 120  

 

ԇ   BGP  

 

ᴳ  

 BGP ╟ ̆ Ἴ У бӹ ̆ Ҿ

Ȃ б ̆аֶ Э ̆ У ̆ ὤ

⁮ ̆ ִ ̆ᾋ

Ȃ ṁ ̆ ᴂ Ȃ ֒

ᶕ ̆‡ӹ ѝӱὲӹ ⁮ ִ ̆ ᾋ Ȃ 

bgp update-delay ԇ ұ ֒ ‫ ̆ э ӱб Уэ

⁮ ₥ ѝBGP
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ԇ  

 - - 

41.1.34 clear bgp all 

BGP ᴁȂ ᴁ ᾃ ᾱ Ȃ 

clear bgp all [as-number|] 

clear bgp all peer-group peer-group-name [[soft] [in | out]] 

   

  ᴁ Ю ᴇֶ  

as-number ᴁ AS ѐ ֶ  

peer-group ᴁ э ᴇ  

peer-group-name ᴇ  

in а╗ soft̆ ᴁ ᴇ ў╟ ֶ  

out 
а╗ soft̆ ᴁ BGP speaker ў╟

ֶ  

soft ᴁ̆ ᴇ ᶕ ᴁ

soft in ᴁ̆ ᶕ ᴁ 

 

soft out ᴁ̆ ‍ ᶕ ᴁ 

 

   



BGP ԇ 
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ԇ  

 - - 

41.1.35 clear bgp ipv4 unicast 

BGP IPv4 ᴁȂ ԇб clear ip bgp ╖ ȁ ὤУ Ȃ 

   
 

 clear ip bgp ԇ clear ip bgp ԇ 

 

  clear ip bgp ԇ 

 

ԇ   Ȃ 

 

ᴳ   clear ip bgp ԇ 

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 clear ip bgp BGP IPv4 ᴁ

 

   

 

   
ԇ  

 - - 

41.1.36 clear bgp ipv4 unicast dampening 

ᴳ ԇ ᶕ ᴳ ⁸ ⁸Ȃ 

clear bgp ipv4 unicast dampening [address [mask]] 

   

 address IP Ȃ  

 mask Ȃ 

 

   

 



BGP ԇ 

41-113 

ԇ    

 

ᴳ  
 ԇ BGP ᶕ ̆ᴳ ⁸ ⁸Ȃ ԇ Ԉ

╟ BGP Ȃ 

 

ѡᴿ  Ruijie# clear bgp ipv4 unicast dampening 192.168.0.0 255.255.0.0

 

 ԇ  

 show ip bgp dampening dampened-paths ᶕ  Ὧ ԇ 

bgp dampening ῏╖ ῏  

 

   

 

   
ԇ  

 - - 

41.1.37 clear bgp ipv4 unicast external 

ᴳ ԇᴳ EBGP ᴁ 

clear bgp ipv4 unicast external [[soft] [in | out]] 

   

 in а╗ soft̆ ᴁ ᴇ ў╟ ֶ Ȃ 

out 
а╗ soft̆ ᴁ BGP speaker ў╟

ֶ Ȃ 

soft 
ᴁ̆ ᴇ ᶕ

ᴁȂ 

soft in ᴁ̆ ᶕ ᴁȂ 

 

soft out ᴁ̆ ‍ ᶕ ᴁȂ 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ᴳ ԇ ᴳ Ԉ BGP ᴁȂ 
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ѡᴿ  Ruijie# clear bgp ipv4 unicast external in 

 

 ԇ  

 clear ip bgp ᴁ BGP ֶ  Ὧ ԇ 

show ip bgp neighbors BGP ᶕ  

 

   

 

   
ԇ  

 - - 

41.1.38 clear bgp ipv4 unicast flap-statistics 

ᴳ ԇ ᶕ Ȃ 

clear bgp ipv4 unicast flap-statistics [address[ mask]] 

   

 address IP   

mask  

 

   

 

ԇ   Ȃ 

 

ᴳ  
 ᴳ ԇ ᶕ ̆҂аֶ Ȃ

ᶕ ᶕ ̆ Ԉᴳ clear ip bgp 
dampening ԇȂ 

 

ѡᴿ  Ruijie# clear bgp ipv4 unicast flap-statistics 

 

 ԇ  

 bgp dampening ῏╖ ῏  Ὧ ԇ 

show ip bgp BGP  
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ԇ  

 - - 

41.1.39 clear bgp ipv4 unicast peer-group 

ᴳ ԇ ᴁ ᴇ ѐ ֶ Ȃ 

clear bgp ipv4 unicast peer-group peer-group-name [[soft] [in | out]] 

   

 peer-group-name ᴇ Ȃ 

in а╗ soft̆ ᴁ ᴇ ў╟ ֶ Ȃ 

out 
а╗ soft̆ ᴁ BGP speaker ў╟

ֶ Ȃ 

soft 
ᴁ̆ ᴇ ᶕ

ᴁȂ 

soft in 
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BGP IPv6 ᴁȂ 

ԇб clear bgp ipv4 unicast ╖ ̆נ ᴐ а Ȃ 

   

  clear bgp ipv4 unicast
ԇȂ 

clear bgp ipv4 unicast ԇȂ 

 

  clear bgp ipv4 unicast ԇȂ 

 

ԇ   Ȃ 

 

ᴳ   clear bgp ipv4 unicast ԇ 

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 clear bgp ipv4 unicast BGP IPv4 ᴁ

 

   

 

   
ԇ  

 - - 

41.1.41 clear bgp vpnv4 unicast 

BGP VPNV4 ᴁȂ 

ԇб clear bgp ipv4 unicast ╖ ̆נ ᴐ а Ȃ 

   

  clear bgp ipv4 unicast
ԇ 

clear bgp ipv4 unicast ԇ 

 
 

  clear bgp ipv4 unicast ԇ 

 

ԇ    
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ᴳ   clear bgp ipv4 unicast ԇ 

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 clear bgp ipv4 unicast BGP IPv4 ᴁ

 

   

 

   
ԇ  

 - - 

41.1.42 clear ip bgp 

ᴳ ԇ BGP IPv4 ᴁȂ 

clear ip bgp {* | as number } [soft [in | out]] 

   

 
* 

ᴁ ₥ BGP
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Ȃ 

ұа ⁹ ╖ peer̆ Ԉᴳ ԇ neighbor soft-reconfiguration 
inbound ѝ э BGP ᴇ BGP speaker Эᶑ У֙ ᶕ Ȃ

ֶ ‍ Ȃ 

Ԉ show ip bgp neighbors ԇ ″ BGP ᴇ ⁹ ̆

̆ ὡ ע neighbor soft-reconfiguration 
inbound ԇȂ 

~  
ᴳ ԇ BGP router ⁹ ╖ Ȃ ӊ

⁹ ╖ Ȃ  
 

ѡᴿ  Ruijie# clear bgp ipv4 unicast * 

 

 ԇ  

 
neighbor soft-reconfiguration inbound 

BGP session̆ ᶑ BGP 
ᴇ( ) ᶕ  

Ὧ ԇ 

show ip bgp BGP  

 

   

 

   
ԇ  

 - - 

41.1.43 clear ip bgp dampening 

ᴳ ԇ IPv4 ᶕ ᴳ ⁸ ⁸Ȃ 

clear ip bgp dampening [address mask] 

   

 address IP Ȃ  

mask Ȃ 

 

   

 

ԇ    

 

ᴳ  
 ԇ BGP ᶕ ̆ᴳ ⁸ ⁸Ȃ ԇ Ԉ

╟ BGP Ȃ 
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ѡᴿ  Ruijie# clear ip bgp dampening 192.168.0.0 255.255.0.0 

 

 ԇ  

 show ip bgp dampening dampened-paths ᶕ  Ὧ ԇ 

bgp dampening ῏╖ ῏  

 

   

 

   
ԇ  

 - - 

41.1.44 clear ip bgp external 

ᴳ ԇᴳ IPv4 EBGP ᴁ 

clear ip bgp external [[soft] [in | out]] 

   

 in а╗ soft̆ ᴁ ᴇ ў╟ ֶ Ȃ 

out 
а╗ soft̆ ᴁ BGP speaker ў╟

ֶ Ȃ 

soft in ᴁ̆ ᶕ ᴁȂ 

 

soft out ᴁ̆ ‍ ᶕ ᴁȂ 

 

   

 

ԇ   Ȃ 

 

ᴳ   ᴳ ԇ ᴳ Ԉ BGP ᴁȂ 

 

ѡᴿ  Ruijie# clear ip bgp external in 

 

 ԇ  

 clear ip bgp ᴁ BGP ֶ  Ὧ ԇ 

 show ip bgp neighbors BGP ᶕ  
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ԇ  

 - - 

41.1.45 clear ip bgp flap-statistics 

ᴳ ԇ IPv4 ᶕ Ȃ 

clear ip bgp flap-statistics [address[ mask]] 

   

 address IP   

 mask  

 

   

 

ԇ    

 

ᴳ  
 ᴳ ԇ ᶕ ̆҂аֶ Ȃ

ᶕ ᶕ ̆ Ԉᴳ clear ip bgp 
dampening ԇȂ 

 

ѡᴿ  Ruijie# clear ip bgp flap-statistics 
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ԇ    

 

ᴳ   ԇ ұ table-map ᶕ Ȃ 

 

ѡᴿ  Ruijie# clear ip bgp table-map 

 

 ԇ  

 clear ip bgp ᴁ BGP ֶ  Ὧ ԇ 

 show ip bgp BGP  

 

   

 

   
ԇ  

 - - 

41.1.48 clear ip bgp vrf 

ᴳ ԇ ᴁ vrf ѐ ֶ Ȃ 

clear ip bgp vrf vrf-name [* | address] [[soft] [in | out]] 

   

 vrf-name vrf  

* ᴁ vrf Ю BGP ֶ Ȃ 

address ᴁ vrf Юб peer BGP ֶ Ȃ 

in а╗ soft̆ ᴁ ᴇ ў╟ ֶ Ȃ 

out 
а╗ soft̆ ᴁ BGP speaker ў╟

ֶ Ȃ 

soft 
ᴁ̆ ᴇ ᶕ

ᴁȂ 

soft in ᴁ̆ ᶕ ᴁȂ 

 

soft out ᴁ̆ ‍ ᶕ ᴁȂ 

 

  Ȃ 

 

ԇ   Ȃ 
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ᴳ   ԇ ᴁ vrf ѐ BGP ֶ Ȃ 

 

ѡᴿ  Ruijie# clear ip bgp vrf my-vrf in 

 

 ԇ  

 clear ip bgp ᴁ BGP ֶ  Ὧ ԇ



BGP ԇ 
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 - - 

41.1.51 distance bgp 

ᴳ ԇѝа BGP а Ȃᴳ no ԇ Ȃ 

distance bgp external-distance internal-distance local-distance 

no distance bgp [external-distance internal-distance local-distance] 

   

 external-distance ӱ EBGP peers ҃⁮ Ȃ 1̔..255

internal-distance ӱ IBGP peers ҃⁮ Ȃ 1̔..255 

local-distance 

 



BGP ԇ 
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  Ѭ‟  

 

ԇ   Ȃ 

 

ᴳ   Ὧұ ‡ ȇ IP ȈѐȂ 

 

ѡᴿ  Ruijie(config-router)# ip as-path access-list hsd deny  ̂ 123$ 

 

 ԇ  

 
neighbor filter-list 

ᴇЭ as-path ⁸

‟  
Ὧ ԇ 

 neighbor distribute-list ᴇЭ ‍ ‟  

 

   

 

   
ԇ  

 - - 

41.1.54 maximum-prefix 
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ԇ   
BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP
IPv4 VRF ̆BGP VPNv4  

 

ᴳ   

BGP Ю ᶕ ₥ redistribute ὡ ҂̆ ӱ

҃ ὡ ̆а ᾰͅУ Ю BGP ᶕ ₥ ⁮ ̆

ᶕ ₥ аᾋ , table ὡ overflow ̆ Ю

҂ ὡ overflow Ȃ 

 show bgp < > summary table Ȃ 

bgp̆ ᴳ  clear bgp < > * ᴁ Ȃ 

&  ὡoverflow ӑ maximum-prefix ᶢ Ȃ
 

 

ѡᴿ  

ᴿ 1̔ԈЮѡᴿҩѝ ipv4 multicast ⁸ BGP ᶕ ₥ Ȃ 

Ruijie(config)# router bgp 65000 

Ruijie(config-router)# address-family ipv4 unicast  

Ruijie(config-router-af)# maximum-prefix 65535 

 

 ԇ  

 clear bgp <addressfamily|all> * BGP ᴁ Ὧ ԇ 

 show bgp < addressfamily|all > summary BGP ᶕ  
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  ipv4 Ю Ȃ 

 

ԇ  
 BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP

IPv4 VRF ̆BGP VPNv4 Ȃ 

 

ᴳ  
 ұ ipv4 э ԇ ̆ ұὲӹ ̆ ԇ

ᶕ Ӈ Ȃ 

 

ѡᴿ 

 Ruijie(config)# router bgp 60 

Ruijie(config-router)# neighbor 10.0.0.1 remote-as 100 

Ruijie(config-router)# address-family vpnv4 

Ruijie(config-router-af)# neighbor 10.0.0.1 activate 
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ԇ   BGP  

 

ᴳ   ҩ BGP ᴇ ̆ ѫ ᴇ ԇ Ȃ 

 

ѡᴿ 

 Ruijie(config)# router bgp 60 

Ruijie(config-router)# neighbor 10.0.0.1 remote-as 100 

Ruijie(config-router)# neighbor 10.0.0.1 advertisement-interval 10

 

 ԇ 
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IBGP ᴇ EBGP ᴇ Ԉ Ȃ 

 

ѡᴿ 

 Ruijie(config)# router bgp 60 

Ruijie(config-router)# neighbor 10.0.0.1 remote-as 100 

Ruijie(config-router)# address-family ipv4 vrf vpn1 

Ruijie(config-router-af)# neighbor 10.0.0.1 allowas-in 

 

 ԇ  

 router bgp BGP  Ὧ ԇ 

 neighbor remote-as BGP ᴇȂ 

 

   

 

   
ԇ  

 - - 

41.1.58 neighbor as-override 

ᴳ ԇ PE Уэ AS ȂG ԇ no Ԉ ḣȂ 

neighbor {peer-address | peer-group-name} as-override 

no neighbor {peer-address | peer-group-name} as-override 

   

 peer-address ᴇ Ȃ  

peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ

 

  as-override ╖ Ȃ 

 

ԇ   BGP ̆BGP IPv4 ̆BGP IPv4VRF Ȃ 

 

ᴳ  

 ᾳЮ̆BGP аֶ έ AS ᶕ ̆ᴳ ԇ

Ԉ AS ̆ᴳ BGP Ԉ ӱ AS ּ ᶕ Ȃ 

vpn ѐ̆ ὴ ұчэ CE έ AS ̆ ѫ ᾳЮ̆ чэ

CE ╕ ᶕ ̆ PE Э Э ԇ ̆ Ԉ PE CE AS ̆

ᴳ У CE Ԉ ᶕ Ȃ 

EBGP ᴇ ╖ Ȃ 
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ѡᴿ 

 Ruijie(config)# router bgp 60 

Ruijie(config-router)# neighbor 10.0.0.1 remote-as 100 

Ruijie(config-router)# address-family ipv4 vrf vpn1 

Ruijie(config-router-af)# neighbor 10.0.0.1 as-override 

 

 ԇ
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Ruijie(config-router)# neighbor 10.1.1.1 remote-as 80 

Ruijie(config-router)# neighbor 10.1.1.1 default-originate 

 

 ԇ 
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 router bgp BGP  

 neighbor remote-as BGP ᴇ( )Ȃ 

 

   

 

   
ԇ  

 - - 

41.1.61 neighbor distribute-list 

BGP ᴇ ᶕ ̆ ACL Ȃᴳ ԇ no
ACLȂ 

neighbor {peer-address | peer-group-name} distribute-list access-list-number {in | out} 

no neighbor {peer-address | peer-group-name} distribute-list access-list-number {in | 
out} 

   

 

peeraddcest 
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Ruijie(config-router)# neighbor 
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ѡᴿ 

 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# neighbor 10.0.0.1 remote-as 65100 

Ruijie(config-router)# neighbor 10.0.0.1 ebgp-multihop 

 

 ԇ  

 router bgp BGP  Ὧ ԇ 

neighbor remote-as BGP ᴇȂ 

 

   

 

   
ԇ  

 - - 

41.1.63 neighbor filter-list 

ԇ BGP ᴇ ᶕ ̆G Уэ ȂG ԇ no
Ȃ 
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 ѝ ᴇ Local ASȂ ѝ ᴇ Local AS̆‡ ᾳЮ ֗ᴉ

̆ ᴇ ᴳ Local AS б BGP ̆ ֶ ᶕ

AS-PATH ѐ ╗ Local AS̆ ᴇ ᶕ Ѯ₥ֶ Local AS ὡ⁮

AS-PATH ѐȂ 
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peer-group-name 
ᴇ Ȃ 

ᴇ а 32 Ȃ 

maximum ἵ ᶕ Э ḣȂ 

threshold ӊ ‍ ḣ 

warning-only 
ᶕ ⁮Э а BGP ̆ У

э ᶕ Ȃ 

 

  ╖ Ȃ 

 

ԇ  
 BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP

IPv4 VRF Ȃ 

 

ᴳ  

 ᾳЮ̆ ⁮ ᶕ Э ̆ Ὧ BGP Ȃ а Ὧ

̆ ѫ Ԉ warning-only ⁸Ȃ 

ҩ BGP ᴇ ̆ ѫ ᴇ ԇ ת̆

ѝ ᴇ э ԇ̆ὲ ұ ᴇ Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# neighbor 10.0.0.1 maximum-prefix 1000 

 

 ԇ  

 router bgp BGP  Ὧ ԇ 

 neighbor remote-as BGP ᴇȂ 

 

   

 

   
ԇ  

 - - 

41.1.66 neighbor next-hop-self 

BGP ᴇ‍ ̆G ԇ ᶕ ЮУ ѝ BGP speakerȂ
ᴳ ԇ no Ȃ 

neighbor {peer-address | peer-group-name} next-hop-self 

no neighbor {peer-address | peer-group-name} next-hop-self 
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peer-address 

ᴇ ̆ э IPv4 ̆҂
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  next-hop-unchanged  BGP ᴇ̂ ̃ ̆а ЮУ  

 

  ᾳЮ̆ EBGP ᴇ ֶ ЮУ Ȃ 

 

ԇ   BGP ̆BGP IPV4 ̆BGP VPN  

 

ᴳ  

 Neighbor next-hop-unchanged ԇ ұ ⁸ EBGP ᴇֶ ּ

ᶕ ЮУ а Ȃ ԇа Э ̆ ұУэ

̆ ᴳ ╖ ‡а ᴳ neighbor next-ho-self ԇᶢ ЮУ ᶕ Ȃ

╖ ₥ў VPN ѐȂ VPN OptionĈ Multihop MP-EBGP̃
ѐ̆ѝҩ῏ VPN PE ὤ ̆ Ԉ э ᾃ У

̆ а Multihop MP-EBGP ̆Ӈҵ VPN Ȃ

ұ ᾳЮ EBGP ᴇ ֶᶢ ЮУ ѝ ̆ ֶ ὲӹ

PE ⁮ VPN ̆ ѝ VPN ЮУ ѝ ̆ Tj
/C2_0or nexhb 1 -1(f
0 T321 Tw 1 0 30104BTj
/63C2_0or nxc)-2(h)6(an)6(ghanx)10 Tf
0 Tc 0 Tw 13.73 0 TBGP12679>6<02C876<146443C3E>5346<0-0.0035 Tc 4.245 0 Td
(PEp)-4(tio)-4(nBG)-9(Tf
0 Tc 0 Tw 8.898 0 T3C3471D052709A5>6<45D51BCT0 1 Tf
-0.0013 Tc 10.227 0 6
(PEp)-4(tio)-4  Tfv4
0 Tc 3.018 0 Td
[<11C35AFC>6<479111D80C3C>6443C7>6<05B5164301CC4>6<41BC03DE>51>6<0-0.0013 Tc 10.9.97679>6<0(f
0 TET
66.84 46j
/479)Tj
191.46 re
f
66.84 46j
/476 )Tj
/
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41.1.69 neighbor peer-group (assigning members) 

ԇ BGP ᴇ ѝBGP ᴇ ȂG ԇ no B-9P
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ԇ  

 - - 

41.1.70 neighbor peer-group (creating) 

ԇ… BGP ᴇ Ȃᴳ ԇ no ‮ ᴇ ὲ Ȃ 

neighbor peer-group-name peer-group 

no neighbor peer-group-name peer-group 

   
 

 peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ

 

  … BGP ᴇ Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ  
 э BGP ᴇ Ԉ ̆ ѫ Ԉѝ Ҿ ᴇ Ҿ 
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41.1.71 neighbor prefix-list 

BGP ᴇ ᶕ ̆ᴳ ԇ ₥ ‟ Ȃᴳ

ԇ no prefix-listȂ 

neighbor {peer-address | peer-group-name} prefix-list prefix-list-name {in | out} 

no neighbor {peer-address | peer-group-name} prefix-list {in | out} 

   

 
peer-address 

ᴇ ̆ э IPv4 ̆҂

IPv6 Ȃ 

peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ

prefix-list-name prefix-list Ȃ₥ ‟ а 32 Ȃ 

in prefix list ұ ⁮ ᶕ Ȃ 

 

out prefix list ұ‍   ᶕ Ȃ 

 

  ╖ Ȃ 

 

ԇ  
 BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP

IPv4 VRF ̆BGP VPNv4 Ȃ 

 

ᴳ  

 ὡ ‡(in)   ‡(out)̆֗ᴉ Ḁ̆ ԇ neighbor distribute-list
ү а Ὥ ̆ У ԇ Ȃ 

ҩ BGP ᴇ ̆ ѫ ᴇ ԇ ת̆

ѝ ᴇ э neighbor prefix-list in̆ὲ ұ ᴇ Ȃ 

э ұ ̆ Ԉ а Э а ̆ ⁸Ȃ

 

ѡᴿ 

 Ruijie(config)# ip prefix-list bgp-filter deny 10.0.0.1/16 

Ruijie(config)# router bgp 65000 

Ruijie(config-router)# neighbor 10.0.0.1 prefix-list bgp-filter in

 

 ԇ  

 router bgp BGP  

neighbor remote-as BGP ᴇȂ 
Ὧ ԇ 

ip prefix-list … ip ₥ ‟  
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ԇ‮ EBGP ᴇ AS ѐ AS Ȃᴳ

ԇ no Ȃ 

neighbor {peer-address | peer-group-name} remove-private-as 

no neighbor {peer-address | peer-group-name} remove-private-as 

   

 
peer-address 

ᴇ ̆ э IPv4 ̆҂

IPv6 Ȃ 
 

peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ

 

  ╖ Ὧ  

 

ԇ  
 BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP

IPv4 VRF Ȃ 

 

ᴳ  
 ԇ EBGP ᴇ Ȃ AS ꜛ AS EBGP

ᴇ AS ̆ а‮ AS Ȃ AS ̔64512͘65535Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# neighbor 10.0.0.1 remove-private-as 

 

 ԇ  

 router bgp BGP  Ὧ ԇ 

 neighbor remote-as BGP ᴇȂ 

 

   

 

   
ԇ  

 - - 

41.1.74 neighbor route-map 

ԇ ұ   ᴳ רּ Ȃᴳ ԇ no Ὧ ╖ Ȃ 

neighbor {peer-address | peer-group-name } route-map map-tag {in | out} 

no neighbor {peer-address | peer-group-name } route-map map-tag {in | out} 
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peer-address 

̆ э IPv4 ̆҂

IPv6 Ȃ 

 peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ

 map-tag ּר ‡ Ȃ 

 in ұ ᴳ ‡Ȃ 

 out ұ  ᴳ ‡ 

 

  Ȃ 

 

ԇ  
 BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP

IPv4 VRF ̆BGP VPNv4 Ȃ 

 

ᴳ  
 ԇ Ԉ а ᴳ а  ὡ ‡ ὡ   Ȃ Ԉ ⁮

ע᾿ ⁸ Ȃ 

э ұ ̆ Ԉ а Э а ̆ ⁸Ȃ

 

ѡᴿ  Ruijie(config-router)# neighbor ip-address route-map map-tag in 

 

 ԇ  

 neighbor soft-reconfiguration inbound ẏ BGP ᴇ ᶕ  Ὧ ԇ 

show ip bgp BGP  

 

   

 

   
ԇ  

 - - 

41.1.75 neighbor route-reflector-client 

ԇ ѝ ̆ ὲ Ȃᴳ ԇ no
Ȃ 

neighbor peer-address route-reflector-client 

no neighbor peer-address route-reflector-client 
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peer-address 

ᴇ ̆ э IPv4 ̆҂

IPv6 Ȃ 

 

  ╖  

 

ԇ   BGP  

 

ᴳ  

 ᾳЮ̆ ᾃ IBGP speakers ὤ Ὧ B̆GP speaker
а ӱ У IBGP peer ҃⁮ ὲӹ IBGP peers̆Ԉ   Ȃ

Ԉ ԇ ̆ аᾋ IBGP speakers Ѯ ὤ

Ὧ ̆ ἵ ҃⁮ IBGP ὲӹ IBGP peersȂ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# neighbor 10.0.0.1 route-reflector-client 

 

 ԇ  

 router bgp BGP  

neighbor remote-as BGP ᴇȂ 

bgp cluster-id  IDȂ 

Ὧ ԇ 

bgp client-to-client reflection Ѯ Ȃ 
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peer-group-name 
ᴇ Ȃ 

ᴇ а 32 Ȃ 

both ῆ ᴇ ּ ȂȂ 

standard ּ ῆ ᴇȂ 

extended ּ ᴇȂ 

 

  ╖ Ȃ 

 

ԇ  
 BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP B94  
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  ╖ Ȃ 

 

ԇ   BGP ̆BGP IPv4 ̆BGP VPNv4 Ȃ 

 

ᴳ  

 ᴳ ԇ Ԉἵ BGP MPLS label ᶕ ̆ ᴇч

ԇȂ ԇ Ȃ BGP Ю ԇ̆

ipv4 unicast Ȃ ұ AS ̆ ҩ ԇ AS Э

MPLS Ȃ 

 

ѡᴿ 

 Ruijie(config)# router bgp 100 

Ruijie(config-router)# neighbor 192.168.0.1 remote-as 101 

Ruijie(config-router)# neighbor 192.168.0.1 send-label 

 

 ԇ  

 router bgp BGP  Ὧ ԇ 

neighbor remote-as BGP ᴇȂ 

 

   

 

   
ԇ  

 - - 

41.1.78 neighbor shutdown 

ԇὯ BGP ᴇ BGP Ȃᴳ ԇ no ╟ BGP
ᴇ( )Ȃ 

neighbor {peer-address | peer-group-name} shutdown 

no neighbor {peer-address | peer-group-name} shutdown 

   

 
peer-address 

ᴇ ̆ э IPv4 ̆҂

IPv6 Ȃ 
 

peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ

 

  ╖ Ȃ 
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ԇ  
 BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP

IPv4 VRF Ȃ 

 

ᴳ  

 ᴳ ԇ Ὧ ᴇ( ) ̆ ‮ Ὧ ᶕ Ȃת

ԇӰ ᶑ ᴇ( ) ᶕ Ȃ 

ҩ BGP ᴇ ̆ ѫ ᴇ ԇ ת̆

ѝ ᴇ э ԇ̆ὲ ұ ᴇ Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 60 

Ruijie(config-router)# neighbor 10.0.0.1 shutdown 

 

 ԇ  

 router bgp BGP  

neighbor remote-as BGP ᴇȂ 
Ὧ ԇ 

show ip bgp summary BGP  

 

   

 

   
ԇ  

 - - 

41.1.79 neighbor soft-reconfiguration inbound 

ԇἵ ẏ BGP ᴇ ᶕ Ȃᴳ ԇ no Ὧ Ȃ 

neighbor {peer-address | peer-group-name} soft-reconfiguration inbound 

no neighbor {peer-address | peer-group-name} soft-reconfiguration inbound 

   

 
peer-address 

ᴇ ̆ э IPv4 ̆҂

IPv6 Ȃ 
 

peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ

 

  ╖ Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ   ԇ BGP ֶ ̆ ᶑ BGP ᴇ( ) ᶕ Ȃ 
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ԇ ᾃ ̆ ⁹ ̆ ѫа

ԇ̆ Ԉ show ip bgp neighbors ″ ᴇ ⁹ Ȃ 

ҩ BGP ᴇ ̆ ѫ ᴇ ԇ ת̆

ѝ ᴇ э ԇ̆ὲ ұ ᴇ Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# neighbor 10.0.0.1 soft-reconfiguration 

inbound 

 

 ԇ  

 router bgp BGP  

neighbor remote-as BGP ᴇȂ 

show ip bgp neighbors BGP ᴇ ᶕ  

Ὧ ԇ 

clear ip bgp ᴁ BGP ᴇֶ  

 

   

 

   
ԇ  

 - - 

41.1.80 neighbor soo 

ᴳ ԇ ľ Ŀ ḣ,ᴳ no ԇ ľ Ŀ ḣȂ 

neighbor {peer-address | peer-group-name} soo soo-value 

no neighbor {peer-address | peer-group-name} soo 

   

 peer-address ᴇ Ȃ 

peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ

 

soo-value 

soo ḣȂ 

soo_value Ԉ ч а ̔ 

̂1̃soo_value̗ as_num̔nn 

an_num ὨὭ ̆nn ѬȂ

̂2̃soo_value ̗ ip_addr:nn 

ip_addr ὤ IP n̆n ѬȂ
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ԇ   BGP Ȃ 

 

ᴳ  
 ԇἵ Ὠ ⁸ Ȃ 

ҩ BGP ᴇ ̆ ѫ ᴇ ԇ ת̆

ѝ ᴇ э ԇ̆ὲ ұ ᴇ Ȃ 

 

ѡᴿ 

 Ruijie(config)# router bgp  

Ruijie(co-Td
(ronfig)# )Tj
/TT3 113.773con7 0 neighbord
( )Tj
/TT2 1 Tf
04.79.012 0 Td
( )Tj4/TT2 1 Tf
-0.00130J
-8.012 0 0 0 0 01g)# 
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  ᴳ ִ ᴐѝ   Ȃ 

 

ԇ  
 BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP

IPv4 VRF Ȃ 

 

ᴳ  

 ԇ Ԉᴳ loopback BGP ᴇ BGP Ȃ 

ҩ BGP ᴇ ̆ ѫ ᴇ ԇ Ȃ 

̆ аֶ ᴳ э TCP Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# neighbor 10.0.0.1 update-source lookback 1

 

 ԇ  

 router bgp BGP  Ὧ ԇ 

neighbor remote-as BGP ᴇȂ 
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ᴳ   ᴳ ԇԈ ̆BGP ╖ Ȃ 

 

ѡᴿ  Ruijie(config-router)# neighbor 10.1.1.1 version 3 

 

 ԇ  

 router bgp BGP  Ὧ ԇ 

 neighbor remote-as BGP ᴇȂ 

 

   

 

   
ԇ  

 - - 

41.1.85 neighbor weight 

ԇ BGP ᴳ ḣȂG ԇ no ḣ

Ȃ 

neighbor {peer-address|peer-group-name} weight number 

no neighbor {peer-address|peer-group-name} weight 

   

 peer-address ᴇ Ȃ 

peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ
 

number ḣȂ ḣ ̔0 - 65535 

 

 
 ḣ̆ ӱ ⁮ ḣ‫ ѝ 0̆

ḣ‫ ѝ 32768Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ  
 ᴳ ԇԈ ̆ӱ э эḣᴐѝ ‫ ḣȂ ḣ

ִ̆Ἴ Ȃ 

ᴳ ҩ route-map ѐ set weight Ḁ̆ ԇ ḣȂ 

 

ѡᴿ  Ruijie(config-router)# neighbor 10.1.1.1 weight 73 
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 ԇ  

 router bgp BGP  Ὧ ԇ 

 neighbor remote-as BGP ᴇȂ 

 

   

 

   
ԇ  

 - - 

41.1.86 network(BGP) 

ԇ BGP speaker Ὠ ᶕ Ȃᴳ ԇ no ‮ ᶕ

Ȃ 

network network-number mask mask [route-map map-tag] [backdoor] 

no network network-number mask mask [route-map] [backdoor] 

   

 network-number Ȃ 

 mask Ȃ 

 map-tag route-map Ȃroute map а 32 Ȃ 

 

 backdoor ѝ Ȃ 

 

  ᶕ Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ  
 ԇἵ IGP ὡ BGP ѐ Ὠ̆ ᶕ Ԉ ̆

╟ Ȃ 

‾ route-map Ԉᶢ ᶕ Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# network 10.0.0.1 mask 255.255.0.0 

 

 ԇ  

 router bgp BGP  

Ὧ ԇ 

 redistribute ‍  
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 network synchronization Network Ὧ 

 

   

 

   
ԇ  

 - - 

41.1.87 network synchronization 

ԇ BGP speaker
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41.1.88 overflow memory-lack 

ԇἵ ᾃ а BGP ὡ OVERFLOW Ȃᴳ ԇ no Ὧ ╖ Ȃ 

overflow memory-lack 

no overflow memory-lack 

 

   
 

 no 
Ὧ ᾃ а BGP ὡ OVERFLOW

╖ Ȃ 

 

  ᾃ а ᾳЮ BGP ἵ ὡ OVERFLOW Ȃ 

 

ԇ   BGP  

 

ᴳ   

BGP ὡ OVERFLOW ў х ⁮ ̆ ѝ ᶑ ᾃ аᾋ
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 10.3(4b3) ԇ ԇ  

   

41.1.89 redistribute 

‍ ԇ̆ Ԉ ὲ ᶕ BGP Ѯ ‍ ̆ ԇ

no Ԉ‮ ╖ ὲ Ȃ 

redistribute protocol-type [route-map map-tag] [metric metric-value] 

no redistribute protocol-type [route-map map-tag] [metric metric-value] 

   

 
protocol-type 

‍ , ₥ ԈЮΰ ̔

connectedȁstaticȁrip 

route-map map-tag Ὧ route-map Ȃ Ὧ route-map
 

metric metric-value 
‍ metric ḣȂ а

ḣȂ 

 

  ‍ Ȃ 

 

ԇ  
 BGP ̆BGP IPv4 ̆BGP IPv6 ̆BGP

IPv4 VRF Ȃ 

 

ᴳ  

 ӊ ҩ э ̆ э Ѯ ҵ ᴐ Уэ ᾃ Ȃ

У э ̆ Уэ ᶕ ‍ ⁮ Уэ

Ȃ
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ᴳ  

 ӊ ҩ э ̆ э Ѯ ҵ ᴐ Уэ ᾃ Ȃ

У э ̆ Уэ ᶕ ‍ ⁮ Уэ

Ȃ 

&  
no ԇ Ḁ̆ ̆ з n̆o

Ȃ Ḁ̆ redistribute э

no Ȃ ὤ ‮ Ḁ̆ ҩȂ 

~  

ұOSPF ‡ ̔ Ἴ match OSPF
̆Ѯ ᾋ route-map ‡ Ȃ ұ

metric ḣ̆Ἴ ‍ Э metric ḣ route-map ̆

route-mapѐ ̆ ᴳ route-map ḣ̕ route-map
ѐ ̆ metric ҩ ̆ᴳ metric ḣ̕

ч ̆ ᴳ ‍ Э ḣȂ  
 

ѡᴿ 

 Ruijie(config-router)# redistribute ospf 2 route-map static-rmap

Ruijie(config-router)# no redistribute ospf 4 match external 

route-map ospf-rmap 

Ruijie(config-router)# no redistribute ospf 78 

 

 ԇ  
Ὧ ԇ 


Q�¸
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41.1.92 router bgp 

BGP ̆ ̆ ὡ BGP Ȃᴳ ԇ no Ὧ

BGP Ȃ 

router bgp as-number 

no router bgp as-number 

   
 

 as-number Ȃ ̔1..65535 

 

  BGP Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ᴳ ԇ ╟ BGP Ȃ 

 

ѡᴿ  Ruijie(config)# router bgp 

	– �B���_
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 - - 

 

  ᾳЮ Ὧ Ȃ 

 

ԇ   BGP Ȃ 

 

ᴳ  

 BGP IGP ᴳ ѝҩ   Ȃ 

ԈЮч ᾳЮ̆ Ԉ ⁸Ԉᶑ ᶕ ̔ 

Â У ̔а AS ᶕ (У ᾳЮ̆ AS Уэ AS)̕ 

Â ү ̔ AS ᾃ router BGP ̆ BGP speaker Ѯ
ὤ Ὧ (BGP speaker чч Ὧ )Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# synchronization 

 

 ԇ  
Ὧ ԇ 

 router bgp BGP  

 

   

 

   
ԇ  

 - - 

41.1.94 table-map 

ԇ Ԉ ⁸ BGP Ю ⁮ ᶕ Ȃ 

table-map route-map-name 

no table-map 

   
 

 route-map-name route-map Ȃ 

 

  ᾳЮ table-map Ȃ 

 

ԇ   BGP
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ᴳ  
 BGP ᴳ table-map ⁸Ю ᶕ Ȃ ᶢ Ю ⁮

ᶕ ḣȂtable-map Ө IPv4 Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 65000 

Ruijie(config-router)# table-map bgp_tm 

 

 ԇ  
Ὧ ԇ 

 route-map route-map 
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Ruijie(config-router)# timers bgp 80 240 

 

 ԇ  

Ὧ ԇ  
neighbor timers 

ұ keepalive holdtime
ḣȂ 

 

   

 

   
ԇ  

 - - 

41.2 ầ  

41.2.1 show bgp all 

ᴳ ԇ BGP ᶕ ѐ ᶕ ̆ ԇ ᴳ бὲ BGP show
ԇУ Ȃ 

ᶕ  

show bgp all [community | filter-list | community-list | dampening {flap-statistics | 
dampened-paths} | regexp | quote-regexp | neighbors {received-routes | routes | 
advertised-routes}] 

ᶕ  

show bgp all dampening parameters 

Ὧᶕ  

show bgp all neighbors 

show bgp all summary 

ᶕ  

show bgp all paths 

   

  show bgp ipv4 unicast
ԇ  

show bgp ipv4 unicast ԇ

 

  show bgp ipv4 unicast ԇ Ȃ 
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ԇ



BGP ԇ 
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 network ѐ ᶕ Ȃ 
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ѡᴿ 

 Ruijie# show bgp ipv4 unicast 

BGP table version is 2, local router ID is 192.168.183.1 

Status codes: s suppressed, d damped, h history, * valid, > best, 

i - internal, 

              S Stale 

Origin codes: i - IGP, e - EGP, ? - incomplete 



BGP ԇ 
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Ruijie# show ip bgp cidr-only 

BGP table version is 2, local router ID is 192.168.183.1 

Status codes: s suppressed, d damped, h history, * valid, > best, 

i - internal, 

              S Stale 

Origin codes: i - IGP, e - EGP, ? - incomplete 

   Network          Next Hop            Metric      LocPrf  Path 

*>i64.12.0.0/16     192.168.195.183          0         100      i 

*>i172.16.0.0/24    192.168.195.183          0         100      i 

Total number of prefixes 2 

Ruijie# show bgp ipv4 unicast label 

Network          Next Hop         In Label/Out Label 

1.1.1.1/32       192.167.1.1      17/18 

1.1.1.2/32       192.167.1.1      nolabel/19 

  

Network ₥ Ȃ 

Nexthop ЮУ Ȃ 

In Label ѝὲ‍ ̂ ̃Ȃ 

Out Label 
ӱ ЮУ ҃⁮ ̂

̃Ȃ 
 

 

 ԇ  

Ὧ ԇ 
 show ip bgp 

BGP ᶕ ѐ IPv4
ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

41.2.3 show bgp ipv4 unicast dampening parameters 

ᴳ ԇ BGP IPv4 ᶕ Ȃ 

show bgp ipv4 unicast dampening parameters 

   
 

 - - 
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BGP ԇ 

41-175 

 

ᴳ   ᴳ ԇ BGPIPv4 ᶕ Ȃ 

 

ѡᴿ 

 Ruijie# show bgp ipv4 unicast neighbors 

BGP neighbor is 192.168.195.183, remote AS 23, local AS 23, internal 

link 

  BGP version 4, remote router ID 44.0.0.1 

  BGP state = Established, up for 00:06:37 

  Last read 00:06:37, hold time is 180, keepalive interval is 60 

seconds 

  Neighbor capabilities: 

    Route refresh: advertised and received (old and new) 

Address family IPv4 Unicast: advertised and received 

Graceful restart: advertised and received 

Remote Restart timer is 120 seconds 

  Received 14 messages, 0 notifications, 0 in queue 

    open message:1 update message:4 keepalive message:9 

    refresh message:0 dynamic cap:0 notifications:0 

  Sent 12 messages, 0 notifications, 0 in queue 

    open message:1 update message:3 keepalive message:8 

    refresh message:0 dynamic cap:0 notifications:0 

  Route refresh request: received 0, sent 0 

  Minimum time between advertisement runs is 0 seconds 

 For address family: IPv4 Unicast 

  BGP table version 2, neighbor version 1 

  Index 2, Offset 0, Mask 0x4 

  Inbound soft reconfiguration allowed 

  8 accepted prefixes 

  0 announced prefixes 

 Connections established 2; dropped 1 

Local host: 192.168.195.239, Local port: 1074 

Foreign host: 192.168.195.183, Foreign port: 179 

Nexthop: 192.168.195.239 

Nexthop global: :: 

Nexthop local: :: 

BGP connection: non shared network 

Last Reset: 00:06:43, due to BGP Notification sent 

Notification Error Message: (Cease/Unspecified Error Subcode) 



BGP ԇ 
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41.2.6 show bgp ipv4 unicast summary 

ᴳ ԇ BGPIPv4 Ὧᶕ Ȃ 

show bgp ipv4 unicast summary 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ BGPIPv4 Ὧᶕ Ȃ 

 

ѡᴿ 

 Ruijie # show bgp ipv4 unicast summary  

BGP router identifier 192.168.183.1, local AS number 23 

BGP table version is 2 

2 BGP AS-PATH entries 

1 BGP community entries 
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ᴳ ԇ BGP ᶕ ѐ IPv6 ᶕ Ȃ 

show bgp ipv6 unicast [IPv6-Prefix] 

show bgp ipv6 unicast community community-number [exact-match] 

show bgp ipv6 unicast community-list community-name [exact-match] 

show bgp ipv6 unicast dampening dampened-paths 

show bgp ipv6 unicast dampening flap-statistics 

show bgp ipv6 unicast filter-list path-list-number 

show bgp ipv6 unicast inconsistent-as 

show bgp ipv6 unicast prefix ipv6-prefix-list-name 

show bgp ipv6 unicast quote-regexp regexp 

show bgp ipv6 unicast regexp regexp 

show bgp ipv6 unicast route-map map-tag 

show bgp ipv6 unicast neighbors neighbor-address 

[received-routes | routes | advertised-routes] 

   

 network ѐ ᶕ Ȃ 

network-mask ꜛ ѐ ᶕ Ȃ 

community community-number

ꜛ community ḣ ᶕ Ȃ 

community-number ѝ ᴇ Ȃ ѝ AA:NN(
/2 )̆҂ Ԉ ԈЮ Ѭḣ̔

internet̆no-export̆local-as̆ no-advertise 

community-list 
community-name 

רּ ᴇ‟ ᶕ Ȃ 

community-name ѝ ᴇ‟ Ȃ 

exact -match ὤּר ᴇḣ ᴇ‟ ᶕ Ȃ 

dampening dampened-paths ⁸ ᶕ Ȃ 

dampening flap-statistics ᶕ Ȃ 

filter-list path-list-number 
‟ ᶕ Ȃ 

path-list-numbe ѝ ‟ Ȃ 

inconsistent-as AS ᶕ Ȃ 

quote-regexp regexp 
AS רּ ᾃ ‡

BGP ᶕ Ȃ 

 

regexp regexp 
AS רּ ‡ BGP

ᶕ Ȃ 
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route-map map-tag route-map ֒  

 



BGP ԇ 

41-180 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 ԇ BGP IPv6 ᶕ Ȃ 

ԇ╖ бᴳ б show bgp ipv4 unicast dampening parameters ̆נ

show bgp ipv4 unicast dampening parameters ԇȂ 

 

ѡᴿ 

  

  

- - 
 

 

 ԇ  

Ὧ ԇ  show bgp ipv4 unicast dampening 
parameters 

ᴳ ԇ BGP IPv4
ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

41.2.9 show bgp ipv6 unicast neighbors 

ᴳ ԇ BGPIPv6 Ὧᶕ Ȃ 

show bgp ipv6 unicast neighbors neighbor-address 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ  
 ᴳ ԇ BGPIPv6 ᶕ Ȃ 

ԇ╖ бᴳ б show bgp ipv4 unicast neighbors neighbor-address ̆נ

show bgp ipv4 unicast neighbors neighbor-address ԇȂ 
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41-181 

 

ѡᴿ 

  

  

- - 
 

 

 ԇ  

Ὧ ԇ  show bgp ipv4 unicast neighbors 
neighbor-address 

ᴳ ԇ BGPIPv4
Ὧᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

41.2.10 show bgp ipv6 unicast paths 

ԇ ѐ IPv6 ᶕ Ȃ 

show bgp ipv6 unicast paths 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ ѐ ᶕ Ȃ 
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ԇ  

 - - 

41.2.11 show bgp ipv6 unicast summary 

ᴳ ԇ BGPIPv6 Ὧᶕ Ȃ 

show bgp ipv6 unicast summary 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ  
 ᴳ ԇ BGPIPv6 Ὧᶕ Ȃ 

ԇ╖ бᴳ б show bgp ipv4 unicast summary ̆נ show bgp ipv4 
unicast summary ԇȂ 

 

ѡᴿ 

  

  

- - 
 

 

 ԇ  
Ὧ ԇ 

 router bgp BGP  

 
 

show bgp ipv4 unicast summary 
ᴳ ԇ BGPIPv4
Ὧᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

41.2.12 show bgp vpnv4 unicast 



BGP ԇ 

41-183 

ԇ  vrf  rd  vpn ᶕ ᶕ Ȃ 

show bgp vpnv4 unicast all [network | neighbor [ | address] | summary | label] 

show bgp vpvn4 unicast vrf vrf_name [network | summary | label] 

show bgp vpvn4 unicast rd rd_value [network | summary | label] 

   

 network Ȃ 

 neighbor ᶕ Ȃ 

 summary ў ᶕ Ȃ 

 label ᶕ Ȃ 

 vrf_name Уэ vrf Ȃ 

 

 rd_value RD ḣ̆  100̔1 202.118.239.165:1 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ԇ  vrf  rd  vpn ᶕ Ȃ 

 

ѡᴿ 

 Ruijie# show bgp vpnv4 unicast all 

BGP table version is 0, local router ID is 192.168.183.1 

Status codes: s suppressed, d damped, h history, * valid, > best, 

i - internal, 

              S Stale 

Origin codes: i - IGP, e - EGP, ? - incomplete 

Route Distinguisher: 78:90 (Default for VRF this) 

   Network          Next Hop            Metric      LocPrf  Path 

*> 202.210.10.0     177.36.51.3              0              10 i 

*>i208.208.1.0      192.168.195.183          0         100      i 

*>i208.208.2.0      192.168.195.183          0         100      i 

*> 211.158.0.0      0.0.0.0                  0                  i 

*>i211.158.1.0      192.168.195.183          0         100      i 

*> 212.210.0.0      0.0.0.0                  0                  i 

*> 212.210.1.0      0.0.0.0                  0                  i 

Total number of prefixes 7 

Ruijie# show bgp vpnv4 unicast vrf this summary 

BGP router identifier 192.168.183.1, local AS number 23 
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BGP VRF this Route Distinguisher: 78:90 

BGP table version is 1 

2 BGP AS-PATH entries 

1 BGP community entries 

Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ Up/Down  

State/PfxRcd 

177.36.51.2     4    10       0       0        0    0    0    never 

Active      

177.36.51.3     4    10      85      87        1    0    0 01:12:25  

5 

Total number of neighbors 2 

 

 ԇ  

Ὧ ԇ 

 - - 
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- - 
 

 

 ԇ  

Ὧ ԇ  
show bgp ipv4 unicast 

BGP ᶕ ѐ IPv4
ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

41.2.14 show ip as-path-access-list 

ᴳ ԇ ᴇ‟ ᶕ Ȃ 

show ip as-path-access-list {num} 

   
 

 num ᶕ as-path-access-list Ȃ 

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ as-path-access-list ᶕ Ȃ 

 

ѡᴿ 

 Ruijie# show ip as-path-access-list  

AS path access list 30 

permit ^30$ 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

ԇ     
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 - - 



VRF ԇ 

42-1 

42 VRF  

42.1 VRF ᾘϖ  

42.1.1 clear ip route vrf 

‮ VRF ѐ ᶕ  

clear ip route vrf vrf-name {* | network [mask]} 
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42-2 

ip vrf vrf-name 

no ip vrf vrf-name 

  



VRF ԇ 

42-3 

ѡᴿ  Ruijie(config-if)# ip vrf forwarding redvrf 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

 


 Q � ¸ � £ E Ä V R F  
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42-4 

   
ԇ  

 RGOS10.1 RGOS10.1 ԈЭ 

42.2.2 show ip vrf 

VRF ᶕ  

show ip vrf [ brief | detail | interfaces ]  [ vrf-name ] 
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43 URPF  

43.1 ầ  

43.1.1 ip verify unicast source reachable-via ( ┐ ) 

ὤ Ю̆ ╟ URPF Ȃ Ԉ ԇ no Ὧ URPF
URPF Ȃ 

ip verify unicast source reachable-via rx 

no ip verify unicast 

    

  rx 
ᴳ ш URPF ш̆ IP

ѐ ⁮  

б ὡ רּ Ȃ 

 

  URPF Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   

URPF ⁮ IP ̆″ ѐ ⁮

̆ ″ ̆ רּ а⁮ ̆‡ ѝ Ȃ 

ὤ Ю ╟ URPF ̆ Э ⁮ ╟ URPF
Ȃ 

~  

 1. ὤ URPF Ӈ ӊ S8600 ‟ ὡ

MPLS ȂURPF ̆ IPv4 ╟ URPF
Ȃ 

 2. ὤ URPF ш ˧ 

 2. ὤ

Ȃ   2. 

URPF 
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ѡᴿ  
ᴿ 1̔ ὤ ╟ URPF ̔ 

Ruijie(config)# ip verify unicast source reachable-via rx  

 

 ԇ  
Ὧ ԇ 

 show ip urpf URPF ᶕ Ȃ 

 

  S8600 ‟ӊ MPLS Ȃ 

 

   
ԇ  

 10.4 ԇ 

43.1.2 ip verify unicast source reachable-via (⁮ⱨ ) 

Ю̆ ╟ URPF Ȃ Ԉ ԇ no Ὧ URPF
URPF Ȃ 

ip verify unicast source reachable-via {rx | any} [allow-default | acl_name] 

no ip verify unicast  

    

  rx 
ᴳ ш URPF Ȃш

IP ѐ ⁮

  б ὡ רּ Ȃ 

  any 
ᴳ URPF Ȃ

IP ѐ ⁮

Ȃ 

  allow-default ̂ ̃ἵ ᴳ URPF Ȃ 

  acl_name 

̂ ̃ACL ̆ ̔ 

1 to 99 (IP standard access list)  
100 to 199 (IP extended access list)  
1300 to 1999 (IP standard access list, expanded 
range)  

2000 to 2699 (IP extended access list, expanded 
range) 

 

  URPF Ὧ Ȃ 
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ԇ   Ȃ 

 

ᴳ   

URPF ⁮ IP ̆″ ѐ ⁮

̆ ″ ̆ רּ а⁮ ̆‡ ѝ Ȃ 

Ю ╟ URPF ̆ Э ⁮ ╟ URPF Ȃ 

ᾳЮ̆аᴳ URPF ̆ ̆ Ԉᴳ allow-default
Ὧ ╟ ╖ Ȃ 

ᾳЮ̆URPF х Ȃ ҩ ACL (acl-name)̆
ᾳЮ רּ ACLȂ ACL а רּ ⁮ deny ACĔ х ̕

‡̆ רּ ⁮ permit ACĔ Ȃ 

~  

1. ԇ ̆Ӈ ӊ S8600 ‟ IPv4/IPv6
╟ URPF ̆ ӊ IPv4 ╟ URPF Ȃ 

2. Ӈ ӊ S8600 ‟ B Ὧ Routed Port L3 
AP Э URPF ̆ з Ю ⁸̔ 

Â URPF а Ὧ ACL Ȃ 

Â URPF а ᴳ 65͘127 ᴁ₥ IPv6 URPF
Ȃ 

Â ╟ URPF ̆ Ҿ Э ⁮

╟ URPF ֶ̆ URPF Ȃὴ

ѝ̆ УэTunnel ӱЭ Э ⁮̆

҂ URPF ̆ ̆

╟ URPF Ȃ 

Â ╟ URPF ̆ ῏ Ȃ 

Â ╟ URPF ш ̆ URPF רּ

֓ ̆ ѝ Ȃ 

Â Ӈ ӊ S8600 ‟ ὡ MPLS ̆ URPF
Ȃ 

3. а ὤ URPF URPF Ὥ Ȃ 
 

 

ѡᴿ  

ᴿ 1̔ ӱ GigabitEthernet 0/21 ⁮ URPF ш ̆а ᴳ

̔ 
Ruijie(config)# interface gigabitEthernet0/21 

Ruijie(config-if)# no switchport 

Ruijie(config-if)# ip verify unicast source reachable-via rx 

 

 



URPF ԇ 
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ὤ ӊ Ȃ 

S8600 ‟ӊ B Ȃ 

 

   
ԇ  

 10.4 ԇ 

43.1.3 ip verify urpf drop-rate compute interval 

URPF хꜛ Ȃ Ԉ ԇ no URPF хꜛ

ḣȂ 

ip verify urpf drop-rate compute interval seconds 

no ip verify urpf drop-rate compute interval 

   

 
 seconds 

URPF хꜛ Ȃ 

ᴁѝ ̆ [30, 300]̆ ḣ 30sȂ 

 

  ḣѝ 30sȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
URPF хꜛ ұὤ ̆ ұὤ URPF хꜛ

ұ э ╟ URPF URPF хꜛ Ȃ 

 

ѡᴿ  
ᴿ 1̔ URPFхꜛ ѝ 1
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 10.4 ԇ 

43.1.4 ip verify urpf drop-rate notify 

╟ URPF хꜛᶕ Ȃ Ԉ ԇ no Ὧ URPF хꜛᶕ Ȃ 

ip verify urpf drop-rate notify 

no ip verify urpf drop-rate notify 

 

 

   
  

 

  
  

  
URPFхꜛᶒ Syslog �ê5ÙÀ URRPF

 

 

  
GigabitEthernet 0/21 = URPPFхꜛᶑ  config)#( )Tj
/T40 1 Tf93.512 0 Td
interface  gigabitEthernet0/21( )Tj
/T30 1 Tf-151.691  1.057 Td
Ruijie(config-if)#( )Tj
/T40 1 Tf11.3757 0 Td[(noswitchport )Tj
/T50 1 Tf
0 Tc717948 0 Td
( )Tj
/T30 1 Tf-
.00132 Tc--9.1621  1.057 Td
Ruijie(config-if)#( )Tj
/T40 1 Tf11.3757 0 Td[ip vertif urpf drop-rate nottif   
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ip verify urpf drop-rate notify hold-down seconds 

no ip verify urpf drop-rate notify hold-down 

   

 
 seconds 

URPF хꜛ Ȃ 

ᴁѝ ̆ [30, 300]̆ ḣ 300sȂ 

 

  ḣѝ 300sȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
URPF хꜛ ұὤ ̆ ұὤ URPF хꜛ

ұ э ╟ URPF URPF хꜛ Ȃ 

 

ѡᴿ  
ᴿ 1̔ URPF хꜛ ѝ 1 ‍ Ȃ 
Ruijie(config)# ip verify urpf drop-rate notify hold-down 60 

 

 

 ԇ  
Ὧ ԇ 

 ip verify urpf drop-rate compute interval URPF хꜛ Ȃ

  ip verify urpf drop-rate notify ╟ URPF хꜛᶕ Ȃ 

  ip verify urpf notification threshold URPF хꜛ ḣȂ 

 

  S8600 ‟ӊ Ȃ 

 

   
ԇ  

 10.4 ԇ 

43.1.6 ip verify urpf notification threshold 

URPF хꜛ ḣȂ Ԉ ԇ no URPF хꜛ ḣ

ḣȂ 

ip verify urpf notification threshold rate-value 

no ip verify urpf notification threshold 
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 rate-value 
URPF хꜛ ḣȂ 

ᴁѝ ppŝpackets per second̃̆ [0, 
4294967295]̆ ḣ 1000ppsȂ 

 

  ḣѝ 1000ppsȂ 

 

ԇ   Ȃ 

 

ᴳ   
ḣѝ 0̆ ⁮֗ᴉУэ URPF х ֶ Ȃ 

Ԉ ᾳ хꜛ ḣȂ 

 

ѡᴿ  

ᴿ 1̔ GigabitEthernet 0/21 Э URPF хꜛ ḣѝ 10 э Ȃ 
Ruijie(config)# interface gigabitEthernet0/21 

Ruijie(config-if)# no switchport 

Ruijie(config-if)# ip verify urpf drop-rate notify 

Ruijie(config-if)# ip verify urpf notification threshold 10 

 

 ԇ  
Ὧ ԇ 

 ip verify urpf drop-rate compute interval URPF хꜛ Ȃ

  ip verify urpf drop-rate notify ╟ URPF хꜛᶕ Ȃ 

  ip verify urpf drop-rate notify hold-down URPF хꜛ Ȃ

 

  S8600 ‟ӊ Ȃ 

 

   
ԇ  

 10.4 ԇ 

43.1.7 snmp-server enable traps 

URPF хꜛ ḣ Trap Ȃ Ԉ ԇ no
TrapȂ 
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  Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
URPF хꜛ хꜛ ḣ Ḁ̆ ᾳЮ̆ ֶ ╟ Syslog
̆ ԇ ̆ἵ Trap Ȃ 

 

ѡᴿ  
ᴿ 1̔URPF хꜛ ḣ̆ Trap Ȃ 
Ruijie(config)# 
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  urpf URPF TrapȂ 

 

  
ᾳЮ̆ SNMP ў Ȃ 

̆‡ꜛ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
ԇбὤ ԇ snmp-server enable trapsУ ᴳ ̆ NMS URPF

Ȃ 

 

ѡᴿ  
ᴿ 1̔ SNMPў 192.168.12.219̆ URPF Trap ̔ 
Ruijie(config)# snmp-server host 192.168.12.219 public urpf 

 

 ԇ  
Ὧ ԇ 

 snmp-server enable traps 
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URPF ԇ 
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  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ̆ ᶕ Ȃ 

 

ѡᴿ  

ᴿ 1̔ GigabitEthernet 0/21 Э URPF хꜛ ᶕ Ȃ 
Ruijie# show ip urpf interface gigabitEthernet0/21 

IP verify source reachable-via RX 

IP verify URPF drop-rate notify disabled 

IP verify URPF notification threshold is 1000pps  

Number of drop packets in this interface is 124 

Number of drop-rate notification counts in this interface is 0 

Ruijie# clear ip urpf interface gigabitEthernet0/21 

Ruijie# show ip urpf interface gigabitEthernet0/21 

IP verify source reachable-via RX 

IP verify URPF drop-rate notify disabled 

IP verify URPF notification threshold is 1000pps  

Number of drop packets in this interface is 0 

Number of drop-rate notification counts in this interface is 0 

 

 ԇ  
Ὧ ԇ 

 show ip urpf URPF ᶕ Ȃ 

 

  S8600 ‟ӊ Ȃ 

 

   
ԇ  

 10.4 ԇ 
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44 ầ  

44.1 ầ  

44.1.1 distribute-list in 

⁸ ̆Ԉ ̆ ᴳ ԇ distribute-list inȂ
ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | access-list-name] | prefix prefix-list-name [gateway 
prefix-list-name]} in [interface-type interface-number] 

no distribute-list {[access-list-number | access-list-name] | prefix prefix-list-name 
[gateway prefix-list-name]} in [interface-type interface-number] 

   

 

access-list-number 

‟  

ῆ ‟ ̔1-99̆1300-1999 

‟ ̔100-199̆2000-2699 

 access-list-name ‟  

 prefix prefix-list-name ᴳ ₥ ‟  

 gateway   



Ὧ ԇ 
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Ruijie(config-router)# distribute-list 10 in fastethernet 0/0 

Ruijie(config-router)# no auto-summary 

Ruijie(config-router)# exit 

Ruijie(config)# access-list 10 permit 172.16.0.0 0.0.255.255 

 

 ԇ  

 access-list Ѭ ‟ ‡ Ὧ ԇ 

 prefix-list Ѭ₥ ‟  

 

   

 

   
ԇ  

 - - 

44.1.2 distribute-list out 

⁸ ̆Ԉ ̆ ᴳ ԇ distribute-list outȂ
ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | access-list-name] | prefix prefix-list-name} out 
[interface | protocol | process-id] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name} out [interface | 
protocol | process-id] 

   

 access-list-number 

‟  

ῆ ‟ ̔1-99̆1300-1999 

‟ ̔100-199̆2000-2699 

 access-list-name ‟  

 prefix prefix-list-name ᴳ ₥ ‟  

 Interface 
( ) ‍ ‟ ̆ ⁸

 

 

 protocol 
( ) ‍ ‟ ̆

‍  

 

  ⁸ Ȃ 

 

ԇ   Ȃ 



Ὧ ԇ 

44-3 

 

ᴳ   

ԇа ֗ᴉ ̆ ⁸ ᴐ ̕ ̆

⁸ ᴐ ̕ ὲ ̆‡



Ὧ ԇ 

44-4 

 
community-list-name 

ᴇ‟  

ᴇ‟ а 80  

 

community-list-number 

ᴇ‟  

ῆ ᴇ‟ ̔ ѝ 1-99 

ᴇ‟ ̔ ѝ 100-199 

 permit ἵ  

 deny  

 

community-number 

ᴇ ḣȂ 

ѝ AA:NN( ̔2 )̆ У

э ḣ̆ 0-4294967295̆ ԈЮ Ѭḣ̔

internet̆ Internet ᴇ̆ ұ

ᴇȂ 

local-as̆ а ⁮ AS ̆

̆ а ὲ

Ȃ 

no-advertisĕ а ֗ᴉУэ BGP 
peersȂ 

no-export̆ а EBGP peersȂ 

̔1..255 Ȃ 

̔ ₥ э ᴇ‟ 32 э

ᴇḣȂ 

 

  Ѭ ᴇ‟  

 

ԇ   ὤ Ȃ 

 

ᴳ   ᴳ ԇ Ѭ ұ BGP ᴇ‟ Ȃ 

 

ѡᴿ  
Ruijie(config)# ip community-list standard test deny 100:20 200:20

Ruijie(config)# ip community-list standard test2 permit internet

 

 ԇ  

 match community ּר ᴇ‟  

 set comm-list delete 
ᴇ‟ ‮ BGP ѐ

ᴇ ḣ 

 show ip community-list ᴇ‟ ᶕ  

Ὧ ԇ 

 
show ip bgp 

community-list 
רּ ᴇ‟ BGP ᶕ
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Ὧ ԇ 
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ԇ  

 - - 

44.1.5 ip prefix-list 

… Уэ₥ ‟ ╗У ₥ ‟ ̆ᴳ ip prefix-list ԇȂ ԇ no
‮ Уэ₥ ‟ ₥ ‟ Ȃ  

ip prefix-list prefix-lis-name [ seq seq-number] { deny | permit } ip-prefix [ge 
minimum-prefix-length][ le maximum-prefix- length] 

no ip prefix-list prefix-lis-name[ seq seq-number] { deny | permit} ip-prefix [ge 
minimum-prefix- length][ le maximum-prefix- length] 

   

 prefix-lis-name ₥ ‟  

 

seq-number 

У ₥ ‟ Ԉ ‟ Ȃὲ 1 ⁮

2147483647Ȃ ԇ ꜛ э ‟ ̆‡

ֶѝ ₥ ‟ ‍ Уэ ‟ Ȃ

Уэ ‟ 5̆ Уэ ḣ

‟ ḣ ₥Уэ ‟ У

э 5 ᷁ ḣ 

 deny ұּר ᾳ  

 permit ұּר ᾳἵ  

 
ip-prefix 

Ԉ Ȃ Ԉ ֗

IP Ȃ ӱ 0 ⁮ 32 

 
minimum-prefix-length 

̂ ̃ ḣ( ) 

̔ge Ὧ Ԇ ұ ұ  

 

 
maximum-prefix-length 

̂ ̃ ḣ( ѐ ) 

̔le Ὧ Ԇ ұ ұ  

 

  … ֗ᴉ₥ ‟ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ip prefix-list ԇ ұ IP ₥ Ȃ ₥ ‟ permit  deny Ὧ ᾱ

רּ ᾳЮ ╟ᴐȂ 

₥ ‟ Ѭ ұУэ₥ רּ רּ Ȃge  le Ὧ
ѬУэ ұּר ₥ ̆ ᵏҩ ὡ ip-prefix ╗ רּ Ȃ

ԇѐ ge  le Ὧ ̆‡ ip-prefix ᵏҩ ₥ רּ Ȃ Ө ὡ
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ge רּ̆‡ minimum-prefix-length ⁮ 32Ȃ Ө ὡ le  ̆ רּ‡ ip-prefix
⁮ maximum-prefix- lengthȂ ү ὡ̆‡ּר ӱ

minimum-prefix-length ⁮ maximum-prefix- lengthȂ ̆ip-prefix ȁ

minimum-prefix-length maximum-prefix-length Ὧ ̔ ip-prefix  < 
minimum-prefix-length < maximum-prefix-length <= 32Ȃ 

 

ѡᴿ  

ԈЮѝᴳ ‍ ‟ ᴿ ̆ OSPF ѐ ‍ RIP  

‍ ᶕ IP ̆ ‡ Ὧ IP ₥ ‟ ѐ Ѭ(ᴿ ἵ

IP  201.1.1.0/24 ᾃ ᶕ ‍   )̆‡ Ю‟ ̔ 

Ruijie# configure terminal 

Ruijie(config)# ip prefix-list pre1 permit 201.1.1.0/24  

Ruijie(config)# router ospf 

Ruijie(config-router)# distribute-list prefix pre1 out rip 

Ruijie(config-router)# end 

 

 ԇ  
Ὧ ԇ 

 -- - 

 

   

 

   
ԇ  

 - - 

44.1.6 ip prefix-list description 

ѝУэ₥ ‟ ╗ ̆ ᴳ ip prefix-list description ԇȂ ԇ no
‮ Уэ₥ ‟ Ȃ  

ip prefix-list prefix-lis-name description descripton-text 

   

 prefix-lis-name ₥ ‟   

 descripton-text ₥ ‟  

 

  ╗₥ ‟  

 

ԇ   ὤ  

 

ᴳ    







Ὧ ԇ 
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а ̆ Ԉὲ WCMP ⁸ б Ὧ̕

Ѯ ұ ⁸ ̆   ⁸ аֶ Ȃ 

ᴳ ⁸ ̆ ‡аֶ ұ Ȃ Ѩ

̆ ‮ ̆ ‡ У Ȃ 

Ԉ ̆ ὁЮУ ѝ ̂ ip route 0.0.0.0 
0.0.0.0 Fastethernet 0/0̃Ȃ ֶ ̆

Fastethernet 0/0 ̆ э ў Уэ ARP ֶ̆  CPU
ᾃ Ȃ ԈУ а Ԉ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ ╗ҩУ ⁮ 172.16.100.0/24 ̆ЮУ ѝ

192.168.12.1̆ ѝ 115Ȃ 
ip route 172.16.100.0 255.255.255.0 192.168.12.1 115 

̆ ̆ ֶᴳ ӱὲ

Ȃ ὁ ᾳ ̆ ȂԈЮ ᴿ ⁮̆ 172.16.100.0/24
ӱ fastethernet 0/0 Ȃ 

Ruijie(config)# ip route 172.16.100.0 255.255.255.0 fastethernet

0/0 192.168.12.1 

 

 ԇ  
Ὧ ԇ 

 show ip route IP Ȃ 

 

  ԇ ү Эа Ȃ 

 

   
ԇ  

 - - 

44.1.10 ip routing 

RGOS ֒ IP ╖ ̆ ὤ Ю ԇȂ ԇ no ԈὯ

IP ╖ Ȃ 

ip routing 

no ip routing 

   
 

 - - 

 

  IP Ȃ 

 



Ὧ ԇ 
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ԇ   ὤ  

 

ᴳ   
ᴐѝ ̆ ᴐѝ VOIP Ὧ ̆ Ԉа RGOS ֒ IP

╖ Ȃ ԈὯ RGOS IP ╖ Ȃ 

 

ѡᴿ  
ԈЮ ̆Ὧ ҩ RGOS ֒ IP ╖ Ȃ 
Ruijie(config)# no ip routing 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ ү Эа Ȃ 

 

   
ԇ  

 - - 

44.1.11 ip static route-limit 

Э ̆ ᴳ ὤ ԇ ip static route-limitȂ ԇ no
Ԉ Ȃ 

ip static route-limit number 

no ip static route-limit 

   
 

 number Э ̆ 1-10000 

 

  ѝ 1024Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 Э ѝҩ ⁸ ̆ ip static route-limit 

Э ֶӊ Ю ̆ аֶ Э Ȃ show 
running-config Ԉ ₥ Э Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ Э ѝ 900 ̆ ḣȂ 

Ruijie(config)# ip static route-limit 900 

Ruijie(config)# no ip static route-limit 

 



Ὧ ԇ 
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 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ ү Эа  

 

   
ԇ  

 - - 

44.1.12 ipv6 prefix-list 

… Уэ IPv6 ₥ ‟ ╗У ₥ ‟ ̆ ᴳ ipv6 prefix-list ԇȂ

ԇ no ‮ Уэ₥ ‟ ₥ ‟ Ȃ  

Ipv6 prefix-list prefix-lis-name [ seq seq-number] { deny | permit } ipv6-prefix [ge 
minimum-prefix-length][ le maximum-prefix- length] 

no ipv6 prefix-list prefix-lis-name[ seq seq-number] { deny | permit} ipv6-prefix [ge 
minimum-prefix- length][ le maximum-prefix- length] 

   

 prefix-lis-name ₥ ‟ Ȃ 

 seq-number 

У ₥ ‟ Ԉ ‟ Ȃὲ 1 ⁮

2147483647Ȃ ԇ ꜛ э ‟ ̆‡

ֶѝ ₥ ‟ ‍ Уэ ‟ Ȃ

Уэ ‟ 5̆ Уэ ḣ

‟ ḣ ₥Уэ ‟ У

э 5 ᷁ ḣ 

 deny ұּר ᾳ  

 permit ұּר ᾳἵ  

 ipv6-prefix 
Ԉ Ȃ Ԉ ֗

IP Ȃ ӱ 0 ⁮ 32 

 minimum-prefix-length 
̂ ̃ ḣ( ) 

̔ge Ὧ Ԇ ұ ұ  

 

 maximum-prefix- length 
̂ ̃ ḣ( ѐ ) 

̔le Ὧ Ԇ ұ ұ  

 

  … ֗ᴉ₥ ‟ Ȃ 

 

ԇ   ὤ Ȃ 



Ὧ ԇ 

44-14 

 

ᴳ   

ipv6 prefix-list ԇ ұ IPv6 ₥ Ȃ ₥ ‟ permit  deny Ὧ
ᾱ רּ ᾳЮ ╟ᴐȂ 

₥ ‟ Ѭ ұУэ₥ רּ רּ Ȃge  le Ὧ
ѬУэ ұּר ₥ ̆ ᵏҩ ὡ ipv6-prefix Ƽ



Ὧ ԇ 

44-15 

 

  ╗₥ ‟  

 

ԇ    



Ὧ ԇ 

44-16 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

44.1.15 ipv6 route  

ipv6 ̆ ᴳ ὤ ԇ ipv6 routeȂ ԇ no ‮

Ȃ 

ipv6 route network | prefix-length { ipv6-address | interface [ ipv6-address ] } [distance] 
[weight number] 

   

 network  

 prefix-length  

 Ipv6-address ЮУ  

 interface ̂ ̃ ЮУ    

 distance ̂ ̃  
  	)ÕC1�M- 
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ѡᴿ  

ԈЮ ᴿ ̆ ╗ҩУ ⁮ 2001::/64 ̆ЮУ ѝ 2002::2̆
ѝ 115Ȃ 

ipv6 route 2001::/64 2002::2 115   

̆ ̆ ֶᴳ ӱὲ

Ȃ ὁ ᾳ ̆ ȂԈЮ ᴿ ̆⁮ 1::/64

ӱ fastethernet 0/0 Ȃ 
ipv6 route 2001::/64 fastethernet 0/0 2002::2 

               

 ԇ  
Ὧ ԇ 

 show ipv6 route IPv6 Ȃ 

               
  ԇ ү Эа  

               

   

      10.1 У ὡ ԇ ԇ  

      10.4 weight  

44.1.16 ipv6 static route-limit 

Э ̆ ᴳ ὤ ԇ ipv6 static route-limitȂ ԇ no
Ԉ Ȃ 

ipv6 static route-limit number 

no ipv6 static route-limit 

   
 

 

 

<3150E-6<12CD472135424]TJ
/TT1 1 Tf
0 Tr 14012 0 Td
( )Tj
ETT0 1 Tf
10.6770.006 Td
<  
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 ԇ  

 ipv6 route ipv6  Ὧ ԇ 

 show ipv6 route IPv6 Ȃ 

                     
  ԇ ү Эа  

                      

   
ԇ  

      10.1 У ὡ ԇ 

44.1.17 ipv6 unicast-routing  

RGOS ֒ IPv6 ╖ ̆ ὤ Ю ԇȂ ԇ no ԈὯ

IPv6 ╖ Ȃ 

ipv6 unicast-routing 

no ipv6 unicast-routing 

   
 

 - - 

 
  IPv6  

 
ԇ   ὤ  

 

ᴳ  
 ᴐѝ ̆ ᴐѝ VOIP Ὧ ̆ Ԉа RGOS ֒ IPv6

╖ Ȃ ԈὯ RGOS IPv6 ╖ Ȃ 

                 

ѡᴿ  
ԈЮ ̆Ὧ ҩ RGOS ֒ IPv6 ╖ Ȃ 

Ruijie# no ipv6 unicast-routing 

                 

 ԇ  

 ipv6 route ipv6  Ὧ ԇ 

 show ipv6 route IPv6 Ȃ 

                  

  ԇ ү Эа  

                   

ԇ     
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44.1.19 match community 

‍ ‟ ѐἵ COMMUNITY ̆ ᴳ ԇ match 
communityȂ ԇ no ‮ Ȃ 

match community{community-list-number | community-list-name}[exact-match] 
[{community-list-number | community-list-name}[exact-match] …] 

no match community { community-list-number | community-list-name } [ exact-match ] 
[ { community-list-number | community-list-name} [exact-match] …] 

   

 

community-list-number 

ᴇ‟  

ῆ ᴇ‟ ̔ ѝ 1-99 

ᴇ‟ ̔ ѝ 

100-199 

 
communitys-list-name 

ᴇ‟  
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 match origin ּר ḣ 

 set as-path prepend ‍ AS_PATH Ȃ

 set comm-list delete ‮ רּ ᴇ ḣ 

 set community ᴇ ḣ 

 set metric ‍ ḣ 
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Э̆а ̆ὲ ᴳ ԇ҂а Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍ ЮУ ѝ fastethernet 
0/0 RIP Ȃ 

Ruijie(config)# router ospf 

Ruijie(config-router)# redistribute rip subnets route-map redrip

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match interface fastethernet 0/0 

 

 ԇ  

 match ip address     ּר ‟ ѐ  

 match ip next-hop    ּר ‟ ѐ ЮУ  

 match ip route-source  ּר ‟ ѐ  

 match metric  ּר ḣ 

 match route-type  ּר  

 match tag  ּר ḣ 

 set metric ‍ ḣ 

 set metric-type  ‍  

Ὧ ԇ 

 set tag  ‍ ḣ 

 

   

 

   
ԇ  

 - - 

44.1.21 match ip address 

‍ ‟ ₥ ‟ ѐἵ ̆ ᴳ ԇ match ip 
addressȂ ԇ no ‮ Ȃ 

match ip address {access-list-number [access-list-number... |access-list-name...] 
|access-list-name [access-list-number...|access-list-name] | prefix-list prefix-list-name 
[prefix-list-name...]} 



Ὧ ԇ 
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access-list-number 

‟  

ῆ ‟ ̔1-99̆1300-1999 

‟ ̔100-199̆2000-2699 

 access-list-name ‟  

 

 prefix-list prefix-list-name ּר ₥ ‟  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 match ip address ԇ Ԉ э ‟ ‟ Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ Ԉ OSPF
‍ ⁮ RIP ѐ̆҂ Ԉ RIP
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 match ip next-hop    ּר ‟ ѐ ЮУ  

 match ip route-source  ּר ‟ ѐ  

 match metric  ּר ḣ 

 match route-type  ּר  

 match tag  ּר ḣ 

 set metric ‍ ḣ 

 set metric-type  ‍  

 set tag  ‍ ḣ 
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ᴳ   

match ip next-hop ԇ Ԉ э ‟ ‟ Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ Ԉ OSPF
‍ ⁮ Уэ ╖ Ȃ Ԉ OSPF ‍

⁮ RIP ѐ ҂̆ Ԉ RIP ‍ ⁮ OSPF ѐȂ

ҵ ‍ Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ

ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set ԇȂ

match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ ᴐȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆OSPF ‍ RIP Ȃ RIP ЮУ

‟ 10 20̆OSPF ἵ ὲ ‍ Ȃ 

Ruijie(config)# router ospf 

Ruijie(config-router)# redistribute rip subnets route-map redrip

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# access-list 10 permit host 192.168.10.1 

Ruijie(config)# access-list 20 permit host 172.16.20.1 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match ip next-hop 10 20 
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44.1.23 match ip route-source 

‍ IP ‟ ₥ ‟ ‡ ̆ ԇ

match ip route-sourceȂ ԇ no ‮ Ȃ 

match ip route-source {access-list-number [access-list-number... |access-list-name...] 
|access-list-name [access-list-number...| access-list-name] | prefix-list prefix-list-name 
[prefix-list-name...]} 

no match ip route-source {access-list-number [access-list-number... | access-list-name...] 
| access-list-name [access-list-number...| access-list-name] | prefix-list prefix-list-name 
[prefix-list-name...]} 

   

 access-list-number ‟  

 access-list-name ‟  
 

 prefix-list
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 ԇ  

 access-list Ѭ ‟ ‡ 

 





Ὧ ԇ 

44-29 

 match ipv6 route-source  ּר IPv6 ‟ ѐ  

 match metric  ּר ḣ 

 match route-type  ּר  

 match tag  ּר ḣ 

 set metric ‍ ḣ 

 set metric-type  ‍  

 set tag  ‍ ḣ 

 set ipv6 default next-hop ЮУ Ȃ 

 set ipv6 next-hop ЮУ Ȃ 

 show ipv6 policy ₥ ᾳȂ 

 

   

 

   
ԇ  

 - - 

44.1.25 match ipv6 next-hop 

‍ ЮУ IPv6 ‟ ₥ ‟ ‡ ̆ ᴳ

ԇ match ipv6 addressȂ ԇ no ‮ Ȃ 

match ipv6 next-hop

 



Ὧ ԇ 
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Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set ԇȂ

match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ ᴐȂ 

 

ѡᴿ  

︠‍ ̆ Ԉ ‍ ЭȂа ᴉ

̆ὲ У ̆ ԇ а Ȃ ᴳ ‍

Э̆а ̆ὲ ᴳ ԇ҂а Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍ ‟ 10
RIP ̆ OSPF ѐ̆ ѝ type-1̆‫ ḣѝ 40Ȃ

Ruijie(config)# ipv6 router ospf 

Ruijie(config-router)# redistribute rip subnets route-map redrip

Ruijie(config-router)# exit 

Ruijie(config)# ipv6 access-list v6acl 

Ruijie(config-ipv6-acl)# 10 permit ipv6 2720::/64 any 

Ruijie(config-ipv6-acl)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match ipv6 next-hop v6acl 

Ruijie(config-route-map)# set metric 40 

 

 ԇ  

 ipv6 access-list Ѭ IPv6 ‟ ‡ 
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‍ ЮУ IPv6 ‟ ₥ ‟ ‡ ̆ ᴳ

ԇ match ipv6 addressȂ ԇ no ‮ Ȃ 

match ipv6 route-source { access-list-name | prefix-list prefix-list-name } 

no match ipv6 route-source 

   

 access-list-name ‟   

 prefix-list prefix-list-name ּר IPv6 ₥ ‟  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ Ԉ OSPF
‍ ⁮ RIP ѐ̆҂ Ԉ RIP ‍

⁮ OSPF ѐȂ ҵ ‍ Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ

ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set ԇȂ

match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ ᴐȂ 

 

ѡᴿ  

︠‍ ̆ Ԉ ‍ ЭȂа ᴉ

̆ὲ У ̆ ԇ а Ȃ ᴳ ‍



Ὧ ԇ 
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 match ipv6 address    ּר IPv6 ‟ ѐ ЮУ  

 match ipv6 route-source  ּר IPv6 ‟ ѐ  

 match metric  ּר ḣ 

 match route-type  ּר  

 match tag  ּר ḣ 

 set metric ‍ ḣ 

 set metric-type  ‍  

 set tag  ‍ ḣ 

 

   

 

   
ԇ  

 - - 

44.1.27 match length 

ұ IP ꜛ ̆ ᴳ ԇ match lengthȂ ԇ

no Ԉ‮ ѬȂ 

match length min-length max-length 

no match length min-length max-length 

   

 min-length IP ꜛ   

 max-length IP ꜛ  

 

  Ȃ 
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ᴐ Ȃ 



Ὧ ԇ 

44-34 

 
metric 

ḣ 

ḣ ̔0-4294967295 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ Ԉ OSPF
‍ ⁮ RIP ѐ̆҂ Ԉ RIP ‍

⁮ OSPF ѐȂ ҵ ‍ Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ

ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set ԇȂ

match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ ᴐȂ 

 

ѡᴿ  

ԈЮ ᴿ ŎSPF ‍ RIP Ȃ ḣѝ 10 RIP ŎSPF
ֶ ‍ Ȃ 

Ruijie(config)# router ospf 

Ruijie(config-router)# redistribute rip subnets route-map

redist-rip 

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redist-rip permit 10 

Ruijie(config-route-map)# match metric 10 
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ԇ  

 - - 

44.1.29 match origin 

‍ ‟ ѐἵ ̆ ᴳ ԇ match originȂ ԇ

no ‮ Ȃ 

match origin {egp | igp | incomplete} 

no match origin {egp | igp | incomplete|} 

   

 egp EGP 

 igp IGP 
 

 Incomplete а  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
רּ У ̆а רּ Ȃ 

ԇ רּ ֒Ȃ 

 

ѡᴿ  

Ruijie(config)# route-map MY_MAP 10 permit 

Ruijie(config-route-map)# match origin egp 

Ruijie(config-route-map)# set community 109 

Ruijie(config-route-map)# exit 

Ruijie(config)# route-map MAP20 20 permit 

Ruijie(config-route-map)# match origin incomplete 

Ruijie(config-route-map)# set community no-export 

 

 ԇ  

 match as-path ּר AS_PATH ḣ 

 match metric  ּר ḣ 

Ὧ ԇ 

 match origin ּר ḣ 



Ὧ ԇ 
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 set as-path prepend ‍ AS_PATH  

 set metric ‍ ḣ 

 set origin ‍  

 

   

 

   
ԇ  

 - - 

44.1.30 match route-type 

רּ ̆ ᴳ ԇ match route-typeȂ ԇ no ‮

Ȃ 

match route-type {local | internal | external [type-1 | type-2] | level-1 | level-2} 

no match route-type {local | internal | external [type-1 | type-2] | level-1 | level-2} 

   

 local  

 Internal OSPF ᾃ  

 external (BGP OSPF ) 

 type-1 | type-2 OSPF 1 2  

 

 level-1 | level-2 ISIS 1 2  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ Ԉ OSPF
‍ ⁮ RIP ѐ̆҂ Ԉ RIP ‍

⁮ OSPF ѐȂ ҵ ‍ Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ

ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set ԇȂ

match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ ᴐȂ 

 

ѡᴿ  
ԈЮ ᴿ ̆
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Ruijie(config)# router rip 

Ruijie(config-router)# redistribute ospf route-map redrip 

Ruijie(config-router)# network 192.168.12.0  

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match route-type internal 

 

 ԇ  

 access-list Ѭ ‟ ‡ 

 match ip address     ּר ‟ ѐ  

 match interface      ּר ЮУ  

 match ip next-hop    ּר ‟ ѐ ЮУ  

 match ip route-source  ּר ‟ ѐ  

 match metric  ּר ḣ 

 match tag  ּר ḣ 

 set metric ‍ ḣ 

 set metric-type  ‍  

Ὧ ԇ 

 set tag  ‍ ḣ 

 

   

 

   
ԇ  

 - - 

44.1.31 match tag 

רּ ̆ ᴳ ԇ match tagȂ ԇ no ‮ Ȃ 

match tag tag […tag] 

no match tag tag […tag] 

   
 

 tag ḣ 

 

  Ȃ 

 

ԇ   Ȃ 



Ὧ ԇ 
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ᴳ   

match tag ԇ Ԉ э tagȂ 

ᶕ ԈӱУэ ‍ ⁮ Уэ Ȃ Ԉ OSPF
‍ ⁮ RIP ѐ̆҂ Ԉ RIP ‍ ⁮

OSPF ѐȂ ҵ ‍ Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ

ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set ԇȂ

match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ ᴐȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆RIP ‍ OSPF ȂRIP ‍ OSPF ѐ

ѝ 50 80 Ȃ 

Ruijie(config)# router rip 

Ruijie(config-router)# redistribute ospf 100 route-map redrip 

Ruijie(config-router)# network 192.168.12.0  

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match tag 50 80 

 

 ԇ  

 access-list Ѭ ‟ ‡ 

 match ip address     ּר ‟ ѐ  

 match interface      ּר ЮУ  

 match ip route-source  ּר ‟ ѐ  

 match metric  ּר ḣ 

 match ip next-hop    ּר ‟ ѐ ЮУ  

 match route-type  ּר  

 set metric ‍ ḣ 

 set metric-type  ‍  

Ὧ ԇ 

 set tag  ‍ ḣ 

 

   

 

   
ԇ  

 - - 

44.1.32 maximum-paths 



Ὧ ԇ 
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֓ ̆ ᴳ ὤ ԇ maximum-pathsȂ ԇ no Ԉ

֓ Ȃ 

maximum-paths number 

no maximum-paths 

   
 

 number ֓ ̆ 1-32 

 

  ѝ 32̕Ӈ бέᴇ ὯȂ 

  



Ὧ ԇ 
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route-map route-map-name [permit | deny] [sequence-number] 

no route-map route-map-name [permit | deny] [sequence-number] 

   

 

route-map-name 

ѬУэᵳұ Ȃ ‍

ԇ ȂУэ

Ԉ Ѭ э ̆Уэ Уэ

 

 

permit 

̂ ̃ Ѭҩ permit Ὧ ̆ match
Ѭ רּ ‡Ȃ‡ set ԇ ‍ ⁸̕

ұ ̆set ԇ ꜛ ⁸Ȃ

  ᴐȂ 

Ѭҩ permit Ὧ ̆ а match Ѭ

רּ ‡Ȃ‡ ὡ үэ ᴐȂ

⁮ ҩ set ԇ 

 

deny 

̂ ̃ Ѭҩ deny Ὧ ̆ match
Ѭ רּ ‡Ȃ‡аֶ ֗ᴉ ᴐ̆

аἵ ‍ ̆ з  

ᴐȂ 

Ѭҩ deny Ὧ ̆ а match Ѭ רּ

‡Ȃ‡ ὡЮУэ ᴐȂ ⁮

ҩ set ԇȂ 

 

 
sequence-number 

Ȃᴂ ִἼ ⁮ᴳ

̆ Ȃ 

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ₥ RGIOS ֒ ў чэ ̔̋̃ ‍ ⁸̌̃̕ Ȃ 

̋̃ ‍ ⁸ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ Ԉ OSPF
‍ ⁮ RIP ѐ̆҂ Ԉ RIP ‍

⁮ OSPF ѐȂ ҵ ‍ Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ

ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set ԇȂ

match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ ᴐȂ 

̆ ᴳ ԈЮΰ ̔ 

Â … Уэ ̆ sequence-number̆ ѝ 10̕ 



Ὧ ԇ 
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Â Уэ ̆ sequence-number ӑֶ… ̆

ὡ ̕ 

Â э ̆ ᴐ ̆ ‡   Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍ ѝ 4 RIP
̆ OSPF ѐ̆ ѝ type-1̆‫ ḣѝ 40̆

ḣ ѝ 40Ȃ 

Ruijie(config)# router ospf 

Ruijie(config-router)# redistribute rip subnets route-map redrip

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# match metric 4 

Ruijie(config-route-map)# set metric 40 

Ruijie(config-route-map)# set metric-type type-1 

Ruijie(config-route-map)# set tag 40 

 

 ԇ  
Ὧ ԇ 

 Redistribute  ‍  

 

   

 

   



Ὧ ԇ 
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ԇ   Ȃ 

 

ᴳ   
ԇ BGP ѐ ᴳ ̆ Ȃ 

ԇ У ̂as,ip-addr̃̆а  

 

ѡᴿ  

Ruijie(config)# route-map set-as-path 

Ruijie(config-route-map)# match as-path 1 

Ruijie(config-route-map)# set aggregator as 3 2.2.2.2 

 

 ԇ  

 match as-path ּר AS_PATH ḣ 

 match community ּר ᴇḣ 

 match metric  ּר ḣ 

 match origin ּר ḣ 

 set community ‍ COMMUNITY

 set metric ‍ ḣ 

Ὧ ԇ 

 set metric-type  ‍  

 

   

 

   



Ὧ ԇ 
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ԇ    

 

ᴳ  
 ԇ רּ ⁮ ╗ῆ AS_PATH Ў Ԉ as-path ѐ

╗ 15 э asȂ 

 

ѡᴿ  

Ruijie(config)# route-map set-as-path 

Ruijie(config-route-map)# match as-path 1 

Ruijie(config-route-map)# set as-path prepend 100 101 102 

 

 ԇ  

 match as-path ּר AS_PATH ḣ 

 match community ּר ᴇḣ 

 match metric  ּר ḣ 

 match origin ּר ḣ 

 set community ‍ COMMUNITY

 set metric ‍ ḣ 

Ὧ ԇ 

 set metric-type  ‍  

 

   

 

   
ԇ  

 - - 

 

44.1.36 set comm-list delete 

רּ match ‡ ‮ COMMUNITY_LIST ѐ community ḣ̆ ᴳ

ԇ set comm-list deleteȂ ԇ no ‮ Ȃ ԇӨ ұ

Ȃ 

set comm-list community-list-number | community-list-name delete 

no comm-list community-list-number | community-list-name delete 

 



Ὧ ԇ 

44-44 

 community-list-name 
ᴇ‟  

ᴇ‟ а 80  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ԇ רּ ⁮ ѐ‮ ᴇ ‟ Ȃ 

 

ѡᴿ  

Ruijie(config)# router bgp 100 

Ruijie(config-router)# neighbor 172.16.233.33 remote-as 120 

Ruijie(config-router)# neighbor 172.16.233.33 route-map ROUTEMAPIN

in 

Ruijie(config-router)# neighbor 172.16.233.33 route-map

ROUTEMAPOUT out 

Ruijie(config-router)# exit 

Ruijie(config)# ip community-list 500 permit 100:10 

Ruijie(config)# ip community-list 500 permit 100:20 

Ruijie(config)# ip community-list 120 deny 100:50 

Ruijie(config)# ip community-list 120 permit 100:.* 

Ruijie(config)# route-map ROUTEMAPIN permit 10 

Ruijie(config-route-map)# set comm-list 500 delete 

Ruijie(config-route-map)# exit 

Ruijie(config)# route-map ROUTEMAPOUT permit 10 

Ruijie(config-route-map)# set comm-list 120 delete 

 

 ԇ  

 ip community-list ᴇ‟  

 match as-path ּר AS_PATH ḣ 

 match community ּר ᴇ ḣ 

 match metric  ּר ḣ 

 match origin ּר ḣ 

 set as-path prepend ‍ AS_PATH  

 set comm-list delete ‮ רּ ᴇ ḣ 

Ὧ ԇ 

 set local-preference ‍ ִἼ  

 

   



Ὧ ԇ 

44-45 

 

   
ԇ  

 - - 

44.1.37 set community 

רּ match ‡ COMMUNITY ḣ̆ ᴳ ԇ set 
communityȂ ԇ no ‮  

set community {community-number[community-number …] additive | none} 

no set community { community-number[community-number …] additive | none} 

   

 

community-number 

ᴇ ḣȂ 

ѝ AA:NN( :2 )̆ Уэ

ḣ̆ 0-4294967295̆ ԈЮ Ѭḣ̔

internet̆ Internet ᴇ̆ ұ

ᴇȂ 

local-as̆ а ⁮ AS ̆

̆ а ὲ

Ȃ 

no-advertisĕ а ֗ᴉУэ BGP 
peersȂ 

no-export̆ а EBGP peersȂ 

 additive community Э ╗ 

 

 none ᴇ ѝ  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ᴳ רּ ⁮ ᴇ Ȃ 

 

ѡᴿ  

Ruijie(config)# route-map SET_COMMUNITY 10 permit 

Ruijie(config-route-map)# match as-path 1 

Ruijie(config-route-map)# set community 109:10 

Ruijie(config-route-map)# exit 

Ruijie(config)# route-map SET_COMMUNITY 20 permit 

Ruijie(config-route-map)# match as-path 2 
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Ruijie(config-route-map)# set community no-export 

 

 ԇ  

 match as-path ּר AS_PATH ḣ 

 match community ּר ᴇḣ 

 match metric  ּר ḣ 

 match origin ּר ḣ 

 set as-path prepend ‍ AS_PATH  

 set origin ‍  

Ὧ ԇ 

 set metric-type  ‍  

 

   

 

   
ԇ  

 - - 

 

44.1.38 set dampening 

רּ match ‡ ̆ ᴳ ԇ set dampeningȂ
ԇ no ‮ Ȃ 

set dampening half-life reuse suppress max-suppress-time 

no set dampening 

   

 half-life 
а Ȃ 

1..45(‍ )̆ ḣѝ 15 ‍  

 reuse 
ḣᴂұ ḣ ̆ ⁸ Ȃ

1..20000̆ ḣѝ 750Ȃ 

 suppress 
ḣ ḣ ̆ ⁸Ȃ 

1..20000̆ 2000Ȃ 

 

 max-suppress-time 
⁸ Ȃ 

1..255(‍ )̆ ḣѝ 4* half-life 

 

  Ȃ 

 



Ὧ ԇ 
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ԇ   Ȃ 

 

ᴳ   ᴳ רּ ⁮ Ȃ 

 

ѡᴿ  

Ruijie(config)# route-map 



Ὧ ԇ 

44-48 

 



Ὧ ԇ 

44-49 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 set ԇ ч W̔CMP ̆ WCMP Ȃ

₥У Ю̆ ὡ weight ḣ WCMP Ȃ

set ip default next-hop ԇ Ԉ э IP ̆ а 32 эȂ 

ip address ╗ weight ḣ̆‡ Ԉ а 4 э nexthop Ȃ 

~  

֗ᴉУэ next-hop weight ḣ̆ ᴳ set ԇ

╟‎ ѝ WCMP Ȃ WCMP
Ю̆ ұ Ҿ weight nexthop ὲ̆ weight

ѝ 1Ȃ 

set ip next-hop set ip default next-hop ԇ ⁞שּ ұ̔ ҩ set ip next-hop
ԇ ִἼᴳ ̕ ҩ set ip default next-hop ֶ

ִἼᴳ Ȃ 

ᴳ ԇѝ ᵏ У ⁸ ╖ Ȃ ֒Э ѝ

⁮ ̆‡ ⁮ ԇ ЮУ (nexthop)ЭȂ 

̆ ᴳ ̆ з … ȂУэ

̆ э Ѭҩ 1 э э רּ ‡ ᴐȂУэ

̆ ⁮ ꜛ ̆а ֗ᴉ ꜛ



Ὧ ԇ 

44-50 

Ruijie(config- route-map)#set default interface null 0 

 

 ԇ  

 route-map Ѭ  

 match ip address     ּר ‟ ѐ  

 set default interface  
ꜛ   ̆

ѐ  

 set default interface  
ꜛ   ̆

ѐ  

 set interface         ꜛ    

 set ip next-hop  
ꜛ ЮУ IP ̆

ѐ  

Ὧ ԇ 

 set ip precedence  ꜛ IP ִἼḣ 

 

   

 

   
ԇ  

 - - 

44.1.41 set ip dscp 

רּ match ‡ DSCP ḣ̆ ᴳ ԇ set ip dscpȂ ԇ

no ‮ Ȃ 

set ip dscp dscp_value 

no set ip dscp 

   
 

 dscp_value IP ѐ IP DSCP ḣ 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ   
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 ԇ  

 route-map Ѭ  

 match ip address     ּר ‟ ѐ  

 set default interface  
ꜛ   ̆

ѐ  

 set default interface  
ꜛ   ̆

ѐ  

 set interface         ꜛ    

 set ip default next-hop  
ꜛ ЮУ IP ̆

ѐ  

Ὧ ԇ 

 set ip precedence  ꜛ IP ִἼḣ 

 

  ұ S8600 ‟̆ ҩ M8600-MPLS MPLS ╖ ̆‡а ╖ Ȃ 

 

   
ԇ  

 - - 

44.1.42 set ip next-hop 

רּ match ‡ ꜛ ЮУ IP ̆ ᴳ ԇ set ip next-hopȂ
ԇ no ‮ Ȃ ԇӨ ұ Ȃ 

set ip next-hop ip-address [weight] […ip-address [weight] ] 

no set ip next-hop ip-address [weight] […ip-address [weight] ] 

   

 ip-address ЮУ IP   

 weight ЮУ  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

set ԇ ч ̔WCMP ̆ WCMP
Ȃ ₥У Ю̆ ὡ weight ḣ WCMP

Ȃ 

set ip next-hop ԇ Ԉ э IP ̆ а 32 эȂ 

ip address ╗ weight ḣ̆‡ Ԉ а 4 э nexthop Ȃ 
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~  

֗ᴉУэ next-hop weight ḣ̆ ᴳ set ԇ

╟‎ ѝ WCMP Ȃ WCMP
Ю̆ ұ Ҿ weight nexthop ὲ̆ weight

ѝ 1Ȃ 

У ұ ╗ ꜛ ⁸Ȃ ҩ

̆ ᾱ ᴉ ꜛ ̆ ᾱ ҩУэ

ꜛ ЮУ Ȃ 

̆ ᴳ ̆ з … ȂУэ

̆ э Ѭҩ 1 э э רּ ‡ ᴐȂУэ

̆ ⁮ ꜛ ̆а ֗ᴉ ꜛ

̆ ѐ э ꜛ ѐ Ѭ

ᴐ Ȃ 

Уэ ѐ Ԉ э set ᴐȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆ serial 1/0 Э Ȃ ⁮ 10.0.0.0/8
ᾃ ꜛ ̆ ⁮ 192.168.100.1̕ ѝ 172.16.0.0/16 ᾃ

ꜛ ̆ ⁮ 172.16.100.1̕ὲᴍ ὤ х Ȃ 

Ruijie(config)#interface serial 1/0 

Ruijie(config-if)#ip policy route-map load-balance 

Ruijie(config)#access-list 10 permit 10.0.0.0 0.255.255.255 

Ruijie(config)#access-list 20 permit 172.16.0.0 0.0.255.255 

Ruijie(config)#route-map load-balance permit 10 

Ruijie(config-route-map)#match ip address 10 

Ruijie(config-route-map)#set ip next-hop 192.168.100.1 

Ruijie(config)#route-map load-balance TT3 1 Tf
8.982 0 Td
(ac7961 Tf
10.778 0 Td
(ip poliTT2 1 Tf
6.587 0 Td
(e )Tj
/TT3 1 Tf
255.255)Tj
/1 Tf
-0.0013 Tc
0 T c 0.599 0 Td
(10 )Tj
/T4 1 Tf
-0.0013 Tc 0 Tf
-0.097 0 Td
(set ip next-h 5.5e serial)Tj
/TT2 1 Tf
0 Tc 
( )Tj
/TT4 1 Tf
-0.0013 Tc 0.599 0 Td
(192.168.100.1 )Tj
/TT2 1 Tf
-24.551 -1.761 Td
(Ruijie(config)#)Tj
/TT3 1 Tf
ie(config-if)#)Tj
/T186s-list e 



Ὧ ԇ 

44-53 

 set ip default next-hop 
ꜛ ЮУ IP ̆

ѐ  

 set ip precedence ꜛ IP ִἼḣ 

 

   

 

   
ԇ  

 - - 

44.1.43 set ip next-hop verify-availability 

ЮУ IP ̆ ᴳ ԇ set ip next-hop 
verify-availabilityȂ ԇ no ‮ Ȃ ԇӨ ұ Ȃ 

set ip next-hop verify-availability ip-address track track-obj-num 

no set ip next-hop verify-availability ip-address track track-obj-num 

   

 ip-address ЮУ IP   

 track-obj-num  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  

ԈЮ ᴿ ̆ serial 1/0 Э Ȃ ⁮ 10.0.0.0/8
ᾃ ꜛ ̆ ⁮ 192.168.100.1̕ ѝ 172.16.0.0/16 ᾃ

ꜛ ̆ ⁮ 172.16.100.1̕ὲᴍ ὤ х Ȃ 

Ruijie(config)#interface serial 1/0 

Ruijie(config-if)#ip policy route-map load-balance 

Ruijie(config)#access-list 10 permit 10.0.0.0 0.255.255.255 

Ruijie(config)#access-list 20 permit 172.16.0.0 0.0.255.255 

Ruijie(config)#route-map load-balance permit 10 

Ruijie(config-route-map)#match ip address 10 

Ruijie(config-route-map)#set ip  next-hop 192.168.100.1 

Ruijie(config)#route-map load-balance permit 20 
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Ruijie(config--route-map)#match ip address 20 

Ruijie(config-route-map)#set ip  next-hop 172.16.100.1 

Ruijie(config)#route-map load-balance permit 30 

Ruijie(config-route-map)#set interface Null 0 

 

 ԇ  

 route-map Ѭ  

 match ip address ּר ‟ ѐ  

 set default interface 
ꜛ   ̆

ѐ  

 set default interface 
ꜛ   ̆

ѐ  

 set interface ꜛ    

 set ip default next-hop 
ꜛ ЮУ IP ̆

ѐ  

Ὧ ԇ 

 set ip precedence ꜛ IP ִἼḣ 

 

   

 

   
ԇ  

 - - 

44.1.44 set ip precedence 

רּ match ‡ IP ִἼ , ᴳ ԇ set ip 
precedenceȂ ԇ no ̆ ִἼ ḣ‮ Ȃ 

set ip precedence {<0-7> | critical | flash | flash-override | immediate | internet



Ὧ ԇ 
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ᴳ  
 IP ѐ ִἼ ḣ ᴳ IP а ִἼ ּ Ȃ 

‡ѐ̆ Ԉ э set ip precedence ԇ̆ת Уэ

̆ з רּ IP ֶ ִἼ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ ӱ FastEthernet 0/0 ѝ 192.168.217.68
precedence ѝ 4Ȃ 

Ruijie(config)#access-list 1 permit 192.168.217.68 0.0.0.0 

Ruijie(config)#route-map name 

Ruijie(config-route-map)#match ip address 1 

Ruijie(config-route-map)#set ip precedence 4 

Ruijie(config)#interface FastEthernet 0/0 

Ruijie(config-if)#ip policy route-map name 

 

 ԇ  

 match interface      ּר ЮУ  

 match ip address     ּר ‟ ѐ  

 match ip next-hop    ּר ‟ ѐ ЮУ  

 match ip route-source  ּר ‟ ѐ  
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set ip tos  {<0-15> | max-reliability | max-throughput | 



Ὧ ԇ 
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ԇ  

 - - 

44.1.46 set ipv6 default next-hop 

רּ match ‡ IPv6 ЮУ IPv6 ̆ ᴳ ԇ set 
ipv6 default next-hopȂ ԇ no ‮ Ȃ ԇӨ ұ Ȃ 

set ipv6 default next-hop global-ipv6-address [weight] [global-ipv6-address [weight]...] 

no set ipv6 default next-hop global-ipv6-address [weight] [global-ipv6-address [weight]...] 

   

 global-ipv6-address  ЮУ IPv6 ȂЮУ

Ȃ 
 

 weight Ю ̆1͘8. 

 

   

 

ԇ   Ȃ 

 

ᴳ  

 Э Ԉ ̆ ұּר ‡ IPv6 ̆ ѐа

̂ ̃̆‡ ⁮ set ipv6 default nexthop
ЮУ ̆ ‡ Ȃ match ‡ IPv6 Ὧ ‡Ȃ 

б ѐ   ̆ Ю ִἼ ̔ 

Â set ipv6 next-hop̕ 

Â ̂ ̃̕ 

Â set ipv6 default next-hop̕ 

Â Ȃ 

~  
Ӈ Э̆ 64 ̆ ╖ а Ȃ 

ԇб set ipv6 next-hop verify-availability s̆et ipv6 
next-hop verify-availability ԇ ЮУ ִֶἼ Ȃ  

 

ѡᴿ  

ԈЮ ᴿ ̆ ӱ fastEthernet 0/0 ѝ

2001:0db8:2001:1760::/64 ЮУ ѝ 2002:0db8:2003:1::95Ȃ 

Ruijie(config)# ipv6 access-list acl_for_pbr 

Ruijie(config -ipv6-acl)#permit ipv6 any 2001:0db8:2001:1760::/64

Ruijie(config)#route-map rm_if_0_0 
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Ruijie(config-route-map)#match ipv6 address acl_for_pbr 

Ruijie(config-route-map)# set ipv6 default next-hop  

2002:0db8:2003:1::95 

Ruijie(config)#interface FastEthernet 0/0 

Ruijie(config-if)#ipv6 policy route-map rm_if_0_0 

 

 ԇ  

 match ipv6 address      Ѭ רּ ‡ 

 ipv6 policy route-map Э  
Ὧ ԇ 

 set ipv6 next-hop ЮУ  

 

  ұ S86 ‟̆ ҩ M8600-MPLS MPLS ╖ ̆‡а ╖ Ȃ 

 

   
ԇ  

 RGOS 10.4 RGOS 10.4 ԇȂ 

 

44.1.47 set ipv6 next-hop 

רּ match ‡ IPv6 ЮУ IPv6 ̆ ᴳ ԇ set ipv6 
next-hopȂ ԇ no ‮ Ȃ ԇӨ ұ Ȃ 

set ipv6 next-hop global-ipv6-address [weight] [global-ipv6-address [weight]...] 

no set ipv6 next-hop global-ipv6-address [weight] [global-ipv6-address [weight]



Ὧ ԇ 
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~  

֗ᴉУэЮУ weight ḣ̆ ᴳ set ԇ

╟‎ ѝ WCMP Ȃ WCMP
Ю̆ ұ Ҿ weight nexthop ̆ὲ weight
ѝ 1Ȃ 

б ѐ   ̆ Ю ִἼ ̔ 

Â set ipv6 next-hop 

Â ̂ ̃ 

Â set ipv6 default next-hop 

Â  

 

ѡᴿ  

ԈЮ ᴿ ̆ ӱ fastEthernet 0/0 ѝ

2001:0db8:2001:1760::/64 ЮУ ѝ 2002:0db8:2003:1::95Ȃ 

Ruijie(config)# ipv6 access-list acl_for_pbr 

Ruijie(config -ipv6-acl)#permit ipv6 any 2001:0db8:2001:1760::/64

Ruijie(config)#route-map rm_if_0_0 

Ruijie(config-route-map)#match ip address acl_for_pbr 

Ruijie(config-route-map)# set ipv6 next-hop 2002:0db8:2003:1::95

Ruijie(config)#interface FastEthernet 0/0 

Ruijie(config-if)#ipv6 policy route-map rm_if_0_0 

 

 ԇ  

 match ipv6 address      Ѭ רּ ‡ 

 ipv6 policy route-map Э  
Ὧ ԇ 

 set ipv6 default next-hop ЮУ IPv6

 

  S86 ‟Ӈ ԇȂ 

 

   
ԇ  

 RGOS 10.4 RGOS 10.4 ԇȂ 

44.1.48 set ipv6 next-hop verify-availability 

Route-map Ю set ipv6 next-hop verify-availability ԇ ᴳ ұ BFD
IPv6 Ԉ ЮУ Ȃ no ԇὯ ╖ Ȃ 

set ipv6 next-hop verify-availability  [global-ipv6-address [weight] bfd interface-type 
interface-number gateway]  
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no set ipv6 next-hop verify-availability  [global-ipv6-address [weight] bfd interface-type 
interface-number gateway]  

    

global-ipv6-address ( )ЮУ IPv6  

bfd ( ) BFD  

weight ( )ЮУ ḣ 

interface-type 
interface-number  

( )  

gateway ( ) Ὧ̆ ѝ BFD IPv6 Ȃ 

 

  аὯ BFD ╖  

 

ԇ    

 

ᴳ  
 
~  

ԇб set ipv6 nexthop ̆ ԇִἼ ̕ 

Ἴ ᶑ IPv6 BFD ֶ ̕ 
 

 

ѡᴿ 

 # ᴳ Ὧ BFD ̆ BFD б 2002::2  

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# route-map Example1 permit 10 

Ruijie(config-route-map)# match ipv6 address 1 

Ruijie(config-route-map)# set ipv6 precedence priority 

Ruijie(config-route-map)# set ipv6 next-hop 2002::2 

Ruijie(config-route-map)#set ipv6 next-hop verify-availability 

2002::2 bfd FastEthernet 0/1 2002::2 

Ruijie(config-route-map)#end 

 

ԇ  
Ὧ ԇ 

bfd BFD ֶ Ȃ 
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ԇ  

 10.4 ԇ 

 

44.1.49 set ipv6 precedence  

רּ match ‡ IPv6 ִἼ ̆ ᴳ ԇ set ipv6 
precedenceȂ ԇ no ̆ ִἼ ḣ‮ Ȃ 

set ipv6 precedence {<0-7> | critical | flash | flash-override | immediate | internet | network 
| priority | routine } 

no set ipv6 precedence  {<0-7> | critical | flash | flash-override | immediate | internet | 
network | priority | routine } 

   

 

 Critical ȁ  flash ȁ

flash-overrideȁ immediate ȁ
internet ȁ network ȁpriority ȁ
routine 

 IPv6 ִἼ ḣȂ 

 

 0~7 0~7 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

Â ḣб Ὧ ѝ̔ 

ḣ Ѭ 

0 routine 

1 priority 

2 network 

3 internet 

4 immediate 

5 flash-override 

6 flash 

7 critical 
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ѡᴿ  

ᴿ 1̔ ᶢ IPV6 ִἼ ѝ 3Ȃ 

¸ Ὧ ACL6 

Ruijie(config)#ipv6 access-list aaa 

Ruijie(config-ipv6-acl)#permit ipv6 2003:1000::10/80 2001:100::/64 

¸ route-map 

Ruijie(config)#route-map pbr-aaa permit 10 

Ruijie(config-route-map)#set ipv6 next-hop 2001:1234::2 

¸ ᶢ ִἼ ╖  

Ruijie(config-route-map)# set ipv6 precedence 3 

Or 

Ruijie(config-route-map)# set ipv6 precedence immediate 

 

 ԇ  

 
match ipv6 address IPv6 PBR ѐ ұּר

ACLȂ 

 route-map Ȃ 

 set default interface ЮУ   Ȃ 

 set interface ЮУ   Ȃ 

 set ipv6 default next-hop ЮУ Ȃ 

 set ipv6 next-hop ЮУ Ȃ 

 show ipv6 policy ₥ ᾳȂ 

Ὧ ԇ 

 show route-map ₥ ᾳȂ 

 

  - 

 

   
ԇ  

 10.4 ԇ 

44.1.50 set level 

רּ match ‡ ὡ שּ ̆ ᴳ ԇ set levelȂ
ԇ no ‮ Ȃ 

set level {level 1| level 2 | level 1-2 | stub-area | backbone} 

no set level 
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 - - 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  

ԈЮ ᴿ ̆OSPF ‍ RIP ⁮ backbone שּ Ȃ 

Ruijie(config)# router ospf  

Ruijie(config-router)# redistribute rip subnets route-map redrip

Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# set level backbone 

 

 ԇ  

 match interface      ּר ЮУ  

 match ip address     ּר ‟ ѐ  

 match ip next-hop    ּר ‟ ѐ ЮУ  

 match ip route-source  ּר ‟ ѐ  

 match metric  ּר ḣ 

 match route-type  ּר  

 match tag  ּר ḣ 

 set metric-type  ‍  

Ὧ ԇ 

 set tag  ‍ ḣ 

 

   

 

   
ԇ  

 - - 

44.1.51 set local-preference 

רּ match ‡ LOCAL_PREFERENCE ḣ̆ ᴳ ԇ set 
local-preferenceȂ ԇ no ‮ Ȃ 



Ὧ ԇ 
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set local-preference number 

no set local-preference 

   
 

 number ִἼ ḣȂ ̔0-4294967295 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
Уэ local-preference ḣ̆а э local-preference ḣȂ 

ԇ רּ ⁮ ִἼ Ȃ 

 

ѡᴿ  

Ruijie(config)# route-map SET_PREF permit 10 

Ruijie(config-route-map)# match as-path 1 

Ruijie(config-route-map)# set local-preference 6800 

Ruijie(config-route-map)# exit 

Ruijie(config)# route-map SET_PREF permit 20 

Ruijie(config-route-map)# match as-path 2 

Ruijie(config-route-map)# set local-preference 50 

 

 ԇ  

 match as-path ּר AS_PATH ḣ 

 match metric  ּר ḣ 

 match origin ּר ḣ 

 set as-path prepend ‍ AS_PATH  

 set metric ‍ ḣ 

Ὧ ԇ 

 set metric-type  ‍  

 

   

 

   
ԇ  

 - - 
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רּ match ‡ ḣ̆ ᴳ ԇ set metricȂ ԇ

no ‮ Ȃ 

set metric [+ metric-value | - metric-value | metric-value] 

no set metric 

  



Ὧ ԇ 

44-66 

 match ip route-source  ּר ‟ ѐ  



Ὧ ԇ 
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Ruijie(config-router)# network 192.168.12.0 0.0.0.255 area 0 

Ruijie(config-router)# exit 

Ruijie(config)# route-map redrip permit 10 

Ruijie(config-route-map)# set metric-type type-1 

 

 ԇ  

 match interface      ּר ЮУ  

 match ip address     ּר ‟ ѐ  

 match ip next-hop    ּר ‟ ѐ ЮУ  

 match ip route-source  ּר ‟ ѐ  

 match metric  ּר ḣ 

 match route-type  ּר  

match route-type  
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‍ ⁮ RIP ѐ̆҂ Ԉ RIP ‍

⁮ OSPF ѐȂ ҵ ‍ Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ Ѯ

ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э э set ԇȂ

match ԇ̆‡ּר ̕ set ԇ̆‡аṁ֗ᴉ ᴐȂ 

 



Ὧ ԇ 
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 egp EGP 



Ὧ ԇ 
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set originator-id ip-addr 

no originator-id [ip-addr] 

   
 

 ip-addr  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ԇ רּ ⁮ Ȃ 

 

ѡᴿ  

Ruijie(config)# route-map SET_ORIGIN 10 permit 

Ruijie(config-route-map)# match as-path 1 

Ruijie(config-route-map)# set originator-id 5.5.5.5 

Ruijie(config-route-map)# exit 

Ruijie(config)# route-map SET_ORIGIN 20 permit 

Ruijie(config-route-map)# match as-path 2 

Ruijie(config-route-map)# set originator-id 5.5.5.6 

 

 ԇ  

 match as-path ּר AS_PATH ḣ 

 match metric  ּר ḣ 

 match origin ּר ḣ 

 set as-path prepend ‍ AS_PATH  

 set metric ‍ ḣ 

Ὧ ԇ 

 set local-preference ‍ ִἼ  

 

   

 

   
ԇ  

 - - 

44.1.57 set tag 

רּ match ‡ ̆ ᴳ ԇ set tagȂ ԇ no ‮

Ȃ 
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set tag tag 

no set tag 

   
 

 tag  
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44.1.58 set weight 

רּ match ‡ BGP ḣ̆ ᴳ ԇ set weightȂ ԇ

no ‮ Ȃ 

set weight number

 



Ὧ ԇ 
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Ὧ ԇ 

44-74 

   

 

   
ԇ  

 - - 

44.2.2 show ip prefix-list 

₥ ‟ ᶕ ₥ ‟ ᶕ ̆ᴳ show ip prefix-list ԇȂ 

show ip prefix-list [ prefix-name ] 

   
 

 prefix-name ₥ ‟  

 

  ₥ ‟ ᶕ Ȃ 

 

ԇ   ȁὤ ȁ ȁ ȁ Ȃ

 

ᴳ   
₥ ‟ ̆ ֶ ₥ ‟ ᶕ ̆ ‡ ₥

‟ ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show ip prefix-list  

ip prefix-list pre: 2 entries 

seq 5 permit 192.168.64.0/24 

seq 10 permit 192.2.2.0/24 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

44.2.3 show ip route 

IP ᶕ ̆ᴳ show ip route ԇȂ 

show ip route [[vrf vrf_name] [network [mask] | count | protocol [process-id] | weight ]] 



Ὧ ԇ 

44-75 

   

 vrf vrf_name ̂ ̃ VRF ᶕ  

 network ̂ ̃ ⁮ ᶕ  

 mask ̂ ̃  

 count ̂ ̃ ₥  

 
protocol 

̂ ̃ Ὧ ̔connected, static̕
̆G Ю Ὧ b̔gp, isis, 

ospf, rip 

 process-id ̂ ̃  

 

 weight ̂ ̃  

 

  Ȃ 

 

ԇ   ȁὤ ȁ ȁ ȁ Ȃ

 

ᴳ   ԇ Ԉ ̆ ᶕ Ȃ 

 

ѡᴿ  

ᴿ 1̔ԈЮѝ show ip route ԇ ̔ 

Ruijie# show ip route 

Codes:  C - connected, S - static, R - RIP, B - BGP 

O - OSPF, IA - OSPF inter area 

N1-OSPF NSSA external type 1,N2 - OSPF NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2 

i - IS-IS,su - IS-IS summary,L1 - IS-IS level-1,L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default 

Gateway of last resort is no set 

S    20.0.0.0/8 is directly connected, VLAN 1 

S    22.0.0.0/8 [1/0] via 20.0.0.1 

O E2 30.0.0.0/8 [110/20] via 192.1.1.1, 00:00:06, VLAN 1 

R    40.0.0.0/8 [120/20] via 192.1.1.2, 00:00:23, VLAN 1 

B    50.0.0.0/8 [120/0] via 192.1.1.3, 00:00:41 

C    192.1.1.0/24 is directly connected, VLAN 1 



Ὧ ԇ 

44-76 

O 

Ȃ ḣѝ̔ 

C̔ ̕ 

S̔ ̕ 

R̔RIP ̕ 

B̔BGP ̕ 

O̔OSPF ̕ 

i̔IS-IS Ȃ 

E2 

Ȃ ḣѝ̔ 

E1̔OSPF ̋̕ 

E2̔OSPF ̌̕  OSPFOSPF̔IS-IS̔ I̔S-IS  

� � ¦ � •  � 2 O 
 _ � Î � ×   



Ὧ ԇ 

44-77 

Ruijie# show ip route weight 

------------[distance/metric/weight]----------- 

S    23.0.0.0/8 [1/0/2] via 192.1.1.20 

S    172.0.0.0/16 [1/0/4] via 192.0.0.1 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

44.2.4 show ipv6 prefix-list 

IPv6 ₥ ‟ ᶕ ₥ ‟ ᶕ ̆ᴳ



Ὧ ԇ 

44-78 

 

   
ԇ  

 - - 

44.2.5 show ipv6 route 

IPv6 ᶕ ̆ᴳ show ipv6 route ԇȂ 

show ipv6 route [[network/prefix-length | summary | protocol]] 

   

 network/prefix-length ̂ ̃ ⁮ ᶕ  

 summary ̂ ̃ ₥ ipv6 ‍ ᶕ   
 protocol ̂ ̃ Ὧ ̔connected, static̕

̆G Ю Ὧ b̔gp, isis, 
ospf, rip 

                
   

                
ԇ   ȁὤ ȁ ȁ ȁ  

                
ᴳ   ԇ Ԉ ̆ ᶕ  

                

ѡᴿ 

 ԈЮѝ show ipv6 route ԇ ̔ 

Ruijie(config)# show ipv6 route 

IPv6 routing table name is Default(0) global scope - 7 entries 

     -  [*]( )-08(-( )-02(NOT( )-02(in( )-02(hardware( )-02(forwardting )-02( tablee)]TJ07 -1.755 TD
[L     -)6( ::1/ -)61928 viag )-02(L -)6oopback,g )-02(lLoca( )-02(hostee)]TJ07 -1.755 TD
[C     -)6( 10:: -)6/964 viag )-02(L -)6oopbackg 1,g dirneclyg cConnecteee



Ὧ ԇ 

44-79 

  

O 

Ȃ ḣѝ̔ 

C̔ ̕ 

L̔ ў ̕ 

S̔ ̕ 

R̔RIP ̕ 

B̔BGP ̕ 

O̔OSPF ̕ 

i̔IS-IS Ȃ 

E2 

Ȃ ḣѝ̔ 

E1̔OSPF ̋̕ 

E2̔OSPF ̌̕ 

N1̔OSPF NSSA 1̕ 

N2̔OSPF NSSA 2̕ 

IA̔OSPF ᾃ ̕ 

su̔IS-IS ̕ 

L1̔IS-IS 1 ̕ 

L2̔IS-IS 2 ̕ 

ia̔IS-IS ᾃ Ȃ 

20::/64  

[1/0] ̉ ḣ 

Via 10::4 ЮУ IP  

00:00:06  

VLAN 1 ЮУ  
 

 

 ԇ  
Ὧ ԇ 

 ipv6 route



Ὧ ԇ 

44-80 

ᶕ ̆ ᴳ ԇ show route-mapȂ 

show route-map̵route-map-name̷ 



ԇ 

45-1 

45 ѕ  

45.1 ầ  

45.1.1 ip local policy route-map 

̆ ᴳ ԇ ip local policy route-mapȂ
ԇ no Ὧ Ȃ 

ip local policy route-map route-map 

no ip local policy route-map 

   
 

 route-map Ȃ 

 

  Ὧ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ԇ   IP ̆ IP а

ԇ ⁸Ȃ 

̆ ᴳ ̆ з … ȂУэ

̆ э Ѭҩ 1 э э רּ ‡ ᴐȂУэ

̆ ⁮ ꜛ ̆а ֗ᴉ ꜛ

̆ ѐ э ꜛ ѐ Ѭ

ᴐ Ȃ 

set interface а , ₥ ҩ set interface э ̆

ᾕᴍ ֙Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ѐ̆ᴳ Ԉ 192.168.217.10 ѝ ӱ serial 2/0
  Ȃ 

ᴿ 1̔ Ѭּר IP ACL 

Ruijie(config)#access-list 1 permit 192.168.217.10 

ᴿ 2̔ Ѭ  

Ruijie(config)#route-map lab1 permit 10 

Ruijie(config-route-map)#match ip address 1 

Ruijie(config-route-map)#set interface serial 2/0 



ԇ 

45-2 

Ruijie(config-route-map)#exit 

ᴿ̍̔  

Ruijie(config)#ip local policy route-map lab1 

 

 ԇ  

 access-list Ѭ ‟ ‡ 

 route-map Ѭ  

 set vrf Ѭ IP VRF ᴿ 

 set ip next-hop Ѭ ЮУ  

 set ip default next-hop Ѭ ЮУ  

 set interface Ѭ    

 set default interface  Ѭ    

 set ip tos IP ѐ TOS 

 set ip dscp IP DSCP 

 set ip precedence  IP ѐ ִἼ  

 match ip address ‡ 

Ὧ ԇ 

 match length  ּר  

 

   

 

   
ԇ  

 - - 

45.1.2 ip policy 

set ip [default] nexthop эЮУ ᾕᴍ ֙ ̆

ὤ Юᴳ ip policy Ȃ ԇ no Ȃ 

ip policy {load-balance | redundance} 

no ip policy 

   
 

 load-balance | redundance ᾕᴍ ֙  

 

  ᾕᴍ ֙Ȃ 

 



ԇ 

45-3 

ԇ   ὤ Ȃ 

 

ᴳ   

ѐ set ip next-hop ̆ Ԉ эЮУ ת̆ ҩᾕᴍ ֙ ̆

Уэ Ԉ ЮУ ᴐ ̕ ҩ ̆ э

ЮУ ᴐ ̆WCMP Ԉ 8 эЮУ ̆ECMP Ԉ 32 эЮУ

Ȃ ЮУ ЮУ ҃⁮ ARP ᶕ з ARP MAC
MAC ҂ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ѐ̆ ѐ ҩ э nexthop, ὤ Ю ҩᾕᴍ ֙ ̆

‡ FastEthernet 0/0 Э э Уэ nexthop ᴐ Ȃ

ᴿ 1̔ רּ IP ACL config)#L access-listCL 1 1  c o n f i g ) # L  a c c e s s - l i s t L  1

ᴿ 3 2



ԇ 

45-4 

 - - 

45.1.3 ip policy route-map 

Уэ ̆ ᴳ ԇ ip policy route-map̆ᴳ ԇ no
Ὧ Э Ȃ 

ip policy route-map route-map 

no ip policy route-map 

   
 

 route-map Ȃ 

 

  Ὧ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 Э ̆ ⁮ ꜛ ̆ ұ

  ꜛаֶ Ȃ 

̆ ᴳ ̆ з … ȂУэ

̆ э Ѭҩ 1 э э רּ ‡ ᴐȂУэ

̆ ⁮ ꜛ ̆а ֗ᴉ ꜛ

̆ ѐ э ꜛ ѐ Ѭ

ᴐ Ȃ 

~  
ЭУэ Уэ ̆ Уэ Э

̆ Ἴ₥ Ȃ  
 

ѡᴿ  

ԈЮ ᴿ ѐ̆ Ԉ FastEthernet 0/0 ⁮ ̆

ѝ 10.0.0.1̆‡ ЮУ ѝ 196.168.4.6̆ ѝ 20.0.0.1 ‡ ЮУ ѝ

196.168.5.6̆ ‡ Ȃ 

ᴿ 1̔ רּ IP ACL 

Ruijie(config)#access-list 1 permit 10.0.0.1 

Ruijie(config)#access-list 2 permit 20.0.0.1 

ᴿ 2̔ Ѭ  

Ruijie(config)#route-map lab1 permit 10 

Ruijie (config-route-map)#match ip address 1 

Ruijie(config-route-map)#set ip next-hop 196.168.4.6 

Ruijie(config-route-map)#exit 

Ruijie(config)#route-map lab1 permit 20 



ԇ 

45-5 

Ruijie(config-route-map)#match ip address 2 

Ruijie(config-route-map)#set ip next-hop 196.168.5.6 

Ruijie(config-route-map)#exit 

ᴿ 3̔ Э  

Ruijie(config)#interface FastEthernet 0/0 

Ruijie(config-if)#ip policy route-map lab1 

Ruijie(config-if)#exit 

 

 ԇ  

 access-list Ѭ ‟ ‡Ȃ 

 route-map Ѭ Ȃ 

 set vrf Ѭ IP VRF ᴿ 

 set ip next-hop Ѭ ЮУ  

 set ip default next-hop Ѭ ЮУ  

 set interface Ѭ    

 set default interface  Ѭ    

 set ip tos IP ѐ TOS 

 set ip dscp IP DSCP 

 set ip precedence  IP ѐ ִἼ  

 match ip address ‡ 

Ὧ ԇ 

 match length  ּר  

 

   

 

   
ԇ  

 - - 

45.1.4 ipv6 local policy route-map 

̆ ᴳ э ԇȂ Ԉ ԇ no Ὧ

⁸╖ Ȃ 

ipv6 local policy route-map route-map-name 

no ipv6 local policy route-map 

    



ԇ 

45-6 

 
route-map-name ұ ̆

route-map ԇ Ȃ 

 no а ⁸Ȃ 

 

  Ὧ ╖ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   

Â ԇ   IPv6 ̂ ұ ping ̃

̆ IPv6 а ԇ ⁸Ȃ 

Â ̆ ᴳ ̆ з … ȂУэ

̆ э Ѭҩ 1 э э רּ ‡ ᴐȂУэ

̆ ⁮ ꜛ ̆а ֗ᴉ

ꜛ ̆ ѐ э ꜛ

ѐ Ѭ ᴐ Ȃ  



ԇ 

45-7 

 set ipv6 precedence IPv6 ִἼ ḣȂ

 show ipv6 policy ₥ ᾳȂ 

 show route-map ₥ ᾳȂ 

 

  Ȃ 

 

   
ԇ  

 10.4 ԇ 

45.1.5 ipv6 policy 

set next-hop ᾕᴍ ֙ ̆ ὤ Юᴳ

ipv6 policy . 

ipv6 policy {load-balance | redundance} 

no ipv6 policy    

4 . 5 0 3  T m 
 (  ) T j 
 / T T 1  T f 9 5 / l o a d - b 
 0 . 4 8  3 
 f 
 1 0 . 4 6 7  0 . 0 E 7 4 9 . 3 2  2 0 2 3 j 
 / A 5 1 > - 6 < 0 4 6 2  6 5 A 0 9 C 6 > ] T J 0 9 6 C 3 2  m 8 0 1 2  0  T 1 0 . 5  0  0  1 0 . 5  j 
 / 9 6 . 2 2  2 . 7 0 0 3  T m 
 (  ) T j 
 / T T 4 f 
 1 4 2 . c e



ԇ 

45-8 

 set default interface ЮУ   Ȃ 

 set interface ЮУ   Ȃ 

 set ipv6 default next-hop ЮУ Ȃ 

 set ipv6 next-hop ЮУ Ȃ 

 show ipv6 policy ₥ ᾳȂ 

 

  - 

 

   
ԇ  

 10.4 ԇ 

45.1.6 ipv6 policy route-map 

Уэ ̆ ᴳ ԇ ipv6 policy route-mapȂ ԇ no
Ὧ Ȃ 

ipv6 policy route-map route-map-name 

no ipv6 policy route-map 

   
 

 
route-map-name ұ ̆

route-map ԇ Ȃ 
 

  Ю ֗ᴉ ╖ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

Â Э ̆ ⁮ ꜛ ̆

ұ   ꜛаֶ Ȃ 

Â ̆ ᴳ ̆ з … ȂУэ

̆ э Ѭҩ 1 э э רּ ‡ ᴐȂУэ

̆ ⁮ ꜛ ̆а ֗ᴉ

ꜛ ̆ ѐ э ꜛ

ѐ Ѭ ᴐ  

~  
ЭУэ Уэ ̆ Уэ Э

̆ Ἴ₥ Ȃ  
 

ѡᴿ  
ᴿ 1̔ Ȃ ұ GigabitEthernet 1/38 Э ⁮ ̆

ӱ 2003:1000::10/80 2001:100::/64 ̆ רּ AAA IPV6 ACL



ԇ 

45-9 

2003:1001::2Ȃ 

¸ Ὧ IPV6 ACL 

Ruijie(config)#ipv6 access-list aaa 

Ruijie(config-ipv6-acl)#permit ipv6 2003:1000::10/80 2001:100::/64 

¸ route-map 

Ruijie(config)#



ԇ 

45-10 

 

ԇ   Ȃ 

 

ᴳ   ѝҩ ₥ ̆ Ԉᴳ ԇ Ȃ 

 

ѡᴿ 

 ₥ ᾳȂ 

Ruijie#show ip policy 

Banlance Mode̔redundance 

Interface             Route map 

local                  test 

FastEthernet 0/0     test 

 

 ԇ  

 ip policy route-map Э Ȃ Ὧ ԇ 

 ip local policy route-map Ȃ 

 

   

 

   
ԇ  

 ̇ ̇ 

 

45.2.2 show ipv6 policy 

₥ Ҿ ҩ IPv6 ̆ Ԉ show ipv6 policy ԇȂ 
show ipv6 policy [route-map-name] 

   
 

 route-map-name  

 

   

 

ԇ   Ȃ 

 

ᴳ   Ȃ 

 

ѡᴿ  
ᴿ 1̔ ҩ ₥ Э Ȃ 

Ruijie#show ipv6 policy  



ԇ 

45-11 

Banlance Mode̔redundance 

Interface                  Route map 

VLAN 1                      RM_for_Vlan_1 

VLAN 2                      RM_for_Vlan_2 

  

Banlance Mode ₥ Ȃ 

Interface ҩ Ȃ 

Route map ⁮ Э Ȃ 
 

 

 ԇ  
Ὧ ԇ 

 show route-map ₥ Ȃ 

 

  Ȃ 

 

   
ԇ  

 10.4 ԇ 

 
 



IGMP ԇ 

46-1 

46 IGMP  

46.1 ầ  

46.1.1 ip igmp access-group 

ԇ Э ⁸ Ȃ ԇ₥ no Ԉ ╖ Ȃ 

ip igmp access-group access-list 

no ip igmp access-group 

   
  

access-list 
⁸‟ ̆ <1-199>|<1300-2699> | 

WORD 

 

  ֒ 

 

ԇ    

 

ᴳ  

 ў Уэ ѐ УҾ ѐ Ԉ ╗ὡУҾ ̆ Ҿ Ԉ  ip 
igmp access-group ⁸Ȃ 

~  

IGMPv3 ̆ ⁸ ԇὯ ACLȂ
⁮ MLD report ᶕ ̂S1,S2,S3…Sn,G̃ ̆ ԇ (0,G)

ᶕ ᴳ ACL רּ Ȃ Ԉ ᴳ ԇ̆

ACL У (0, G)̆ Ԉ

̂S1,S2,S3…Sn,G̃ Ȃ 
 

 

ѡᴿ  

ᴿ 1



IGMP ԇ 

46-2 

Ruijie(config-ext-nacl)# permit ip host 1.1.1.1 host 233.3.3.3 

Ruijie(config)# interface ethernet 0 

Ruijie(config-if)# ip igmp access-group ext_acl 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

46.1.2 ip igmp join-group 

ԇ Ӈ Ὧ ╗ὡ э ̆ ԇ₥╗ no Ȃ 

ip igmp join-group group-address 

no ip igmp join-group group-address 

   
 

 group-address Э  



IGMP ԇ 

46-3 

   

 

  



IGMP ԇ 

46-4 

   
ԇ  

 - - 

46.1.4 ip igmp last-member-query-count 

last-member-query-count ⁮ leave ֶ̆ Ȃ

ԇ last-member-query-count ḣȂᴳ no ԇ ḣȂ 

ip igmp last-member-query-count number 

no ip igmp last-member-query-count 

   
 

 number ḣ, ѝ<2-7>Ȃ 

 

   last member query count ḣѝ 2Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 ⁮Уэ IGMPv2 ̆ ip igmp last-member-query-count

᷁ ╗ЭУ ̆ ᾃ ⁮ ̆ ‮

ᶕ Ȃ 

 

ѡᴿ  

ḣѝ 3Ȃ 

Ruijie# configure terminal 

Ruijie(config)# interface ethernet 0 

Ruijie(config-if)# ip igmp last-member-query-count 3 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

  



IGMP ԇ 

46-5 

ip igmp last-member-query-interval interval 

no ip igmp last-member-query-interval 

   
 

 interval ḣ ѝ <1-255>̆ ᴁѝ 0.1s 

 

  1s 

 

ԇ    

 

ᴳ   
⁮Уэ IGMPv2 ̆ ip igmp last-member-query-count

᷁ ╗ЭУ ̆ ᾃ ⁮ ̆ ‮

ᶕ Ȃ 

 

ѡᴿ  

ԈЮᴿ ҩ ᶕ 20 ̔ 

Ruijie# configure terminal 

Ruijie(config)# interface eth 0 

Ruijie(config-if)# ip igmp last-member-query-interval 200 

 

 ԇ  
Ὧ ԇ 

 ip igmp immediate-leave - 

 

   

 

   
ԇ  

 - - 

46.1.6 ip igmp limit (⁮ⱨ ) 

 



IGMP ԇ 

46-6 

 
except 

̂ ̃G access-listѐ а б ӑ limit
э ⁸Ȃ 

 access-list ̂ ̃ ‟ Ȃ 

 

  ḣѝ 1024Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ᴳ ԇὤ IGMP ⁸̆   ⁸ ‍ аֶ

IGMP ̆а Ȃ 

ᴳ ԇ Ԉ э ̆ ὤ Ԉ ̆

 ҩ ὤ Ȃ 

 

ѡᴿ  
ԈЮᴿ ҩ ⁸э ѝ 300̔ 

Ruijie(config-if)# ip igmp limit 300 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

46.1.7 ip igmp limit ( ┐ ) 

ᴳ ԇὤ Ԉ igmp э Ȃ ̆ᴳ no Ȃ 

ip igmp limit number  [except access-list] 

no ip igmp limit number  [except access-list] 

   

 
number 

IGMP ἵ э ̆ έᴇ

ὯȂ 

 
except 

̂ ̃G access-listѐ а б ӑ limit
э ⁸Ȃ 

 

 access-list ̂ ̃ ‟ Ȃ 

 



IGMP ԇ 

46-7 

  ḣѝ 65536 

 

ԇ   ὤ  

 

ᴳ  

 ᴳ ԇὤ IGMP ⁸̆   ⁸ ‍ а

ֶ IGMP ̆а Ȃ 

ᴳ ԇ Ԉ э ̆ ὤ Ԉ ̆

 ҩ ὤ Ȃ 

 

ѡᴿ  
ԈЮᴿ ҩ ⁸э ѝ 300̔ 

Ruijiêconfig̃# ip igmp limit 300 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

46.1.8 ip igmp mroute-proxy 

ԇ ̆ Ԉ ὲ Э Ȃ 

ip igmp mroute-proxy interfname 

no ip igmp mroute-proxy 

   
 

 interfname Э  

 

  ╖ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 Э ѝ proxy-service ̆ Ԉ ὲ

gmp Ȃ  



IGMP ԇ 

46-8 

Ruijie(config-if)# ip igmp mroute-proxy fa 0/1 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

46.1.9 ip igmp proxy-service 

ԇ ╟ Ю mroute-proxy ╘╖ Ȃ Э ԇ̆

ѝ mroute-proxy Э ̆ Ὧ Ю ̆ Ю Э ᶕ Ȃ 

ip igmp proxy-service 

no ip igmp proxy-service 

   
 

 - - 

 

  аѝ proxy-service Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

₥ э ԇ э ṁҩ ⁸̆ ἵ 32 эȂ IGMP Proxy
╖ э ұ э Ȃ ⁮ ̆

proxy-service ᶕ ̆ᴐ  Ȃproxy-service
ᶕ ӱ mroute-proxy ѐ Ȃ ̆ ҩ

proxy-servicĕ ұ ҩў ѝ̆ а ѝ. 

switchport ᴐ̆ Ὧ Ю ip igmp mroute-proxy 
interface ԇ ╟‮ Ȃ 

 

ѡᴿ  



IGMP ԇ 

46-9 

 

   

 

   
ԇ  

 - - 

46.1.10 ip igmp query-interval 

ԇ ̆ Ԉ no ѝ ḣȂ 

ip igmp query-interval seconds 

no ip igmp query-interval 

   
 

 seconds Ȃ ᴁ s̆ ḣ 1͘18000 

 

  125 Ȃ 

 

ԇ   Ȃ 

 

ᴳ   Ԉ ̆ Ȃ 

 

ѡᴿ  

ᴿ 1̔ Ethernet 0 ̆ ѝ 120sȂ 

Ruijie(config-if)# ip igmp query-interval 120 

ᴿ 2̔ Ethernet 0 ̆ ѝ ḣȂ 

Ruijie(config-if)# no ip igmp query-interval 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 



IGMP ԇ 

46-10 

ԇ ̆ Ԉ no ѝ ḣȂ 

ip igmp query-max-response-time seconds 

no ip igmp query-max-response-time 

   
 

 seconds ̆ ᴁ s̆ ḣ 1͘25 

 

  10s 

 

ԇ   Ȃ 

 

ᴳ  
 э ԇ IGMPv2 Ȃ э ԇ ⁸ ‮ ᶕ ₥

ᶕ Ȃ 

 

ѡᴿ  

ᴿ 1̔ Ethernet 0 ̆ ѝ 20sȂ 

Ruijie(config-if)# ip igmp query-max-response-time 20 

ᴿ 2̔ Ethernet 0 ̆ ѝ ḣȂ 

Ruijie(config-if)# no ip igmp query-max-response-time�Ê�

5�,ÕG!5B  



IGMP ԇ 

46-11 

 

  255s 

 

ԇ    

 

ᴳ   
ԇ IGMPv2Ȃ ᾳЮ̆ ч᷁ ip igmp 

query-interval ̆ Ruijie Ю ḣѝ 255sȂ ᾃ̆

⁮ ̆ ѝ Ȃ 

 

ѡᴿ  

ᴿ 1



IGMP ԇ 

46-12 

 

ѡᴿ  

ԈЮᴿ Ṍ ḣѝ 3̔ 

Ruijie# configure terminal 

Ruijie(config)# interface ethernet 0 

Ruijie(config-if)# ip igmp robustness-variable 3 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

46.1.14 ip igmp ssm-map enable 

ԇ ὤ Ю ╟ igmp ssm-map ╖ ̆ ԇ ѝ̔ 

ip igmp ssm-map enable 

no ip igmp ssm-map enable 

   
 

 - - 

 

  ╖ а ╟Ȃ 

 

ԇ   ὤ  

 

ᴳ   
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ԇ  

 - - 

46.1.15 ip igmp ssm-map static 

ԇ ὤ Ю ssm-map ̆ ԇ ѝ̔ 

ip igmp ssm-map static access-list a.b.c.d 

no ip igmp ssm-map static access-list a.b.c.d 

   

 access-list Acl ḣ ѝ<1-99> |<1300-1999> |WORD  

 a.b.c.d  

 

   

 

ԇ   ὤ  

 

ᴳ  
 ԇб ip igmp ssm-map enable ᴳ ̆ ԇ ̆ ⁮ v3 ԈЮ

Э ѐȂ 

 

ѡᴿ  
ACL ѝ 11 Э 192.168.2.2̆ ԇѝ̔ 

Ruijie(config)# ip igmp ssm-map static 11 192.168.2.2. 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

46.1.16 ip igmp static-group 

ԇ Ӈ Ὧ ╗Уэ ̆ ԇ₥ ╗ no Ȃ 

ip igmp static-group group-address 



IGMP ԇ 

46-14 

no ip igmp static-group group-address 

   
 

 group-address Э ╗ Ȃ 

 

  ╗֗ᴉУэ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 ԇ Ӈ Ὧ ╗Уэ ̆ ╗Уэ

ᴳ Ȃ 

 

ѡᴿ  

Ю ᴿ ѐ̆Ӈ Eth0 ╗ὡ 236.6.6.6
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ԇ    

 

ᴳ   ұ igmp ̆ ̆igmp ֶ ╟Ȃ 

 

ѡᴿ  

ԈЮᴿ ҩ ѝ 2̔ 

Ruijie# configure terminal 

Ruijie(config)# interface ethernet 0 

Ruijie(config-if)# ip igmp version 2 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

46.2 ầ  

46.2.1 clear ip igmp group 

ԇ IGMP ѐ ╟ ᶕ Ȃ [group-address |
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҂╗ὡ э ̆ ҂ֶ ‟ э‟ ѐȂӱ IGMP ѐ‮ ὤ ̆

Ԉ а clear ip igmp group ԇȂ 

 

ѡᴿ  
‮ ὤ ̔ 

Ruijie# clear ip igmp group 

 

 ԇ  

 show ip igmp groups - Ὧ ԇ 

 show ip igmp interface - 
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ԇ  

 - - 

46.2.3 show ip igmp groups 

ᴳ ԇ б ӱ IGMP ҃⁮ ᶕ Ȃ 

show ip igmp groups [group-address | interface-type interface-number] [detail] 

   

 group-address 
32 э ᴁ IP D ̆8 ᴁУ ̆

Ԉ︠ ⁸ ̆ Ѯ Ȃ 

 interface-type Ὧ Ȃ 

 interface-number Ὧ Ȃ 

 detail ᶕ Ȃ 

 

  ὤ ᶕ Ȃ 

 

   

 

ԇ   Ȃ 

 

ᴳ   
ᴳ ԇа ȁ Э ᶕ Ȃ

ᶕ Ȃ 

 

ѡᴿ  

ᴿ 1̔Ю ᶕ ̔ 

Ruijie# show ip igmp groups 

IGMP Connected Group Membership 

Group Address Interface Uptime Expires  Last Reporter 

224.0.1.1        eth2  00:00:09  00:04:17  10.10.0.82 



IGMP ԇ 

46-18 

Uptime: 00:00:42 

Group mode: Include 

Last reporter: 192.168.50.111 

TIB-A Count: 2 

TIB-B Count: 0 

Group source list: (R - Remote, M - SSM Mapping) 

Source Address Uptime v3 Exp Fwd Flags 

192.168.55.55 00:00:42 00:03:38 Yes R 

192.168.55.66 00:00:42 00:03:38 Yes R 
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IGMP Active, Non-Querier, Version 3 (default) 

IGMP querying router is 0.0.0.0 

IGMP query interval is 125 seconds 

IGMP querier timeout is 255 seconds 

IGMP max query response time is 10 seconds 

Last member query response interval is 1000 milliseconds 

Group Membership interval is 260 seconds 

IGMP Snooping is globally enabled 

IGMP Snooping is enabled on this interface 

IGMP Snooping fast-leave is not enabled 

IGMP Snooping querier is not enabled 

IGMP Snooping report suppression is enabled 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

46.2.5 show ip igmp ssm-mapping 

ԇ IGMP ssm-map ᶕ ̆ ԇ Ю̔ 

show ip igmp ssm-mapping ( A.B.C.D ) 

   
 

 A.B.C.D  

 

  IGMP ssm-map ᶕ Ȃ 

 

ԇ   ὤ  

 

ᴳ   ̆ ѫ Ὧ ᾳȂ 

 

ѡᴿ  
ᴿ 1̔ ssm-map ᶕ  

Ruijie# sh ip igmp ssm-mapping  
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SSM Mapping : Enabled 

Database    : Static mappings configured 

ᴿ 2̔ 233.3.3.3 ᶕ  

Ruijie#show ip igmp ssm-mapping 233.3.3.3 

Group address: 233.3.3.3 

Database     : Static 

Source list  : 192.3.3.3 

               : 3.3.3.3 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ
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47 PIM-DM  

47.1 PIM-DM ầ  

47.1.1 ip pim dense-mode 

₥ Э PIM-DM̆ ᴳ ip pim dense-mode ԇȂᴳ ԇ no
₥ Э PIM-DMȂ 

ip pim dense-mode 

no ip pim dense-mode 

   
 

 ̇ ̇ 

 

  PIM-DM Ȃ 

 

ԇ    

 

ᴳ  

  

&  

╟ PIM-DM ₥̆ ὤ Ю ╟ ╖ ̆

‡ ᴳ ╟ҩ PIM-DM̆҂а Ȃ 

╟ PIM-DM ̆IGMP э Э‍⁞ ╟ ╟̆а

╟ Ȃ 

ԇ Ḁ̆   ľFailed to enable PIM-DM on <
>, resource temporarily unavailable, please try againĿ̆ ᾋ

ԇȂ 

ԇ Ḁ̆   ľPIM-DM Configure failed! VIF limit 
exceeded in NSM!!! Ŀ̆ ₥ ⁮

Э Ȃ Ӱ Ю PIM-DM ̆

‮ УҾа PIM-DM PIM-SM DVMRP Ȃ 

а У Э а а v4 Ȃ  
 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# interface fastethernet 

Ruijie-if(config)# )Tj
/TT re37Tf
12.97ip pim dense-modeerminal
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 ԇ  
Ὧ ԇ 

 ̇ ̇ 
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 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 ̇ ̇ 

47.1.3 ip pim override-interval 

hello override-interval ḣ̆ ᴳ ip pim override-interval ԇȂ 

ԇ no Ԉᴳ hello override-interval ḣȂ 

ip pim override-interval interval-milliseconds 

no ip pim override-interval 

   
 

 interval-milliseconds ḣ <1-65535>̆ ᴁѝ  

 

  2500  

 

ԇ    

 

ᴳ   
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47.1.4 ip pim query-interval 

hello interval ḣ̆ ᴳ ip pim query-interval ԇȂ 

ԇ no Ԉᴳ hello interval ḣȂ 

ip pim query-interval interval-seconds 

no ip pim query-interval 

   
 

 interval-seconds ḣ ѝ<1-65535>̆ ᴁѝ  

 

  30 Ȃ 

 

ԇ    

 

ᴳ   ҩ hello interval̆hello holdtime ḣֶ ѝ hello interval 3.5 ᷁Ȃ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# interface fastethernet 0/1 

Ruijie(config-if)# ip pim query-interval 123 

 

 ԇ  
Ὧ ԇ 

 ̇ ̇ 

 

   

 

   
ԇ  

 ̇ ̇ 

47.1.5 ip pim propagation-delay 

hello propagation-delay ḣ̆ ᴳ ip pim propagation-delay ԇȂ 

ԇ no Ԉᴳ hello propagation-delay ḣȂ 

ip pim propagation-delay interval-milliseconds 

no ip pim propagation-delay 
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 interval-milliseconds ḣ <1-32767>̆ ᴁѝ  

 

  500  

 

ԇ    

 

ᴳ   propagation-delay ּ Ȃ 

 

ѡᴿ  

Ю ᴿ propagation-delay ѝ 600 Ȃ 

Ruijie# configure terminal 

Ruijie(config)# interface fastethernet 0/1 

Ruijie(config-if)# ip pim propagation-delay 600 

 

 ԇ  
Ὧ ԇ 

 ̇ ̇ 

 

   

 

   
ԇ  

 ̇ ̇ 

47.1.6 ip pim state-refresh disable 

Э PIM-DM ⁹ ̆ ᴳ ip pim state-refresh disable
ԇȂ ԇ 
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~  

ip pim state-refresh disable ԇ ̔ 

Ὧ ⁹ ╖ ֶ PIM-DM
̆ а ̆ ԈУ ᾳЮ

а Ὧ ⁹ ╖ Ȃ  
 

ѡᴿ  

ԈЮ ᴿ PIM-DM ⁹ Ȃ 

Ruijie# configure terminal 

Ruijie(config)# ip pim state-refresh disable 

 

 ԇ  
Ὧ ԇ 

 ̇ ̇ 

 

   

 

   
ԇ  

 ̇ ̇ 

47.1.7 ip pim state-refresh origination-interval 

PIM-DM ⁹ ̆ ᴳ ip pim state-refresh 
origination-interval ԇȂ чэ ⁹ Ѯ Ȃ ԇ

no Ԉᴳ ѝ ḣȂ 

ip pim state-refresh origination-interval interval-seconds 

no ip pim state-refresh origination-interval 

   
 

 interval-seconds ḣ <1-100>̆ ᴁѝ  

 

  60  

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(confignfigure terminal Ruijie(23.3 stnfig55e terminal 
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origination-interval 65 

 

 ԇ  
Ὧ ԇ 

 ̇ ̇ 

 

   

 

   
ԇ  

 ̇ ̇ 

47.2 PIM-DM ầ  

47.2.1 show ip pim dense-mode interface 

PIM-DM ᶕ ̆ ᴳ � 

�  

 

 

 

 

 

detail ᶕ  

 

   

 

ԇ   /ὤ /  

 

ᴳ    

 

ѡᴿ  

ԈЮѝ  ip pim dense-mode interface ԇ ̔ 

Ruijie# B.6w ip pim dense-mode interface 
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VIF Index VIF ̂ID̃ 

Ver/Mode PIM /  

Nbr Count PIM-DM  
 

 

 ԇ  
Ὧ ԇ 

 show ip pim dense-mode neighbor PIM-DM ᶕ  

 

   

 

   
ԇ  

 ̇ ̇ 

47.2.2 show ip pim dense-mode mroute 

PIM-DM ᶕ ̆ ᴳ show ip pim dense-mode mroute ԇȂ 

show ip pim dense-mode mroute [ A.B.C.D A.B.C.D ] [ summary ] 

   

 A.B.C.D A.B.C.D   

 summary ᶕ  

 

   

 

ԇ   /ὤ /  

 

ᴳ    

 

ѡᴿ  

ԈЮ ԇ /
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Downstream IF List: 

FastEthernet 0/45: 

Downstream State: NoInfo 

Assert State: Loser, AT:170 

 

 ԇ  
Ὧ ԇ 

 ̇ ̇ 

 

   

 

   
ԇ  

 ̇ ̇ 

47.2.3 show ip pim dense-mode neighbor 

PIM-DM ᶕ ̆ ᴳ show ip pim dense-mode neighbor ԇȂ 

show ip pim dense-mode neighbor [ interface-type interface-number ] 

   
 

 interface-type interface-number  

 

   

 

ԇ   /ὤ /  

 

ᴳ    

 

ѡᴿ  

ԈЮѝ show ip pim dense-mode neighbor ԇ ̔ 

Ruijie# show ip pim dense-mode neighbor 

Neighbor-Address Interface      Uptime/Expires     Ver 

10.10.10.1    FastEthernet 0/45 00:19:29/00:01:21  v2 

50.50.50.1    VLAN 4              00:22:09/00:01:39  v2 

Ю̔ 

  

Neighbor-Address  

Interface б  
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Metric  

Pref ִἼ  
 

 

 ԇ  
Ὧ ԇ 

 ̇ ̇ 

 

   

 

   
ԇ  

 ̇ ̇ 

47.2.5 show ip pim dense-mode track 

PIM-DM ᶕ ̆ ᴳ show ip pim dense-mode track ԇȂ 

show ip pim dense-mode track 

   
 

 ̇ ̇ 

 

   

 

ԇ   /ὤ /  

 

ᴳ   
ӱ ⁮ PIM э Ȃ ╟ ֶ̆

̆ clear ip pim dense-mode track ֶ̆

PIM Ȃ 

 

ѡᴿ  

Ю show ip pim dense-mode track Уэᴿ  

Ruijie# show ip pim dense-mode track 

                PIM packet counters 

Elapsed time since counters cleared: 00:04:03 

                           received     sent 

Valid PIMDM packets:   1             8 

Hello:                    1             8 

Join/Prune:               0            0 

Graft:       0     0 

Graft-Ack:      0       0 
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Assert:      0      0 

State-Refresh:    0       0 

PIM-SM-Register:        0       0 

PIM-SM-Register-Stop:      0       0 

PIM-SM-BSM:                 0      0 

PIM-SM-C-RP-ADV:           0       0 

Unknown Type:     0 

Errors:  

Malformed packets:   0 

Bad checksums:    0 

Unknown PIM version:   0 

Send errors:      0 

 

 ԇ  
Ὧ ԇ 

 clear ip pim dense-mode track PIM ᶕ  

 

   

 

   
ԇ  

 ̇ ̇ 

47.2.6 clear ip pim dense-mode track 

PIM-DM ᶕ ̆ ᴳ clear ip pim dense-mode track ԇȂ 

clear ip pim dense-mode track 

   
 

 ̇ ̇ 

 

   

 

ԇ    

 

ᴳ   ̆ PIM Ȃ 

 

ѡᴿ  Ruijie# clear ip pim dense-mode track 
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47-13 

 ԇ  
Ὧ ԇ 

 show ip pim dense-mode track PIM ᶕ  

 

   

 

   
ԇ  

 ̇ ̇ 
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48 PIM-SM  

48.1 PIM-SM Ѕ 

48.1.1 clear ip mroute 

clear ip mroute  {* | group_address [source_address] } 

   

 * ‮ pimsm Ȃ 

 group_address ‮ pimsm Ȃ 
 

 group_address source_address ‮ pimsm Ȃ 

 

  а‮  

 

ԇ    

 

ᴳ   ╟‮ pimsm  

 

ѡᴿ  

Ruijie# clear ip mroute *  

Ruijie# clear ip mroute 224.2.2.2  

Ruijie# clear ip mroute 224.2.2.2 2.2.2.2 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.1.2 clear ip mroute statistics 

clear ip mroute statistics {* | group_address [source_address] } 



PIM-SM ԇ 

48-2 

   

 * ‮ pimsm Ȃ 

 group_address ‮ pimsm Ȃ 
 

 group_address source_address ‮ pimsm Ȃ 

 

  а‮ ᶕ  

 

ԇ    

 

ᴳ   ╟‮ pimsm ᶕ  

 

ѡᴿ  

Ruijie# clear ip mroute statistics *  

Ruijie# clear ip mroute statistics 224.2.2.2  

Ruijie# clear ip mroute statistics 224.2.2.2 2.2.2.2 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.1.3 clear ip pim sparse-mode bsr rp-set 

clear ip pim sparse-mode bsr rp-set * 

   
 

 * rp-setȂ 

 

  а‮ rp-setȂ 

 

ԇ    

 

ᴳ   ╟‮ ╟ ҃⁮ RP ᶕ Ȃ 
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ѡᴿ  Ruijie# clear ip pim sparse-mode bsr rp-set * 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.1.4 clear ip pim sparse-mode track 

clear ip pim sparse-mode track 

   
 

 - - 

 

  а ȁа PIM  

 

ԇ    

 

ᴳ   ̆ PIM  

 

ѡᴿ  Ruijie# clear ip pim sparse-mode track 

 

 ԇ  
Ὧ ԇ 

 show ip pim sparse-mode track - 

 

   

 

   
ԇ  

 - - 

48.1.5 ip multicast-routing 

ip multicast-routing 



PIM-SM ԇ 

48-4 

   
 

 - - 

 

  ̆а ╟  

 

ԇ   ὤ  

 

ᴳ  
 ╟ ̆ ԇȂ Э ╟ pimsm ̆҂ ԇ̆

‡̆ ҩ ip pim sparse-mode ԇ̆ת pimsm ╟ Ȃ 

 

ѡᴿ  Ruijie (config)# ip multicast-routing 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

 

 - - 
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 ԇ  
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ip pim accept-crp-with-null-group 

   
 

 - - 

 

  BSR Эа prefix-count ѝ 0 C-RP-ADV Ȃ 

 

ԇ   ὤ  

 

ᴳ   
Ḁ BSR Э ԇ̆ Ḁ BSR ѝ BSR ̆ prefix-count ѝ

0 C-RP-ADV ̆ з ѝ C-RP Ȃ 

 

ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ip pim accept-crp-with-null-group 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 10.4(1) ὡ ԇ 

48.1.9 ip pim accept-register list 

ip pim accept-register list access-list 

   
 

 access-list 
access-list̔ <100̆199>ȁ
<2000̆2699>̆ acl 

 

  ̆а ԇ̆ RP Эа ⁸ ᾊ  

 

ԇ   ὤ  

 

ᴳ   RP Э̆ ⁸ ᾊ  

 

ѡᴿ  Ruijie (config)# ip pim accept-register list 100 
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Ruijie (config)# access-list 100 permit ip 192.168.195.0 0.0.0.255 

225.1.1.1 0.0.0.255 

 

 ԇ  
Ὧ ԇ 

 access-list - 

 

   

 

   
ԇ  

 - - 

48.1.10 ip pim bsr-candidate 

ip pim bsr-candidate interface-type interface-number [ hash-mask-length ] 
[ priority-value ] 

   

 interface-type interface-number  

 
hash-mask-length 

̆ ḣ ѝ<0-32> ѝ̆RP ѡ ⁸ HASH
̆ ḣ 10 

 

 
priority-value 

̆ ḣ ѝ<0-255>̆ Ḁ BSR ִἼ

̆ ḣ 64 

 

  ̆а ԇ̆ а Ḁ BSR 

 

ԇ   ὤ  

 

ᴳ  

 Уэ PIM-SM ѐ̆ Уэ У ѡ BSRȂBSR RP
ᶕ Ȃ эḀ BSR ѡ ѡӊ УὨ BSRȂ BSR ᶕ Ѯ₥̆

C-BSR ѝ BSR̆ ԏ PIM-SM ѐԈ 224.0.0.13 ѡ

̆ ꜛ BSR ִἼ Ȃ 

ᴳ ԇ Ԉ ‍ BSR Уэ ѡᶕ PIM ̆ э

  Ἴ BSR ᶕ ⁮ ѡᶕ ̆ ⁮ ѡ ִ̆

ᶑ э ѡ ѐ ᴐѝ BSR ̆ ѡᶕ ̕ ‡ х ᶕ Ȃ 

₥Ḁ BSR ѝ BSR̆ ⁮ ӱ УэḀ BSR ѐ ⁮Уэ ִ ѡ

ᶕ ̆ УэḀ BSR Уэ ִἼ ḣ̂ У ִἼ ḣ̆ת

IP ̃Ȃ 
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ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# ip pim bsr-candidate g 0/3 

Ruijie(config)# ip pim bsr-candidate g 0/3 30 192 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.1.11 ip pim bsr-border 

ip pim bsr-border 

   
 

 - - 

 

  ̆а ԇ̆ а BSR  

 

ԇ    

 

ᴳ   
ѝҩ ⁸ BSM ̆ Ԉ Э BSR ̆ э ⁮ BSM
ֶ х ̆BSM ҂аֶӱ э Ȃ 

 

ѡᴿ  

g 0/3 Э BSR  

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ip pim bsr-border 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

ԇ     
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 - - 

48.1.12 ip pim dr-priority 

ip pim dr-priority priority-value 

   
 

 priority-value 
ִἼ ḣ̆ḣ ִ̆Ἴ Ȃ ѝ̔

<0-4294967294>̆ ḣѝ̔1Ȃ 

 

  ̆ DR ִἼ ḣѝ 1 

 

ԇ    

 

ᴳ   

Уэ DR ̆Ю ΰ ᾳ ̔ 

Â У ѐ hello ִἼ ̆ ѫ DR ̆Ἴ

ִἼ ̆ ִἼ ̆ ѝ DR̕ э ִἼ ̆ ѫ̆

IP ̆ DRȂ 

Â У ѐ э hello ѐ ִἼ ̆ ѫ э

ѐ DR ѡѐ̆ IP ̆ DRȂ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ip pim dr-priority 10000 

 

 ԇ  
Ὧ ԇ 

 - - 
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 - - 

 

  ֶ̆ rp-set ѐ rp ִἼ  

 

ԇ   ὤ  

 

ᴳ   rp ̆ rp ִἼ ̆ᴳ ԇ 

 

ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ip pim ignore-rp-set-priority 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.1.14 ip pim jp-timer 

ip pim jp-timer interval-seconds 

   
 

 Interval-seconds ḣ <1-65535>̆ ᴁѝ  

 

  ̆ join/prune 60s 

 

ԇ   ὤ  

 

ᴳ   join/prune  

 

ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ip pim jp-timer 50 

 

 ԇ  
Ὧ ԇ 

 - - 
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48-11 
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48-12 

 

  ̆ ╖  

 

ԇ    

 

ᴳ  
 ̆ ╗ PIM ὤ ̆ ᵏ ⁸Ȃ ‟

̆‡ PIM-SM аֶб ̂peering̃Ὧ ̆ ѐ б

Ὧ Ȃ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ip pim neighbor-filter 14 

Ruijie(config-if)# exit 

Ruijie(config)#access-list 14 deny 
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join ̆ ‎ Ю ΰэ ̆ Ȃ 

 

ѡᴿ  

Ю ᴿ ╗ὡ ⁸ ╒ 

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ip pim neighbor-tracking 

 

 ԇ  
Ὧ ԇ 

 ip pim propagation-delay - 

 

   

 

   
ԇ  

 - - 

48.1.18 ip pim override-interval 

ip pim override-interval interval-milliseconds 

   
 

 interval-milliseconds ḣ <1-65535>̆ ᴁѝ  

 

  ̆Hello Override-Interval ḣ 2500  

 

ԇ    

 

ᴳ  

 Override-IntervalȂ 

~  

ᶢ ּ ᶢ ⅔ ᾱ ̆ ֶ ⁮

J/P-override-intervalȂ Э J/P-override-interval ұ

Join-Prune holdtimĕ ‡ Ȃ У ̆

ᶑ Ȃ  
 

ѡᴿ  

Ю ᴿ Override-Interval ѝ 3000  

Ruijie# configure terminal 

Ruijie(config)# interface g0/3 

Ruijie(config-if)# ip pim override-interval 3000 
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 ԇ  
Ὧ ԇ 

 ip pim propagation-delay- - 

 

   

 

   
ԇ  

 - - 

48.1.19 ip pim propagation-delay 

ip pim propagation-delay interval-milliseconds 

   
 

 interval-milliseconds ḣ <1-32767>̆ ᴁѝ  

 

  ̆Hello Propagation_Delay ḣ 500  

 

ԇ    

 

ᴳ  

 propagation-delay ּ Ȃ 

~  

ᶢ ּ ᶢ ⅔ ᾱ ̆ ֶ ⁮

J/P-override-intervalȂ Э J/P-override-interval ұ

Join-Prune holdtimĕ ‡ Ȃ У ̆

ᶑ Ȃ  
 

ѡᴿ  

Ю ᴿ propagation-delay ѝ 600  

Ruijie# configure terminal 

Ruijie(config)# interface g0/3 

Ruijie(config-if)# ip pim propagation-delay 600 

 

 ԇ  

 ip pim override-interval - Ὧ ԇ 

 ip pim neighbor-tracking - 

 

   

 

ԇ     
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  ̆hello ḣ 30s 

 

ԇ    

 

ᴳ  
 Hello H̆ello ᶑ ҂ֶ ԈЮ ‡ Ѯ H̔ello

ᶑ ѝ Hello 3.5 ᷁̕ Hello  * 3.5 > 
65535̆ з Hello ⁸ ѝ 18725Ȃ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ip pim query-interval 123 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.1.22 ip pim register-decapsulate-forward 

ip pim register-decapsulate-forward 

   

    

   

 

  RP а ᾊ ὲѐ Ȃ 

 

ԇ   ὤ  

 

ᴳ   

Ḁ RP Э ԇ ⁮ pimsm ᾊ

ὲѐ Ȃ 

~  
ұ ֒ ᾊ ὲѐ ̆

ᾊ ᾳЮ̆ ҩ ╖ ֶ̆

cpu ̕а ԇȂ  
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ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ip pim register-decapsulate-forward 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.1.23 ip pim register-checksum-wholepkt 

ip pim register-checksum-wholepkt [group-list access-list] 

   

 
 

access-list 

access-list̔ <1̆99>ȁ<1300̆1999>̆ aclȂ 

group-list access-list ̆ ̆

Ȃ 

 

  
̆ ᾊ pim ᾊ ̆ э pim

Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ‍ӊ ᾊ ѝ э pim ὲѐ

̆ ᾊ pim Ȃѝҩὸ Ҿ ̆ ὡҩ ԇȂ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)#ip pim register-checksum-wholepkt 

Ruijie(config)#ip pim register-checksum-wholepkt group-list 99 

Ruijie(config)# access-list 99 permit 225.1.1.1 0.0.0.255 

 

 ԇ  
Ὧ ԇ 

 access-list - 
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ԇ  

 - - 

48.1.24 ip pim register-rate-limit 

ip pim register-rate-limit rate 

   
 

 rate 
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ip pim rp-address rp-address [access_list] 

   

 rp-address RP ip  
  access_list ̆access-list̔ acl ѝ<1-99>ȁ

<1300-1999>̕ ҂ aclȂ ̆ἵ

Ȃ 

 

  ̆ rp  

 

ԇ   ὤ  

 

ᴳ  

 RP̆ ҂ RP BSR ⁸ Ȃᴳ

ԇ Ю ΰ ̔ 

Â BSR ⁸ RP ִ̆Ἴᴳ ╟ Ȃ 

Â ᴳ ‟ RP Ԉ э ἵ э Â  

�„  
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48.1.29 ip pim rp-candidate 

ip pim rp-candidate interface-type interface-number [priority priority-value] [interval 
interval-seconds][group-list access_list] 

   

 interface-type interface-number  

 priority-value 
̆ ḣ ѝ<0-255>̆priority priority-value
ִ̆Ἴ 192 

 Interval-seconds 
̆ ḣ ѝ<1-16383>̆interval 

interval-seconds ̆interval-seconds 60s 

 

 access_list 
̆ acl ѝ 1-99̕҂ acl̕

group-list access_list ̆ ἵ Ȃ

 

  ̆ Э Ḁ RP 

 

ԇ   ὤ  

 

ᴳ   

PIM-SM ѐ̆ … Ὥӎ RPT Ԉ RP ѝ ̆ ѝ

ȂRP Ḁ RP ѡӊ Ȃ BSR ѡӊ ̆ C-RP BSR
C-RP ̆ᾋ BSR э PIM Ȃ 

ѝ Ḁ rp̆ ѫ ԇ Ԉ Э acl Ȃ

ұ permit acĕаֶ deny ace Ȃ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# ip pim rp-candidate g 0/3  

Ruijie(config)# ip pim rp-candidate g 0/3 priority 200 group-list

3 interval 70  

Ruijie(config)# access-list 3 permit 225.1.1.1 0.0.0.255 

 

 ԇ  
Ὧ ԇ 

 access-list - 

 

   

 

   
ԇ  

 - - 



PIM-SM ԇ 

48-23 

48.1.30 ip pim rp-register-kat 

ip pim rp-register-kat seconds 

   
  

seconds 
KAT ḣȂ ḣ <1-65535>̆

ᴁѝ Ȃ 

 

  ̆RP Э KAT 210sȂ 

 

ԇ   ὤ  

 

ᴳ   rp kat  

 

ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ip pim rp-register-kat 250 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.1.31 ip pim sparse-mode 

ip pim sparse-mode 

   
 

 - - 

 

  Э̆pimsm ╟ 

 

ԇ    

 

ᴳ   Э pim sm ̆ᴳ ԇȂ 
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&  

╟ PIM-SM ₥̆ ὤ Ю ╟ ╖ ̆

‡ ᴳ ╟ҩ PIM-SM̆҂а Ȃ 

╟ PIM-SM ĬGMP э Э‍⁞ ╟ ╟ ӑ

╟ Ȃ 

ԇ Ḁ̆ ֶ  ľFailed to enable PIM-SM on <
>, resource temporarily unavailable, please try againĿ̆ ᾋ

ԇȂ 

ԇ Ḁ̆ ֶ  ľPIM-SM Configure failed! VIF limit 
exceeded in NSM!!! Ŀ̆ ₥ἵ

Э ̆ ‮ УҾа PIM-DM DVMRP Ȃ 

а У Э а а v4  
 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ip pim sparse-mode 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.1.32 ip pim spt-threshold 

ip pim spt-threshold [group-list access-list] 

   

 
 

access-list 

̆access-list̔ acl ѝ 1-99ȁ
1300-1999̕ ҂ aclȂ 

group-list access-list ̆ ἵ

SPT ‎ Ȃ 

 

  ̆а ╟ SPT ‎  

 

ԇ   ὤ  

 



PIM-SM ԇ 

48-25 

ᴳ  

 rp spt ╖ ̆ ԇ̕ 

ἵ ᴳ SPT ‎ ̆‡ Э group-list̕ 

аᴳ group-list ̆ ἵ ᴳ SPT ‎ Ȃ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# ip pim spt-threshold  

Ruijie(config)# ip pim spt-threshold group-list 12 

Ruijie(config)# access-list 12 permit 225.1.1.1 0.0.0.255 

 

 ԇ  
Ὧ ԇ 

 access-list - 

 

   

 

   
ԇ  

 - - 

48.1.33 ip pim ssm 

ip pim ssm { default | range access_list} 

   

 default ѝ̔232/8  

 access_list acl ѝ 1-99̕҂ acl 

 

  SSM 

 

ԇ   ὤ  

 

ᴳ   ╟ piṁssm Ҿ ╟ piṁssm̆ ᴳ ԇȂ 

 

ѡᴿ  

ᴿ 1̔Ю ԇ 232/8 Ȃ     

Ruijie# configure terminal 

Ruijie(config)# ip pim SSM default 

ᴿ 2̔Ю ԇ ᴉ ‟ ѝ 10 Ȃ     

Ruijie(config)# ip pim SSM range 10 

Ruijie(config)# access-list 10 permit 232.0.0.1 0.0.0.255 
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 ԇ  
Ὧ ԇ 

 access-list - 

 

   

 

   
ԇ  

 - - 

48.1.34 ip pim triggered-hello-delay 

ip pim triggered-hello-delay interval-seconds 

   
 

 interval-seconds ḣ <1-5>̆ ᴁѝ  

 

  ̆Triggered-Hello-Delay 5sȂ 

 

ԇ    

 

ᴳ  
 Triggered-Hello-Delay ḣȂ • ╟ ⁮

̆ ֶᴳ Triggered-Hello-Delay ӊ Уэ ̆ э ᾃ̆

ֶ hello Ȃ 

 

ѡᴿ  

Ю ᴿ Triggered-Hello-Delay ḣѝ 3sȂ 

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ip pim triggered-hello-delay 3 

 

 ԇ 
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48.2 PIM-SM ầ  

48.2.1 show debugging 

show debugging 

   
 

 - - 

 

  а  

 

ԇ   /ὤ /  

 

ᴳ   Ὧ ᾳ 

 

ѡᴿ  

Ruijie #show debugging  

Ю show debugging Уэᴿ  

Ruijie #show debugging  

ip packet debug: 

ip packet debug debugging is on, acl: 0 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.2.2 show ip pim sparse-mode bsr-router 

show ip pim sparse-mode bsr-router 

   
 

 - - 

 

  а BSR ᶕ    
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ԇ   /ὤ /  

 

ᴳ   BSR ᶕ ᴳ  

 

ѡᴿ  

Ruijie# show ip pim sparse-mode bsr-router 

Ю show ip pim sparse-mode bsr-router Уэᴿ  

Ruijie# show ip pim sparse-mode bsr-router 
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ԇ   /ὤ /  

 

ᴳ   PIM SM ᶕ ̆ԈЮ Ь ԇ Ȃ 

 

ѡᴿ  

Ruijie#show ip pim sparse-mode interface g 0/4 detail 

Ruijie#show ip pim sparse-mode interface  

Ruijie#show ip pim sparse-mode interface g 0/3 

Ю show ip pim sparse-mode interface detail Уэᴿ  

Ruijie #show ip pim sparse-mode interface detail  

GigabitEthernet 0/3 (vif 3):  

  Address 30.30.100.200, DR 30.30.100.200 

  Hello period 30 seconds, Next Hello in 11 seconds 

  Triggered Hello period 5 seconds 

  Neighbors: 

   2.2.2.2 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.2.4 show ip pim sparse-mode local-members 

show ip pim sparse-mode local-members [interface-type interface-number] 

   

  
interface-type interface-number 

̆  

̆ ԇ  

 

  а ᶕ    

 

ԇ   /ὤ /  

 



PIM-SM ԇ 

48-30 

ᴳ   PIM SM Э IGMP ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show ip pim local-members  

Ruijie# show ip pim local-members g 0/3 

Ю sh ip pim sparse-mode local-members Уэᴿ  

Ruijie (config-if)#sh ip pim sparse-mode local-members  

PIM Local membership information 

GigabitEthernet 0/3: 

(*, 225.1.1.1) : Include 

Loopback 1: 

GigabitEthernet 0/5: 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.2.5 show ip pim sparse-mode mroute 

show ip pim sparse-mode mroute {group_address | source_address | } 

   

 group_address A.B.C.D  Ȃ 

 source_address A.B.C.D Ȃ  

 
 а έᴇ ̆ ( ̆ )

 

 

  а    

 

ԇ   /ὤ /  

 

ᴳ   
ᶕ ᴳ Ȃ Уэ ̆ Уэ ̆ Уэ

Уэ ̆ а έᴇ Ȃа чэ чэ

Ȃ 
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ѡᴿ  

Ruijie# show ip pim sparse-mode mroute 

Ruijie# show ip pim sparse-mode mroute 40.40.40.11 

Ruijie# show ip pim sparse-mode mroute 235.0.0.1 

Ruijie# show ip pim sparse-mode mroute 235.0.0.1 40.40.40.11 

Ю sh ip pim sparse-mode mroute Уэᴿ  

Ruijie (config-if)#sh ip pim sparse-mode mroute 

 

 ԇ  
Ὧ ԇ 

 - - 
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ԇ  

 - - 

48.2.7 show ip pim sparse-mode nexthop 

show ip pim sparse-mode nexthop 

   
 

 - - 

 

  а ЮУ ᶕ    

 

ԇ   /ὤ /  

 

ᴳ   ЮУ Ὧᶕ ̆ ꜛ ҩЮУ ̆ ̆metric Ȃ 

 

ѡᴿ  Ruijie# show ip pim sparse-mode nexthop 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.2.8 show ip pim sparse-mode rp mapping 

show ip pim sparse-mode rp mapping 

   
 

 - - 

 

  а  
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ԇ   /ὤ /  

 

ᴳ   Э rp̆Ԉ ԏ ╘  

 

ѡᴿ  

Ruijie #show ip pim sparse-mode rp mapping  

Ю Уэᴿ  

Ruijie (config)#sh ip pim sparse-mode rp mapping  

PIM Group-to-RP Mappings 

Group(s): 224.0.0.0/4 

RP: 30.30.200.1 

Info source: 30.30.200.1, via bootstrap, priority 192 

Uptime: 00:00:51, expires: 00:01:39 

RP: 30.30.100.1 

Info source: 30.30.200.1, via bootstrap, priority 192 

Uptime: 00:19:14, expires: 00:01:38 

Group(s): 224.0.0.0/4, Static 

RP: 100.100.100.100 

Uptime: 00:45:35 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.2.9 show ip pim sparse-mode rp-hash 

show ip pim sparse-mode rp-hash group-address 

   
 

 group-address  

 

  а  

 

ԇ   /ὤ /  
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ᴳ   э RP ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show ip pim sparse-mode rp-hash 225.1.1.1 

Ю Уэᴿ  

Ruijie# show ip pim sparse-mode rp-hash 225.1.1.1 

RP: 30.30.100.1 

Info source: 30.30.100.1, via bootstrap 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

48.2.10 show ip pim sparse-mode track 

show ip pim sparse-mode track 

   
 

 - - 

 

  а  

 

ԇ   /ὤ /  

 

ᴳ  
 ӱ ⁮ ̆ PIM э Ȃ ╟ ֶ̆

У ̆ clear ip pim sparse-mode track ֶ̆

PIM Ȃ 

 

ѡᴿ  

Ю show ip pim sparse-mode track Уэᴿ  
Ruijie # show ip pim sparse-mode track 

                PIM packet counters track 

Elapsed time since counters cleared: 00:04:03 

                            received    sent 

Valid PIMSM packets:     0             8 
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Hello:                      0             8 

Join-Prune:              0             0 

Register:                0             0 

Register-Stop:            0             0 

Assert:                  0             0 

BSM:                    0             0 

C-RP-ADV:               0             0 

PIMDM-Graft:               0 

PIMDM-Graft-Ack :       0 

PIMDM-State-Refresh:    0 

Unknown PIM Type:       0 

Errors:  

Malformed packets:                   0 

Bad checksums:                          0 

Send errors:                            0 

Packets received with unknown PIM version:   0 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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clear ip mroute statistics {* | group-address [source -address]} 

   

 * ѐ Ȃ 

 group-address Ȃ 
 

 source -address Ȃ 

 

   

 

ԇ   Ȃ 

 

ᴳ   IP ᶕ Ȃ 

 

ѡᴿ  
ԈЮᴿ ѝ ѐ ѝ 230.0.0.1 ᶕ ̔ 

Ruijie# clear ip mroute statistics 230.0.0.1 

 

 ԇ  

 show ip mroute - 
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 rpf-address ὡ  

 interface-type interface-number  

 
distance 

̆ ᾱ ᴳ RPF Ȃ

ḣѝ 0̆ ḣ ѝ<0-255> 

 

  а DistancĕDistance ḣ ѝ 0 

 

ԇ   ὤ Ȃ 

 

ᴳ  

 ԇ ӊ ִἼұ ҃⁮ ̆ ў RFF ᴳ

Ȃ ִἼұӱ ҃⁮ Ȃ 
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ԇ    

 

ᴳ  

 IP IP Ȃ ԇὯ ACL Ԉ ῆ ACL̆҂ Ԉ

ACL̆ת ұ ACL רּ ̆ аּר Ȃ 

~  
ԇ Ԉ IP Ὧ IGMP ȁPIMSM

̆ аֶӱ ὡ  Ȃ  
 

ѡᴿ  

svi1 ѝ IP Ȃ 

Ruijie(config)# ip access-list mul-boun 

Ruijie(config-std-nacl)# permit ip 233.3.3.0 0.0.0.255 

Ruijie(config-std-nacl)# exit 

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# ip multicast boundary mul-boun 

 

 ԇ 
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limit ḣѝ 1024 

threshold ḣѝ 2147483647 

 

ԇ   ὤ Ȃ 

 

ᴳ   

ԇ ᴐ ⁸ ╗ὡ⁮ IPv6 ѐ Ȃ 

~  
а ֒ ̆ ֒ ֒ ̆

Ю Ȃ  
 

ѡᴿ  
ԈЮ ᴿ ⁸ ѝ 500 Ȃ 

Ruijie(config)# ip multicast route-limit 500 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

49.1.6 ip multicast-routing 

ԇ ╟ Ȃᴳ ԇ no Ὧ Ȃ 

ip multicast-routing 

no ip multicast-routing 

   
 

 - - 

 

  Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
ԇ ╟ IPv4 Ȃ ╟ IPv4 ̆ ҂а

╟Ȃ  
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~  
╟ IPv4 ╖ ̆ ԇȂ ╖ IGMP snooping

╖ ҵ ̆ ╟ҩ IGMP snooping ╖ ̆ ѫ ԇ а

Ȃ 

 

&  а У Э а а v4  
 

 

ѡᴿ  
ԈЮ ᴿ ╟ Ȃ 

Ruijie(config)# ip multicast-rounting 

 

 ԇ 
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ѝӰ Ȃ 

 

ѡᴿ  

ԈЮᴿ  (192.168.43.4̆225.1.1.5) ἵ ӱ GigabitEthernet 2/6
FastEthernet 3/2 Ȃ 

ruijie(config)# ip multicast static 192.168.43.4 225.1.1.5 G2/6 

ruijie(config)# ip multicast static 192.168.43.4 225.1.1.5 F3/2 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  ԇ Ӈ Э ᴐ Ȃ 

 

   
ԇ  

 - - 

49.1.8 ip multicast ttl-threshold 

ԇ TTL̂Time-To-Livẽ ḣȂᴳ ԇ no ԇ

ḣȂ 

ip multicast ttl-threshold ttl-value 

no ip multicast ttl-threshold 

   
 

 ttl-value TTL ḣ, 0~255Ȃ 

 

  ttl-value ḣѝ 0Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 Ԉѝ э ᶑ Уэ TTL ḣȂ TTL ұ ḣ̆

‡ Ԉ ̆ ‡х ȂTTL ḣӨ ̆ Ь

Э Ȃ 

 

ѡᴿ  
ԈЮ ᴿ Э TTL ḣѝ 5 

Ruijie(config-if)# ip multicast ttl-threshold 5 

 

Ὧ ԇ  ԇ  
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 - - 

 

   

 

   
ԇ  

 - - 

49.1.9 ip multicast rpf longest-match 

RPF ‡‍⁞ӱ ȁMBGP ȁ ѐ   ұ RPF

ȁMBGP Ȃ 

ӱ Ь ѐ   רּ ̆ ԇȂ ҩ רּ

ԇ̆ӱ Ь ѐ   רּ ̕ ԏ ִἼ ̆‡

ȁMBGP ȁ Ȃ 

ᴳ ԇ no ԇ ḣȂ ᾳЮ̆ӱ Ь ѐ  ִἼ

̕ ԏ ִἼ ̆‡ ȁMBGP ȁ

Ȃ 

ip multicast rpf longest-match 

no ip multicast rpf longest-match 

   
 

   

 

  
RPF ‡‍⁞ӱ ȁMBGP ȁ ѐ   ұ RPF

ȁMBGP Ȃӱ Ь ѐ  ִἼ ̕

ԏ ִἼ ‡̆ ȁMBGP ȁ Ȃ

 

ԇ   ὤ Ȃ 
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ԇ  

 - 10.4̂2̃ ὡ ԇ 

49.2 IP ЛỸ Ѕ 

49.2.1 show ip mroute 

ԇ ᶕ Ȃ 

show ip mroute [ group-address] [source-address] [dense][ sparse] [summary] [count] 

   

 group-address Ȃ 

 source-address Ȃ 

 dense PIMDM  

 sparse PIMSM  

 summary ᶕ Ȃ 

 

 count ᶕ Ȃ 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ᴿ 1̔ԈЮ ᴿ ὤ ᶕ  

Ruijie# show ip mroute  

IP Multicast Routing Table 

Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder installed

Timers: Uptime/Stat Expiry 

Interface State: Interface (TTL) 

(10.10.1.52, 224.0.1.3), uptime 00:00:31, stat expires 00:02:59 

Owner PIM-SM, Flags: TF 

Incoming interface: FastEthernet 2/1 

Outgoing interface list: 



IPv4 ԇ 

49-10 

FastEthernet 1/3 

ᴿ 2̔ԈЮ ᴿ ᶕ  

Ruijie# show ip mroute 10.10.1.52 224.0.1.3 

IP Multicast Routing Table 

Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder installed

Timers: Uptime/Stat Expiry 

Interface State: Interface (TTL) 

(10.10.1.52, 224.0.1.3), uptime 00:03:24, stat expires 00:01:28 

Owner PIM-SM, Flags: TF 

Incoming interface: FastEthernet 2/1 

Outgoing interface list: 

FastEthernet 1/3 

ᴿ 3̔ԈЮ ᴿ ᶕ  

Ruijie# show ip mroute count 

IP Multicast Statistics 

Total 1 routes using 132 bytes memory 

Route limit/Route threshold: 2147483647/2147483647 

Total NOCACHE/WRONGVIF/WHOLEPKT recv from fwd: 1/0/0 
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Flags 

I-  

T-  

F- ⁮  

Timers:Uptime/Stat Expiry … ̆ ע  

Interface State  

Owner ̆ э  

Incoming interface 
ὡ ̆ ὡ бѮа

̆ х  

Outgoing interface list 
  ‟ ̆ ѐ Э  

 

Forwarding Counts̔Pkt 
count/Byte count, 

̔ /  

Other Counts: Wrong If pkts ⁮ ὡ  
 

 

 ԇ  

 ip multicast-routing ╟  

 ip pim dense-mode Э ╟ PIM-DM 
Ὧ ԇ 

 ip pim sparse-mode Э ╟ PIM-SM 



IPv4 ԇ 

49-12 

ᴳ   
ᴳ ԇ Ȃ ֒Ю̆ ִἼ ╟

҃⁮ ִἼ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ᶕ  

Ruijie#show ip mroute static 

Mroute: 172.16.0.0, RPF neighbor: 172.30.10.13 

  Protocol: , distance: 0 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

49.2.3 show ip rpf 

ᴳ ԇ RPF ᶕ Ȃ 

show ip rpf {source-address} 

   
 

 source-address  

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  

ԈЮ ᴿ ⁮ 192.168.1.54 RPF ᶕ  

Ruijie# show ip rpf 192.168.1.54 

RPF information for 192.168.1.54 

RPF interface: VLAN 1 

RPF neighbor: 0.0.0.0 

RPF route: 192.168.1.0/24 

RPF type: unicast (connected) 



IPv4 ԇ 

49-13 

RPF recursion count: 0 

Doing distance-preferred lookups across tables 

Distance: 0 

Metric: 0 RPF information for 192.168.1.54 

RPF interface: VLAN 1 

RPF neighbor: 0.0.0.0 

RPF route: 192.168.1.0/24 

RPF type: unicast (connected) 

RPF recursion count: 0 

Doing distance-preferred lookups across tables 

Distance: 0 

Metric: 0 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

49.2.4 show ip mvif 

ᶕ Ȃ 

show ip mvif { interface-type interface-number } 

   
 

 interface-type interface-number  

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  
ԈЮ svi1 ᶕ  

Ruijie# show ip mvif vlan 1 
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Interface          Vif   Owner     TTL  Local            Remote  

Uptime 

Idx   Module         Address          Address 

VLAN 1          1     PIM-DM    2    192.168.1.1      0.0.0.0  

00:13:16 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

49.3 IP ЛỸ ᴘ Ѕ 

49.3.1 debug nsm mcast all 

ὯȂᴳ ԇ no Ὧ Ὧ 

debug nsm mcast all 

   
 

 - - 

 

  Ὧ 

 

ԇ    

 

ᴳ   Ὧ̆ Ԉ Ὧ Ȃ 

 

ѡᴿ  
 

Ruijie# debug nsm mcast all 

 

 ԇ  
Ὧ ԇ 

 - - 
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ԇ  

 - - 

49.3.2 debug nsm mcast fib-msg 

ᶕ ὯȂᴳ ԇ no Ὧ Ὧ 

debug nsm mcast fib-msg 

   
 

 - - 

 

  Ὧ 

 

ԇ    

 

ᴳ   Ὧ̆ Ԉ ᶕ Ȃ 

 

ѡᴿ 
 ᶕ  

Ruijie# debug nsm mcast fib-msg 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

49.3.3 debug nsm mcast register 

Ὧұ ᾊ ᾊ ὯȂᴳ ԇ no
Ὧ Ὧ 

debug nsm mcast register 
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 - - 

 

  Ὧ 

 

ԇ    

 

ᴳ   Ὧ̆ Ԉ Ὧұ ᾊ ᾊ Ȃ 

 

ѡᴿ  
Ὧұ ᾊ ᾊ  

Ruijie# debug nsm mcast register 
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 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

49.3.5 debug nsm mcast vif 

Ὧұ ὯȂᴳ ԇ no Ὧ Ὧ 

debug nsm mcast vif 

   

    

   

 

  Ὧ 

 

ԇ    

 

ᴳ   Ὧ̆ Ԉ Ὧұ Ȃ 

 

ѡᴿ  
Ὧұ  

Ruijie# debug nsm mcast vif 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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50 IPv6  

50.1 ầ  

50.1.1 ping ipv6 

ԇ IPV6 Ȃ 

ping ipv6 [ipv6-address] 

   
 

 ipv6-addres     ipvF6.9
(IPV6)T Td
6.92CC26.92C580D040D1
-0.0002 Tc 0.005378
141.6 558.44 394.98 1..020 Tr
BT
 0 107.8 0.24 20..020 Tf
296.7 0 107.8 04.98 1.00292
f
BT
/C2407.8 04.98 1.00292
.0098 1.002664 re
141.4.520C15c 024 Td
[7.8 0.48 2 10.02 138.610.02 78..61.48 2 10.02 15c 02 19.8[7.8 0.48 2 Tm
[(50-1)-6Tf
10.02 0 0 10.4.520C1>T08Td
(ipv6-addrTm
[<0996>-6<1B4441C81BE2>]TJ
/TT1 1 461.38r 10.5 0350E0.5 2CD5v6)Tj
/C203 Tm
( )Tj
/TT0 1 4141.6 558.44 394
[(50-1)-6T.677 0.246 -0.06-addrTm
[<0996>32 Tc 5.2246 -0. 11B42_0 1 Tf
0 Tc 16 558.44 394.98 1..0247902 1
/C2407.38 04.98 1.00247902 163.1202664 re
14 Tm
[(50-1)-6Tf
10.02 0 0 10.4.520468.1 Td
(ipv6-addrTm
[<0996>-6<1B4441C81BE2>]TJ
/TT1 1 45 2 Tr 10.5 0  7.0.5 251 1FF514E3203 Tm
( )Tj
/TT0 1 4141.6 558.44 394
[(50-1)-6T.677 0.246 -0.06-addrTm
[<0996>32 Tc 5.2246 -0. 284D1D171FF514E32394
[(50-1)-646 558.44 394.98 1..02443.781
/C2407.38 04.98 1.002443.78163.1202664 re
14 Tm
[(50-1)-6Tf
10.02 0 0 10.4.520432.30Td
(ipv6-addrTm
[<0996>-6<1B4441C81BE2>]TJ
/TT1 1 4112 0r 10.5 0 5530.5 2 Td
8DB11D0203 Tm
( )Tj
/TT0 1 4141.6 558.44 394
[(50-1)-6T.677 0.23 -0.06-addrTm
[<0996>32 Tc 5.2246 -0.[<15270CFC4 786.02 5 250103E1(IPV51 T7396.926.92CC20D1
-0.005 11CA07ED45AFT739>5 2 Td
80B 5 257804661FF514E325 22C809C325 24B9
8DB116E074B 5 25276.92CC209D82FA1Tj
ET
q
5C200.0002 Tc 0.0024 T.36 346 558.44 394.98 1..02407..02
/C2407.38 04.98 1.002407..0263.1202664 re
14 Tm
[(50-1)-6Tf
10.02 0 0 10.4.520310.26Td
(ipv6-addrTm
[<0996>-6<1B4441C81BE2>]TJ
/TT1 1 269Tf
0 Tc 0 Pv6)T0.5 j
/C0412 55F203 Tm
( )Tj
/TT0 1 4141.6 558.44 394
[(50-1)-6T.677 0.246 -0.06-addrTT30-1)-6(8)1( 30.2132 Tc >]T98389 0 Ruijie#-addrTT40-1)-642 T.6 558.44Td
( [)Tj fec0-addrTT30-1)-68141.6 558.4::-addrTT5Tj
/TT2 1 Tf2 Tc  558.41-addrTT30-1)-6 0 9.98 62.34 626rTm
[<0996>.1 .9764 C2_ -0.[<0CFC183B3E2005 11CA002 Tc 0.0024 T0.1 
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ᴳ   

Уэ IPV6 … з ѝ UP ѫ ѝ ╟

Ȃ 

IPv6 ҂ Ԉᴳ ₥ ⁸ Ȃὲ ⁸ IPv6 =ľ ₥ Ŀ+
ľ ₥ Ŀ+ľў ĿȂ ₥ Ԉᴳ ipv6 general-prefix ԇ ̆҂

DHCPv6 PD̂₥ ̃╖ ҃⁮̂ ľDHCPv6 Ŀ̃Ȃľ

₥ Ŀ+ľў Ŀ ᴳ ԇ sub-bits/prefix-length Ȃ 

ᴳ no ipv6 address а ‮ έᴇ ̆ ѫ ‮ Ȃ

ᴳ no ipv6 address ipv6-prefix/prefix-length eui-64 Ԉ‮ ᴳ ԇ ipv6 address 
ipv6-prefix/prefix-length eui-64 Ȃ 

~  
S8600 ‟Ӈ IPv6 ₥ а ⁸ ת̆ Ӈ

₥ [65,127] IPv6 УὭѝ 512 Ȃ 
 

 

ѡᴿ  

ᴿ 1̔Ю ᴿ IPv6 Ȃ 

Ruijie(config-if)# ipv6 address 2001:1::1/64 

Ruijie(config-if)# no ipv6 address 2001:1::1/64 

Ruijie(config-if)# ipv6 address 2002:1::/64 eui-64 

Ruijie(config-if)# no ipv6 address 2002:1::/64 eui-64 

ᴿ 2̔Ю ᴿ ᴳ ₥ Ȃ 

Ruijie(config-if)# ipv6 address my-prefix 0:0:0:7272::72/64 

Ḯ ₥ my-prefix ₥ 2001:1111:2222::/48̆ ѫ IPv6
2001:1111:2222:7272::72/64Ȃ 

 

 ԇ  

 Ipv6 address autoconfig ╟  

 ipv6 general-prefix ₥  
Ὧ ԇ 

 show ipv6 general-prefix ₥  

 

  Ȃ 

 

   
ԇ  

 RGOS10.4  
IPv6 ᴳ ₥ ̆ӱ RGOS10.4
Ȃ 

50.1.3 ipv6 address autoconfig 

Уэ ᴳ IPv6 ╟ ̆G ipv6 address autoconfig ԇ ὲ̆ 
no ‮ ╟ Ȃ ԇ Ю̔ 

ipv6 address autoconfig [default] 
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no ipv6 address autoconfig 

   

  
default 

Ȃ Э Ὧ ̆ ѫ ╟

ֶ̆ У Ȃ ἵ

УэЬ ᴳ default Ὧ Ȃ 
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  IPv6 ╖ Ȃ 

 

ԇ    

 

ᴳ   

2 Ԉ Э  IPv6 ╖ ̆У Ю ipv6 enable ԇ,ү
Ю ҩ IPv6 Ȃ  

~  
Э ҩ IPv6 ѫ IPv6 ╖ ֶ ╟ ̆

ᴳᴳ no ipv6 enable ҂а Ὧ IPV6 ╖ Ȃ  
 

ѡᴿ  Ruijie(config-if)# ipv6 enable 

 

 ԇ  
Ὧ ԇ 

 show ipv6 interface Ὧᶕ  

 

   

 

   
ԇ  

 - - 

50.1.5 ipv6 general-prefix 

IPv6 ₥ ̆ ὤ Юᴳ ipv6 general-prefix ԇȂ ԇ

Ю̔ 

ipv6 general-prefix prefix-name ipv6-prefix/prefix-length 

no ipv6 general-prefix prefix-name ipv6-prefix/prefix-length 

   

 prefix-name ₥ Ȃ 

 
ipv6-prefix 

₥ ₥ ḣȂ эḣ

RFC4291 ᾐ Ȃ 

 

 prefix-length ₥ Ȃ 

 

   

 

ԇ   ὤ  

 

ᴳ   ᴳ ₥ Ԉ ᵳ Ȃ ѝ ₥ Ѭ Уэ₥ ̆ ₥
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 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

50.1.7 ipv6 nd dad attempts 

ᴳ ԇ Эѝ IPV6 ᾰ (NS)
Ȃᴳ ԇ no ḣȂ 

ipv6 nd dad attempts value 

no ipv6 nd dad attempts 

   

  
value 

(NS) Ȃ ḣѝ 0
ѝ Э Ipv6 ╟ ᾰ Ȃ : 

0-600Ȃ 

 

  1 

 

ԇ    

 

ᴳ  

 Э Уэ IPV6 ̆ э ₥ ѝ ╟ ᾰ

̆ ұ”tentative”( ) Ȃ ᾰ ҩ̆

⁮ᾰ ̆ ѫ Ԉ ᴳ ̆ ⁮ᾰ ҩ̆ з ᴳ

ᴳ EUI-64 ̆ ѫ Э   ̆ ѫ

ֶ ╟Ὧ ( Э IPV6 Ὧ ᴐ)̆
ᶢ ̆ ᾋ down/up ╟ ᾰ Ȃ֗ᴉ ᾳЮ

Уэ ӱ down ѝ up ֶѝ Э ╟ ᾰ Ȃ 

 

ѡᴿ  
Ruijie(conifgf)# interface vlan 1 

Ruijie(conifg-if)# ipv6 nd dad attempts 3 

 

 ԇ  
Ὧ ԇ 

 show ipv6 interface ᶕ Ȃ 
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ԇ  

 - - 

50.1.8 ipv6 nd managed-config-flag 

ᴳ ԇ Ὠ ѐ “managed address configuration” ᴁ̆ᴳ

ԇ no ᴁȂ 

ipv6 nd managed-config-flag 

no ipv6 managed-config-flag 

   
 

 - - 

 

  Ὠ ѐ ᴁ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
ᴁ ᾱ ҩ ⁮ Ὠ ў ᴳ ὤ ╟

Ȃ ᴁ ҩ̆ ᴳ ὤ ╟ ̆ ‡аᴳ Ȃ 

 

ѡᴿ  
Ruijie(config)# int vlan 1 

Ruijie(config)# ipv6 nd managed-config-flag 

 

 ԇ  

 show ipv6 interface ѐὯұ ra-info ᶕ Ȃ 
Ὧ ԇ 

 ipv6 nd other-config-flag 
ὤ ╟

ᶕ ᴁȂ 

 

   

 

   
ԇ  

 - - 

50.1.9 ipv6 nd ns-interval 
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ᴳ ԇ Э (NS) ּ ̆ᴳ ԇ no ḣȂ 

ipv6 nd ns-interval milliseconds 

no ipv6 nd ns-interval 

   
  

milliseconds  
ּ ̆Ԉ ѝ ᴁ̆ḣ ̔ 

1000-4294967295 

 

  
Ὠ (RA)ѐ ḣѝ 0( )̆ ѝѐ

ᴳ ּ ѝ 1000ms(1 )Ȃ 

 

ԇ    

 

ᴳ  
 ḣ Ὠ (RA)ѐ   ̆ ḣ҂ ᴳ Ȃ а

ḣ Ȃ 

 

ѡᴿ  Ruijie(conifg-if)# ipv6 nd ns-interval 2000 

 

 ԇ  
Ὧ ԇ 

 show ipv6 interface ᶕ  
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 prefix-length IPV6 ₥ ̆ ₥ ╗Э’/’Ȃ 

 valid-lifetime ў ⁮ Ὠ ₥ ѝ Ȃ 

 preferred-lifetime ў ⁮ Ὠ ₥ ѝ Ȃ

 
at valid-date preferred-date 

Ὠ ₥ ̆

Ԉ ȁ ȁ ȁ ȁ‍ Ȃ 

 infinite  Ȃ 

 default  ᴳ Ȃ 

 no-advertise  ₥ а Ὠ Ȃ 
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Ruijie(conifg-if)# ipv6 nd prefix 2001::/64 infinite 2592000 

ᴿ 2̔ SVI 1 Э ₥ (а ұ ╟ ) 

Ruijie(conifg)# interface vlan 1 

Ruijie(conifg-if)# ipv6 nd default no-autoconfig 

ᾳЮ ╗Уэ₥ ̆а ֗ᴉ ̆ ѫ ᴳ ₥

҂ а ұ ╟ Ȃ 

 

 ԇ  
Ὧ ԇ 

 show ipv6 interface ѐὯұ ra-info ᶕ  
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 ԇ  

 show ipv6 interface ѐὯұ ra-info ᶕ Ȃ 

 ipv6 nd ra-interval Ὠ Ȃ 

 ipv6 nd ra-hoplimit 
Ὠ

ḣȂ 

Ὧ ԇ 

 ipv6 nd ra-mtu 
Ὠ MTU

ḣȂ 

 

   

 

   
ԇ  

 - - 

50.1.12 ipv6 nd ra-interval 

ᴳ ԇ Э Ὠ (RA) ̆ᴳ ԇ no
ḣȂ 

ipv6 nd ra-interval {seconds | min-max min_value max_value} 

no ipv6 nd ra-interval 

   

 seconds Ὠ (RA)Ὠ ȂԈ ѝ ᴁȂ

 min-max ḣ ḣȂ 

 min_value ḣȂ 

 

 max_value ḣȂ 

 

  200 ̆ 200 ЭЮ ╟ 20˿Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 Ἱ ̆ ѫ ḣа ұ Ȃ

̆ѝҩ Э ὲ Ὠ ̆ Ԉ

ḣЭ ╟ ‍Ѯү︠Ȃ 

Ὧ min-max̆ ѫ ḣ ḣѮ

УэḣȂ 
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ѡᴿ  

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# ipv6 nd ra-interval 110 

Ruijie(config-if)# ipv6 nd ra-interval min-max 110 120 

 

 ԇ  

 show ipv6 interface ѐὯұ ra-info ᶕ Ȃ 

 ipv6 nd ra-lifetime Ȃ 

 ipv6 nd ra-hoplimit 
Ὠ

ḣȂ 

Ὧ ԇ 

 ipv6 nd ra-mtu 
Ὠ MTU

ḣȂ 

 

   

 

   
ԇ  

 - - 

50.1.13 ipv6 nd ra-hoplimit 

ᴳ ԇ Э Ὠ (RA) ḣ̆ᴳ ԇ no
ḣȂ 

ipv6 nd ra-hoplimit value 

no ipv6 nd ra-hoplimit 

   
 

 value Ὠ (RA) ḣȂ 

 

  ḣ 64Ȃ 

 

ԇ   Ȃ 

 

ᴳ   Ὠ ѐ ḣȂ 

 

ѡᴿ  
Ruijie(config)# interface vlan 1 

Ruijie(config-if)# ipv6 nd ra-hoplimit 110 
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 ԇ  

 show ipv6 interface ѐὯұ ra-info ᶕ Ȃ 

 ipv6 nd ra-lifetime Ȃ 

 ipv6 nd ra-interval Ὠ Ȃ 
Ὧ ԇ 

 ipv6 nd ra-mtu 
Ὠ MTU

ḣȂ 

 

   

 

   
ԇ  

 - - 

50.1.14 ipv6 nd ra-mtu 

ᴳ ԇ Э Ὠ (RA) MTU ḣ̆G ԇ no
ḣȂ 

ipv6 nd ra-mtu value 

no ipv6 nd ra-mtu 

   
 

 value Ὠ (RA) MTU ḣȂ 

 

  IPv6 MTU ḣȂ 

 

ԇ   Ȃ 

 

ᴳ   ѝ 0̆ Ὠ аֶ MTU Ȃ 

 

ѡᴿ  
Ruijie(config)# interface vlan 1 

Ruijie(config -if)# ipv6 nd ra-mtu 1400 

 

 ԇ  

 show ipv6 interface ѐὯұ ra-info ᶕ Ȃ 

 ipv6 nd ra-lifetime Ȃ 

Ὧ ԇ 

 ipv6 nd ra-interval Ὠ Ȃ 
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 ipv6 nd ra-hoplimit 
Ὠ

ḣȂ 

 

   

 

   
ԇ  

 - - 

50.1.15 ipv6 nd reachable-time 

ᴳ ԇ Э NDP ╟ ⁮ ̆ ѝ ⁮

̆ᴳ ԇ no ḣȂ 

ipv6 nd reachable-time milliseconds 

no ipv6 nd reachable-time 

   
 

 milliseconds 
ѝ ⁮ ̆Ԉ ѝ ᴁ̆ ̔ 

0-3600000 

 

  
Ὠ (RA)ѐ ḣѝ 0( )̆ ѝѐ

ѝ ⁮ ѝ 30000ms(30 ) 

 

ԇ    

 

ᴳ   

а ̆ Ԉ

⁮ ת̆ ȁ Ȃ а

Ȃ 

ḣ Ὠ (RA)ѐ   ̆ ḣ҂ ᴳ Ȃ

ḣѝ 0 ̆ ᴳ ḣȂ 

 

ѡᴿ  Ruijie(conifg-if)# ipv6 nd reachable-time 1000000 

 

 ԇ  
Ὧ ԇ 

 show ipv6 interface ᶕ  
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ԇ̆ ⁸ᴳ ᴐѝ Ȃ ľno ipv6 
ns-linklocal-srcľ̆ а ⁸ᴳ ᴐѝ ̆ IPv6

RFC3484



IPv6 ԇ 

50-36 

 

ԇ    

 

ᴳ  
 ICMPv6 ꜛּ ⁸ ̆ Ԉ 10 э

ICMPv6 (10pps)Ȃ 

 

ѡᴿ  
Ruijie(conifgfsE3>]TJ
/T2 1 Tf
30.001392 r( )Tj
ET
interface vlan2 1 Tf
-0.0013383 08Td
( )Tj
/TT0 1 Tf
40.0013 Tc 1.198 0.329910

conifgfsE3fig-iJ
/T2 1 Tf
30.00138.377( )Tj
ET
ipv66.8directs2 1 Tf
-0.0013383 08Td
( )Tj
/TT0 1 4 675.62 0222 re
f6 re7.466.84 726.68 0222 re.24 re
f
BT
/TT0 1 Tf
10.5 0 0 10.5 142.32 664.040311c 2.
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ԇ   ὤ  

 

ᴳ  

  

~  

ЮУ ѫ  

̆ з ЮУ ҂

Ȃ ЮУ аἵ    ̆
ЮУ   ҩ̆ ѫЮУ רּ  

  У Ȃ  
 

ѡᴿ  Ruijie(config)# ipv6 route 2001::/64 vlan 1 2005::1 

 

 ԇ  
Ὧ ԇ 

 show ipv6 route IPV6 ᶕ  

 

   

 

   
ԇ  

 - - 

50.1.21 ipv6 source-route 

ᴳ ԇᴳ IPv6 ̆ᴳ ԇ no
IPv6 Ȃ 

ipv6 source-route 

no ipv6 source-route 

   
 

 - - 

 

  IPv6 Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
ѝ 0 ὤ ̔ᴳ ╘  ̆ Ԉ ᾳЮ

IPv6 ת̆ Ӱ 0
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IPv6 Ȃ 

 

ѡᴿ  Ruijie(conifg)# no ipv6 source-route 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

50.1.22 tunnel destination 

ᴳ ԇѝ ὲ , ᴳ ԇ no ԇ ‮ Ȃ 

tunnel destination {ipv4-address | ipv6-address} 

no tunnel destination 

   

 ipv4-address , У IPv4 Ȃ 

  

ipv6-address 

Ȃ ҩ tunnel mode ipv6̆ ѫ

ᴳ IPv6 Ȃ ҩ tunnel 
mode gre ipv6̆ ѫ ҂ ᴳ IPV6

 

 

  Ȃ 

 

ԇ    

 

ᴳ  
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IPv6 ԇ 

50-40 

 

  Ȃ 

 

   
ԇ  

 RGOS10.4  ԇӱ RGOS10.4 Ȃ 

50.1.24 tunnel mode ipv6ip 

ᴳ ԇ Уэ IPV6 , ᴳ ԇ no ԇ IPv6
Ȃ 

tunnel mode ipv6ip [6to4 | isatap] 

no tunnel mode 

   

 6to4 ѝ 6to4 ╟ Ȃ  

 isatap ѝ ISATAP ╟ Ȃ 

 

  … IPv6 ѝ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
У… ѝ ̆G ԇ tunnel mode ipv6ip а ֗ᴉ

҂ ѝ Ȃ ұ ╟ ѝ 
  

� # � ¤� % � ¤
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ԇ  

 - - 

50.1.25 tunnel mode gre 

ᴳ ԇ Уэ GRE , ᴳ ԇ no ԇ IPv6
Ȃ 

tunnel mode gre [ip | ipv6] 

no tunnel mode 

   

 ip ѝ IPv4  

 ipv6 ѝ IPv6 

 
  … ѝ IPv6 Ȃ 

 

ԇ    

 

ᴳ  
 У… ѝ ̆ᴳ ԇ tunnel mode gre ip  

ipv6 ѝ gre Ȃ ҩ tunnel source, tunnel destination, з

destination ̆gre UPȂ 

 

ѡᴿ  

Ю gre ᴿ ̔ 

Ruijie(config)# interface tunnel 1 

Ruijie(config-if)# tunnel mode gre  ip 

Ruijie(config-if)# tunnel source vlan 1 

Ruijie(config-if)# tunnel destination 1.1.1.1 

 

 ԇ  

 tunnel source  

 tunnel destination  
Ὧ ԇ 

 tunnel ttl TTL 

 

   

 

ԇ     
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 - - 

50.1.26 tunnel source 

ᴳ ԇѝ ὲ , ᴳ ԇ no ԇ ‮ Ȃ 

tunnel source {ipv4-address | ipv6-address | interface-type interface-number} 

no tunnel source 

   

 ipv4-address 
IPv4 ̆ IPv4 ṁѝ

ѐּ Ȃ 

 ipv6-address 
ҩ tunnel mode ipv6  tunnel mode gre 

ipv6̆ ѫ ᴳ IPv6 Ȃ ₥а

ᴐѝ Ȃ  

 interface-type interface-number 

̆ ipv6ip̆
‡ ў ipv4 ᴐѝ ּ

IPv4 ̕ ipv6̆‡

Уэ ipv6 ὤ ᴐѝ

ּ IPv6 Ȃ 

 

  Ȃ 

 

ԇ    

 

ᴳ   

Ԉ ғ ̕ѝ
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 tunnel destination  

 tunnel ttl TTL 

 

   

 

   
ԇ  

 - - 

50.1.27 tunnel ttl 

ұ IPv6 over IPv4 ̆ ˭ Ѩұ

ұ



IPv6 ԇ 
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ԇ  

 - - 

50.2 ầ  

50.2.1 clear ipv6 neighbors 

╟ ҃⁮ Ȃ 

clrear ipv6 neighbors 

 



IPv6 ԇ 

50-45 

 - - 

 

   

 

ԇ    

 

ᴳ   
ᴳ show ipv6 general-prefix ԇ ₥ ᶕ Ȃ ₥ ̆б

DHCPv6 ҃⁮ ₥ ̆ ֶ   Ȃ 

 

ѡᴿ  

₥ ᶕ ̆ᴿ Ю̔ 

Ruijie# show ipv6 general-prefix 

There is 1 general prefix. 

IPv6 general prefix my-prefix, acquired via Manual configuration

        2001:1111:2222::/48 

        2001:1111:3333::/48 

 

 ԇ  
Ὧ ԇ 

 ipv6 general-prefix ₥  

 

  Ȃ 

 

   
ԇ  

 RGOS10.4  ԇӱ RGOS10.4 Ȃ 

50.2.3 show ipv6 interface 

IPV6 ᶕ Ȃ 

show ipv6 interface [interface-id] [ra-info] 

   

 
interface-id 

̂ꜛ Ԉ ȁaggregateport ȁSVI
̃ 

 

 ra-info ЭὯұ RA ᶕ Ȃ 

 

   

 

ԇ    



IPv6 ԇ 
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ᴳ   ԇ Ԉ IPV6 Э ȁND Ԉ Ὧ ᶕ Ȃ 

 

ѡᴿ  



IPv6 ԇ 
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GEN ₥ Ȃ 

Ruijie# show ipv6 interface vlan 1 ra-info 

vlan 1: DOWN 

RA timer is stopped 

waits: 0, initcount: 3 

statistics: RA(out/in/inconsistent): 4/0/0, RS(input): 0 

Link-layer address: 00:00:00:00:00:01 

Physical MTU: 1500 

ND router advertisements live for 1800 seconds 
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total ₥ э Ȃ 

fec0:1:1:1::/64 έᴇ ₥ Ȃ 

Def ₥ ᴳ ₥ Ȃ

Auto | CFG 
Auto ₥ ұ ҩ

IPV6 ╟ ₥ , CFG ₥

Ȃ 

!Adv ₥ а Ὠ Ȃ 

vltime ₥ ( )Ȃ 

pltime ₥ ( )Ȃ 

L  | !L 
L ₥ on-link ᴁ ЭȂ 

!L бЭ Ȃ 

A  | !A 
A ₥ auto-config ᴁ Э, !A 
бЭ Ȃ 

 
 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

50.2.4 show ipv6 neighbors 

IPV6 Ȃ 

show ipv6 neighbors { [verbose] [interface-id] [ipv6-address] | [static] } 



IPv6 ԇ 
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ԇ    

 

ᴳ    

 

ѡᴿ  

ᴿ 1̔ SVI 1 Э ᶕ  

Ruijie# show ipv6 neighbors vlan 1 

IPv6 Address Linklayer Addr   Interface 

fa::1          00d0.0000.0002   vlan 1 

fe80::200:ff:fe00:2  00d0.0000.0002  vlan 1 

ᴿ 2̔ ᶕ  

Ruijie# show ipv6 neighbors verbose  

IPv6 Address  Linklayer Addr Interface 

2001::1       00d0.f800.0001 vlan 1 

        State: Reach/H Age: - asked: 0 

fe80::200:ff:fe00:1     00d0.f800.0001 vlan 1 

        State: Reach/H Age: - asked: 0 

  

IPv6 Address IPV6  

Linklayer Addr 
Mac ̆ ⁮‡

incomplete 

Interface  









IPv6 ԇ 
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ԇ    

 

ᴳ  
 ᴳ show ipv6 router Ὠ ᶕ Ȃ ̆‡

⁮ Ὠ ᶕ Ȃ 

 

ѡᴿ  

IPv6 Уэᴿ ̆ Ю̔ 

Ruijie# show ipv6 router 

Router FE80::2D0:F8FF:FEC1:C6E1 on VLAN 2, last update 62 sec 

  Hops 64, Lifetime 1800 sec, ManagedFlag=0, OtherFlag=0, MTU=1500

  Preference=MEDIUM 

  Reachable time 0 msec, Retransmit time 0 msec 

  Prefix 6001:3::/64 onlink autoconfig 

    Valid lifetime 2592000 sec, preferred lifetime 604800 sec 

  Prefix 6001:2::/64 onlink autoconfig 

    Valid lifetime 2592000 sec, preferred lifetime 604800 sec 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  Ȃ 

 

   
ԇ  

 RGOS10.4  ԇӱ RGOS10.4 Ȃ 
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51 OSPFv3  

51.1 ầ  

51.1.1 area default-cost 

stub שּ ABR Э ԇ̆ Ѭ stub שּ ᾃ Ԇ֓Ȃᴳ ԇ

no ḣȂ 

area area-id default-cost cost 

no area area-id default-cost 

   

 area-id 
stub שּ שּ Ȃ 

ὲ Ԉ ѝУэ Уэ IPv4 ₥ Ȃ  

 cost 
stub שּ ᾃ Ԇ֓Ȃ 

1-16777214Ȃ 

 

  default-cost ḣѝ 1Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ԇ stub שּ ABR Эᴳ Ȃ 

 

ѡᴿ  

Ю ᴿ ̆ stub שּ 50 Ԇ֓ ѝ 100̔ 
ipv6 router ospf 1 

area 50 stub 

area 50 default-cost 100 

 

 ԇ 
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 - - 

51.1.2 area range 

ᴳ ԇ שּ ̆ᴳ ԇ no ‮

Ȃ 

area area-id range ipv6-prefix/prefix-length [advertise|not-advertise] 

no area area-id range ipv6-prefix/prefix-length 

   

 area-id 
שּ Ȃ 

ὲ Ԉ ѝУэ Уэ IPv4 ₥ Ȃ 

 ipv6-prefix/prefix-length Ȃ 

 advertise Ὠ Ȃ 

 

 not-advertise 
аὨ Ȃ 

ѝὨ Ȃ 

 

  Ѭּש Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ԇ ABR Э ̆ Уэּש ᾃ У ̆ ⁮ὲӹּש

ѐȂ ᶕ ѝ שּ שּ̆ ᾃ Э ⁮ έᴇ

ᶕ ὲת̆ שּ ⁮У Ȃ з Ԉ advertise 
not-advertise ᾱ Ὠ э ̆ ⁮ ᴐ ̆

Ὠ Ȃ Ԉ cost ḣȂ 

Ԉ Ѭ эּש ԇ̆ э OSPF ⁮ ̆ע ⁞

ֶ̆ Ȃ 

ҩ ̆ з ꜛ Ὧ Ḁ̆ רּ ‡

area range Ȃ 

 

ѡᴿ 

 Ю ᴿ ̆ שּ 1 ̔ 
ipv6 router ospf 1 

area 1 range 2001:DB8:1:2::/64 

 

 ԇ  
Ὧ ԇ 

 summary-prefix Ȃ 
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ԇ  

  - 

51.1.3 area stub 

ᴳ ԇ… Уэ stub שּ stub שּ ̆G ԇ no ѝ

שּ ‮ stub שּ Ȃ 

area area-id stub [no-summary] 

no area area-id stub [no-summary] 

   

 area-id 
stub שּ שּ Ȃ 

ὲ Ԉ ѝУэ Уэ IPv4 ₥ Ȃ  

 no-summary 
stub שּ ABR Э ̆ ABR

У 3 LSA Ὠ ⁮ stub
שּ ᾃ̆ аᾋὨ 3 ὲӹ LSAȂ 

 

  Ѭ stub שּ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

Уэּש ұ э ‍̆ Ԉ שּ ѝ stub שּ ̆stub שּ ᾃ

area stub ԇȂ שּ ѝ stub שּ ̆ὲ ҃а⁮ AS
ᶕ (type 5 LSAs)̆ ѐ̆ ᶕ ѐ

̆ Ԉ stub שּ ᾃ ҃⁮ ᶕ ̆ӱ ᴂҩ

OSPFv3 Ȃ 

stub שּ ABR Э У 3 LSA Ὠ ⁮ stub שּ ᾃ̆

̆stub שּ ᾃ Ԉ⁮ AS Ȃ 

totally stub̂ ὤ stubּ̃ש ̆ ABR Э area stub ԇ ̆

no-summary Ὧ Ȃ 

 

ѡᴿ  

Ю ᴿ ̆stub שּ 10 ABR Э Ὠ ⁮ stub שּ ѐ̔ 
ipv6 router ospf 1 

area 10 stub 

area 10 stub no-summary 
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 ԇ  
Ὧ ԇ 

 area default-cost stub שּ ᾃ Ԇ֓Ȃ 

 

   

 

   
ԇ  

 - - 

51.1.4 area virtual-link 

ᴳ ԇ… Уэ ̆ᴳ ԇ no Ԉ‮ У

э Ȃ 

area area-id virtual-link router-id [hello-interval seconds] [dead-interval seconds] 
[retransmit-interval seconds] [transmit-delay seconds] [instance instance-id] 

no area area-id virtual-link router-id [hello-interval] [dead-interval] [retransmit-interval] 
[transmit-delay] [instance] 

  



OSPFv3 ԇ 
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Ѭ ̕ 

hello-interval ѝ 10 ̕ 

dead-interval ѝ hello-interval ᷁̕ 



OSPFv3 ԇ 

51-6 

   

 
 reference-bandwidth ref-bw 

ḣ̆Ԉ Mbps ѝ ᴁȂ 

1-4294967Ȃ 

 

  ḣ ̆ ḣѝ 100MbpsȂ 

 

ԇ   Ȃ 

 

ᴳ   
ᴳ no auto-cost reference-bandwidth ḣȂ 

Ԉ Ю ԇ ipv6 ospf cost ѝ Ԇ֓̆ὲִἼ

ұ ḣ   Ȃ 

 

ѡᴿ  

Ю ᴿ ̆ᶢ ḣѝ 10M̔ 
ipv6 router ospf 1 

auto-cost reference-bandwidth 10 

 

 ԇ  

 ipv6 ospf cost Ԇ֓Ȃ Ὧ ԇ 

 show ipv6 ospf OSPFv3 ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

51.1.6 bfd all-interfaces (OSPFv3) 

OSPFv3 ᴳ BFD ̆ OSPFv3 Ю

bfd all-interfacesȂᴳ ԇ no Ȃ 

bfd all-interfaces 

no bfd all-interfaces 

  



OSPFv3 ԇ 

51-7 

ԇ   Ȃ 

 

ᴳ   

OSPFv3 Hello ╟ ̆ OSPFv3 ╟



OSPFv3 ԇ 

51-8 

ѡᴿ  

Ю ᴿ ̆ ұ ╟ OSPFv3 ᴿ 
enable 

clear ipv6 ospf process 

 

 



OSPFv3 ԇ 

51-9 

ᴳ   

redistribute default-information ԇ ̆OSPFv3 ֶ ╟ ѝ

ASBR̂ ̃Ȃ 

ת redistribute ӊ ̆ OSPFv3 я Ȃ

ASBR esfau(t-infora(tio otri8(ginaute)]TJ
/C2_0 1 Tf
0 Tc 0 Tw 138328 0 Td
[<43C32B03>6<5AF2FDF<472135426[<0A5104B8>6<5AFB3E2<4720>]TJ-27.037 -1.563 Td<1354B01C4)Tj
/TT1 1 Tf82 0 Td
( )Tj
/C2_0 1 Tf
21 -1.748 Td
[9F561D7045DD3>618BAD>]TJ
/TT1 1 Tf
-0.0030 Tc 42452 0 Td
[als)5wayse
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  20 

 

ԇ   Ȃ 

 

ᴳ   

ԇ redistribute ԇУ ᴳ ̆ ‍ ḣȂת ԇ

ч ̔ 

Â default-information originate ԇ ̕ 

Â ‍ ̆ ‍ ᴳ 20 ᴐѝ ḣȂ 

 

ѡᴿ  
Ю ᴿ ̆ ұ ‍ metric ѝ 10̔ 
default-metric 10 

 

 ԇ  

 redistribute ᶕ ‍ Ȃ Ὧ ԇ 

 show ipv6 ospf OSPFv3 ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

51.1.10 distance  

ᴳ ԇ а OSPFv3 ̆ᴳ ԇ no
ḣȂ 

distance {distance | ospf { intra-area distance | inter-area distance | external distance }} 

no distance [ospf] 

   

 distance  ̆ ḣ ̔1-255 

 intra-area distance ּשᾃ ̆ ḣ ̔1-255 

 inter-area distance ּש ̆ ḣ ̔1-255 

 

 external distance ̆ ḣ ̔1-255 
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ѝ 110̕ 

ᾃשּ ̔ ѝ 110̕ 

שּ ̔ ѝ 110̕ 

̔ ѝ 110̕ 

 

ԇ   Ȃ 

 

ᴳ   

OSPFv3 а а ̆ ԇȂ 

ᵏ а ִἼ ̆ ̆ ִἼ

Ȃ 

~  
Â а OSPFv3 ִἼ ̆

Ȃ 

Â ѝ 255̆ а ᶕ̆ а б Ȃ 
 

ѡᴿ 

 ԈЮ ᴿ ̆ OSPFv3 ѝ 160 

Ruijie(config)# ipv6 router ospf 20 

Ruijie(config-router)# distance ospf external 160 

 

 ԇ  
Ὧ ԇ 

 ipv6 router ospf ╟ OSPFv3 Ȃ 

 

   

 

   
ԇ  

 - - 

51.1.11 ipv6 ospf area 

ᴳ ԇ б OSPFv3 ̆ᴳ ԇ no Ὧ ╖ Ȃ 

ipv6 ospf process-id area area-id [instance instance-id] 

no ipv6 ospf process-id area [instance instance-id] 

   

 process-id 
ospf  

1-65535Ȃ 

 

 area area-id бOSPFv3 שּ Ȃ 

ὲ Ԉ ѝУэ Уэ IPv4 ₥ Ȃ 
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 instance instance-id 
OSPFv3 ᴇ  

0-255Ȃ 

 

  ╖ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

Ԉ Ю Ἴ̆ᴳ ԇ ╟ б OSPFv3 ᾋ̆ ipv6 router ospf
OSPFv3 ̆ OSPFv3 ̆ ╟ б Ȃ 

ᴳ no ipv6 ospf area ԇ аᾋ б OSPFv3 Ȃ 

ᴳ no ipv6 router ospf ԇ аᾋ б OSPFv3 Ȃ 

instance-id Ѯ Ὧ Ȃ 

ԇ ̆ Э ₥ ᶕ б OSPFv3 Ȃ 

 

ѡᴿ  

Ю ᴿ ̆ ұ int fastethernet 0/0 Э ╟ OSPFv3 ̆ б ᴿ

שּ ̔ 
int fastethernet 0/0 

ipv6 ospf 1 area 2 instance 2 

 

 ԇ  
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 disable 
Ὧ OSPF ᴳ BFD ⁸

Ȃ 

 instance instance-id 
OSPFv3 ᴇ  

0-255Ȃ 

 

  ̆Ԉ OSPFv3 Ю BFD ѝῆȂ 

 

ԇ   Ȃ 

 

ᴳ   

ִἼ ұ Ю bfd all-interfaces ԇȂ 

Ԉ ̆ ipv6 ospf bfd ԇ ᴳ BFD ̆

҂ Ԉᴳ OSPFv3 Ю ԇ bfd all-interfaces б OSPFv3
BFD ̆ᴳ ipv6 ospf bfd disable Ὧ

BFD ╖ Ȃ 

 

ѡᴿ   

 

 ԇ  

 ipv6 router ospf process-id 
╟ OSPFv3 ὡ

OSPFv3 Ȃ Ὧ ԇ 

 bfd all-interfaces 
OSPFv3 ᴳ

BFD Ȃ 

 

   

 

   
ԇ  

 - - 

51.1.13 ipv6 ospf cost 

ᴳ ԇ Ԇ֓̆ᴳ ԇ no ḣȂ 

ipv6 ospf cost cost [instance instance-id] 

no ipv6 ospf cost [instance instance-id] 

    

 cost 
Ԇ֓Ȃ 

1-65535Ȃ 
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 instance instance-id OSPFv3 ᴇ ̆ 0-255Ȃ 

 

  ѝ /Bandwidtĥ ѝ 100Mbps̃Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ᾳЮ̆OSPFv3 ḣѝ 100Mbps/Bandwidth̆ὲѐ Bandwidth ѝ

̆ ԇ bandwidth Ȃ 

ΰ ὴ OSPFv3 ѝ̔ 

Â 64K ѕ ̆cost ѝ 1562̕ 

Â E1 ̆cost ѝ 48̕ 

Â 10M Ԉ ̆cost ѝ 10̕ 

Â 100M Ԉ ̆cost ѝ 1Ȃ 

ipv6 ospf cost ԇ OSPFv3 ֶ̆ Ȃ 

 

ѡᴿ  
Ю ᴿ ̆ ұ Ԇ֓ѝ 1̔ 
ipv6 ospf cost 1 

 

 ԇ  

 show ipv6 ospf interface OSPFv3 ᶕ Ȃ Ὧ ԇ 

 ipv6 ospf area б OSPFv3  

 

�´  

 

  
ԇ

 - - 

5 Tf.14 ipv6 ospf dead-interval 

ᴳ ԇ Э ѝ ̆ ᾃ ⁮ hello ѝ

̆ᴳ ԇ no ḣȂ 



OSPFv3 ԇ 

51-15 

 instance instance-id OSPFv3 ᴇ ̆ 0-255Ȃ 

 

  ipv6 ospf hello-interval 4 ᷁Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

Ѯ ḣ ̆ ‡ Ὧ Ȃ 

ѝ hello 4 ᷁̆ ᶢ ҩ hello ̆

╟ᶢ Ȃ 

ԏ а ᶢ ̆ ̆ ̔ 

Â ұ hello Ȃ 

Â Ѯ ḣȂ 

 

ѡᴿ 
 Ю ᴿ ̆ ұ ѝ ḣѝ 60s̔ 
ipv6 ospf dead-interval 60 

 

 ԇ  

 ipv6 ospf hello-interval 
Э Hello

Ȃ 

 show ipv6 ospf interface OSPFv3 ᶕ Ȃ 

Ὧ ԇ 

 ipv6 ospf area б OSPFv3 Ȃ 

 

   

 

   
ԇ  

 - - 

51.1.15 ipv6 ospf mtu-ignore 

ᴳ ԇ ⁮ Ԉ MTU Ȃ ԇ no
Ȃ 

ipv6 ospf mtu-ignore [instance instance-id] 

no ipv6 ospf mtu-ignore [instance instance-id] 

   
 

 instance instance-id 
OSPFv3 ᴇ  

0-255Ȃ 



OSPFv3 ԇ 

51-16 

 

  MTU Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
OSPFv3 ⁮ ֶ MTU MTU ̆

⁮ ѐ MTU ұ MTŬ ѫ

Ὧ а Ȃ Ԉ Ὧ MTU ᾱȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆ ethernet 1/0 MTU ╖ Ὧ Ȃ 

Ruijie(config)# interface ethernet 1/0 

Ruijie(config-if)# ipv6 ospf mtu-ignore 

 

 ԇ  

 ipv6 router ospf ╟ OSPFv3 Ȃ Ὧ ԇ 

 ipv6 mtu IPv6 MTU ḣȂ 

 

   

 

   
ԇ  

 - - 

51.1.16 ipv6 ospf hello-interval 

ᴳ ԇ Э Hello ̆ᴳ ԇѐ no ḣȂ 

ipv6 ospf hello-interval seconds [instance instance-id] 

no ipv6 ospf hello-interval [instance instance-id] 

   

 seconds 
Hello Ȃ 

1-65535( )Ȃ  

 instance instance-id 
OSPFv3 ᴇ  

0-255Ȃ 

 

  



OSPFv3 ԇ 

51-17 

 

ᴳ   Ѯ Hello ḣ ̆ ‡ Ὧ Ȃ 

 

ѡᴿ 
 Ю ᴿ ̆ ұ hello ѝ 20s̔ 
ipv6 ospf hello-interval 20 

 

 ԇ  

 ipv6 ospf dead-interval Э ѝ Ȃ 

 show ipv6 ospf interface OSPFv3 ᶕ Ȃ 
Ὧ ԇ 

 ipv6 ospf area б OSPFv3  

 

   

 

   
ԇ  

 - - 

51.1.17 ipv6 ospf neighbor 

ᴳ ԇ OSPFv3 ̆ᴳ ԇ no ḣȂ 

ipv6 ospf neighbor ipv6-address {[cost <1-65535>] | [poll-interval <0-2147483647> | 
priority <0-255>]} [instance instance-id] 

no ipv6 ospf neighbor 



OSPFv3 ԇ



OSPFv3 ԇ 

51-19 

 
point-to-multipoint 
non-broadcast 

 

 instance instance-id 
OSPFv3 ᴇ  

0-255Ȃ 

 

  Ȃ 

 

ԇ    

 

ᴳ   Ԉ Ὧ ̆ Ȃ 

 

ѡᴿ 
 Ю ᴿ ̆ ұ б OSPFv3 ѝ ̔ 
ipv6 ospf network point-to-point 

 

 ԇ  

 ipv6 ospf priority ִἼ Ȃ 

 show ipv6 ospf interface OSPFv3 ᶕ Ȃ 
Ὧ ԇ 

 ipv6 ospf area б OSPFv3  

 

   

 

   
ԇ  

 - - 

51.1.19 ipv6 ospf priority 

ᴳ ԇ ִἼ ̆ᴳ ԇ no ḣȂ 

ipv6 ospf priority number-value [instance instance-id] 

no ipv6 ospf priority [instance instance-id] 

   

 number-value ִἼ Ȃ 0-255Ȃ  

 instance instance-id OSPFv3 ᴇ ̆



OSPFv3 ԇ 

51-20 

ԇ   Ȃ 

 

ᴳ   

ѐ̆ ѡ DR/BDR( / ֙ )Ȃ DR/BDR
ѡ ִ̆ Ἴ ḣ ִἼ ѝ DR BDR̆ ִἼ ḣ R̆outer-ID ḣ

̆ ִἼ ѝ DR BDRȂ 

ִἼ ḣѝ̊ ̆ а б DR/BDR ѡȂ 

ѐ DR BDR̆ ѫᶢ ִἼ аֶ ̆ ЮУ

DR BDR ѡ ̆ ֶ б ѡȂ 

 

ѡᴿ  
Ю ᴿ ̆ᴳ DR/BDR ѡ ̆аᾋ ѝ DR BDR̔ 
ipv6 ospf priority 0 

 

 ԇ  

 ipv6 ospf network Ȃ 

 router-id Ȃ 

 show ipv6 ospf interface OSPFv3 ᶕ Ȃ 

Ὧ ԇ 

 ipv6 ospf area б OSPFv3  

 

   

 

   
ԇ  

 - - 

51.1.20 ipv6 ospf retransmit-interval 

ᴳ ԇ Э LSA ּ ̆ᴳ ԇѐ no ḣȂ 

ipv6 ospf retransmit-interval seconds [instance instance-id] 

no ipv6 ospf retransmit-interval [instance instance-id] 

   

 seconds 
LSA ּ Ȃ 

1-65535( )Ȃ  

 instance instance-id 
OSPFv3 ᴇ  

0-255Ȃ 

 

  5  

 



OSPFv3 ԇ 

51-21 

ԇ   Ȃ 

 

ᴳ   
ѝҩᶑ ᶕ ּ ̆ LSA ̆ ⁮ Ȃ Ԉ

̆ ԇ ἵ ̆ ᾃ

⁮ ̆ ּ LSA ᶕ Ȃ 

 

ѡᴿ 
 Ю ᴿ ̆ ұ ּ LSA ѝ 10s̔ 
ipv6 ospf retransmit-interval 10 

 

 ԇ 
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51-22 

ipv6 ospf transmit-delay 2 

 

 ԇ  
Ὧ ԇ 

 show ipv6 ospf interface OSPFv3 ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

51.1.22 ipv6 router ospf 

ᴳ ԇ OSPFv3 ̆ᴳ ԇ no Ὧ OSPFv3 Ȃ 

ipv6 router ospf [process-id] 

no ipv6 router ospf process-id 

   
 

 process-id OSPFv3 Ȃ ̆ 1Ȃ

 

  OSPFv3 Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
OSPFv3 ̆ ὡ Ȃ 

₥̆ ӊ 32 э OSPFv3 Ȃ 

 

ѡᴿ 
 Ю ᴿ ̆ ұ ╟ OSPFv3 ̔ 
ipv6 router ospf 1 

 

 ԇ  

 ipv6 ospf area б OSPFv3 Ȃ Ὧ ԇ 

 show ipv6 ospf OSPFv3 ᶕ Ȃ 
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 number 
DD  

1-65535 

 

  ѝ 5Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
б э Ӈ ̆ὲ ⁮ ̆ ԇ̆ ⁸ э

OSPFv3 ᴿἵ DD Ӈҵ ꜛ Ȃ 

 

ѡᴿ 

 Юᴿ max-concurrent-dd ѝ 4̆ ἵ б 4 э Ӈҵ DD ̔ 
router ipv6 ospf 1 

max-concurrent-dd 4 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

51.1.25 passive-interface 

ᴳ ԇ ̆ᴳ ԇ no Ȃ 

passive-interface {default | interface-type interface-number } 

no passive-interface {default | interface-type interface-number } 

   

 default ѝ Ȃ  

 interface-type interface-number ѝ Ȃ 

 

  Ȃ 

 

ԇ   Ȃ 
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ᴳ   
Уэ ѝ ̆ аᾋ hello Ȃ 

ԇ б OSPFv3 ̆з а Ȃ 

 

ѡᴿ  

Ю ᴿ ̆ ἵ VLAN1 б OSPFv3 ̔ 
passive-interface default 

no passive-interface vlan 1 

 

 ԇ  

 ipv6 ospf area б OSPFv3 Ȃ 

 show ipv6 ospf OSPFv3 ᶕ Ȃ 
Ὧ ԇ 

 show ipv6 ospf neighbor OSPFv3 ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 
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 level-1 | level-1-2 | level-2 
‍ IS-IS ᴳ ̆ ұ

level ‍ Ȃ 

 match 

‍ OSPFv3 ᴳ ̆ ұ

‍ ̔ 

internalּ̔שᾃ бּש ̕ 

external [1|2]̔E1ȁE2  

 metric metric-value 
OSPFv3 external 2 LSA metric̆

metric-value metric ̆ ḣ 0̔-16777214

 metric-type {
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ḣ‍ѝԈЮч ᾁ 

1ȁ RGOS 10.4 Ѯ₥̆а timers throttle spf ԇȂ ḣѝ 

timers spf 5 10 

2ȁRGOS 10.4 ̆ timers throttle spf ԇȂ ᾳЮ timers spf
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OSPFv3 ԇ 

51-32 
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Number of AS-Scoped Unknown LSA 0 

Number of LSA originated 11 

Number of LSA received 4 

Log Neighbor Adjency Changes : Enabled  

Number of areas in this router is 2 

Area BACKBONE(0) 

Number of interfaces in this area is 1(1) 

SPF algorithm executed 4 times 

Number of LSA 3.  Checksum Sum 0 
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 timers spf 

OSPFv3 ⁮ ᶕע

̆ SPF ̆Ԉ

ч SPF ȁ

Ȃ 

 

   

 

   
ԇ  

 - - 

51.2.2 show ipv6 ospf database 

OSPFv3 ᶕ Ȃ 

show ipv6 ospf [process- id] database [lsa-type [adv-router router-id] ] 

   

 process- id OSPFv3  

 lsa-type 

LSA ̆ ԈЮΰ ̔ 

AS-external-LSAsȁLink-LSAsȁ
Inter-Area-Prefix-LSAsȁInter-Area-Router-LSAsȁ

Intra-Area-Prefix-LSAsȁNetwork-LSAsȁ
Router-LSAs 

̆ LSA ᶕ  

 

 adv-router router-id router ӊ LSA ᶕ Ȃ 

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 Ю ᴿ ұ OSPFv3 ᶕ  

Ruijie# show ipv6 ospf database 

OSPFv3 Router with ID (1.1.1.1) (Process 1) 

Link-LSA (Interface FastEthernet 1/0) 

Link State ID   ADV Router      Age  Seq#       CkSum  Prefix 

0.0.0.2         1.1.1.1          197 0x80000001 0x7cd8      0 

0.0.0.5         2.2.2.2          206 0x80000001 0x8c86      0 
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Link-LSA (Interface Loopback 1) 

Link State ID   ADV Router      Age  Seq#       CkSum  Prefix 

0.0.64.1        1.1.1.1           82 0x80000001 0xb760      0 

Router-LSA (Area 0.0.0.0) 

Link State ID   ADV Router      Age  Seq#       CkSum    Link 

0.0.0.0         1.1.1.1       17 0x80000006 0x62a1      1 

0.0.0.0         2.2.2.2          156 0x80000003 0x8653      1 

Network-LSA (Area 0.0.0.0) 

Link State ID   ADV Router      Age  Seq#       CkSum 

0.0.0.5         2.2.2.2          157 0x80000001 0xf8f6      

Router-LSA (Area 0.0.0.1) 

Link State ID   ADV Router      Age  Seq#       CkSum    Link 

0.0.0.0         1.1.1.1           17 0x80000002 0x0529      0 

Inter-Area-Prefix-LSA (Area 0.0.0.1) 

Link State ID   ADV Router      Age  Seq#       CkSum 

0.0.0.1         1.1.1.1           77 0x80000002 0x83b4 

AS-external-LSA 

Link State ID   ADV Router      Age  Seq#       CkSum 

0.0.0.1         1.1.1.1           1 0x80000001 0x6035 E2 

 

 ԇ  
Ὧ ԇ 

 ipv6 router ospf ╟ OSPFv3 Ȃ 

 

   

 

   
ԇ  

 - - 

51.2.3 show ipv6 ospf interface 

OSPFv3 ᶕ Ȃ 

show ipv6 ospf interface [interface-type interface-number] 

   
 

 interface-type interface-number Ȃ 

 

   



OSPFv3 ԇ 

51-36 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 Ю ԇ OSPFv3 ᶕ  

Ruijie# show ipv6 ospf interface 

FastEthernet 1/0 is up, line protocol is up 

Interface ID 2 

IPv6 Prefixes 

fe80::2d0:22ff:fe22:2223/64 (Link-Local Address) 

OSPFv3 Process (1), Area 0.0.0.0, Instance ID 0 

Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1 

Transmit Delay is 1 sec, State BDR, Priority 1 

Designated Router (ID) 2.2.2.2 

Interface Address fe80::c800:eff:fe84:1c 

Backup Designated Router (ID) 1.1.1.1 

Interface Address fe80::2d0:22ff:fe22:2223 

Timer interval configured,Hello 10,Dead 40,Wait 40,Retransmit 5 

Hello due in 00:00:02 

Neighbor Count is 1, Adjacent neighbor count is 1 

Hello received 26 sent 26, DD received 5 sent 4 

LS-Req received 1 sent 1, LS-Upd received 3 sent 6 

LS-Ack received 6 sent 2, Discarded 0 

б BFD ╟, ѫ ԇ ╗ ľBFD enabledĿᶕ

Ruijie# show ipv6 ospf interface 

FastEthernet 1/0 is up, line protocol is up 

Interface ID 2 

IPv6 Prefixes 

fe80::2d0:22ff:fe22:2223/64 (Link-Local Address) 

OSPFv3 Process (1), Area 0.0.0.0, Instance ID 0 

Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1 

Transmit Delay is 1 sec, State BDR, Priority 1̆BFD enabled 

Designated Router (ID) 2.2.2.2 

Interface Address fe80::c800:eff:fe84:1c 

Backup Designated Router (ID) 1.1.1.1 

Interface Address fe80::2d0:22ff:fe22:2223 

Timer interval configured,Hello 10,Dead 40,Wait 40,Retransmit 5 
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Hello due in 00:00:02 

Neighbor Count is 1, Adjacent neighbor count is 1 

Hello received 26 sent 26, DD received 5 sent 4 

LS-Req received 1 sent 1, LS-Upd received 3 sent 6 

LS-Ack received 6 sent 2, Discarded 0 

 

 

 ԇ  

 ipv6 router ospf ╟ OSPFv3 Ȃ Ὧ ԇ 

 ipv6 ospf area ╟ OSPFv3 Ȃ 

 

   

 

   
ԇ  

 - - 

51.2.4 show ipv6 ospf neighbor 

OSPFv3 ᶕ Ȃ 

show ipv6 ospf [process- id] neighbor [interface-type interface-number [detail]| 
neighbor-id |detail] 

   

 process-id OSPFv3  

 detail ᶕ Ȃ 

 interface-type interface-number Ȃ 

 

 neighbor-id Router IDȂ 

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 ᴿ 1̔ Ю ԇ OSPFv3 ᶕ  
Ruijie# show ipv6 ospf neighbor 

OSPFv3 Process (1) , 1 Neighbors, 1 is Full: 
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Neighbor ID  Pri  State     Dead Time   Interface     Instance ID 

2.2.2.2      1   Full/DR     00:00:33    FastEthernet 1/0     0 

ᴿ 2̔ Ю ԇ OSPFv3 ᶕ  

Ruijie# show ipv6 ospf neighbor detail 

Neighbor 2.2.2.2, interface address fe80::c800:eff:fe84:1c 

In the area 0.0.0.0 via interface FastEthernet 1/0 

Neighbor priority is 1, State is Full, 6 state changes 

DR is 2.2.2.2 BDR is 1.1.1.1 

Options is 0x000013 (-|R|-|-|E|V6) 

Dead timer due in 00:00:36 

Database Summary List 0 

Link State Request List 0 

Link State Retransmission List 0 

BFD б , ѫ ᶕ ѐ ╗ ЮľBFD 

session state upĿ 

Ruijie# show ipv6 ospf neighbor detail 

Neighbor 2.2.2.2, interface address fe80::c800:eff:fe84:1c 

In the area 0.0.0.0 via interface FastEthernet 1/0 

Neighbor priority is 1, State is Full, 6 state changes 

DR is 2.2.2.2 BDR is 1.1.1.1 

Options is 0x000013 (-|R|-|-|E|V6) 

Dead timer due in 00:00:36 

Database Summary List 0 

Link State Request List 0 

Link State Retransmission List 0 

BFD session state up 

 

 ԇ  

 ipv6 router ospf ╟ OSPFv3 Ȃ 

 ipv6 ospf area бȂ 

 area virtual-link OSPFv3 Ȃ 

Ὧ ԇ 

 show ipv6 ospf interface OSPFv3 ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 
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51.2.5 show ipv6 ospf route 

OSPFv3 Ȃ 

show ipv6 ospf [process- id] route [count] 

   

 process- id OSPFv3   

 count OSPFv3  

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 Ю ԇ ұ OSPFv3 ᶕ  

Ruijie# show ipv6 ospf route 

OSPFv3 Process (1) 

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area,

E1 - OSPF external type 1, E2 - OSPF external type 2 

Destination                                 Metric 

Next-hop 

E2 2001:DB8:1::/64                                    1/20 

via fe80::c800:eff:fe84:1c, FastEthernet 1/0 

O  2001:DB8:2::/64                                       11 

via fe80::c800:eff:fe84:1c, FastEthernet 1/0, Area 0.0.0.0 

 

 ԇ  
Ὧ ԇ 

 ipv6 router ospf ╟ OSPFv3 Ȃ 

 

   

 

   
ԇ  

 - - 

51.2.6 show ipv6 ospf summary-prefix 
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OSPFv3 ᶕ Ȃ 

show ipv6 ospf [process-id] summary-prefix 

   
 

 process- id OSPFv3  

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 Ю ԇ ұ OSPFv3 ᶕ  

Ruijie# show ipv6 ospf summary-prefix 

OSPFv3 Process 1, Summary-prefix: 

2001:db8::/64,Metric 16777215,Type0,Tag0,Match count0,advertise 

 

 ԇ  

 ipv6 router ospf ╟ OSPFv3 Ȃ 
Ὧ ԇ 

 summary-prefix 
OSPFv3
 

 

   

 

   
ԇ  

 - - 

51.2.7 show ipv6 ospf topology 

OSPFv3 эּש ᶕ Ȃ 

show ipv6 ospf [process- id] topology [area area-id] 

   

 process- id OSPFv3   

 area-id ּש 
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ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 Ю ԇ ұ OSPFv3 эּש ᶕ  
Ruijie# show ipv6 ospf topology 

OSPFv3 Process (1) 

OSPFv3 paths to Area (0.0.0.0) routers 

Router ID        Bits  Metric     Next-Hop   

Interface 

1.1.1.1            EB  -- 

2.2.2.2            E   1          2.2.2.2               

FastEthernet 1/0 

OSPFv3 paths to Area (0.0.0.1) routers 

Router ID        Bits  Metric     Next-Hop              

Interface 
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ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 Ю ԇ OSPFv3 ᶕ  

Ruijie# show ipv6 ospf virtual-links 

Virtual Link VLINK1 to router 2.2.2.2 is down 

Transit area 0.0.0.1 via interface FastEthernet 1/0, instance ID 0

Local address * 

Remote address 2001:DB8::1/128 

Transmit Delay is 1 sec, State Down, 

Timer intervals configured,Hello 10,Dead 40,Wait 40,Retransmit 5

Hello due in inactive 

Adjacency state Down 

 

 ԇ  

 ipv6 router ospf ╟ OSPFv3 Ȃ 

 area virtual-link OSPFv3 Ȃ 
Ὧ ԇ 

 show ipv6 ospf neighbor OSPFv3 ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 
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52 Tunnel ⁮ⱨ  

52.1 ầ  

52.1.1 keepalive (tunnel interface) 

GRE ᶑ ╖ ̆ᴳ Ю ԇ̔ 

keepalive [seconds [retries]] 

no keepalive  

   

 seconds ̂ ̃ᶑ ̆ ᴁ Ȃ

0͘32767Ȃ 10 Ȃ  
 retries ᶑ Ȃ ⁮ҩ̆ ̆

‡ downȂ ḣ 1͘
255Ȃ ѝ 3 Ȃ 

 

 

 ᾳЮ̆ ᶑ ╖ Ȃ 

ὡ keepalivĕ ̆‡ᴳ ԈЮчэ ḣȂ 

seconds̔10  

retries̔3  

 

ԇ   Ȃ 

 

ᴳ  
   UP ת̆   ̆ Ȃ

Ԉ ᶑ ╖ ̆ Ȃ 

̔ ԇ 10.4̂2̃Ԉ Ѯ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ interface tunnel 1 ̆ ᶑ ╖ ̆ ѝ 3 ̆ ѝ 5
Ȃ 

Ruijie(config)# interface tunnel 1 

Ruijie(config)# keepalive 3 5 

 

 ԇ  
Ὧ ԇ 

show interface tunnel  tunnel Ȃ 
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ԇ   10.4 RGOS 10.4  

̔ ԇ 10.4̂2̃Ԉ Ѯ Ȃ

52.1.2 tunnel destination 

Юᴳ tunnel destination ԇѝ tunnel ̆G

ԇ no ‮ tunnel Ȃ 

tunnel destination ip-address 

no tunnel destination 

    

  ip-address IP  

 

  ѝ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ԇ ̆ э ̆ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ tunnel 0 Э IP 61.154.101.3̔ 

Ruijie(config)# interface tunnel 0 

Ruijie(config-if)# tunnel destination 61.154.101.3 

 

Ὧ ԇ  ԇ  

 show interface tunnel tunnel Ὧ ᶕ  

 

   

 

   
ԇ  

 - - 
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tunnel ὤ ̆ tunnel key ԇ Уэ ̆ᴳ ԇ no ‮

Ȃ 

tunnel key value 

no tunnel key 

    

  value tunnel ḣ̆ ḣ 0-4294967295Ȃ 

 

  ֗ᴉ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 УҾ ᶑ ̆ ⁮ ὡᵩ  Ȃ

ᶑ Ȃtunnel key ԇ GRE Ԉ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ tunnel 0 ѐ 1234̔ 

Ruijie(config)# interface tunnel 0 

Ruijie(config-if)# tunnel key 1234 

 

Ὧ ԇ  ԇ  

 show interface tunnel tunnel Ὧ ᶕ  

 

  Э ̆Ӈ а Ȃ 

 

   
ԇ  

 - - 



Tunnel ԇ 
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  min-mtu ̂ ̃ PMTUD MTU Ю  

 
 mtu-bytes MTU Ю ̆ 92-65535 ̆ ḣѝ 92

 

 

  IP а PMTUD ╖ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ֶ MTŬ ‍ ̆

ᴳ IP ѐ ҩ DF̂ Don't Fragment̃ᴁȂRGNOS Ю ᵏҩ

tunnel path-mtu-discovery ԇ̆ ╟ ⁮ PMTŬ tunnel
mtu ̆ӱ ὁ ‍ Ȃ 

̔ ԇ 10.4̂2̃Ԉ Ѯ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ tunnel 0 Э PMTUD ╖  

Ruijie(config)# interface tunnel 0 

Ruijie(config-if)# tunnel path-mtu-discovery  

 

Ὧ ԇ  ԇ  

 show interface tunnel tunnel Ὧ ᶕ  

 

   

 

  

 



Tunnel ԇ 

52-6 

 

 interface-type ̆ᴿ ̔ ѕ Asyncȁ
DialerȁԈ Ethernetȁ Ԉ

FastEthernetȁLoopback ȁNull ȁԈ ὲ

Tunnel Ȃ 

  nterface-number  

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ᴳ tunnel ̆ Ȃ 

 

ѡᴿ 

 ᴿ 1̔ tunnel 0 Э ԇ tunnel source ѕ 1/0 ѝ  

Ruijie(config)# interface tunnel 0 

Ruijie(config-if)# tunnel source serial 1/0  

 

Ὧ ԇ  ԇ  

 show interface tunnel tunnel Ὧ ᶕ  

 

   

 

   
ԇ  

            -                       - 

52.1.7 tunnel tos 

tunnel Ю ּ IPv4 ToS ̆ IPv6 traffic class 8 э

Ȃ 

tunnel tos [num] 

no tunnel tos 

    

 
 num 
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 ᾃ б ̆ IPv4 ‡̆ ᾃ IPv4 tos ⁮

IPv4 Ȃ ᾃ б ̆ IPv6 ̆‡ ᾃ IPv6
traffic class8 ⁮ IPv6 Ȃὲӹ ᾰͅ IPv4 tos / IPv6 traffic class,ѝ 0Ȃ

 

ԇ   Ȃ 

 

ᴳ  
 GRE ִἼ УҾ̆ Ԉᴳ tunnel tos ԇ Ȃ

̔ ԇ 10.4̂2̅ Ȃ  

 



Tunnel
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52-9 

 

Ὧ ԇ  ԇ  

 show interface tunnel  tunnel Ȃ 

 

   

 

   

ԇ   10.4 
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ԇ  

 - - 

53.1.2 distanceōIPv6Ŏ 

RIPng ̆ ᴳ ԇ distanceȂ ԇ no
Ȃ 

distance distance 

no distance 

   
 

 distance 
RIPng ̆ἵ <1-254>Ѯ
 

 

  ѝ 120Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ѝ RIPng ̆ ԇȂ 

 

ѡᴿ  

ԈЮ ᴿ ̆ RIPng ѝ 160 

Ruijie(config)# ipv6 router rip 

Ruijie(config-router)# distance 160 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

53.1.3 distribute-list 

ᴳ prefix-list /  ̆ ᴳ ԇ distribute-listȂ
ԇ no Ȃ 
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distribute-list prefix-list prefix-list-name {in | out} [interface-type interface-name] 

no distribute-list prefix-list prefix-list-name {in | out} [interface-type interface-name] 

   

 prefix-list prefix-list-name prefix-list ̆ᴳ ₥ ‟ Ȃ 

 in | out ‍ ‟ ᴳ  
 

 interface-type interface-name ̂ ̃ ‍ ‟  

 

  Ѭ‍ ‟ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  
 ѝҩ Ҿ ̆ Ԉ ‍ ⁸‟ ̆

Ȃ ̆ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆  
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 originate ipv6 ̆҂ ὲ  

 metric metric-value ḣ̆ ḣ ̔1-15Ȃ 

 

  Ȃmetric ѝ 1Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

Э ҩ ԇ ̆ ӱ У IPv6 ת̆ а

╗⁮ RIPng Ȃ 

ѝ ὁ ̆У ҩ ԇ̆RIPng
Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ̆ ethernet0/0 Э… У ⁮ RIPng ̆

Ȃ 

Ruijie(config)# interface ethernet 0/0 

Ruijie(config-if)# ipv6 rip default-information only 

 

 ԇ  

 show ipv6 rip 
RIPng б

 
Ὧ ԇ 

 show ipv6 rip database  RIPng  

 

   

 

   
ԇ  

 - - 

53.1.5 ipv6 rip enable 

ᴳ ╗ὡ RIPng ̆ ᴳ ԇ ipv6 rip enableȂ ԇ no
Э RIPngȂ  

ipv6 rip enable 

no ipv6 rip enable 

   
 

 - - 
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ԇ   Ȃ 

 

ᴳ  
 ԇ ұ б RIPng Ȃ ԇѮ₥̆ RIPng

̆‡ ԇֶ ╟ RIPng Ȃ 

 

ѡᴿ  

Ю ᴿ ethenet 0/0 ╗ὡ RIPng Ȃ 

Ruijie(config)# interface ethernet 0/0 

Ruijie(config-if)# ipv6 rip enable 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

53.1.6 ipv6 rip metric-offset 

Э ḣ̆ ᴳ ԇ ipv6 rip metric-offset valueȂ ԇ no
‡ Ȃ  

ipv6 rip metric-offset value 

no ipv6 rip metric-offset 

   
 

 value ḣ̆ ḣ ̔1-16 

 

  ḣѝ 1Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
╗ὡ ₥̆ metric ╗Э Э ḣȂ Ԉ Ԉ

ḣ ᴳ Ȃ 

 

ѡᴿ  ԈЮᴿ ethernet 0/1 Э ḣ ѝ 5Ȃ 



RIPNG ԇ 
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 - - 

53.1.8 passive-interfaceōRIPngŎ 

Уэ Э ╖ ̆ ᴳ ԇ passive-interface ԇȂ

ԇ no ╖ Ȃ 

passive-interface {default | interface-type interface-num} 

no passive-interface {default | interface-type interface-num} 

   

 default ѝ passive   

 interface-type interface-num б  

 

  ѝ passive Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
passive-interface default ԇ ѝ passive ̆ Ԉᴳ no 
passive-interface 
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redistribute {bgp | connected | isis [area-tag] | ospf process-id |  static} [metric 
metric-value | route-map route-map-name] 

no redistribute {bgp | connected | isis [area-tag] | ospf process-id |  static} [metric 
metric-value | route-map route-map-name] 

   

 bgp ӱ BGP ‍  

 connected ӱ ‍  

 isis [area-tag] ӱ ISIS ‍ ̆ area-tag ‍ ISIS ᴿ

 
ospf process-id 

ӱ OSPF ‍ ̆ process-id ‍ ospf
ᴿ̆process-id ḣ ̔1-65535 

 static ӱ ‍  

 metric metric-value 



Ȃ

ԇ

Ὧ

‍
→
╖

Ȃ

‍
→
̆

ᴳ5�,Õ���y	·
��Ú�F�Ä
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53.1.11 timers (ipv6) 

RIPng ̆ ᴳ ԇ timersȂ ԇ no Ȃ 

timers update invalid flush 

no timers 

   

 
update 

Ԉ̆ Ȃupdate Ѭҩ

̆ ⁮ ĭnvalid flush
ᴁȂ 30 У Ȃ

 

invalid 

̆Ԉ ̆ӱ У

Ȃinvalid Ѭҩ ѐ

ѝ Ȃ ѝ

Ь᷁̆ ᾃ ⁮֗ᴉ

̆ ѝ ̆ ὡ invalid ̕

invalid ᾃ ⁮ ̆ ֶ ᴁȂ

Invalid ѝ 180 Ȃ 

 

 
flush 

̆Ԉ ̆ӱ RIPng ὡ invalid
Ȃflush ⁮ ̆ ұ invalid

  Ȃflush ѝ 120 Ȃ 

 

  ᾳЮ̆ ѝ 30 ̆ ѝ 180 ̆ ѝ 120 Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ԈЭ ̆ ֶ╗ Ԉ Ȃ У

Э ̆RIPng ḣУ У ȂУ а RIP ̆

Ȃ 

₥ RIPng ̆ Ԉ show ipv6 rip ԇ Ȃ 

~  
ᴂ Э ̆ ֶ У ̆ ѝ

ֶ ȂУ Ԉ 2Mbps ԈЭ ̆ Ԉ

У ̆ Ԉ Ȃ  
 

ѡᴿ  

ԈЮ ᴿ R̆IP 10 У Ȃ 30 ᾃ ⁮ ̆

ѝ ̆ ὡ invalid ̕ ὡ invalid ̆ 90
̆ Ȃ 

Ruijie(config)# ipv6 router rip 

Ruijie(config-router)# timers 10 30 90 
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 ԇ  

 show ipv6 rip 
RIPng б

 
Ὧ ԇ 

 show ipv6 rip database RIPng  

 

   

 

   
ԇ  

 - - AÈ�â
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      Redistributing protocol connected route-map rm 

      Redistributing protocol static 

      Redistributing protocol ospf 1 

  Default version control:  send version 1, receive version 1  

  Interface                 Send   Recv 

      VLAN 1                1      1    

      Loopback 1            1      1    

  Routing Information Sources: 

      None 

 

 ԇ  
Ὧ ԇ 

 show ipv6 rip 
RIPng б

 

 

   

 

   
ԇ  

 - - 

53.2.2 show ipv6 rip database 

RIPng ᶕ ̆ ᴳ show ipv6 rip database ԇȂ 

show ipv6 rip database 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ   ᴳ ԇ RIPng ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show ipv6 rip database 

Codes: R - RIPng,C - Connected,S - Static,O - OSPF,B - BGP 

sub-codes:n - normal,s - static,d - default,r - redistribute, 

           i - interface, a/s - aggregated/suppressed 
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S(r)   2001:db8:1::/64, metric 1, tag 0 

           Loopback 0/:: 

S(r)   2001:db8:2::/64, metric 1, tag 0 

           Loopback 0/:: 

C(r)   2001:db8:3::/64, metric 1, tag 0 

           VLAN 1/:: 

S(r)   2001:db8:4::/64, metric 1, tag 0 

           Null 0/:: 

C(i)   2001:db8:5::/64, metric 1, tag 0 

           Loopback 1/:: 

S(r)   2001:db8:6::/64, metric 1, tag 0 

           Null 0/:: 

 

 ԇ  
Ὧ ԇ 

 show ipv6 rip 
RIPng б

 

 

   

 

   
ԇ  

 - - 
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54 IPv6 ЛỸ  

54.1 IPv6 ЛỸ Ѕ 

54.1.1 clear ipv6 mroute 

ԇ ‮ ὤ IPv6 Ȃ 

clear ipv6 mroute {* | v6group-address [v6source -address]} 

   

 * IPv6 ѐ ᶕ Ȃ 

 v6group-address IPv6 IPv6 Ȃ 
 

 v6source -address IPv6 IPv6 Ȃ 

 

   

 

ԇ    

 

ᴳ   ԇ ‮ IPv6 Ȃ 

 

ѡᴿ  
ԈЮ ᴿ ‮ ὤ  

Ruijie# clear ipv6 mroute * 

 

 ԇ  

 show ipv6 mroute - Ὧ ԇ 

 clear ipv6 mroute statistics - 

 

   

 

   
ԇ  

 - - 

54.1.2 clear ipv6 mroute statistics 

ԇ IPv6 ᶕ Ȃ 





IPv6 ԇ 

54-3 

 v6rpf-address ⁮ v6source-address ЮУ ipv6  

 
interface-type 

interface-number 
 

 distance 
̆ ᾱ ᴳ RPF Ȃ

ḣѝ 0Ȃ 

 

  IPv6  

 

ԇ   ὤ Ȃ 

 

ᴳ   

IPv6 ̆ ᵏ ұ IPv6 rpf
Ȃ ִἼұӱ ҃⁮ Ȃ 

  ЮУ ip̆ ѫ   ѝ Ȃ 

rpf ‡ ̔ӱ ѐ Уэ ִ ̆ bgp
̆‡ ִἼ̕ӱ ѐ Уэ ִ ̕ ү

̆ ѝ rpf
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limit ḣѝ 1024 

threshold ḣѝ 2147483647 

 

ԇ   ὤ  

 

ᴳ   

ԇ ᴐ ⁸ ╗ὡ⁮ IPv6 ѐ Ȃ 

~  
а ֒ ̆ ֒ ֒ ̆

Ю Ȃ  
 

ѡᴿ  
ԈЮ ᴿ ⁸ ╗ὡ⁮ IPv6 ѐ ѝ 100̆ ḣѝ 90Ȃ 

Ruijie(config)# ipv6 multicast route-limit 100 90 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

54.1.6 ipv6 multicast-routing 

ԇ ╟ IPv6 Ȃᴳ ԇ no Ὧ IPv6 Ȃ 

ipv6 multicast-routing 

no ipv6 multicast-routing 

   
 

 - - 

 

  ╟ IPv6  

 

ԇ   ὤ  

 

ᴳ  
 ԇ ╟ IPv6 Ȃ ╟ IPv6 ̆ ҂а

╟Ȃ 
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~ 





IPv6 ԇ 
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ѡᴿ  
ԈЮ ᴿ רּ  

Ruijie(config)# ipv6 multicast rpf longest-match 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - 10.4̂2̃ ὡ ԇ 

54.2 IPv6 ЛỸ Ѕ 

54.2.1 show ipv6 mroute 

ԇ IPv6 ᶕ Ȃ 

show ipv6 mroute [ v6group-address] [v6source-address] [summary] [count] 

   

 v6group-address IPv6 Ȃ 

 v6source-address IPv6 Ȃ 

 summary IPv6 ᶕ Ȃ 

 

 count IPv6 ᶕ Ȃ 

 

   

 

ԇ    

 

ᴳ   ԇ IPv6 ᶕ Ȃ 

 

ѡᴿ  

ᴿ 1̔ԈЮ ᴿ ὤ ᶕ  

Ruijie# show ipv6 mroute  

IPv6 Multicast Routing Table 

Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder installed

Timers: Uptime/Stat Expiry 

Interface State: Interface (TTL) 
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(2222::1234, ff56::1234), uptime 00:00:31, stat expires 00:02:59

Owner PIM-SMv6, Flags: TF 

Incoming interface: FastEthernet 2/1 

Outgoing interface list: 

FastEthernet 1/3 

ᴿ 2̔ԈЮ ᴿ ᶕ  

Ruijie# show ipv6 mroute count 

IPv6 Multicast Statistics 

Total 1 routes using 168 bytes memory 

Route limit/Route threshold: 1024/2147483647 

Total NOCACHE/WRONGVIF/WHOLEPKT recv from fwd: 77/147/0 

Total NOCACHE/WRONGVIF/WHOLEPKT sent to clients: 77/147/0 

Immediate/Timed stat updates sent to clients: 0/29 

Reg ACK recv/Reg NACK recv/Reg pkt sent: 0/0/0 

Next stats poll: 00:00:09 

Forwarding Counts: Pkt count/Byte count, Other Counts: Wrong If pkts

Fwd msg counts: WRONGVIF/WHOLEPKT recv 

Client msg counts: WRONGVIF/WHOLEPKT/Imm Stat/Timed Stat sent 

Reg pkt counts: Reg ACK recv/Reg NACK recv/Reg pkt sent 

(2222::1234, ff56::1234), Forwarding: 1/0, Other: 0 

  Fwd msg: 0/0, Client msg: 0/0/0/0,  Reg: 0/0/0 

ᴿ 3̔ԈЮ ᴿ ᶕ  

Ruijie# show ipv6 mroute summary 

IPv6 Multicast Routing Table 

Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder installed

Timers: Uptime/Stat Expiry 

Interface State: Interface (TTL) 

(2222::1234, ff56::1234), 00:00:28/00:03:25, PIM-SMv6, Flags: TF

 

 ԇ  

 clear ipv6 mroute - Ὧ ԇ 

 clear ipv6 mroute statistics - 

 

   

 

   
ԇ  

 - - 
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54.2.2 show ipv6 rpf 

ᴳ ԇ IPv6 RPF ᶕ Ȃ 

show ipv6 rpf v6source-address 

   
 

 v6group-address IPv6 IPv6 Ȃ 

 

   

 

ԇ    

 

ᴳ   ᴳ ԇ IPv6 RPF ᶕ Ȃ 

 

ѡᴿ  

ԈЮ ᴿ ⁮ 2222::3333 RPF ᶕ  

Ruijie# show ipv6 rpf 2222::3333 

  RPF interface: GigabitEthernet 0/1 

  RPF neighbor: :: 

  RPF route: 2222::/64 

  RPF type: unicast (connected) 

  RPF recursion count: 0 

  Doing distance-preferred lookups across tables 

  Distance: 0 

  Metric: 0 

 

 ԇ  
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9

B
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G
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%
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ѡᴿ  

ԈЮ ᴿ ᶕ  

ԈЮ svi1 ᶕ  

Ruijie#show ipv6 mvif  

Interface                Mif   Owner             Uptime 

                           Idx   Module             

Register                 0                       03d03h09m 

VLAN 1                    1     PIMSMV6           03d03h09m 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

54.3 IPv6 ЛỸ ᴘ Ѕ 

54.3.1 debug nsm mcast6 all 

IPv6 ὯȂᴳ ԇ no Ὧ IPv6
Ὧ 



IPv6 ԇ 
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 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

54.3.2 debug nsm mcast6 fib-msg 

IPv6 ᶕ ὯȂG ԇ no Ὧ

Ὧ 

debug nsm mcast6 fib-msg 

   
 

 - - 

 

  Ὧ 

 

ԇ    

 

ᴳ   Ὧ̆ Ԉ IPv6 ᶕ Ȃ 

 

ѡᴿ 
 IPv6 ᶕ  

Ruijie# debug nsm mcast6 fib-msg 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

54.3.3 debug nsm mcast6 register 
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IPv6 Ὧұ ᾊ ᾊ ὯȂᴳ ԇ no
Ὧ Ὧ 

debug nsm mcast6 register 

  



IPv6 ԇ 

54-15 



IPv6 ԇ 

54-16 

   
ԇ  

 - - 
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55 PIM-SMv6  

55.1 PIM-SMv6  

55.1.1 clear ipv6 mroute 

clear ipv6 mroute {* | ipv6_group_address | ipv6_group_address ipv6_source_address } 

   

 * ‮ Ȃ 

 ipv6_group_address ‮ Ȃ  

 ipv6_group_address 
ipv6_source_address 

‮ Ȃ 

 

   

 

ԇ    

 

ᴳ   ╟‮  

 

ѡᴿ  

Ruijie# clear ipv6 mroute *  

Ruijie# clear ipv6 mroute ff66::6666 

Ruijie# clear ipv6 mroute ff66::6666 3333::3333 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.1.2 clear ipv6 mroute statistics 
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clear ipv6 mroute statistics {* | ipv6_group_address [ipv6_source_address] } 

   

 * ‮ ḣȂ 

 ipv6_group_address ‮ ḣȂ  

 
ipv6_group_address 
ipv6_source_address 

‮ ḣȂ 
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ᴳ   



PIM-SMv6 ԇ 

55-4 

ipv6 multicast-routing 

   
 

 - - 

 

  ̆а ╟ IPv6  

 

ԇ   ὤ  

 

ᴳ  
 ╟ IPv6 ̆ ԇȂ Э ╟ PIM-SMv6 ̆҂

ԇ̆ ‡̆ ҩ ipv6 pim sparse-mode ԇ̆ת PIM-SMv6 ╟ Ȃ

 

ѡᴿ  Ruijie(config)# ipv6 multicast-routing 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.1.6 ipv6 pim accept-bsr list 

ipv6 pim accept-bsr list WORD 

   
 

 WORD v6 acl 

 

  PIM-SMv6 BSM Ȃ 

 

ԇ   ὤ  

 

ᴳ   PIM-SMv6 Э ԇ̆ BSR Ȃ 

 

ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ipv6 pim accept-bsr list bsr-list 
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 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.1.7 ipv6 pim accept-crp list 

ipv6 pim accept-crp list WORD 

   
 

 WORD v6 acl 

 

  BSR Ḁ RP Ȃ 

 

ԇ   ὤ  

 

ᴳ   
Ḁ BSR Э ԇ̆ Ḁ BSR ѝ BSR ̆ C-RP

ὲ ╘ ⁸Ȃ 

 

ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ipv6 pim accept-crp list crp-list 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.1.8 ipv6 pim accept-crp-with-null-group 

ipv6 pim accept-crp-with-null-group 
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55-6 

   
 

 - - 

 

  BSR Эа prefix-count ѝ 0 C-RP-ADV Ȃ 

 

ԇ   ὤ  

 

ᴳ   
Ḁ BSR Э ԇ̆ Ḁ BSR ѝ BSR ̆ prefix-count ѝ

0 C-RP-ADV ̆ з ѝ C-RP Ȃ 

 

ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ipv6 pim accept-crp-with-null-group 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - -10.4̂2̃ ὡ ԇ 

55.1.9 ipv6 pim accept-register 

ipv6 pim accept-register {list ipv6_access-list | route-map map-name} 

   

 ipv6_access-list ipv6_access-list̔ acl  

 map-name Ѭ ‡ 

 

  ̆а ԇ̆ RP Э ᾊ аᴐ ⁸ 

 

ԇ   ὤ  

 

ᴳ   
RP Э ⁸ ᾊ ̆ ԇȂ ⁮ ᾊ

̆RP ֶ Register-Stop Ȃ 

 

ѡᴿ  Ruijie# configure terminal 



PIM-SMv6 ԇ 

55-7 

Ruijie(config)# ipv6 pim accept-register list register-access-list

Ruijie(config)# ipv6 access-list register-access-list 

Ю ̆аἵ fe80::2d0:f8ff:fe22:33ad ᾊ  
Ruijie(config-ipv6-acl)# deny ipv6 fe80::2d0:f8ff:fe22:33ad/128

any 

 



PIM-SMv6 ԇ 

55-8 

 

   
ԇ  

 - - 

55.1.11 ipv6 pim bsr-candidate 

ipv6 pim bsr-candidate interface-type interface-number [ hash-mask-length ] 
[priority-value] 

   

 interface-type terface-number  

 
hash-mask-length 

ѝ<0-128>̆ѝ RP ѡ ⁸ HASH
̆ 126 

 

 
priority-value 

ѝ<0-255>̆ Ḁ BSR ִἼ ̆

64 

 

  ̆а ԇ̆ а Ḁ BSR 

 

ԇ   ὤ  

 

ᴳ  

 Уэ PIM-SMv6 ѐ̆ ᶢ Уэ У ѡ BSRȂBSR
RP ᶕ Ȃ эḀ BSR ѡ ѡӊ УὨ BSRȂ BSR ᶕ Ѯ

₥̆C-BSR ѝ BSR̆ ԏ PIM-SMv6 ѐ ѡ ̆ ꜛ

BSR ִἼ Ȃ 

ᴳ ԇ Ԉ ‍ BSR Уэ ѡᶕ PIM ̆ э

  Ἴ BSR ⁮ ѡᶕ ѐ ̆ ⁮ IPV6
бѮ ̆ ᶑ э ᴐѝ BSR ̆ ѡᶕ ̕ ‡ х

ᶕ Ȃ 

₥ ѝ BSR̆ ⁮ ӱ УэḀ BSR ѐ ⁮Уэ ѡᶕ ̆ ₥

Уэ ִἼ ḣ̂ У ִἼ ḣ̆ת IPV6 ̃Ȃ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# ipv6 pim bsr-candidate g 0/3 30 100 

Ruijie(config)# ipv6 pim bsr-candidate g 0/3 

 

 ԇ  
Ὧ ԇ 

 - - 
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ipv6 pim ignore-rp-set-priority 

   



PIM-SMv6 ԇ 

55-11 

 ԇ  
Ὧ ԇ 

 - - 
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55.1.16 ipv6 pim neighbor-filter 

ipv6 pim neighbor-filter ipv6_access-list 

   
 

 ipv6_access-list ipv6_access-list̔ acl 

 

  ̆ ╖  

 

ԇ    

 

ᴳ   
̆ ╗ PIM ὤ ̆ ᵏ ⁸Ȃ ‟

̆‡ PIM-SMV6 аֶб ̂peering̃Ὧ ̆ ѐ б

Ὧ Ȃ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ipv6 pim neighbor-filter acl 

Ruijie(config-if)# exit 

Ruijie(config)# ipv6 access-list acl 

Ю ̆ fe80::2d0:f8ff:fe22:33ad 
Ruijie(config-ipv6-acl)# deny ipv6 fe80::2d0:f8ff:fe22:33ad/128

any 

 

 ԇ  
Ὧ ԇ 

 ipv6 access-list - 

 

   

 

   
ԇ  

 - - 

55.1.17 ipv6 pim override-interval 

ipv6 pim override-interval interval-milliseconds 
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 interval-milliseconds ḣ <1-65535>̆ ᴁѝ  

 

  ̆Hello Override-Interval ḣ 2500  

 

ԇ    

 

ᴳ  

 Override-IntervalȂ 

~  

ᶢ ּ ᶢ ⅔ ᾱ ̆ ֶ ⁮

J/P-override-intervalȂ Э J/P-override-interval ұ

Join-Prune holdtimĕ ‡ Ȃ У ̆

ᶑ Ȃ  
 

ѡᴿ  

Ю ᴿ Override-Interval ѝ 3000  

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ipv6 pim override-interval 3000 

 

 ԇ  
Ὧ ԇ 

 ipv6 pim propagation-delay - 

 

   

 

   
ԇ  

 - - 

55.1.18 ipv6 pim probe-interval 

ipv6 pim probe-interval interval-seconds 

   
 

 interval-seconds ḣ ѝ<1-65535>̆ ᴁѝ  

 

  ̆ ᾊ ḣ 5s 

 

ԇ   ὤ  

 

ᴳ   ᾊ ̆ ᾊ ⁸ ₥̆ἵ DR RP ᾊ
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NULL-Register Ȃ 

~  
ᾊ а ᾊ ⁸ У ̆ ‡̆ аֶ

╖Ȃзֶ  Уэ WarningȂ з 3* ᾊ ⁸ + ᾊ

а 65535̆ ‡ֶ̆  Уэ WarningȂ 
 

 

ѡᴿ  

Ю ᴿ ᾊ ѝ 6s 

Ruijie# configure terminal 

Ruijie(config)# ipv6 pim probe-interval 6 

 

 ԇ  
Ὧ ԇ 

 ipv6 pim register-suppression - 
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Ruijie(config-if)# ipv6 pim propagation-delay 600 

 

 ԇ  

 ipv6 pim override-interval - Ὧ ԇ 

 ipv6 pim neighbor-tracking - 

 

   

 

   
ԇ  

 - - 

55.1.20 ipv6 pim query-interval 

ipv6 pim query-interval interval-seconds 

   
 

 Interval-seconds ѝ<1-65535>̆ ᴁѝ  

 

  ̆Hello ḣ 30s 

 

ԇ    

 

ᴳ   
Hello H̆ello ᶑ ҂ֶ ԈЮ ‡ Ѯ H̔ello
ᶑ ѝ Hello 3.5 ᷁̕ Hello  * 3.5 > 

65535̆ з Hello ⁸ ѝ 18725Ȃ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ipv6 pim query-interval 60 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

ԇ     
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 - - 

55.1.21 ipv6 pim register-checksum-wholepkt 

ipv6 pim register-checksum-wholepkt [group-list ipv6_access-list] 

   

  
ipv6_access-list 

ipv6_access-list̔ aclȂ 

group-list ipv6_access-list ̆

Ȃ 

 

  
̆ ᾊ PIM ᾊ ̆ э PIM

Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ‍ӊ ᾊ ѝ э PIM ὲѐ

̆ ᾊ PIM Ȃѝҩὸ Ҿ ̆ ὡҩ ԇȂ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# ipv6 pim register-checksum-wholepkt 

Ruijie(config)# ipv6 pim register-checksum-wholepkt  

group-list checksum-access-list 

Ruijie(config)# ipv6 access-list checksum-access-list 

Ю ff66::6666/64 ᴳ э ᾊ  

Ruijie(config-ipv6-acl)# permit ipv6 any ff66::6666/64 

 

 ԇ  
Ὧ ԇ 

 ipv6 access-list - 

 

   

 

   
ԇ  

 - - 

55.1.22 ipv6 pim register-rate-limit 
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ipv6 pim register-rate-limit rate 

   
  

rate 
ἵ э register ̆ ḣ

<1-65535> 

 

  а ᾊ  

 

ԇ   ὤ  

 

ᴳ  
 ԇ э̂S̆G̃ ᾊ ̆ а э ᾊ

Ȃ ╟ ԇ ᴂ DR RP ӑ ⁸ ᾊ

Ȃ 

 

ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ipv6 pim register-rate-limit 3000 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.1.23 ipv6 pim register-rp-reachability 

ipv6 pim register-rp-reachability 

   
 

 - - 

 

  ᾳЮ̆ ᾊ ̆а RP  

 

ԇ   ὤ  

 

ᴳ   ԇ ̆ ᾊ ֶ″ RP ̆ а ̆‡а ᾊ Ȃ 
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ѡᴿ  
Ruijie# configure terminal 



PIM-SMv6 ԇ 
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55-20 

 

ԇ   ὤ  

 

ᴳ  

 RP̆ ҂ RP BSR ⁸ Ȃᴳ

ԇ Ю ΰ ̔ 

Â У ̔ BSR ⁸ RP ִ̆Ἴᴳ ╟ Ȃ 

Â ү ̔ᴳ ⁸‟ RP Ԉ э ̂ᴳ ACL̃
̂аᴳ ACL̃̆ת Уэ RP а ᴳ Ȃ 

Â Ь ̔ э RP ╘ұ Уэ ̆IPv6 RP ִἼ

Ȃ 

Â ̔ ACL ѐ Ѭ ἵ Ȃ ἵ

Ȃ 

Â ҷ ̔ ̆ RP ὡ⁮ ұ RP ѐ̆

э Уэ RP ̆ IPV6 ῏

Ȃ ѝУэ Уэ RP̆ Уэἷ ̆҂ IPV6 э

Ἴ ЭȂ 

Â 
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 interface-type interface-number  

 priority-value 
̆ ḣ ѝ<0-255>̆priority priority-value
ִ̆Ἴ 192 

 Interval-seconds 
̆ ḣ ѝ<1-16383>̆interval 

interval-seconds ̆interval-seconds 60s 

 ipv6_access-list 
̆ acl̆ 

group-list ipv6_access-list ̆ ἵ

Ȃ 

 

  ̆ Ḁ RP 

 

ԇ   ὤ  

 

ᴳ   

PIM-SMV6 ѐ̆ … Ὥӎ RPT Ԉ RP ѝ Ȃ BSR
ѡӊ ̆ C-RP BSR C-RP ̆ᾋ BSR э PIM Ȃ

ѝ Ḁ RP̆ ѫ ԇ Ԉ Э acl Ȃ

ұ permit acĕаֶ deny ace Ȃ 

 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# ipv6 pim rp-candidate g 0/3 priority 200 group-list

acl interval 40 

Ruijie(config)# ipv6 access-list acl 

Ю ̆ эḀ rp Ԉ ╘ұ ff66::6666/64  

Ruijie(config-ipv6-acl)# permit ipv6  any ff66::6666/64 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.1.28 ipv6 pim rp embedded 

ipv6 pim rp embedded [group-list ipv6_acl_name] 

    



PIM-SMv6 ԇ 

55-22 

 

ipv6_acl_name 

ipv6_acl_name ᾃ RP
IPV6 ╟ ὡ RP ╖ Ȃ 

̆ ᾃ RP IPV6
╟ ὡ RP ╖ Ȃ 

 

  ὤ  

 

ԇ   ̆ ᾃ RP IPV6 ╟ҩ ὡ RP ╖ Ȃ 

 

ᴳ  
 ╟ ὡ RP ╖ ̆Ԉ Ԉ ᾃ RP IPV6 ╟

ὡ RP ╖ ̕ 



PIM-SMv6 ԇ 

55-23 

ѡᴿ  
Ruijie# configure terminal 

Ruijie(config)# ipv6 pim rp-register-kat 250 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.1.30 ipv6 pim sparse-mode 

ipv6 pim sparse-mode 

   
 

 - - 

 

  Эа ╟ PIM-SMv6 

 

ԇ    

 

ᴳ   

Э PIM-SMv6 ̆ ԇȂ 

&  

╟ PIM-SMv6 ₥̆ ὤ Ю ╟ ╖ ̆

‡ ᴳ ╟ҩ PIM-SMv6̆҂а Ȃ 

╟ PIM-SMv6 ̆MLD э Э‍⁞ ╟ ╟̆а

╟ Ȃ 

ԇ Ḁ̆ ֶ  ľFailed to enable PIM-SMv6 on <
>, resource temporarily unavailable, please try againĿ̆ ᾋ

ԇȂ 

ԇ Ḁ̆ ֶ  ľPIM-SMv6 Configure failed! VIF limit 
exceeded in NSM!!! Ŀ̆ ₥ ⁮

Э Ȃ Ӱ Ю PIM-SMv6
̆ ‮ УҾа PIM-SMv6 PIM-DMv6 Ȃ 

 
 

ѡᴿ  

Ruijie# configure terminal 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ipv6 pim sparse-mode 



PIM-SMv6 ԇ 

55-24 

 

 



PIM-SMv6 ԇ 

55-25 

   
ԇ  

 - - 

55.1.32 ipv6 pim ssm 

ipv6 pim ssm { default | range ipv6_access-list } 

   

 default ѝ̔FF3x::/32  

 ipv6_access-list acl 

 

  ╟ SSMV6 

 

ԇ   ὤ  

 

ᴳ   ╟ PIM-SSMv6̆ ᴳ ԇ 

 

ѡᴿ  

Ю ԇ ᴉ ‟ ѝ acl Ȃ 

Ruijie# configure terminal 

Ruijie(config)# ipv6 pim ssm range acl 

Ю ̆ fe80::2d0:f8ff:fe22:33adȁ ff32::3333/64̆G SSM
Ruijie(config-ipv6-acl)# permit ipv6  fe80::2d0:f8ff:fe22:33ad

/128  ff32::3333/64 

 

 ԇ  
Ὧ ԇ 

 ipv6 access-list - 

 

   

 

   
ԇ  

 - - 

55.1.33 ipv6 pim static-rp-preferred 

ipv6 pim static-rp-preferred 

    



PIM-SMv6 ԇ 

55-26 

 - - 

 

  BSR ⁸ ѡ RP ִἼ ұ RPȂ 

 

ԇ   ὤ  

 

ᴳ   ԇ ̆ RP ִἼ ұ BSR ⁸ ѡ RPȂ 

 

ѡᴿ  

Ю ԇ ᴉ RPִἼȂ 

Ruijie# configure terminal 

Ruijie(config)# ipv6 pim static-rp-preferred 

 

 ԇ  
Ὧ ԇ 

 - - 
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PIM-SMv6 ԇ 

55-27 

Ruijie(config)# interface g 0/3 

Ruijie(config-if)# ipv6 pim triggered-hello-delay 3 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   



PIM-SMv6 ԇ 

55-28 

 - - 

55.2.2 show ipv6 pim sparse-mode bsr-router 

show ipv6 pim sparse-mode bsr-router 

   
 

 - - 

 

   

 

ԇ   /ὤ /  

 

ᴳ   BSR ᶕ ᴳ . 

 

ѡᴿ 

 Ruijie# show ipv6 pim sparse-mode bsr-router 

PIMv2 Bootstrap information 

This system is the Bootstrap Router (BSR) 

BSR address: 3333::8888  

Uptime:00:03:31, BSR Priority: 64, Hash mask length: 126 

Next bootstrap message in 00:00:47 

Role: Candidate BSR  Priority: 64, Hash mask length: 126 

State: Elected BSR 

Candidate RP: 3333::8888(GigabitEthernet 0/5) 

Advertisement interval 60 seconds 

Next Cand_RP_advertisement in 00:00:37 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.2.3 show ipv6 pim sparse-mode interface 



PIM-SMv6 ԇ 

55-29 

show ipv6 pim sparse-mode interface [interface-type interface-number [detail] ] 

   

 
interface-type interface-number 

̆  

interface-type interface-number ̆

ᶕ  

 

 detail ̆   ᶕ  

 

   

 

ԇ   /ὤ /  

 

ᴳ   PIM-SMv6 ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show ipv6 pim sparse-mode interface detail  

GigabitEthernet 0/5 (vif 1):  

Address fe80::2d0:f8ff:fe22:33ad, DR fe80::2d0:f8ff:fe22:34b3 

Hello period 30 seconds, Next Hello in 6 seconds 

Triggered Hello period 5 seconds 

Secondary addresses: 

   3333::8888 

   4444::4444 

  Neighbors: 

   fe80::2d0:f8ff:fe22:34b3 

 

 ԇ 



PIM-SMv6 ԇ 

55-30 

 interface-type interface-number 
̆ ̆ 

̆ ԇ  

 

   

 

ԇ   /ὤ /  

 

ᴳ   PIM-SMv6 Э MLD ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show ipv6 pim sparse-mode local-members  

PIM Local membership information 

GigabitEthernet 0/5: 

  (*, ff66::6666) : Include 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.2.5 show ipv6 pim sparse-mode mroute 

show ipv6 pim sparse-mode mroute {ipv6_group_address | ipv6_source_address } 

   

 ipv6_group_address IPv6 Ȃ  

 ipv6_source_address IPv6 Ȃ 

 

   

 

ԇ   /ὤ /  

 

ᴳ  
 ᶕ ᴳ Ȃ Уэ ̆ Уэ ̆ Уэ

Уэ ̆ а έᴇ Ȃа чэ чэ

Ȃ 



PIM-SMv6 ԇ 

55-31 

 

ѡᴿ   

 

 ԇ 



PIM-SMv6 ԇ 

55-32 

 - - 



PIM-SMv6 ԇ 

55-33 

 

ѡᴿ  

Ruijie# show ipv6 pim sparse-mode rp mapping  

PIM Group-to-RP Mappings 

This system is the Bootstrap Router (v2) 

Group(s): ff00::/8 

  RP: 3333::1 

    Info source: 3333::1, via bootstrap, priority 192 

         Uptime: 00:12:40, expires: 00:01:50 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.2.9 show ipv6 pim sparse-mode rp-hash 

show ipv6 pim sparse-mode rp-hash ipv6_group-address 

   
 

 ipv6_group-address IPv6  

 

   

 

ԇ   /ὤ /  

 

ᴳ   э ipv6_group-address RP ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show ipv6 pim sparse-mode rp-hash ff66::6666 

RP: 3333::8888 

Info source: 3333::8888, via bootstrap 

PIMv2 Hash Value 126 

RP 3333::8888, via bootstrap, priority 192, hash value 1468234650

 

Ὧ ԇ  ԇ  



PIM-SMv6 ԇ 

55-34 



PIM-SMv6 ԇ 

55-35 

Errors:  

Malformed packets:       0 

Bad checksums:          0 

Send errors:           0 

Packets received with unknown PIMv6 version:   0 

 

 ԇ  
Ὧ ԇ 

 clear ipv6 pim sparse-mode track - 

 

   

 

   
ԇ  

 - - 

 

 



MLD ԇ 

56-1 

56 MLD  

56.1 ầ  

56.1.1 clear ipv6 mld group 

ԇ MLD ҃⁮ ╟ Ȃ╟ ҃ report
Ȃ 

clear ipv6 mld group [group-address ] [interface-type interface-number] 

   

  ‮ ╟ ҃⁮ Ȃ 

 group-address 128 э ᴁ IPv6  

 interface-type Ὧ  

 

 interface-number Ὧ  

 

   

 

ԇ    

 

ᴳ  
 MLD Уэ‟ ̆ ‟ ὲ ѐ ў ╗ὡ Ҿ ̕

҂╗ὡ э ̆ ҂ֶ ‟ э‟ ѐȂ ӱ MLD ‟ ѐ‮ ὤ ╟

̆ Ԉ а clear ipv6 mld group ԇȂ 

 

ѡᴿ  

‮ ὤ ̔ 

Ruijie# clear ipv6 mld group 

‮ У ̔ 

Ruijie# clear ipv6 mld group ff1e::100 

‮ Э ̔ 

Ruijie# clear ipv6 mld group  



MLD ԇ 

56-2 

   

 

   
ԇ  

 - - 

56.1.2 clear ipv6 mld interface 

ԇ Э MLD ᶕ Ȃ 

clear ipv6 mld interface interface-type interface-number 

   

 interface-type   

 interfaceid  

 

   

 

ԇ    

 

ᴳ   
ԇ Э MLD ҃⁮ ᶕ Э УҾ ᶕ Ȃ Ҿ

ᶕ ꜛ ⁮ report э ᶕ d̆one э ᶕ ̆Ԉ ₥ Э

ᶕ Ȃ 

 

ѡᴿ  Ruijie# clear ipv6 mld interface fa 1/1 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

56.1.3 ipv6 mld access-group 

ԇ Э ̆ ACL report ἵ

Ȃ ԇ₥ no Ԉ ╖ Ȃ 



MLD ԇ 

56-3 

ipv6 mld access-group word 

no ipv6 mld access-group 

   
 

 Word IPv6 ⁸‟ ACL  

 

  ֒ 

 

ԇ    

 

ᴳ  

 Э УҾ ̆ Ԉᴳ ԇȂ ԇὯ Э ACL̆
⁮ ACL deny report ̆ х Ȃ ԇ ACL̆

⁮ MLDv2 ѐ ᶕ Ȃ 

~  

⁸ ԇὯ ACLȂ ⁮ MLD report ᶕ
̂S1,S2,S3…Sn,G̃ ̆ ԇ (0,G)ᶕ ᴳ ACL
רּ Ȃ Ԉ ᴳ ԇ̆ ACL У

(0, G)̆ Ԉ ̂S1,S2,S3…Sn,G̃ Ȃ 
 

 

ѡᴿ  

Ю ᴿ ѐ̆ Eth0/1 ѐ ⁮ report ᶕ  acl̆
Ȃ 

Ruijie(config)#ipv6 access-list acl 

Ruijie(config-ipv6-acl)#permit ipv6 ::/64 ff66::100/64 

Ruijie(config-ipv6-acl)#permit ipv6 2222::3333/64 ff66::100/64 

Ruijie(config)# interface ethernet 0/1 

Ruijie(config-if)# ipv6 mld access-group acl 

 

 ԇ  
Ὧ ԇ 

 - - 



MLD ԇ 

56-4 

У Э Уэ ў ᾳЮᴳ ╖ Ȃᴳ ԇ no
╖ Ȃ 

ipv6 mld immediate-leave group-list word 

no ipv6 mld immediate-leave group-list 

   
 

 Word IPv6 ⁸‟ ACL  

 

  Ὧ  

 

ԇ    

 

ᴳ   

ԇ ᾳЮ̆ ⁮ MLD ̆ ֶ  

Ȃ ̆Ӱ ў ̆ ӱ ‟ ѐ‮

Ȃ ᾱұ MLD Ṍ ̆ ᾳЮ

2sȂ 

ҩ ԇ̆ ⁮ ̆ а Ȃ ‮

ᶕ Ȃ ұ Ю Уэў ᾳЮ̆ ῏ ҩ Ȃ 

 

ѡᴿ  

Ю ᴿ ᵏҩ ╖ ᴿȂ 

Ruijie# configure terminal 

Ruijie(config)#ipv6 access-list acl 

Ruijie(config-ipv6-acl)#permit ipv6 2222::3333/64 ff66::100/64 

Ruijie(config)# interface ethernet 0/1 

Ruijie(config-if)# ipv6 mld immediate-leave group-list acl 

 

 ԇ  
Ὧ ԇ 

 ipv6 mld last-member-query-interval - 

 

   

 

   
ԇ  

 - - 

56.1.5 ipv6 mld join-group 



MLD ԇ 

56-5 

ԇ Ӈ Ὧ έ ў ѝ ╗ὡ ̆ Ӈ ў╟

Ԉ ҃⁮ ᶕ ̆ ╗Уэ ᴳ Ȃᴳ ԇ no
Ӈ ╗ὡ Ȃ 

Ipv6 mld join-group group-address 

no ipv6 mld join-group group-address 

   
 



MLD ԇ 

56-6 

no ipv6 mld last-member-query-count 

   



MLD ԇ 

56-7 

ԇ    

 

ᴳ   
⁮ MLD ̆ ᾃӰ ̆ Э

MLD ‟ ‮ Ȃ э ѝ mld last-member-query-count ᷁
╗ЭУ Ȃ 

 

ѡᴿ  

ԈЮᴿ ҩ ᶕ 2 ̔ 

Ruijie# configure terminal 

Ruijie(config)# interface fa 0/1 

Ruijie(config-if)# ipv6 mld last-member-query-interval 200 

 

 ԇ  
Ὧ ԇ 

 ipv6 mld immediate-leave - 

 

   

 

   
ԇ  

 - - 

56.1.8 ipv6 mld limit (⁮ⱨ ) 

ᴳ ԇ MLD Ԉ ҃⁮ э Ȃ ̆ᴳ

no Ȃ 

ipv6 mld limit number  [except access-list] 

no ipv6 mld limit 

   

 
number 

MLD ἵ э ̆а ӊ ⁸ а

У Ȃ ḣѝ 1024Ȃ 
 

 except access-list 
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҂ ҩ except ᴿ ‟ ̆‡ ұꜛ access-list ѐ ̆ а э

⁸̆ э ⁸ ᾳЮ Ԉ ҃. 

ᴳ ԇ ҂ Ԉ ұ ̆ ὤ Ԉ ̆ ὤ

э ⁸ ̆Ԉὤ ִἼ Ȃ 

 

ѡᴿ  

ԈЮᴿ ҩ ⁸э ѝ 300̔ 

Ruijie(config-if)# ipv6 mld limit 300 

ԈЮᴿ ҩ ⁸э ѝ ת300̆ acl Ӱ Ԉ ҃⁮̆а ⁸̔ 

Ruijie(config-if)# ipv6 mld limit 300 except acl 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

56.1.9 ipv6 mld limit ( ┐ ) 

ᴳ ԇὤ MLD ҃⁮ э Ȃ ̆ᴳ no Ȃ 

ipv6 mld limit number  [except word] 

no ipv6 mld limit number  [except word] 

   

 
number 

MLD ҃⁮ э ̆

1-65536Ȃ 

 except ̂ ̃ ‟  

 

 word ̂ ̃ipv6 ‟  

 

  а ӊ ḣаУ Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ᴳ ԇὤ ҃⁮ ⁸̆   ⁸ ‍

аֶ MLD ̆а Ȃ ұꜛ except ‟ ѐ ̆а э ⁸Ȃ 
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ѡᴿ  

ԈЮᴿ ҩ ⁸э ѝ 300̔ 

Ruijiêconfig̃# ipv6 mld limit 300 

ԈЮᴿ ҩ ⁸э ѝ ת300̆ acl Ӱ Ԉ ҃⁮̆а ⁸̔ 

Ruijie(config)# ipv6 mld limit 300 except acl 

 

 ԇ  
Ὧ ԇ 

 - - 
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ԇ  

 - - 

56.1.11 ipv6 mld proxy-service 

ԇ ╟ Ю mroute-proxy ╘╖ Ȃ Э ԇ̆

ѝ mroute-proxy Э ̆ Ὧ Ю ̆ Ю

ԇ    
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ԇ ̆ Ԉ no ѝ ḣȂ 

ipv6 mld query-interval seconds 

no ipv6 mld query-interval 

   
 

 seconds Ȃ ᴁѝ s̆ ḣ ѝ 1͘18000Ȃ

 

  125 Ȃ 

 

ԇ    

 

ᴳ   Ԉ ̆   Ȃ  

 

ѡᴿ  

Ethernet 0 ̆ ѝ 120sȂ 

Ruijie(config-if)# ipv6 mld query-interval 120 

Ethernet 0 ̆ ѝ ḣȂ 

Ruijie(config-if)# no ipv6 mld query-interval 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

56.1.13 ipv6 mld query-max-response-time 

ԇ ̆ Ԉ no ѝ ḣȂ 

ipv6 mld query-max-response-time seconds 

no ipv6 mld query-max-response-time 

   
 

 seconds Ȃ ᴁ s̆ ḣ ѝ 1͘25Ȃ 

 

  10sȂ 
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ԇ    

 

ᴳ  
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ѡᴿ  

Ю ̆ ὲӹ 200sȂ 

Ruijie(config-if)# ipv6 mld querier-timeout 200 

Ethernet 0 ̆ ѝ ḣȂ 

Ruijie(config-if)# no ipv6 mld querier-timeout 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

56.1.15 ipv6 mld robustness-variable 

ᴳ ԇ Ԉ Ṍ ḣ̆ ḣ̆ ԇ₥╗ no
Ȃ 

ipv6 mld robustness-variable number 

no ipv6 mld robustness-variable 

   
 

 number Ṍ ḣ̆ ѝȅ2-7ȆȂ  

 

  ḣѝ 2 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  

ԈЮᴿ Ṍ ḣѝ 3̔ 

Ruijie# configure terminal 

Ruijie(config)# interface ethernet  0 

Ruijie(config-if)# ipv6 mld robustness-variable  3 

 

 ԇ  
Ὧ ԇ 

 - - 
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ԇ  

 - - 

56.1.16 ipv6 mld ssm-map enable 

ԇ ὤ Ю ╟ mld ssm-map ╖ ̆ ԇ ѝ̔ 

Ipv6 mld ssm-map enable 

no ipv6 mld ssm-map enable 

   
 

 - - 

 

  ╖ а ╟Ȃ 

 

ԇ   ὤ  

 

ᴳ   
э ԇ ̆╟ ҃⁮ ᶕ ⁸ ╗ Ὧ ᶕ Ȃ ԇУ

ұ ԇ ipv6 mld ssm-map static ᴳ Ȃ 

 

ѡᴿ  
ὤ Ю mld ssm-map ╖ Ȃ 

Ruijie(config)# ipv6 mld ssm-map enable 

 

 ԇ 
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no ipv6 mld ssm-map static access-list X:X:X:X::X 

   

 access-list ipv6 ACL  

 X:X:X:X::X  

 

   

 

ԇ   ὤ  

 

ᴳ  
 ԇб ipv6 mld ssm-map enable ᴳ ̆ ԇ ̆ ⁮ mldv2

ԈЮ Э ѐȂ 

 

ѡᴿ  
ACL ѝ te Э 4444::1234Ȃ ԇѝ̔ 
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ᴳ  

 ᴳ ԇ Э╗ὡУэ Ȃ б join-group ⁞שּ а Ӈҵ

╗ὡ⁮Уэ ̆ ╗ὡ Ȃ 

Э ╗Уэ ԇȂ а clear ԇ‮ ,
no ipv6 mld static-group ‮ э Ȃ 

 

ѡᴿ  

ԈЮᴿ ╗ҩў ̔ 

Ruijie# configure terminal 

Ruijie(config)# interface fast 0/1 

Ruijie(config-if)# ipv6 mld static-group ff55::3 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

56.1.19 ipv6 mld version 

ᴳ ԇ ᴳ MLD ľ
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Ruijie(config-if)# ipv6 mld version 1 

 

 ԇ  
Ὧ ԇ 

 - - 
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ᴿ 2̔Ю ᶕ ̔ 

Ruijie# show ipv6 mld groups detail 

Interface:      VLAN 1 

Group:          ff66::1 

Uptime:         00:10:26 

Group mode:     Exclude (Expires: 00:02:47) 

Last reporter:  fe80::2d0:f8ff:fe22:3378 

Source list is empty 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

56.2.2 show ipv6 mld interface 

ᴳ ԇ ᶕ Ȃ 

show ipv6 mld interface [interface-type interface-number] 
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 MLD interface limit is 1024 

 MLD interface has 0 group-record states 

 MLD interface has 1 join-group records 

 MLD interface has 0 static-group records 

 MLD activity: 0 joins, 0 leaves 

 MLD query interval is 125 seconds 

 MLD querier timeout is 255 seconds 

 MLD max query response time is 10 seconds 

 Last member query response interval is 10 (1/10s) 

 Last member query count is 2  

 Group Membership interval is 260  

 Robustness Variable is 2 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

56.2.3 show ipv6 mld ssm-mapping 

ᴳ ԇ ᶕ Ȃ 

show ipv6 mld ssm-mapping [



MLD ԇ 

56-20 

Ruijie# show ipv6 mld ssm-mapping ff66::1234 

Group address: ff66::1234 

Database     : Static 

Source list  : 5555::1234 

Ruijie# show ipv6 mld ssm-mapping  

SSM Mapping : Enabled 

Database    : Static mappings configured 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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57 MLD Snooping  

57.1 ầ  

57.1.1 ipv6 mld profile 

MLD profile ұ ⁸У ‟ Ȃ ὡ profile ̆ Ἴ ὤ

Ю Уэ profileȂ ԇ ԇ̆ profile-number̆ ὡ mld 
profile Ȃ 
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ԇ  

 10.4 У ὡ 
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57.1.3 deny 

profile ̆ profile Ю ԇ denyȂ 

deny 

   
 

   

 

  profile deny ᴐȂ 

 

ԇ   profile Ȃ 

 

ᴳ   Ἴ profile Юᴳ range ԇ Ȃ 

 

ѡᴿ 

 Ю … Уэ FF77::100 profile ᴿ : 

Ruijie(config)# ipv6 mld profile 1 

Ruijie(config-profile)# range FF77::100 

Ruijie(config-profile)# deny 

 

 ԇ  

ipv6 mld profile … Уэ profile 

range  
Ὧ ԇ 

permit profile ѝѝ permit 

 

   

 

   
ԇ  

 10.4 У ὡ 

57.1.4 permit 

ἵ profile ̆ profile Ю ԇ permitȂ 

permit 

    



ԇ
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ԇ   ὤ  

 

ᴳ  
 Ю̆ VLAN ҵ Ȃў б ұ Уэ VLAN

̕Ӈ ⁮֗ᴉУэ VLAN ̆

VLAN ᾃ Ȃ 

 

ѡᴿ 
 Ю ᴿ Э mld snooping ivgl
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Ruijie(config)# ipv6 mld snooping svgl profile 1 

 

 ԇ  

ipv6 mld snooping ivgl mld snooping ivgl  Ὧ ԇ 

ipv6 mld snooping ivgl-svgl mld snooping  

 

   

 

   
ԇ  

 10.4 У ὡ 

57.1.8 ipv6 mld snooping svgl ivgl-svgl 

mld snooping ivgl-svgl ̆ ipv6 mld 

ԁ no4  
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ipv6 mld snooping ivgl-svgl mld snooping  

 

   

 

   
ԇ  

 10.4 У ὡ 

57.1.9 ipv6 mld snooping dyn-mr-aging-time 

ipv6 mld snooping dyn-mr-aging-time time ╟ ע

̆ no ipv6 mld snooping dyn-mr-aging-time ḣȂ 

ipv6 mld snooping dyn-mr-aging-time time 

no ipv6 mld snooping dyn-mr-aging-time 

   

  time ╟ ע ̆ ḣѝ 1-3600̆ ᴁ

ѝ  

 

  300sȂ 

 

ԇ   ὤ  

 

ᴳ  
 ╟ ὲ ע ₥ ⁮ MLD IPv6 PIM 

Hello ̆Ӈ ӱ ‟ ѐ‮ Ȃ 

 

ѡᴿ 
 Ю ᴿ ╟ ע ѝ 500s̔ 

Ruijie(config)# ipv6 mld snooping dyn-mr-aging-time 500 

 

 ԇ  
Ὧ ԇ 

  

 

   

 

   
ԇ  

 10.4 У ὡ 

57.1.10 ipv6 mld snooping query-max-response-time 
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ipv6 mld snooping query-max-response-time time MLD
̆ no ipv6 mld snooping query-max-response-time 

ḣȂ 

ipv6 mld snooping query-max-response-time time 

no ipv6 mld snooping query-max-response-time 

   

  time MLD У ̆ ḣѝ

1-65535̆ ᴁѝ  

 

  10sȂ 

 

ԇ   ὤ  

 

ᴳ  

 ⁮ MLD У ү̆ ֶ ע ̆

ѝ ̆ ḣ῏ѝ 0 ̆‡ ѝ аᾋ

̆ү ֶ ӱ mld snooping ѐ‮ Ȃ 

⁮ MLD ү̆ ֶ ╟ ע

̆ ѝ ̆ ḣ῏ѝ 0 ̆‡ ѝ аᾋ

̆ү ֶ ӱ mld snooping ѐ‮ Ȃ 

ұ MLD ̆аṁ Ȃ 

 

ѡᴿ 
 Ю ᴿ MLD ѝ 15s̔ 

Ruijie(config)# ipv6 mld snooping query-max-response-time 15 

 

 ԇ 

 


 Q � ¸ 0 9 5 A T T C 6  / T T 0  1  T f 
 1 . 6 7 7  1 . 0 T j 
 1 0 . 0 2  0  0  1 0 1 8 2 9 6 . 2 1 5 . 2 4 1  1  T f 
 / C 2 _ 0  1  T f 
 1 0 . 5  
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no ipv6 mld snooping vlan vid 

   
 

 vid vlan id ̆ ḣѝ 1-4094  

 

  ὤ ╟ mld snooping Ḁ̆ vlan ╟ mld snooping Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ὤ ╟ mld snooping Ḁ̆ vlan ╟ mld snooping ̕ Ԉ

vlan Ὧ mld snooping ╖ Ȃ 

 

ѡᴿ 
 Ю ᴿ Ὧ VLAN 1 mld snooping ╖ ̔ 

Ruijie(config)# no ipv6 mld snooping vlan 1 

 

 ԇ  
Ὧ ԇ 

  

 

   

 

   
ԇ  

 10.4 У ὡ 

57.1.12 ipv6 mld snooping vlan mrouter learn 

Ӈ ╟ ᵚ MLD query PIM ̆Ԉ ╟ ⁞ ̆

ὤ ԇ ipv6 mld snooping vlan mrouter learnȂ ԇ no 
╟ ҃Ȃ 

ipv6 mld snooping vlan vid mrouter learn 

no ipv6 mld snooping vlan vid mrouter learn 

 

 1o  

ľ
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ᴳ  

 бὲ Ȃ ᾳЮ̆ ұУэ

VLAN а ╟ ҃̆ Ԉ ү ᴳ ╟

҃̆ no ԇὯ ╟ ҃̆ ╟ ҃⁮ Ȃ

̆ ӱ ὡ ̆ү ԏ

ᾊ ̕ ӱ ὡ ѝ ̆ х Ȃ

╖ ᾳЮ̆ᴳ ╟ ҃̆ Ԉ mld snooping
Ȃ 

 

ѡᴿ 
 Ю ᴿ ╟ ҃╖ ̔ 

Ruijie(config)# ipv6 mld snooping vlan 1 mrouter learn 

 

 ԇ  

ipv6 mld snooping vlan 
mrouter interface 

 Ὧ ԇ 

  

 

   

 

   
ԇ  

 10.4 У ὡ 

57.1.13 ipv6 mld snooping vlan mrouter interface 

̆ ὤ ԇ ipv6 mld snooping vlan mrouter 
interfaceȂ ԇ no ‮ Уэ Ȃ 

ipv6 mld snooping vlan vid mrouter interface interface-id 

no ipv6 mld snooping vlan vid mrouter interface interface-id 

   

 vid 
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fastEthernet 0/1 

 

 ԇ  
Ὧ ԇ ipv6 mld snooping vlan 

mrouter interface 
 

 

   

 

   
ԇ  

 10.4 У ὡ 

57.1.15 ipv6 mld snooping fast-leave enable 

mld snooping fast-leavĕ ὤ ԇ ipv6 mld snooping 
fast-leave enableȂ ԇ no Ὧ mld snooping fast-leaveȂ 

ipv6 mld snooping fast-leave enable 

no ipv6 mld snooping fast-leave enable 

   
 

   

 

   

 

ԇ   ὤ  

 

ᴳ  

 Ӈ ӱ ⁮ў IPv6 MLD 
̆ ӱ   ‟ ѐ‮ Ȃ ̆ Ӈ ⁮

IPv6 MLD ̆Ӈ аᾋ Ȃ Ӈ Э̆

Ю Уэ ̆‡ Ԉ ᴳ ╖ Ԉ Ȃ 

 

ѡᴿ 
 Ю ᴿ Э mld snooping fast-leave̔ 

Ruijie(config)# ipv6 mld snooping fast-leave 

 

 ԇ  
Ὧ ԇ 
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ԇ  

 10.4 У ὡ 

57.1.16 ipv6 mld snooping suppression enable 

mld snooping suppression̆ ὤ ԇ ipv6 mld snooping 
suppression enableȂ ԇ no Ὧ mld snooping suppressionȂ 

ipv6 mld snooping suppression enable 

no ipv6 mld snooping suppression enable 

   
 

   

 

   

 

ԇ   ὤ  

 

ᴳ  

 ᴳ ҩ MLD Ὧ ⁸╖ ̆ Уэ ᾃү ֶ ⁮

IPv6 ᾃ Уэ MLD Ὧ Ь ̆ а Ь

У ὲ MLD Ὧ ̆ Ԉ῏ ѐ

Ȃ 

ҩ ԇ ̆suppression ╖ ╟̆Ӈ ֶ MLD v1 report ⁸̆

ת аֶ MLD v2 report ⁸Ȃ 

 

ѡᴿ 
 Ю ᴿ Э mld snooping suppression̔ 

Ruijie(config)# ipv6 mld snooping suppression 

 

 ԇ  
Ὧ ԇ 

  

 

   

 

   
ԇ  

 10.4 У ὡ 

57.1.17 ipv6 mld source-check port 
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no ipv6 mld snooping filter 
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ԇ    

 

ᴳ  
 ҩ ̆‡ Э̆ ̆Ӈ аᾋ

ȁ MLD Report Ȃ 

 

ѡᴿ 

 Ю ᴿ Ἲ 0/1 Э 100 э ̔ 

Ruijie(config)# interface fastEthernet 0/1 

Ruijie(config-if)# ipv6 mld snooping max-group 100 

 

 ԇ  
Ὧ ԇ 

 ipv6 mld snooping filter  

 

   

 

   
ԇ  

 10.4 У ὡ 

57.1.20 clear ipv6 mld snooping gda-table 

╟ ҃ ᶕ , ԇ clear ipv6 mld snooping 
gda-table ԇȂ 

clear ipv6 mld snooping gda-table 

   
 

   

 

   

 

ԇ    

 

ᴳ   ╟ ҃ ᶕ Ȃ 

 

ѡᴿ 
 ╟ ҃ ᶕ ̔ 

Ruijie# clear ipv6 mld snooping gda-table 

 

 ԇ  
Ὧ ԇ 
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ԇ  

 10.4 У ὡ 

57.1.21 debug mld-snp 

mld ╘ Ὧ, ԇ debug mld-snp ԇȂ 

debug mld-snp 

undebug mld-snp 

   
 

   

 

   

 

ԇ    

 

ᴳ   mld ╘ ὯȂ 

 

ѡᴿ 
 mld ╘ Ὧ̔ 

Ruijie# debug mld-snp 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   
ԇ  

 10.4 У ὡ 

57.2 ầ  

57.2.1 show ipv6 mld snooping 
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mld snooping Ὧᶕ Ȃ 

Show ipv6 mld snooping [gda-table | interfaces | mrouter| statistics [vlan vlan-id] ] 

   

  mld snooping ╖  

 gda-table ‡  

 interfaces mld snooping Filtering  

 mrouter ᶕ Ȃ 

 

 statistics [vlan vlan-id] snooping ᶕ  

 

   

 

ԇ   Ȃ 

 

ᴳ   mld snooping Ὧᶕ  

 

ѡᴿ 

 ᴿ 1̔ᴳ show ipv6 mld snooping ԇ mld snooping ᶕ ̔ 

Ruijie# show ipv6 mld snooping 

MLD-snooping mode       : IVGL 

SVGL vlan-id             : 1 

SVGL profile number     : 0 

Source check port       : Disabled 

Query max respone time : 10(Seconds)Ȃ 

ᴿ 2̔ᴳ show ipv6 mld snooping statistics ԇ mld snooping

ᶕ ̔ 

Ruijie# show ipv6 mld snooping statistics 

GROUP     Interface     Last report        Last leave      Last 

                              time           time          reporter 

--------------- ------------ -------------  -------------   - 

FF88::1 VL1:Gi4/2    0d:0h:0m:7s      ----     2003::1111 

                             Report pkts: 1            Leave pkts: 0 

ᴿ 3̔ᴳ show ipv6 mld snooping mrouter ԇ mld snooping

ᶕ ̔ 

Ruijie# show ipv6 mld snooping mrouter 

Vlan    Interface        State      MLD profile number 

----      --------          -------      ------------------- 

1   GigabitEthernet 0/7    static         1 

1   GigabitEthernet 0/12   dynamic        0 
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ᴳ   mld profile Ὧᶕ  

 

ѡᴿ 

 ᴿ 1̔ᴳ show ipv6 mld profile ԇ MLD profile ᶕ ̔ 

Ruijie# show ipv6 mld profile 1 

MLD Profile 1 

permit 

range FF77::1 FF77::100 

range FF88::123  

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   
ԇ  

 10.4 У ὡ 
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Ԉᴳ ԇ advertise-labels for bgp-routes ѝ BGP ӊ ‍ ̆

ᴳ ԇ acl Ԉ ѝ ֒ BGP ‍ ̆ а acl
‡ѝ BGP ‍ Ȃᴳ no advertise-labels for bgp-routes ‡ ԈὯ

ѝ BGP ‍ Ȃ ѝ BGP ‍ Ӱ LDP ‍ ⁸Ȃ

Ԉᴳ ԇ advertise-labels for host-routes ⁸ ѝ 32 ᴁ ₥ ̂ ў

̃‍ Ȃ 

Ԉᴳ ԇ advertise-labels for default-route ⁸ѝ ‍ 3 ̆ӱ

ѝ LSPȂ 

~  

ұ ᾳЮ ѝ FEC ‍ ̆ ѝ

acl ‡ fec ‍ ̆ ѫ Ἴᴳ no advertise-labels ԇ

ѝ fec ‍ ѝὯ ̆ ⁸а acl Ѭ

‡ fec аѝὲ‍ Ȃ 

no advertise-labelse ԇ ̆ ѝ Ҿ advertise-labels 
for acl LSPȂ 
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Ruijie (config)#ip access-list standard peer_acl 

Ruijie (config-std-nacl)#permit host 6.6.6.6  

Ruijie (config-std-nacl)#permit host 7.7.7.7  

Ruijie(config)# mpls router ldp 

Ruijie(config-mpls-router)# advertise-labels for acl fec_acl to

peer_acl 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 10.4(2)  

58.1.2 backoff 

LDP ̆ᴳ no ԇ Ԉ ḣȂ 

backoff initial-backoff maximum-backoff 

no backoff 

   

 initial-backoff 
̆Ԉ ѝ ᴁ̆ ḣ ѝ 5 ⁮

2147483̆ ḣѝ 15   

 maximum-backoff 
̆Ԉ ѝ ᴁ̆ ḣ ѝ 5 ⁮

2147483̆ ḣѝ 120  

 

  ᾳЮ̆ 15 ̆ ⁮ 120 Ȃ 

 

ԇ   config-mpls-router  

 

ᴳ   

LSR ṁѝў╟ ̆ LDP ֶ ѐ аУ ̆

аУ ֶ̆ LDP ֶ Ȃ ṁѝў╟ LSR ֶаṃ



MPLS ‍ ԇ 
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 ԇ  
Ὧ ԇ 

 show mpls ldp neighbor LDP ֶ  

 

   

 

   
ԇ  

 10.4(2)  

58.1.4 discovery targeted-hello 

ᴇ hello ᶑ ̆no ԇ ḣ 
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ԇ  

 - - 

58.1.5 explicit-null 

acl ‡ ₥ ‍ ̆҂ Ԉ ѝ

‡ ‍ ̆ ὲӹ ‍ Ȃno ԇ Ȃ 

explicit-null [for prefix-acl [to peer-acl] ] [to peer-acl] 

no explicit-null 

   

 
for prefix-acl 

( )
₥   

 
to peer-acl 

( ) ‍

LDP ᴇ 

 

  Юѝ ᴇ ‍ Ȃ 

 

ԇ   config-mpls-router  

 

ᴳ  

 

~  

1ȁ FEC LSP ṁѝ L2 VPN L3 VPN
̆а ѝ FEC ‍ Ȃ ‡

L3 VPN L2 VPN н╘ Ȃ 

2ȁ ҩ‍ ԇ̆ת acl ѐ
‡ ̆ ұ ԇ̆҂ ұ

‍ Ȃ 

3ȁ ѝὤ LDP ᴿ ԇ̆VRF ᴿЮа ԇȂ  
 

ѡᴿ  

а ֗ᴉ LDP ‍ Ȃ 

Ruijie(config)# mpls router ldp 

Ruijie(config-mpls-router)# explicit-null 

LDP ѝ ₥ ѝ 192.168.0.0/16 1.1.1.1 LDP ᴇ‍

Ȃа 2 э ֒ Ӱ ѝὲ‍ Ȃ 

Ruijie(config)#ip access-list standard fec_acl 

Ruijie(config-std-nacl)#permit 192.168.0.0 0.0.255.255 

Ruijie(config-std-nacl)#exit 

Ruijie(config)#ip access-list standard peer_acl 
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Ruijie(config-std-nacl)#permit host 1.1.1.1  

Ruijie(config-std-nacl)#exit 

Ruijie(config)# mpls router ldp 

Ruijie(config-mpls-router)# explicit-null for fec_acl to peer_acl

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 10.4(2)  

58.1.6 label-merge 

ὤ Ὧ̆no Ὧ Ȃ 

[no] label-merge 

   
 

 - - 

 

  Ȃ 

 

ԇ   config-mpls-router  

 

ᴳ   
ᴳ DU ‍ ⁸ ̆ Ὧ ̆ ԇа Ȃ ԇ ұἼ₥

LDP ֶ ѝ FEC ‍ ҩ Ҿ FEC Ȃ 

 

ѡᴿ  
Ruijie(config)# mpls router ldp 

Ruijie(config-mpls-router)# label-merge 

 

 ԇ  

 
show mpls ldp parameters VRF Ю LDP

 
Ὧ ԇ 

 mpls ldp distribution-mode ᴳ ‍  
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ԇ  

 - - 

58.1.7 label-retention-mode 

ᶑ ̆ ԇ no ḣȂ 

label-retention-mode {liberal | conservative} 

[no] label-retention-mode 

   

 liberal ᴳ ᶑ   

 conservative ᴳ ᶑ ᶑ  

 

  ᴳ ᶑ Ȃ 

 

ԇ   config-mpls-router  

 

ᴳ  
 ԇ ұ ₥ӱ ⁮ FEC ̆ ⁮

ṁ Ȃ 

 

ѡᴿ  
Ruijie(config)# mpls router ldp 

Ruijie(config-mpls-router)# label-retention-mode liberal 

 

 ԇ  
Ὧ ԇ 

 
show mpls ldp parameters VRF Ю LDP
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ԇ Ю̔ 

[no] label-switching 

   
 

 - - 

 

  MPLS ╒Ȃ 

 

ԇ    

 

ᴳ   ᴳ э MPLS ̆ Э label-switching ԇȂ 

 

ѡᴿ  
Ruijie(config)# interface Gi4/1 

Ruijie(config-if)# label-switching 

 

 ԇ  

 show mpls label-pool ᾃ ᴳ ᾳ 

 show mpls summary ╒  
Ὧ ԇ 

 mpls ip ( ) LDP 

 

   

 

   
ԇ  

 - - 

58.1.9 ldp router-id 

LDP Router ID̆ ԇ no ḣ̆תа Ȃ 

ldp router-id { ip-address | interface interface-name [force]} 
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  Router ID ṁѝ LDP Router IDȂ 

 

ԇ   config-mpls-router  

 

ᴳ  

 ұ IP ṁѝ LDP RouterID̆ ̆

ֶ ֶ ᴳ RouterID ֶ Ȃ 

ұ ᴳ IP ṁѝ LDP RouterID̆ а force Ὧ ̆ ѫ

₥ ᴳ RouterID а Ḁ ֶ ₥ ў ṁѝ

RouterIDȂ ᴳ ṁѝ RouterID Ю ֒̔ 

Â VRF ᴿ ₥ LDP VRF ᴿ  

Â ұ UP Ȃ 

‡ ҩ force Ὧ ҂аֶ ̆ Э ֒ ̂

ҩ force Ὧ ᾳЮ̃Ȃ 

ӱ IP ‎ ⁮ ṁѝ LDP RouterID Ѯ̆‡ֶ

Ȃ RouterID Ḁ̆ LDP ᴿЮ LDP ֶ

ֶ ╟ Ȃ 

ᴳ ṁѝ LDP Router ID̆ ў

ѝҩὸ Ѯ₥ ԇȂ 

 

ѡᴿ  
Ruijie(config)# mpls router ldp 

Ruijie(config-mpls-router)# ldp router-id interface vlan 10 force

 

 ԇ  
Ὧ ԇ 

 
show mpls ldp parameters VRF Ю LDP

 

 

   

 

   
ԇ  

 10.3 ὡ ԇ ldp router-id ipaddress 

  10.4(2) 
╗ ԇ 

ldp router-id interface interface-name [force]  

58.1.10 loop-detection 

̆ ԇ no Ὧ Ȃ 

[no] loop-detection 
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 - - 

 

  Ὧ Ȃ 

 

ԇ   config-mpls-router  

 

ᴳ   LDP ᴿЮ LDP ֶ а ̆ LDP ֶ Ȃ 

 

ѡᴿ  
Ruijie(config)# mpls router ldp 

Ruijie(config-mpls-router)# loop-detection 

 

 ԇ  

 
show mpls ldp parameters VRF Ю LDP

 

 
mpls ldp max-path-vector LDP ἵ

 

Ὧ ԇ 

 mpls ldp max-hop-count ἵ  

 

   

 

   
ԇ  

 - - 

58.1.11 lsp-control-mode 

ὤ LDP ⁸ ̆ ԇ no ḣȂ 

lsp-control-mode {independent | ordered} 

no lsp-control-mode 

   

 

�£EÄ
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ԇ   config-mpls-router  

 

ᴳ  
 ұ LDP ֶ Ἴ₥ ‍ а Ȃ ԇ

Ȃ 

 

ѡᴿ  

ᴿЮ LDP ᴳ ⁸ Ȃ 

Ruijie(config)# mpls router ldp  

Ruijie(config-mpls-router)# lsp-control-mode ordered 

 

 ԇ  

   Ὧ ԇ 

 show mpls ldp parameters vrf Ю LDP

 

   

 

   
ԇ  

 - - 

58.1.12 mpls ipō ┐ Ŏ 

ὤ MPLS ̆ ԇ no Ὧ ὤ MPLS Ȃ 

[no] mpls ip 

   
 

 - - 

 

  MPLS ╖ Ȃ 

 

ԇ   ὤ  

 

ᴳ   
MPLS Ἴ ὤ ᴳ MPLSȂ ᾳЮ̆ MPLS Ȃ

MPLS ̆ ִἼ ̆ а IP ̆

ᾋ IP Ȃ 

 

ѡᴿ  Ruijie(config)# mpls ip 

 

Ὧ ԇ  ԇ  
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 mpls ip ᴳ MPLS 

 

   

 

   
ԇ  

 - - 

58.1.13 mpls ipō⁮ⱨ Ŏ 

ᴳ ԇ LDP ╖ ̆ ԇ no ЭὯ LDP ╖ Ȃ 

[no] mpls ip 
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ұ IP MPLS MPLS MTU Ȃ 

[no] mpls ip fragment 

   
 

 - - 

 

  
ὡ IP MPLS ̆ ὲ MPLS MTU Ѭ ̆‡

IP ‍ ᾋ MPLS Ȃ 

 

ԇ   ὤ  

 

ᴳ   
ԇ ̆ Ӈ ֒ ̆   MTU х Ȃ

ᴳ no mpls ip fragment ԇ Ὧ ‍ ╖ ̆ ұ ὡ IP
MPLS ̆ ὲ MPLS MTU Ѭ х Ȃ 

 

ѡᴿ  Ruijie(config)# no mpls ip fragment
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ԇ   ὤ  

 

ᴳ  

 MPLS ѐ ѐӊ ICMP ̂ὴ MPLS TTL
ICMP ̃  ̆ ԇ mpls ip icmp-error pop labels Ԉ MPLS
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 dod ᴳ Ю ‍   

 du ᴳ Ю ў╟‍  

 

  ᴳ Ю ў╟‍ Ȃ 

 

ԇ    

 

ᴳ  
 LDP ֶ ѐ̆ч ‍ аУ ̆‡ ⁸ᴳ du Ȃ

ԇ ұ Ю LDP ֶ а Ȃ 

 

ѡᴿ  

Ю LDP ᴐұ DOD Ȃ 

Ruijie(config)# interface vlan 10 

Ruijie(config-if)# mpls ldp distribution-mode dod 

 

 ԇ  
Ὧ ԇ 

 loop detection-mode  
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ᴳ   
ԇ ⁸ LDP Link Hello



MPLS
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ᴳ   
ԇ LDP ֶ а ̆ ԇ LDP ֶ Ȃ

ԇаֶ ᴳ ⁸ LDP ֶ Ȃ ⁸ LDP ֶ

Keepalive Holdtime ᴳ targeted-session holdtime ԇᶢ ѡᴿ  

LDP Ю Keepalive ᶑ ѝ 90  

Ruijie(config) # interface vlan 10 

Ruijie(config-if)# mpls ldp keepalive-holdtime 90 

 

 ԇ 
 

 targeted-session holdtime ⁸ keepalive
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 ԇ  
Ὧ ԇ 

 loop-detection LDP  

 

   

 

   
ԇ  

 - - 

58.1.22 mpls ldp max-label-requests 

LDP Юἵ ̆no ḣȂ 

mpls ldp max-label-requests times 

no mpls ldp max-label-requests 

   
 

 times ̆ ḣ ѝ 0-255Ȃ 

 

  ⁸̆ У ּ ⁮ ⁮ ѝ Ȃ 

 

ԇ    

 

ᴳ   
ԇ Э LDP ֶ а ̆Ӱ ᴳ ḣ̆

LDP ֶ Ȃ ѝ 0 а ּ Ȃ 

 

ѡᴿ  

LDP Юἵ ѝ 5Ȃ 

Ruijie(config) # interface vlan 10 

Ruijie(config-if)# mpls ldp max-label-requests 5 

 

 ԇ  
Ὧ ԇ 

 mpls ldp distribution-mode ‍  

 

   

 

   
ԇ  

 - - 
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58.1.23 mpls ldp max-path-vector 

LDP Ю ἵ ḣ̆no ḣȂ 

mpls ldp max-path-vector number 

no mpls ldp max-path-vector 
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 max-pdu 
LDP Ӈҵ ᴳ PDU ̆Ԉ

ѝ ᴁ̆ ḣ ѝ 256-4096Ȃ 

 

  4096 

 

ԇ    

 

ᴳ   Ю LDP ֶ а ̆ LDP ֶ Ȃ 

 

ѡᴿ  

Ю LDP ѝ 256Ȃ 

Ruijie(config)# interface vlan 10 

Ruijie(config-if)# mpls ldp max-pdu 256 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

58.1.25 mpls ldp transport-address 

Э LDP ֶ ᴳ ּ ̆ ԇ no ḣȂ 

mpls ldp transport-address [interface | ip-address] 

no mpls ldp transport-address 

   

 interface LDP ֶ ᴳ ў   

 ip-address LDP ֶ ᴳ IP  

 

  ᴳ LDP LSR ID ṁѝ LDP ֶ ּ Ȃ 

 

ԇ    
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ᴳ  
 ԇ ұ ⁸ LDP ֶ а ̆ ᴳ ⁸ LDP

ֶ Ȃ ּ Ḁ ᴳ ⁸ ֶ а ̆

LDP ֶ Ȃ 

 

ѡᴿ  

Ю LDP ֶ ᴳ ў ṁѝּ Ȃ 

Ruijie(config)# interface vlan 10 

Ruijie(config-if)#mpls ldp transport-address interface 

 

 ԇ  
Ὧ ԇ 

 
show mpls ldp parameters 



MPLS ‍ ԇ 

58-25 

╗Э 8 э ȂMPLS MTU ᾱ ҩ MPLS ‍ ̆MPLS MTU Ѭ

ꜛ MPLS ̂ IP̃ Ȃ MPLS MTU а

ּ ╒Ȃ 

ԇ ̆ ұӇ ̆Ӈ ֒ Э

MTU ̆ MTU х Ȃ MTU Ԉᴳ

Ю mtu ԇ Ȃ 

 

ѡᴿ  
Ruijie(config)# interface Gi4/1 

Ruijie(config-if)# mpls mtu 1510 

 

 ԇ  
Ὧ ԇ 

 mpls ip ὤ ᴳ MPLS 

 

   

 

   
ԇ  

 - - 

58.1.27 mpls router ldp 

ᴳ ԇ LDP ̆ ԇ no Ὧ LDP Ȃ 

[no] mpls router ldp [vrf-name] 

   
 

 vrf-name Ὧ VRF ᴿ LDP  

 

  LDP Ὧ Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 LDP ᴿ ұ VRF э ⁸̆ э VRF ᴿ Ԉ ╟Уэ LDP ᴿȂ

а VRF̆‡ ̂ Ὧ ̃ ὤ VRF LDP Ȃ 

 

ѡᴿ  

ὤ VRF LDP ὡ LDP ̆ Ю ԇ̔ 

Ruijie(config)# mpls router ldp 

Ruijie(config-mpls-router)# ldp router-id interface vlan 10 force

VRF vpna LDP ὡ LDP ̆ Ԉ Ю ԇ̔ 

Ruijie(config)# mpls router ldp vpna 
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Ruijie(config-mpls-router)# ldp router-id interface vlan 10 force

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

58.1.28 mpls static ftn 

ԇ ╗У FTN ⁮ὤ FTN Ȃ Ԉ no ‮ ὤ FTN ѐ FTN Ȃ ԇ Ю̔ 

mpls static ftn ip-address/mask out-label label nexthop interface-name nexthop-ip   

no mpls static ftn ip-address/mask 

   

 ip-address/mask FEC̆  

 out-label label FEC     

 
nexthop interface-name 
nexthop-ip 

FEC ЮУ ̆ꜛ ЮУ   Ԉ ЮУ

IP  

 

   

 

ԇ   ὤ  

 

ᴳ   

ᴳ ԇ ὤ FTN ѐ╗ὡУэ FTN Ȃ MPLS╖ ⁮Уэ IP

ꜛ ֶ̆ FTN IP ꜛ ᴳ רּ ЮУ ̆ ⁮̆

‡ IP ꜛ Ȃ ұ ѝ 0 FTN IP

ѐ҂ Ȃ 

 

ѡᴿ  
Ruijie(config)# mpls static ftn 192.168.0.0/16 out-label 100 nexthop

gi4/1 10.10.10.1 

 

 ԇ  
Ὧ ԇ 

 show mpls forwarding-table ӱὤ FTN ᶕ  
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MPLS ‍ ԇ 

58-28 

 

   

 

   
ԇ  

 - - 

58.1.30 mpls static l2vc-ftn 

ԇ Уэ VC FTN Ȃ Ԉ no ‮ FTN Ȃ ԇ Ю  ̔

mpls static l2vc-ftn vc_id vc_peer_ip out_label label 

no mpls static l2vc-ftn vc_id vc_peer_ip 

   

 vc_id vc ᴿ id 

 vc_peer_ip Vc У PE IP  
 

 out_label label  ұ VC FTN    

 

   

 

ԇ   ὤ  

 

ᴳ   
ᴳ ԇѝУэ vc ᴿ… Уэ ftn ̆ ӱ VC AC ⁮ ̆ ftn

ᾃ Э vc peer  ip ⁮ PE LSP
  Ȃ 

 

ѡᴿ  Ruijie(config)# mpls static l2vc-ftn 1 10.10.10.1 out_label 21 

 

 ԇ  

 show mpls l2vc ftn_table ὤ vc ᴿ ftn  Ὧ ԇ 

 show mpls forwarding-table MPLS  

 

   

 

   
ԇ  

 - - 
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ᴳ  
 ᴳ ԇ ILM ѐ╗ὡУэ ILM Ȃ MPLS ╖ ⁮Уэ IP

ꜛ ֶ̆ ILM IP ꜛ ḣ רּ ЮУ ̆ ⁮̆

‡ IP ꜛ Ӈ ȁ   ╟ᴐȂ 

 

ѡᴿ  
Ruijie(config)# mpls static ilm in-label 20 forward-action 

swap-label 30 nexthop gi4/2 10.10.10.1 fec 172.16.0.0/26 

 

 ԇ  
Ὧ ԇ 

 show mpls forwarding-table MPLS ᶕ  

 

   

 

   
ԇ  

 - - 

58.1.32 mpls-work-mode 

ԇ mpls ᴐ ̆ Ԉ no ḣȂ ԇ Ю  ̔

mpls-work-mode { cem | mpls } 

no mpls-work-mode 

ȍ Ȏ 

  

cem  

mpls Mpls н╘  

ȍ ᾳȎ 

mpls ᴐ cem н╘ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

                mpls ч ᴐ ̆‍⁞ ұа Ȃ 

¸ MPLS ў IP ̆ ᴐ Ю Ө̆

MPLS Ὧн╘ ( ̆FTN )ֶ MPLS ̆ὲ

ӹн╘ ὲӹ Э Ȃ 
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¸ CEM
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ԇ   config-mpls-router  

 

ᴳ   

ԇ FEC ѝ IP ̆ ὲ FEC ̂ PW FEC
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 ip-address LSR ּ  

 
[0 | 7] 

̂ ̃0 Ԉ ὡ 7̆ה Ԉ

ὡ Ȃה ѝԈ ὡ  Ȃה

 
pwd-string 

ѕּ̆ש‍ ᾗȂ ὡ̆

ѝ
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… Уэ ldp ᴇ̆no ԇ‮ ldp ᴇȂ 

 [no] neighbor ip-address 

   
 

 ip-address LSR Router ID 

 

  Ю LDP ᴇȂ 

 

ԇ   config-mpls-router  

 

ᴳ   
LDP ֶ ̆ ῆ ֶ ч LSR Ȃ У ҩ

У ṁѝ ᴇ̆ У Э ṁѝὲ ᴇ̆‡

LDP ֶ Ȃ 

 

ѡᴿ  

10.10.10.1 ṁѝ LSR Уэ ᴇ 

Ruijie(config)# mpls router ldp 

Ruijie(config-mpls-router)# neighbor 10.10.10.1 

 

 ԇ  

 show mpls ldp discovery LDP ᶕ  Ὧ ԇ 

 show mpls ldp neighbor LDP ֶ  

 

   

 

   
ԇ  

 - - 

58.1.36 ping mpls 

Ԉᴳ mpls lsp ping ╖ MPLS LSP Ȃ 

ping mpls ipv4 ip-address/mask [repeat repeat] [ttl time-to-live] [timeout timeout] [size 
size] [interval mseconds] [source ip-address] [destination ip-address] 
[force-explicit-null] [pad pattern] [reply mode {ipv4 | router-alert}] [dsmap] [flags fec] 
[verbose] 

    

 ip-address/mask FEC IPv4  
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repeat repeat 

( ) Echo Request ̆ ѝ

5̆ ḣ ѝ 1-2147483647Ȃ 

 
ttl time-to-live 

( ) ‫ MPLS TTL ḣ̆ ѝ

255̆ ḣ ѝ 1-255Ȃ 

 
timeout timeout 

( ) ̆ ѝ 2̆ ḣ ѝ

0-3600Ȃ 

 
size size 

( ) ̆ ѝ 84̆ ḣ ѝ

84-18024Ȃ 

 
interval mseconds 

( ) чэ Echo Request
( ᴁѝ )̆ ѝ 0̆ ḣ ѝ

0-3600000 

 
source ip-address 

( ) ̆ Echo Reply
Ἱѝ  

 
destination ip-address 

( ) 127/8 ̆ ұ Ἱ IP
Ȃ ѝ 127.0.0.1 

 
force-explicit-null 

( ) MPLS ѐ ⁸ ὡ ̆

а ὡ  

 pad pattern ( ) Ἱ ̆ Ἱ 0xABCD 

 

reply mode {ipv4 | router-alert}

( ) Echo Reply ̔ 

Â Ipv4 = Ԉ IPv4 UDP ( )̕ 

Â Router-alert = Ԉ Router Alert IPv4 
UDP Ȃ 

 dsmap ( ) Ю ᶕ  

 flags fec ( ) ⁸ FEC  

 
verbose 

( ) Echo Reply ᶕ ̆ а

ᶕ  

 

  Ȃ 

 

ԇ    

 

ᴳ  
 Ԉᴳ ping mpls ԇ MPLS LSP
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   timeout is 2 seconds, send interval is 0 msec: 

      < press Ctrl+C to break > 

Codes: '!' - success, 'Q' - request not sent, '.' - timeout, 

 'L'-labeled output interface,'B'-unlabeled output interface, 

 'D'-DS Map mismatch,'F'-no FEC mapping,'f'-FEC mismatch, 

 'M'-malformed request,'m'-unsupported tlvs,'N'-no label entry, 

 'P'-no rx intf label prot,'p'-premature termination of LSP, 

 'R'-transit router,'I'-unknown upstream index, 

 'X'-unknown return code,'x'-return code 0 

Type escape sequence to abort. 

!    size 84, reply addr 192.168.201.208, return code 3 

!    size 84, reply addr 192.168.201.208, return code 3 

!    size 84, reply addr 192.168.201.208, return code 3 

!    size 84, reply addr 192.168.201.208, return code 3 

!    size 84, reply addr 192.168.201.208, return code 3 

Success rate is 100 percent(5/5),round-trip min/avg/max=20/36/60 ms

ᴿ 2̔ Ю ᶕ ̆У dsmap б ttl ᴳ ̂ ѝ ⁮

  LSR̆‡аֶ Ю ᶕ ̃̆ᴿ ̔ 

Ruijie# ping mpls ipv4 10.40.10.10/32 dsmap ttl 1 



MPLS ‍ ԇ 

58-37 

Echo Reply received from 192.168.201.208 

  DSMAP 0,DS Router Addr 192.168.198.2,DS Intf Addr 192.168.198.2

    Depth Limit 0, MRU 1508 [Labels: implicit-null Exp: 0] 

L 

Echo Reply received from 192.168.201.208 

  DSMAP 0,DS Router Addr 192.168.198.2,DS Intf Addr 192.168.198.2

    Depth Limit 0, MRU 1508 [Labels: implicit-null Exp: 0] 

L 

Echo Reply received from 192.168.201.208 

  DSMAP 0,DS Router Addr 192.168.198.2,DS Intf Addr 192.168.198.2

    Depth Limit 0, MRU 1508 [Labels: implicit-null Exp: 0] 

Success rate is 0 percent (0/5) 

  

! ⁮ Reply ̆ LSP  

Q 
Request ̆ Эа

FEC LSP  

. 
Reply ̆ ᾃ ⁮

Reply  

L 
Reply Э FEC   ̆

Reply LSP ѐ  

B 
Reply Э FEC   ̆

LSP ѐ  

D 
Downstream Mapping TLVѐ ᶕ б

Reply Э ᶕ аּר  

F 
Reply ѐ TargetFec ѐ

FEC Ὧ  

f 
Reply ѐ ₥ б

TargetFec ѐ FEC Ὧ а

У  

M 
Reply ⁮ Request

 

m 
Reply ⁮ Request ѐ а

TLV 

N 
Reply ѐ ὡ ᴿ̆

а  

P 
Reply ѐּ б

TargetFec ѐ аУ  

p ּ ₥ѐ  
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R ᶑ ḣ 

I Э  

X ḣ 

x ḣѝ 0 
 

 

 ԇ  

   Ὧ ԇ 

 traceroute mpls MPLS LSP LSR 

 

  ,X 
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  ᾳЮаֶ MPLS TrapȂ 

 

ԇ   ὤ  

 

ᴳ   

XC Trap ч ̔ 

1. XC Up Trap̆ ҩУ ILM    FTN Ȃ 

2. XC Down Trap̆ ‮ ҩУ  ILM FTN   

Ԉ snmp-server enables mpls xc Э ч TRAP Ὧ ҂̆

Ԉ snmp server enables mpls xc [xc-up] [xc-down] ὲѐ TRA
P ὯȂ 

 LDP Trap Ь ̔ 

1. LDP ֶ UP Trap̆ LDP ֶ  

2. LDP ֶ Down FTN



MPLS
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ԇ  

 - - 

58.1.40 traceroute mpls 

Ԉᴳ mpls lsp traceroute╖ MPLS LSP
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ѡᴿ  

10.10.10.10/32 FEC LSP LSR̆ Ԉᴳ ᴳ Ю ԇ: 

Ruijie# traceroute mpls ipv4 10.10.10.10/32 

Tracing MPLS Label Switched Path to 10.10.10.10/32, timeout is 2 

seconds 

        < press Ctrl+C to break > 

Codes:'!' - success,'Q' - request not sent,'.'-timeout, 

  'L'-labeled output interface,'B'-unlabeled output interface, 

  'D'-DS Map mismatch,'F'-no FEC mapping,'f'-FEC mismatch, 

  'M'-malformed request,'m'-unsupported tlvs,'N'-no label entry,

  'P'-no rx intf label prot,'p'-premature termination of LSP, 

  'R'-transit router,'I'-unknown upstream index, 

  'X'-unknown return code,'x'-return code 0 

Type escape sequence to abort. 

  0 10.3.0.8 MRU 1500 [Labels: 17 Exp: 0] 

L 1 10.3.0.1 MRU 1504 [Labels: implicit-null Exp: 0] 624 ms 

! 2 10.2.0.1 708 ms 

ḣ ping mpls ԇȂ 

 

 ԇ  
Ὧ ԇ 

 ping mpls MPLS LSP  

 

   

 

   
ԇ  

 10.4(2)  

 

58.1.41 transport-address 

Ԉᴳ ԇ ὤ LDP ֶ ᴳ ּ ̆ᴳ ԇ no ‮

Ȃ 

transport-address {interface | ip-address | interface-name } 

no transport-address 

    

 interface 
Э… LDP ֶ ‍⁞ᴳ ὲ

ў IP ṁѝּ  
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 ip-address 
LDP ֶ ᴳ IP ṁѝּ

 

 interface-name 
LDP ֶ ᴳ ў IP

ṁѝּ  

 

  ᴳ LDP LSR ID ṁѝ LDP ֶ ּ Ȃ 

 

ԇ   config-mpls-router  

 

ᴳ   

ԇ ұ ⁸ LDP ֶ а ̆ ᴳ ⁸ LDP
ֶ Ȃ ⁸ LDP L D PLSR ID
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 interface interface-name   MPLS ̂ILM FTÑ 

 next-hop ip-address ЮУ MPLS ̂ILM FTÑ

 ftn ֓  

 ilm  

 
ip 

IP ̂ꜛ L3 VPN ̃ MPLS
 

 vc vc ╗ MPLS  

 vrf vrf-name б э VRF Ὧ MPLS  

 detail mpls ᶕ  

 
global 
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ѡᴿ  

MPLS ̆ Ԉᴳ Ю ԇ̔ 

Ruijie# Show mpls forwarding-table 

Label Operation Code: 

PH--PUSH label  

PP--POP label  

SW--SWAP label 

SP—-SWAP topmost label and push new label 

DP—-DROP packet 

PC—-POP label and continue lookup by IP or Label  

PI--POP label and do ip lookup forward 

PN--POP label and forward to nexthop  

PM--POP label and do MAC lookup forward 

PV--POP label and output to VC attach interface         

IP--IP lookup forward   

Local Outgoing OP FEC         Outgoing       Next Hop  

laebl label                      interface      

--     1025       PH 119.1.1.0/24(V)  Gi3/19     10.0.10.1 

--     1026       PH 120.1.1.0/24      Gi3/18       10.0.2.1 

--     imp-null   PH 130.1.1.0/24     Gi3/18       10.0.2.1 

1025   1027       SP 100.1.1.0/24      Vl8            192.1.2.1 

1026   1028       SW 120.1.2.0/24      Gi3/19        10.0.2.1 

1027   imp-null   PP 121.1.1.0/24     Fa3/1         11.0.0.1 

--     --          IP 167.168.195.0/24 Fa3/2         120.1.1.1 

1028   --          PC 167.168.196.0/24 --             -- 

1029   --          PN 167.168.197.0/24(V) Vl4        1.0.0.1 

1030   --          PI VRF(vpna)          --            -- 

1031   --          PV VC(20,1.1.1.1)    Vl5            --   

ILM Ȃ 

Ԉᴳ show mpls forwarding-table ftn ԇ FTN Ȃ 

Ԉᴳ show mpls forwarding-table ilm ԇ ILM Ȃ 

Ԉᴳ show mpls forwarding-table ftn vc ԇ  

L2VPN FTN Ȃ 

Ԉᴳ show mpls forwarding-table ilm vc ԇ  

L2VPN ILM Ȃ 

Ԉᴳ show mpls forwarding-table ftn detail ԇ FTN
ᶕ Ȃ 

Ԉᴳ show mpls forwarding-table ilm detail ԇ ILM
ᶕ Ȃ 
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--     1029        PH VC(20,1.1.1.1)    Vl10           192.1.2.1 

1032   --          PI 192.1.1.0/24(V)  Vl101         172.2.1.2 

1033   1030        SW 193.1.1.0/24(V)  Vl102         10.2.1.2 

 

 

Local label̔ ֓ ὲ ‍ ̆ ILM ὡ ̆

ұ FTN ὡ ѝľ--ĿȂ  

Outgoing label̔ILM FTN   ̆ ѝľ--Ŀ ILM
FTN   ̆   ѝ impl-null ὲ ѝ 3̆

аֶ Ȃ 

OP̔ ѐ ̂ILM FTÑ ὡ   ᴐ ѝ̆ὲ ѝ

ꜛ Ю̔ 

  

PH 

IP ѐ ╗

ЮУ ̆ ὡ 1 ⁮ 3 ̆ ὡ

Ԉᴳ ԇ show mpls 
forwarding-table detail ԇ ̕ ұ 

imp-null ‡̆ ѐ imp-null
аֶ ὡȂ 

PP 
MPLS ѐ  

⁮ЮУ ᷆ 2   ̕ 

SW 
MPLS ѐ Ӈ

ЮУ ̕ 

SP 

MPLS ѐ Ӈ

ᾋ ὡ ЮУ Ȃ ᶕ ѐ  

Ӈ ̆ ὡ Ԉ

Ԉᴳ ԇ show mpls 
forwarding-table  detail ԇ ̆ ᾋ

ὡ 1 ⁮ 2 ̕ 

PN 
MPLS ѐ  

⁮ЮУ ̕ 

PI 
MPLS ѐ  

IP ̕ 

PC 

MPLS ѐ

 ̆ ᾃ ̆  
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PV 
MPLS ѐ   ̆ ӱ

    (VPWS )̕ 

IP 
IP ѐ VRF IP

̆ PE ұ Уэ VPN
а VRF VRF ̕ 

DP ѐ ṁх  

FEC̔ὲ Ѭ‍ч ᾁ 

1. ұ FTN ̂ ὡ ̆ ѝľ--ľ̃̆ IP FTN ѫ FEC
IP ̆ Э(V) FTN ұ VRF FTN̕

VC FTN ѫ VC ID VC ᴇ IPȂ 

2. ұ ILM ̂ ὡ ̃ ѝ IP ‍ ѫ FEC IP
̆ Э(V) ILM VRF ILM̕ ѝ L3 

VPN VRF ‍ ̂ VPN VRF ‍ ̃ ὲ ILM FEC
VRF ̆ Эᴿѐ VRF(vpna)̕ ѝ VC ‍ FEC
VC ID VC ᴇ IP̆ Эᴿѐ VC(20,1.1.1.1)Ȃ 

Outgoing interface̔   ̆ᴳ ᾗ Ȃ 

Next Hop ̔ ЮУ ̆ ұЮУ ľ -- ľȂ 

 

Ю ᶕ ᴿ ̔ 

Ruijie# show mpls forwarding-table summary  

MPLS forwarding is ON 

Enable count:1 

ILM entrys:14 

ILM changes:14 

ILM failed changes :0 

IP FTN entrys:0 

IP FTN changes:4 

IP FTN faild changes:0 

L2 FTN entrys:0 

L2 FTN changes:0 

L2 FTN faild changes:0  

In label packets:0 

Out label packets:0 

Send label packets:0 

In ip packets:0 

Out ip packets:0 

Out ip statck packets:0 

Forwarding packets:0 

Fragment packets:0 
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CLI:    0,    1    (Include label [16,1023], reserved) 

LDP:    3,    4 

 

 ԇ  
Ὧ ԇ 

 label-switching Ӈ  

 

   

 

   
ԇ  

 - - 

58.2.3 show mpls ldp bindings 

LDP ᶕ ̆ Ԉ VRFȁFEC ₥ ȁ ḣȁ Ȃ 

show mpls ldp bindings [all | vrf vrf-name] [ip-address | mask] [label label] [remote | 
local] 

   

 all VRF Ю ᶕ  

 vrf vrf-name VRF Ю ᶕ  

 ip-address | mask FEC ᶕ  

 
label label 

ḣ ᶕ ̆ ḣ ѝ

0-1048575 

 remote ӱ LDP ᴇ ⁮ ᶕ  

 

 local ᶕ  

 

  а ֗ᴉ ὤ VRF Ю ᶕ  Ȃ 

 

ԇ    

 

ᴳ  
 FEC б ᶕ Ȃᴳ ԇ Ԉ LDP ᴐ ᾰͅ LDP

FEC ҩ ҂̆ Ԉ э FEC έᴇ ḣ̆

ᶕ Ȃ а VRF ὤ VRF Ю ᶕ Ȃ 

 

ѡᴿ  

ὤ VRF Ю ᶕ Ȃ 

Ruijie# show mpls ldp bindings 

Default VRF: 
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    lib entry: 2.2.2.2/32 

     local binding:  to lsr:10.20.10.10:0,label: imp-null 

     remote binding: from lsr:10.20.10.10:0,label: 16 (not in FIB)

    lib entry: 10.20.10.10/32 

        local binding:  to lsr:   10.20.10.10:0, label: 1027 

        remote binding: from lsr: 10.20.10.10:0, label: imp-null 

  

local binding LSR FEC ‍ ᶕ ̆not in 
FIB ╗ὡ⁮ ᶕ ̕ 

remote binding ӱ LDP ᴇ ⁮ ᶕ ̆not in 
FIB ╗ὡ⁮ ᶕ Ȃ 

 
 

 ԇ  
Ὧ ԇ 

 show mpls ldp neighbor LDP ֶ  

 

   

 

   
ԇ  

 - - 
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ѡᴿ  

ὤ VRF Ю LDP ᶕ Ȃ 

Ruijie# show mpls ldp discovery 

Default VRF: 

 Local LDP Identifier: 

    8.8.8.8:0 

    Discovery Sources: 

    Interfaces: 

        GigabitEthernet 2/1 (ldp): xmit/recv 

            LDP Ident: 10.30.10.10:0 

        GigabitEthernet 2/2 (ldp): xmit 

    Targeted Hellos: 

        8.8.8.8 -> 10.5.0.1 (ldp): active, xmit 

        8.8.8.8 -> 10.30.10.10 (ldp): active/passive, xmit 

        2.2.2.2 -> 10.30.10.10 (ldp): passive, xmit/recv 

            LDP Ident: 10.30.10.10:0 

  

Local LDP Identifier LDP  

Interfaces LDP ᶕ ‟  

xmit LDP Hello  

recv ⁮ LDP Hello  

Targeted Hellos targeted Hello ‟  

active LSR ў╟ targeted Hello  

passive 
LSR ў╟ targeted Hello ̆

LSR ѝ Targeted Hello ᴐ 

 
 

 

 ԇ  

 show mpls ldp interface LDP ╖ ᶕ  Ὧ ԇ 

 neighbor ip-address … ldp ᴇ 

 

   

 

   
ԇ  

 - - 
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58.2.5 show mpls ldp interface 

LDP ╖ ᶕ ̆ Ԉ vrf Ю ̆҂ Ԉ έ

ᴇ Ȃ 

show mpls ldp interface [all | vrf vrf-name | interface-name] 

   

 all VRF Ю LDP ╖ ᶕ  

 vrf vrf-name VRF Ю LDP ╖ ᶕ  
 

 interface-name ᶕ  

 

   

 

ԇ    

 

ᴳ   
Ҿ Э ҩ LDP ╖ Ԉ up̆down Ȃ VRF

ὤ VRF Ю ᶕ Ȃ 

 

ѡᴿ  

ὤ VRF Ю LDP ᶕ Ȃ 

Ruijie# show mpls ldp interface 

Default VRF: 

Interface                 Operational     Status 

GigabitEthernet 2/1     Yes               UP 

GigabitEthernet 2/2     No                DOWN 

GigabitEthernet 2/3     Yes               UP 

  

Operational      LDP 

Status  
 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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58.2.6 show mpls ldp neighbor 

VRF Ю LDP ֶ ᶕ Ȃ 

show mpls ldp neighbor [all | vrf vrf-name] [detail] 

   

 all VRF Ю LDP ֶ ᶕ  

 vrf vrf-name VRF Ю LDP ֶ ᶕ  
 

 detail LDP ֶ ᶕ  

 

   

 

ԇ    

 

ᴳ  
 LDP Ȃꜛ LDP
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    Targeted Session Keepalive HoldTime/Interval: 180/60 sec 

    Targeted Hello HoldTime/Interval: 45/5 sec 

    LDP initial/maximum backoff: 15/120 sec 

 

 ԇ  

 ldp router-id ldp router-id 

 lsp-control-mode LDP ⁸  
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Label-switching Interface:// ҩ Ӈ  

Interface                 Label space 

GigabitEthernet 4/1       0 

GigabitEthernet 4/2       0 
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59 BGP/MPLS L3 VPN  

59.1 ầ  

59.1.1 address-family ipv4 vrf 

ὡ̂  ̃VRF ̆Ԉᵳ э VRF ᶕ Ӈҵ╖ Ȃ 

[no] address-family ipv4 vrf vrf_name 

   
 

 vrf_name VRF  

 

  ᾳЮ Ѭ VRF Ȃ 

 

ԇ   Router  

 

ᴳ   
‾ ԇ ̂  ̃PE CE Ѯ ᶕ Ӈ Ȃ 

⁮ BGP ̆ Ԉᴳ ԇ exit-address-familyȂ 

 

ѡᴿ  
Ruijie(config)# router bgp 100 

Ruijie(config-router)# address-family ipv4 vrf vrf1 

 

 ԇ  

 neighbor activate э  Ὧ ԇ 

 exit-address-family    

 

   

 

   
ԇ  

 - - 

59.1.2 address-family vpnv4 

ᴳ ԇ ὡ̂   ⁮̃ vpn Ԉ̆ᵳ ἵ PE Ѯ vpn ӇҵȂ 
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[no] address-family vpnv4 [unicast] 

   
 

 unicast ₥ Ȃ 

 

  ᾳ Ѭ vpn Ȃ 

 

ԇ   Router  

 

ᴳ   
ᴳ ԇἵ PE Ѯ VPN ᶕ Ӈҵ̆ ὡ⁮ address-family VPN

Ȃᴳ exit-address-family ԇ   address-family VPN Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 100 

Ruijie(config-router)# address-family vpnv4 

 

 ԇ  

 neighbor activate э  Ὧ ԇ 

 exit-address-family    

 

   

 

   
ԇ  

 - - 

59.1.3 bgp default route-target filter 

ԇ bgp default route-target filter BGP ╟ route-target 
╖ Ȃ ԇ no bgp default route-target filter Ὧ BGP ╟ route-target

╖ Ȃ 

bgp default route-target filter 

no bgp default route-target filter 

    

  - - 

 

  BGP ╟ route-target ╖ Ȃ 
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ԇ   BGP  

 

ᴳ  

 ᾳЮ̆PE ⁮ὲӹ PÊ ASBR̃ VPN ̆ VPN аֶ

Э֗ᴉУэ VRF ὡ̆PE Ȃ no bgp default 
route-target filter̆PE ֶ ὲӹ PÊ ASBR̃ VPN ̆а

VRF ֶ ὡ VPN Ȃ 

ԇУ ұ VPN OptionB ѐ̆ ұ ASBR Э VRF̆ת

ASBR ᶑ VPN ὲӹ PÊ ASBR̃̆ Ԉ no bgp default 
route-target filter Ԉ ⁮ Ȃ 

~  

BGP ᴇ з VPN ҂‍ ̆ᾋ ̆

ᶑ VPN ̆ ֶ

ԇ ⁮ VPN Ȃ clear ip bgp ԇ

ᴁ BGP ᴇ ֶ ̆ BGP ᴇӇҵ VPN ̆

ᾱ VPN Ȃ 

ᴿ Ἴ bgp default route-target filter ╟ route-target
̆ BGP ᴇ VPN ‍ ̆

╟ route-target ̆ ѫ no bgp default route-target 
filter̆ᾋ clear ip bgp ԇ ᴁ BGP ᴇ ֶ Ȃ  

 

ѡᴿ  Ruijie(config)# router bgp 100 

Ruijie(config-router)# no bgp default route-target filter 

 

 ԇ  
Ὧ ԇ 

- - 

 

   

 

   
ԇ  

 10.4(2)  

59.1.4 clear ip bgp vrf 

ᴳ ԇ ᴁ vrf ѐ ֶ Ȃ 

clear ip bgp vrf vrf-name [* | address] [[soft] [in | out]] 

   

 vrf-name vrf  

 

 * ᴁ vrf Ю BGP ֶ Ȃ 
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 address ᴁ vrf Юб peer BGP ֶ Ȃ 

 ipv4 unicast ipv4 ֶ  

 in а╗ soft̆ ᴁ ᴇ ў╟ ֶ Ȃ 

 out 
а╗ soft̆ ᴁ BGP speaker
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ԇ   VRF Ȃ 

 

ᴳ   

RFC4364 ѐӮ ҩ L3VPN ѐ 2 ‍ ̔ ұ ‍

ұ VRF ‍ Ȃ₥ Уэ ִ̆ Ԉ ḣ

ILM ⁮ЮУ ̆ ̆ὲ ILM Ȃ

э VRF Уэ ִ̆ VRF ᾃ Ὠ ̆ ῏ ҩ ILM
Ȃὲ ₥У ֶᴂУҾ̆ ѝ 2 ̔

У ILM ⁮ VRF̆ ᾋ VRF ѐ IP
  Ȃ 

 

ѡᴿ  
ᴿ VPNA ᴳ ‍ ̆ ѫ Ԉᴳ Ю ԇ Ȃ 
Ruijie(config)# ip vrf VPNA 

Ruijie(config-vrf)# alloc-label per-route 
 

 ԇ 
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Ѭ ᴇ Ȃ ԇὯ ₥ match ip address set 
extcommunity ч ‡Ȃ 

 

ѡᴿ  

ᴿ VPNA ҩУэὯ rma   ᴇ Ȃ ѫ Ԉᴳ Ю ԇ

Ȃ 

Ruijie(config)# ip vrf VPNA 

Ruijie(config-vrf)# export map rma 

 

 ԇ  
Ὧ ԇ 

 route-target Ѭ VRF ὡ   RT  

 

   

 

   
ԇ  

 - - 

59.1.7 exit address-family 

ᴳ ԇ   VRF vpn  

exit address-family 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 Ruijie(config)# router bgp 100 

Ruijie(config-router)# address-family vpnv4 unicast 

Ruijie(config-router-af)# exit address-family 

 

 ԇ  
Ὧ ԇ 

 - - 
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ԇ  

 - - 

59.1.8 import map 

ᴳ ԇ ‍ VPN ὡ⁮ VRF ‡Ȃ 

[no] import map routemap-name 

   
 

 routemap-name Ὧ RouteMap ‡ 

 

  Ѭ ὡ ‡Ȃ 

 

ԇ   VRF  

 

ᴳ   

ὡ⁮ VRF Ḁ̆ Ԉ Ὧ

ѐ Ѭ ‡ȂImport map Ѭ ‡ VRF ѐ Ѭ ὡ ᴇ

Ȃ҂ ӱ VPN ҩ VRF Юᴳ ԇ route-target 
import Ѭ ᴇ ᾋ ὡ import map Ѭ ‡ᾋ Ȃ ₥

ԇὯ match ip address match extcommunity ч ‡Ȃ 
 

ѡᴿ  

ᴿ VPNA ҩУэὯ rma ὡ Ȃ ѫ Ԉᴳ Ю ԇ Ȃ 
Ruijie(config)# ip vrf VPNA 

Ruijie(config-vrf)# import map rma 

 

 ԇ  
Ὧ ԇ 

 route-target Ѭ VRF ὡ   RT  

 

   

 

   
ԇ  

 10.4(2)  

59.1.9 ip extcommunity-list 
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ԇ Ѭ Route Map ѐ ᴇ ‟ Ὧ̆ ‟ Route Map
BGP/MPLS VPN ѐ ⁸ VPN Ȃᴳ ԇ no ԇ

‮ ᴇ ‟ Ȃ 

ip extcommunity-list {expanded-list | expanded list-name
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standard list-name 
ῆ extcommunity ̆ ῆ

extcommunity ̆G ὡ ᴇ

‟ Ȃ а 32 э  

  permit ѬУэἵ extcommunity ‡ 

  deny ѬУэ extcommunity ‡ 

  regular-expression ̂ ̃ Ѭּר ̆ רּ extcommunity 

 
 

sequence-number 
̂ ̃ Ѭ ‡ ‟ ̆ ӱ 1 ⁮

2147483647Ȃ а ̆ ᾳЮ ╗Уэ

‡ὲ ‟ ╟Ԉ 10 ̆ ӱ 10 Ȃ

 
 

rt 
̂ ̃ RT ḣ̆ ԇ ῆ

extcommunity ӑ ұ extcommunity
 

 
 

soo 
̂ ̃ SOO ḣ̆ ԇ ῆ

extcommunity ӑ ұ extcommunity
 

  value RT SOO ḣ 

 

  Ѭ ᴇ ‟ ‡Ȃ 

 

ԇ  
 ὤ  

ip extcommunity-list  

 

ᴳ  

 ip extcommunity-list ԇ … Уэ э extcommunity ḣ extcommunity
‡‟ ̆ ў ұ RouteMap match extcommunity ‡̆ רּ BGP

ᴇ ӱ ⁮ Ȃ 

ұ extcommunity ‡ Ѭ̆ὲ regular-expression ‡ Ю̔ 

  Ѭ 

רּ .  ֗  

רּ *  ѕѐ э ֗ ‟ 

╗ רּ +  ѕѐ Уэ ֗ ‟ 

רּ ?  ѕѐ э Уэ  

╗ רּ ^  ѕ  

ἷ רּ $  ѕ  

Ю‚ רּ _  ȁ ȁ ѕ ȁ  

רּ []  У ѐ э  
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ѡᴿ 

 Ѭ ip extcommunity-list̔ 
Ruijie(config)# ip extcommunity-list 1 permit rt 100̔1 
Ruijie(config)# ip extcommunity-list standard aaa permit rt  

100̔2 
Ruijie(config)# ip extcommunity-list expanded ext1 permit 200̔
[0~9][0~9] 

ip extcommunity ᴳ ̔ 
Ruijie(config)# route-map rt_in_filter 

Ruijie(config-route-map)# match extcommunity 1 

Ruijie(config-route-map)# match extcommunity ext1 

Ruijie(config)# router bgp 100 

Ruijie(config-router)# address-family vpn 

Ruijie(config-router-af)#neighbor 3.3.3.3
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ᴳ   

ҩ no ip route static inter-vrf̆ ѫ vrf аֶ Ȃ

╟ vrf ᾋ̆ ֶ̆ Юנ ᶕ ̆ ‮ vrf
Ȃ 

*Aug  7 10:58:34: %NSM-6-ROUTESACROSSVRF: Un-installing route [x.x.x.x/8] 
from global routing table with outgoing interface x/x. 

 

ѡᴿ  Ruijie(config)# no ip route static inter-vrf 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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~  
ҩ globalӱ ⁮ὤ VRF ӑ no ip route static 

inter-vrf ⁸Ȃ 
 

 

ѡᴿ 
 Ruijie(config)# ip route vrf vrf1 10.10.10.0 255.255.255.0 gi3/1 

192.168.18.1 

 

 ԇ 
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ԇ  

 - - 

59.1.13 ip vrf forwarding 

VRF э ̆no ԇ э  

[no] ip vrf forwarding vrf_name 

   
 

 vrf_nam VRF  

 

  VRF а Ȃ 

 

ԇ    

 

ᴳ    

 

ѡᴿ 
 Ruijie(config)# int eth1 

Ruijie(config-if)# ip vrf forwarding vrf1 

 

 ԇ  

 ip vrf  … Уэ VRF ᴿ Ὧ ԇ 

 show ip vrf VRF ᶕ  

 

   

 

   
ԇ  

 - - 

59.1.14 match extcommunity 

ᴳ ԇ Ѭ BGP ᴇ ‟ רּ ‡̆ ԇ

Ю Ȃᴳ no match extcommunity ԇ Ȃ 

match extcommunity {standard-list-number|standard-list-name 
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|expanded-list-num|expanded-list-name} 

no match extcommunity  {standard-list-number|standard-list-name| 

expanded-list-num|expanded-list-name} 

    

 
 

standard-list-number 
ḣ [1~99]̆ ḣ id̆ ῆ

extcommunity Ўэ extcommunity Ԉꜛ

э excommunity ḣ 

 
 

standard-list-name 
ῆ extcommunity ̆ ῆ

extcommunity Ўэ extcommunity Ԉ

ꜛ э extcommunity ḣ 

 
 

expanded-list-num 
ḣ [100~199]̆ id̆

extcommunity Ўэ extcommunity Ԉꜛ

э excommunity ḣ 

 
 

expanded-list-name 
extcommunity ̆

extcommunity Ўэ extcommunity Ԉ

ꜛ э extcommunity ḣ 

 

  ᾳЮ̆Ὧ ѐ Ѭ ‡Ȃ 

 

ԇ    

 

ᴳ  

 ᴇ רּ ֒ ў Юч ᾁ 

1ȁ import map ԇὯ ѐ̆‾ RT ὡ⁮ VRF  

2ȁ neighbor route-map in neighbor route-map out ԇὯ ѐ̆ ԇ

BGP VPNv4 Ю ̆‾ RT ‍⁞ ӱ BGP ᴇ

BGP ᴇ VPNv4 Ȃ 

 

 

ѡᴿ 

 1. Ѭчэ extcommunity 

Ruijie(config)# ip extcommunity-list 1 permit rt 100̔1 

Ruijie(config)# ip extcommunity-list 1 permit rt 100̔2 
 

2. ѐ Ѭ match ‡ 

Ruijie(config)# route-map rt 

Ruijie(config-route-map)# match extcommunity 1 
 

3.ᴳ  

Ruijie(config)# router bgp 100 
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Ruijie(config-router)# address-family vpnv4 

Ruijie(config-router-af)# neighbor 3.3.3.3 route-map rt in 

 

Ὧ ԇ  ԇ  

 ip extcommunity-list … extcommunity ‟ ḣ 

 show ip extcommunity-list extcommunity ‟ ḣ 

 

   

 

   
ԇ  

 10.4(2)- - 

59.1.15 match mpls-label 

BGP ӱ ᴇ ̆ Ԉᴳ ԇ Ѭ ֒̆ רּ

Ȃᴳ no match mpls-label ԇ ╖ Ȃ 

match mpls-label 

no match mpls-label 

    

    

 

 
 ᾳЮ̆Ὧ ѐ Ѭ ‡̆‡а רּ MPLS

ѝȂ 

 

ԇ    

 

ᴳ  

 ԇӨ neighbor route-map in ԇὯ ѐ Ȃ BGP ᴇ

⁮ ὡ ̆ ұ  ‡а Ȃ ѐ Ѭ ‡

ꜛ ԇ̆‡ רּ ѐ Ѭ ὲ match
֒ רּ Ȃ 

~  
ԇ VPNv4 а ᴐ , ұ IPv4

ᾳȂ  
 

ѡᴿ 
 Ю ᴿ … ҩУэ ̆ Ючэ ֒̆ὲ ̔ 

1. ₥ acl1 Ѭ ‡ 



BGP/MPLS L3 VPN ԇ 

59-16 

2. ꜛ MPLS  

Ruijie(config)# route-map infilter permit 10 

Ruijie(config-route-map)# match ip address acl1 

Ruijie(config-route-map)# match mpls-label 

Ruijie(config-route-map)# exit 

Ruijie(config)# router bgp 1 

Ruijie(config-router)#  
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ԇ   VRF  

 

ᴳ   
ԇ ұ ⁸ VRF ᾃἵ ̆ Ө ⁮ ̆ ѫᴳ warning-only

Ȃ 

 

ѡᴿ 

 Ruijie(config)# ip vrf vrf1 

Ruijie(config-vrf)# rd 200:1 

Ruijie(config-vrf)# maximum routes 1000 warning-only 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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ᴳ   
ұ ipv4 э ԇ ̆ ұὲӹ ̆ ԇ

ᶕ Ӈ Ȃ 

 

ѡᴿ  

Ruijie(config)# router bgp 60 

Ruijie(config-router)# neighbor 10.0.0.1 remote-as 100 

Ruijie(config-router)# address-family vpnv4 

Ruijie(config-router-af)# neighbor 10.0.0.1 activate 

 

 ԇ  

 router bgp BGP  Ὧ ԇ 

 neighbor remote-as BGP ᴇ 

 

   

 

   
ԇ  

 - - 

59.1.18 neighbor allowas-in 

PE ̆G ԇ PE ἵ ꜛ έ PE PEPE
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CĔ Уэ vrf CE ᶕ ̆ PE я
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ѡᴿ  

Ruijie(config)# router bgp 60 

Ruijie(config-router)# neighbor 10.0.0.1 remote-as 100 

Ruijie(config-router)# address-family ipv4 vrf vpn1 

Ruijie(config-router-af)# neighbor 10.0.0.1 as-override 

 

 ԇ  

 router bgp BGP  Ὧ ԇ 

 neighbor remote-as BGP ᴇ 

 

   

 

   
ԇ  

 - - 

59.1.20 neighbor description 

ԇѝ ᴇ( ) Ȃᴳ ԇ no Ԉ Ȃ 

neighbor {peer-address | peer-group-name} description text 

no neighbor {peer-address | peer-group-name} description 

   

 peer-address ᴇ  

 peer-group-name 
ᴇ  

ᴇ а 32  
 

 text 
ᴇ( )  

̔ 80 э  

 

  ╖ Ȃ 

 

ԇ   
BGP  

BGP IPV4 vrf  

 

ᴳ   
ԇ ѝ ᴇ̂ ̃ ╗ Ȃ Ԉ ╠ ԏ ᴇ̂ ̃

Ȃ 

 

ѡᴿ  Ruijie(config)# router bgp 60 
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Ruijie(config-router)# address-family vpnv4 

Ruijie(config-router-af)# neighbor 10.1.1.1 next-hop-self 

 

Ὧ ԇ  ԇ  

 router bgp BGP  

 neighbor remote-as BGP ᴇ( ) 

 

   

 

   
ԇ  

 10.4(2)  

59.1.22 neighbor next-hop-unchanged 

ԇ ᴇ( ) аᶢ ЮУ ᶕ ȂG ԇ no Ԉ

Ȃ 

neighbor {peer-address | peer-group-name} next-hop-unchanged  

no neighbor {peer-address | peer-group-name} next-hop-unchanged  

 

    

  peer-address ᴇ  

 
 

peer-group-name 
ᴇ  

ᴇ а 32  

  next-hop-unchanged  BGP ᴇ̂ ̃ ̆а ЮУ  

 

  ᾳЮ̆ EBGP ᴇ ֶ ЮУ Ȃ 

 

ԇ  

 BGP  

BGP IPV4  

BGP VPN  

 

ᴳ  

 VPN OptionĈ Multihop MP-EBGP̃ ѐ ѝ̆ҩ῏ VPN 
PE ὤ ̆ Ԉ э ᾃ У ̆ а

Multihop MP-EBGP



BGP/MPLS L3 VPN ԇ 

59-23 

ѝ VPN ЮУ ѝ ̆ VPN
Ȃת а עִ ̆ RR ҂   Ȃ

ѝҩ ὁЭ ᾰͅ Multihop MP-EBGP ̆ Ԉ VPNv4
Ю̆ᴳ ԇ neighbor next-hop-unchanged BGP ᴇ

VPNv4 ЮУ а Ȃ 

 

ѡᴿ 
 Ruijie(config)# router bgp 60 

Ruijie(config-router)# address-family vpnv4 

Ruijie(config-router-af)# neighbor 10.1.1.1 next-hop-unchanged 

 

Ὧ ԇ  ԇ  

 router bgp BGP  

 neighbor remote-as BGP ᴇ( ) 

 

   

 

   
ԇ  

 10.4(2)  

59.1.23 neighbor remote-as 

ԇ BGP ᴇ( )Ȃᴳ ԇ no ‮ ᴇ( )Ȃ 

neighbor {peer-address | peer-group-name} remote-as as-number 

no neighbor {peer-address | peer-group-name} remote-as as-number 

   

 peer-address 
ᴇ ̆ э IPv4 ̆҂

IPv6  

 peer-group-name 
ᴇ  

ᴇ а 32  

 

 as-number 
BGP ᴇ( )  

̔<1-65535> 

 

  BGP ᴇȂ 
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ᴳ  

 ԇ б ᴇѮ Ӈ MPLS IPv4 Ȃ
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ԇ  

 10.4(2)  

59.1.25 neighbor shutdown 

ԇὯ BGP ᴇ BGP ȂG ԇ no ╟ BGP
ᴇ( )Ȃ 

neighbor {peer-address | peer-group-name} shutdown 

no neighbor {peer-address | peer-group-name} shutdown 

   

 peer-address 
ᴇ ̆ э IPv4 ̆҂

IPv6 Ȃ 
 

 peer-group-name ᴇ Ȃ ᴇ а 32 Ȃ

 

  ╖  
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ԇ  

 - - 

59.1.27 rd 

Ѭ VRF rd ḣ 

rd rd_value 

   
 

 rd_value  RD ḣ 

 

  ᾳЮ RD ḣ̆ ᴳ RD ḣѝ 0:0.Ȃ 

 

ԇ   VRF  

 

ᴳ   
Ѭҩ э VRF̆ зѝѮ ҩ RD ḣ̆ ╕ ᶢ RD ḣȂ ᶢ RD

ḣ̆ vrf Ἴ‮ ̆ ᾋѝѮ RD ḣ Ȃ 

Уэ VRF Уэ RD ḣ̆а ѝѮ Ѭ э RD ḣȂ 

 

ѡᴿ  
Ruijie(config)# ip vrf vrf1 

Ruijie(config-vrf)# rd 100:1 

 

 ԇ  

 ip vrf  … Уэ VRF ᴿȂ Ὧ ԇ 

 show ip vrf VRF ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

59.1.28 redistribute 

‍ ԇ̆ Ԉ ὲ ᶕ BGP Ѯ ‍ ̆ ԇ

no Ԉ‮ ╖ ὲ Ȃ 
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redistribute protocol-type [route-map map-tag] [metric metric-value] 

no redistribute protocol-type [route-map map-tag] [metric metric-value] 

   

 protocol-type 
‍ ̆ ₥ ԈЮΰ ̔

connectedȁstaticȁrip 

 route-map map-tag Ὧ route-map ̕ Ὧ route-map

 

 metric metric-value ‍ metric ḣȂ а ḣ

 

  ‍ Ȃ 

 

ԇ   

BGP ̕ 

BGP IPv4 ̕ 

BGP IPv6 ̕ 

BGP IPv4 VRF Ȃ 

 

ᴳ   

ӊ ҩ э ̆ э Ѯ ҵ ᴐ Уэ ᾃ Ȃ

У э ̆ Уэ ᶕ ‍ ⁮ Уэ

Ȃ IP Ȃ 

&  
no ԇ Ḁ̆ ̆ з n̆o

Ȃ Ḁ̆ redistribute э

no
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ԇ  

 - - 

59.1.29 redistribute ospf 

‍ ԇ̆ Ԉ OSPF ᶕ BGP Ѯ ‍ ̆ ԇ

no Ԉ‮ ╖ ὲ Ȃ 

redistribute ospf process-id [  map-tag] [metric metric-value] [match internal 
external [1|2] nssa-external [1|2]] 

no redistribute ospf process-id [  map-tag] [metric metric-value] [match 
{ |external [ |2]|nssa-external [1|2]}] 

   

 process-id ‍ OSPF Ȃ 

 poute-map map-ta Ὧ ̕ Ὧ poute-map

 metric metric-value ‍ metric ḣ̕ а ḣ

 match ּר OSPF  

 
OSPF internal ѝ̆ ‍ ospf
match Ȃ 

 external 
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ᴳ   Уэ VRF Ԉ э ὡ RT ḣ̆ ұ   ҂ Ԉ эȂ 

 

ѡᴿ 

 Ruijie(config)# ip vrf vrf1 

Ruijie(config-vrf)# route-target import 100:1 

Ruijie(config-vrf)# route-target export 100:2 

Ruijie(config-vrf)# route-target both 100:4 

 

 ԇ  
Ὧ ԇ 

 ip vrf  … Уэ vrf ᴿ 

 

   

 

   
ԇ  

 - - 

59.1.31 set extcommunity 

BGP ᴇ ̆ ѝ ֒ ‍

extcommunity ḣ У ̆ ᴳ Ю ̔ 

set extcommunity {rt extended-community-value [additive] | soo 
extended-community-value} 

no set extcommunity {rt extended-community-value [additive] | soo 
extended-community-value} 

    

  rt RT ḣ 

  soo SOO ḣ 

 
 

additive 
̂ ̃ RT ‟ Э ╗ RT

̆ а ֗ᴉ RT  

  extended-community-value ᴇ ḣ 

 

 
 ᾳЮ Ὧ̆ ѐ Ѭ ‡Ȃ ‡ additive

Ὧ ̆ RT ‟ Ȃ 

 

ԇ    
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ᴳ  

 ԇӨ export map ԇѐὯ ѐ̆ ұ ⁸ VPN
ᴇ ḣȂ 

set extcommunity rt ԇ additive
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ᴳ  

 ԇӨ neighbor route-map out 
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 10.4(2)  

59.2 ầ  

59.2.1 show bgp ipv4 unicast labels 

ᴳ ԇ BGP ҃ MPLS ᶕ Ȃ 
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*>i 192.168.1.0/32  192.168.0.2     0       100      ? 
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AS BGP ᴇ AS  

MsgRcvd ӱ BGP ᴇ ⁮ BGP  

Msgsend BGP ᴇ BGP  

TblVer 

BGP VPN ̆ BGP
ᴇ ₥ὤ VPN ֶ̆ У

̆Ѯ аֶᾋ ̆

ЮУ VPN BGP ᴇ

ᾋֶ  

MsgRcvd BGP ѣ ҩ
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  extcommunity-list-name ῆ̂ ̃extcommunity ‟  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 Ruijie # show ip extcommunity-list 
Standard extended community-list 1 

     10 permit RT:1:200 

     20 permit RT:1:100 

Standard extended community-list 2 

     10 permit RT:1:200 

Expanded extended community-list rt_filter 

     13 permit 1:100 

   

 

Ὧ ԇ  ԇ  

 ip extcommunity-list … ᴇ ‟  

 match extcommunity ּר ᴇ  

 set extcommunity ᴇ  

 

   

 

   
ԇ  

 10.4(2)  

59.2.4 show ip route vrf 

ᴳ ԇ VRF ᶕ Ȃ 

show ip route vrf vrf_name [ip-address mask| bgp | connected | isis |ospf | rip |static] 

   

 vrf_name VRF Ȃ 

 

 ip-address mask ₥ Ȃ 
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 bgp BGP ӊ Ȃ 

 connected Ȃ 

 isis ISIS ӊ Ȃ 

 ospf OSPF ӊ Ȃ 

 rip RIP ӊ Ȃ 

 static Ȃ 
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ұ ⁸ ԇ 

60-1 

60 ᾘ ᵊⱨו ⱦ  

60.1 ầ  

60.1.1 protected-ports route-deny 

ᾳЮᶑ Ѯ Ԉ 3 ̆ ԇ Ὧ ᶑ Ѯ 3 Ȃ 

protected-ports route-deny 

no protected-ports route-deny 

   
 

 - - 

 

  ᶑ Ь  

 

ԇ   ὤ  

 

ᴳ  
 Ҿ ѝᶑ Ѯ ̆ᶑ Ѯ Ԉ 3 ̆ ԇѮ ̆

Ѯ а 3 ᶕȂᴳ show running-config ԇ Ȃ 

 

ѡᴿ  Ruijie(config)# protected-ports route-deny 

 

 ԇ  
Ὧ ԇ 

 show running-config 
ԇ Ԉ ҩᶑ

Ѯ 3 Ȃ 

 

   

 

   
ԇ  

 - - 

60.1.2 strom-control 

⁸ ὯȂᴳ ԇ no Ὧ ⁸╖ Ȃ 

storm-control {broadcast | multicast | unicast} [{level percent | pps packets | rate-bps}] 
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no storm-control {broadcast | multicast | unicast} [ {level percent | pps packets | 
rate-bps}] 

   

 broadcast ⁸╖ Ȃ 

 multicast ⁸╖ Ȃ 

 unicast ⁸╖ Ȃ 

 percent Ԉ ‍  20 20% 

 packets Ԉ pps ѝ ᴁ  packets per second 

 Rate-bps ἵ Ȃ 

 64k-2M Ԉ 64k ѝ ᴁȂ 

 2-100M Ԉ 1M ѝ ᴁȂ 

 

 100M ԈЭ Ԉ 8M ѝ ᴁȂ 

 

   

 

ԇ   Ȃ 

 
 



ұ ⁸ ԇ 

60-3 

   
ԇ  

 - - 

60.1.3 switchport protected 

ԇ ѝᶑ Ȃᴳ ԇ no Ὧ ᶑ Ȃ 

switchport protected 

no switchport protected 

   
 

 - - 

 

  Ὧ ᶑ  

 

ԇ    

 

ᴳ   
Ҿ ѝᶑ Ѯ ̆ ᾳЮᶑ ᶑ Ѯ а ү Ӈ Ԉ

3 ̆ᶑ б ᶑ Ѯ Ԉ Ȃᴳ show interfaces ԇ

Ȃ 

 

ѡᴿ  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# switchport protected 

 

 ԇ  
Ὧ ԇ 

 show interfaces ᶕ Ȃ 

 

  - 

 

   
ԇ  

 - - 

60.1.4 switchport port-security 

ὤ╖ ̆ ὤ ᴿ Ȃᴳ ԇ no Ὧ ὤ ̆

ὤ ᴿ ḣȂ 

switchport port-security [violation {protect | restrict | shutdown}] 
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ԇѝУэ Э ὤ ע Ȃ э╖ ̆ ὤ

э ̆ ̆ Ԉ ╟ ╗ ‮ Э ὤ Ȃᴳ ԇ no
ע ұ ╟ ҃ ̆ Ὧ ╖ע Ȃ 

switchport port-security aging {static | time time } 

no switchport port-security aging {static | time } 

   

 
Static 

ע ұ ὤ

╟ ҃ ̆ ‡‡ ұ ╟ ҃ Ȃ 
 

time time 
э Э ὤ ע ̆ 0̇

1440̆ ᴁ ‍ Ȃ ѝ 0̆‡ ╖ע

Э Ὧ Ȃ 

 

  а ᴉ֗ע ὤ  

 

ԇ    

 

ᴳ  

 Ԉ Юᴳ ԇno switchport port-security aging timeὯ Уэ

ὤ ╖ע ̆ᴳ ԇ no switchport port-security aging static ע

Ө ұ╟ ҃⁮ ὤ Ȃ 

ᴳ show port-security ԇ Ȃ 

 

ѡᴿ  

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# switchport port-security aging time 8 

Ruijie(config-if)# switchport port-security aging static 

 

 ԇ  
Ὧ ԇ 

 show port-security 
ὤ ᶕ ὤ

Ȃ 

 

   

 

   
ԇ  

 - - 

60.1.6 switchport port-security binding 
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Ю ὤ ̆ Ԉ ὤ IP+ MAC Ө IP ̆

Ѯ ̆ ὤ Ԉ ὡӇ ̆а х

Ȃᴳ no ‮ ̔ 

[
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ԇ  

 - - 

60.1.7 switchport port-security binding interface 

Ю ὤ ̆ Ԉ ὤ IP+ MAC Ө IP ̆

Ѯ ̆ ὤ Ԉ ὡӇ ̆а х

Ȃᴳ no ‮ ̔ 

[no] switchport port-security binding interface interface-id  mac-address vlan vlan_id 
ipv4-address | ipv6-address 

[no] switchport port-security binding interface interface-id ipv4-address | ipv6-address  

   

 interface-id ID 

 mac-address MAC  

 Vlan_id MAC VID 

 Ipv4-address Ipv4 Ip  

 

 Ipv6-address Ipv6 Ip  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 ᴿ 1̔ 192.168.1.100 ⁮ 10̔ 
Ruijie(config)# switchport port-security binding interface g0/10  

192.168.1.100 

ᴿ 2̔ 192.168.1.100 MAC 00d0.f800.5555, VID= 1 ⁮ 10̔ 

Ruijie(config)# switchport port-security binding interface g0/10 00d0.f800.5555 
vlan 1 192.168.1.100 

 

 ԇ  Ὧ ԇ 

switchport port-security ὤ 
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switchport port-security binding Ю ὤ  

Switchport port-security mac-address ὤ  

switchport port-security aging ὤ  ע

show port-security ὤᶕ  

 

   

 

   
ԇ  

 - - 

60.1.8 switchport port-security maximum 

ὤ э ̆ᴳ no э ̔ 

switchport port-security maximum value 

[no] switchport port-security maximum  

   
 

 value ὤ э 1-128 

 

  128 

 

ԇ    

 

ᴳ  
 ὤ э ꜛ ╟ ҃ ὤ э ̆ ѝ 128 э̆

ὤ э ұ ₥ ὤ э ̆  

 

ѡᴿ 

 ᴿ 1̔ 10 ὤ э ѝ 2̔ 

Ruijie(config)#inter g0/10 

Ruijie(config-if)# switchport port-security maximum 2  

 

 ԇ  

switchport port-security ὤ 

Ὧ ԇ 

switchport port-security binding  ὤ  
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Switchport port-security mac-address Ю ὤ  

switchport port-security aging ὤ  ע

show port-security ὤᶕ  

 

   

 

   
ԇ  

 - - 

60.1.9 switchport port-security mac-address 

Ю ὤ ̆ᴳ no ‮ ̔ 

[no] switchport port-security mac-address mac-address [vlan vlan-id] 

   

 mac-address ὤ  
 

 vlan-id MAC VID 

̔Ө TRUNK Ю vlan-id  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 ᴿ 1̔ TRUNK 10 ὤ 00d0.f800.5555 VID=2̔ 

Ruijie(config)#inter g0/10 

Ruijie(config-if)# switchport port-security mac-address

00d0.f800.5555 vlan 2  

 

 ԇ  

switchport port-security ὤ 

Ὧ ԇ 

switchport port-security binding  ὤ  
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switchport port-security mac-address 
interface 

Ю ὤ  

switchport port-security aging ὤ  ע

show port-security ὤᶕ  

 

   

 

   
ԇ  

 - - 

60.1.10 switchport port-security mac-address interface 

Ю ὤ ̆ᴳ no ‮ ̔ 

[no] switchport port-security interface interface-id mac-address mac-address [vlan 
vlan-id] 

   

 interface-id ID 

 mac-address ὤ   

 vlan-id MAC VID 

̔Ө TRUNK Ю vlan-id  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 
 ᴿ 1̔ TRUNK 10 ὤ 00d0.f800.5555 VID=2̔ 
Ruijie(config)# switchport port-security interface g0/10 

mac-address 00d0.f800.5555 vlan 2  

 

 ԇ  

switchport port-security ὤ 

Ὧ ԇ 

switchport port-security binding  ὤ  





ұ  

60-12   ԇ ὤ  



ұ ⁸ ԇ 

60-13 

 

   
ԇ  

 - - 
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61 802.1X  

61.1 dot1x ᴮ  

61.1.1 dot1x auto-req 

802.1X ў╟ ╖ ̆ ὤ ԇ dot1x auto-reqȂ ԇ no
ў╟ ╖ Ȃ 

[no] dot1x auto-req 

   
 

 - - 

 

  а ў╟  

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ў╟ 802.1x ̆ Ԉᴳ show dot1x auto-req ԇ ╖

Ȃ 

 

ѡᴿ 

 Ю ў╟ 802.1x ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# dot1x auto-req 

Ruijie(config)# end 

Ruijie# show dot1x auto-req 

Ruijie(config)# dot1x auto-req 

Auto-Req: Enabled 

User-Detect : Enabled 

Packet-Num  : 0 

Req-Interval: 30 Second 

 

 ԇ  
Ὧ ԇ 

 show dot1x auto-req ў╟ ᶕ Ȃ 
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ԇ  

 - - 

61.1.3 dot1x auto-req req-interval 

ў╟   ̆no ѝ ḣ 

dot1x auto-req req-interval interval 

no dot1x auto-req req-interval 

   
 

 interval ў╟   ̆ ᴁ s 

 

  30  

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ў╟   ̆ Ԉᴳ show dot1x auto-req ԇ ╖

Ȃ 

 

ѡᴿ 

 Ю 802.1x ѝ 60s ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# dot1x auto-req req-interval 60 

Ruijie(config)# end 

Ruijie# show dot1x auto-req 

Auto-Req: Enabled 

User-Detect : Enabled 

Packet-Num  : 0 

Req-Interval: 60 Second 
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61.1.4 dot1x auto-req user-detect 

ў╟   ̆no ѝ ḣȂ 

dot1x auto-req user-detect 

no dot1x auto-req user-detect 

   
 

 - - 

 

   

 

ԇ   ὤ Ȃ 
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61.2 dot1x Ҁ ф  

61.2.1 dot1x timeout quiet-period 

ᴳ ԇ ̂ᴿ ԇ ̃ ⁮ἵ ̂

̃Ȃᴳ ԇ no ѝ ḣȂ 

dot1x timeout quiet-period seconds 

no dot1x timeout quiet-period 

   

  seconds Ӈҵ ⁮ἵ

Ȃḣ 0 ⁮ 65535Ȃ ᴁ s 

 

  ḣ 10 Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ӑἵ ̆ У Ȃ Ԉᴳ show dot1x 

ԇȂ 

 

ѡᴿ 

 Ю ѝ 1000s̔ 

Ruijie# configure terminal  

Ruijie(config)# dot1x timeout quiet-period 1000 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 

Re-authen Max:        3 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 
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Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

 

 ԇ  
Ὧ ԇ 

 show dot1x 802.1x ᶕ Ȃ 
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Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 

Re-authen Max:        3 times 

Maximum 2Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

 

 ԇ
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ѡᴿ 

 Ю ╘ Ӈҵ ѝ 10s̔ 

Ruijie# configure terminal  

Ruijie(config)# dot1x timeout server-timeout 10 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Disabled 

Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 

Server Timeout:       10 sec 

Re-authen Max:        3 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
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 - - 

 

61.2.5 dot1x timeout tx-period 

ҩ ּ ̆ᴳ ԇ ּ ̆ ּ Ȃᴳ

ԇ no ѝ ḣȂ 

dot1x timeout tx-period seconds 

no dot1x timeout tx-period 

   
 

 seconds ּ Ȃḣ 0 ⁮ 65535Ȃ 

 

  ḣ 3 Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   Ԉᴳ show dot1x ԇ 802.1x Ȃ 

 

ѡᴿ 

 Ю ּ ѝ 10s̔ 

Ruijie# configure terminal  

Ruijie(config)# dot1x timeout tx-period 10 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Disabled 

Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 

Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 

Re-authen Max:        3 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 



802.1X ԇ 

61-11 

Authorization Mode:   Group Server 

 

 ԇ  
Ὧ ԇ 

 show dot1x 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

61.3 dot1x  

61.3.1 dot1x re-authentication 

ᴳ ԇ Ȃᴳ ԇ no 
ḣȂ 

[no] dot1x re-authentication 

   
 

 - - 

 

  а Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ҩ ԇ̆‡ ̆ У Ȃ Ԉᴳ

show dot1x ԇ 802.1x Ȃ 

 

ѡᴿ 

 Ю ╖ ̔ 

Ruijie# configure terminal  

Ruijie(config)# dot1x re-authentication 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Enabled 
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Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 

Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 

Re-authen Max:        3 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

 

 ԇ  
Ὧ ԇ 

 show dot1x 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

61.3.2 dot1x reauth-max 

ᴳ ԇ Ȃᴳ ԇ no ḣȂ 

dot1x reauth-max count 

no dot1x reauth-max 

   
 

 count Ȃ 

 

  ḣѝ 3 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 ҩ ԇ ‡̆ ҩ Ԉ Ȃ Ԉᴳ show dot1x 

ԇ 802.1x Ȃ 

 

ѡᴿ  Ю ╖ ̔ 
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Ruijie# configure terminal  

Ruijie(config)# dot1x reauth-max 5 

Ruijie(config)# end 

Ruijie# show dot1x  

802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 

Authed User Number:   0 

Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 

Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 

Re-authen Max:        5 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

 

 ԇ  
Ὧ ԇ 

 show dot1x 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

 

61.4 dot1x јṲ  

61.4.1 dot1x probe-timer 

. 

dot1x probe-timer{interval | alive}interval 

no dot1x probe-timer 
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 no ḣ 

 interval hello  

 alive  

 

 interval ḣ 

 

 
 Hello ѝ 20 ̕ 

ḣѝ 250 Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ̆ Ԉᴳ show dot1x ԇ 802.1x Ȃ 

 

ѡᴿ 

 hello ѝ 30 , ѝ 120 ̔
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 - - 

 

  Ὧ  

 

ԇ   ὤ Ȃ 

 

ᴳ   ╖ ὯȂ 

 

ѡᴿ 

 ╖ ̔ 

Ruijie# configure terminal  

Ruijie(config)# dot1x client-probe enable 

Ruijie(config)# end 

Ruijie# show dot1x  
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61.5 dot1x  

61.5.1 dot1x authentication 

AAA ᾳЮ̆ AAA ╘ ̆ᴳ ԇὯ

‟ Ȃ ԇ no ‮ ‟ Ȃ 

dot1x authentication {default | list-name} 

no dot1x authentication {default | list-name} 

   

 default ‟ Ȃ  

 list-name ‟ Ȃ 

 

  AAA ̆‡ ᴳ AAA ╘Ȃ 

 

ԇ   Ȃ 

 

ᴳ   AAA ὤ ╘̆‡ ԇ ұ dot1x ᴳ ⁸ ‟ Ȃ 

 

ѡᴿ 

 Ю ᴿ ЭὯ ‟ group radius Ȃ 

Ruijie# configure terminal 

Ruijie(config)# aaa new-model 

Ruijie(config)# aaa authentication dot1x default group radius 

Ruijie(config)# interface fastEthernet0/1 

Ruijie(config-if)# dot1x authentication default 

Ruijie(config-if)# end 

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ Ὧ ԇ 

 aaa authentication dot1x ‟  

 

   

 

   
ԇ  

 - - 
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61.5.2 dot1x auth-address-table 

ԇ 802.1X ἵ Ȃᴳ ԇ no ‮ Ȃ 

dot1x auth-address-table address mac-addr interface interface 

no dot1x auth-address-table address mac-addr interface interface 

 

  

 a d r  

 

 Iinterface  
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dot1x auth-mode {eap-md5 | chap | pap} 

no dot1x auth-mode 

   

 eap-md5 802.1x EAP-MD5 Ȃ 

 chap 802.1x CHAP Ȃ 
 

 pap 802.1x PAP Ȃ 

 

  EAP-MD5  

 

ԇ   ὤ Ȃ 

 

ᴳ   Ԉᴳ show dot1x ԇ 802.1x Ȃ 

 

ѡᴿ 

 Ю 802.1x ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# dot1x auth-mode chap 

Ruijie(config)# end 

Ruijie# 

 

 ԇ  
Ὧ ԇ 

 show dot1x 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

61.5.4 dot1x default 


Q�	�  
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ԇ   ὤ Ȃ 

 

ᴳ   Ԉᴳ
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Ruijie(config)# dot1x dynamic-vlan enable 

Ruijie(config)# end 

Ruijie# 

 

 ԇ  
Ὧ ԇ 

 show dot1x 802.1x ᶕ Ȃ 
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 ԇ  
Ὧ ԇ 

 show running-config 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

61.5.7 dot1x eapol-tag 

EAPOL TAG ╖ Ȃ 

dot1x eapol-tag 

no dot1x eapol-tag 

   
 

 - - 

 

  ὯѝὯ  

 

ԇ   ὤ Ȃ 

 

ᴳ   Ԉᴳ show dot1x ԇ 802.1x Ȃ 

 

ѡᴿ 

 Ю 802.1X tag ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# dot1x eapol-tag 

Ruijie(config)# end 

Ruijie# 

 

 ԇ  
Ὧ ԇ 

 show dot1x 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 



802.1X ԇ 

61-22 

61.5.8 dot1x max-req 

DOT1X ╘ Ӈҵ ѐ̆ DOT1X У ᾃ ⁮ ╘ ̆‡

DOT1X ᾋ ╘ Ȃᴳ ԇ ╘ ἵ Ȃᴳ

ԇ no ḣȂ 

dot1x max-req count 

no dot1x max-req 

   
 

 count ἵ Ȃ 

 

  ḣѝ 3 Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   Ԉᴳ show dot1x ԇ 802.1x Ȃ 

 

ѡᴿ 

 Ю 802.1x ּ 7 ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# dot1x max-req 7 

Ruijie(config)# end 

Ruijie#  

 

 ԇ  
Ὧ ԇ 

 show dot1x 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

 

61.5.9 dot1x private-supplicant-only 

ὤ ѐ̆ ̆no ḣȂ 

dot1x private-supplicant-only 
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ԇ    

 

ᴳ   Ԉᴳ show dot1x ԇ 802.1x Ȃ 

 

ѡᴿ 

 Ю 802.1x б ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# interface g0/1  

Ruijie(config-if)# dot1x port-control auto 

Ruijie(config-if)# end 

Ruijie# 

 

 ԇ  
Ὧ ԇ 

 show dot1x 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

 

61.5.11 dot1x port-control-mode 

802.1x ⁸ ᾳЮ ұ MAC ⁸ ̆ ᴳ

̆ ұὲӹ У ᴳ ̆ ұ ⁸

У Уэ ̆ ̆ Ю

ᴳ Ȃ ұ ⁸ ̆ Ю ἵ У ̆

̆ ᴳ Ȃ ⁸ Ю̆ ѝ

̆ ὲ ̆‡ Ю ̆ Ȃ

ԇ Ю̔ 

dot1x port-control-mode {mac-based | {port-based [single-host]} } 

no dot1x port-control-mode 

   

 mac-based ұ mac 802.1X ⁸ 

 port-based ұ 802.1X ⁸ 
 

 single-host ұ 802.1x ⁸ 
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  ѝ ұ mac-based ⁸ 

 

ԇ   Ȃ 
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802.1x ұ ⁸ Ю̆ ᾳЮ̆╟ Ԉ ̆

ᾳЮ̆ѝҩ а ӱ 802.1X ⁮ὲӹ ̆ Ԉ ԈЮ ԇ ⁮

Ȃ 

dot1x stationarity enable 

no dot1x stationarity enable 

   
 

 - - 

 

  ѝ╟ Ԉ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ₥ ԇ̆ ‡ Ȃ 

 

ѡᴿ 

 Ю 802.1x б ᴿ ̔ 

Ruijie# configure terminal 

Ruijie(config)# dot1x stationarity enable 

Ruijie(config)# end 

Ruijie# 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

61.5.13 dot1x redirect url  

̆  802.1x ╖Ѯ₥̂ꜛ ̃̆ ᴳ

̆ ֶ  URL ⁮  URL̆Ԉhttp:// ̆ ̔

http://ruijie.net/web̆ ̆ http:// ̆а https:// Ȃ Уэ

̆ ̆ url Ѯ₥ urlȂᴳ no Ԉᴳ ԇ‮

url̔ 

dot1x redirect url  [url-string] 

http://ruijie.net/web


802.1X ԇ 
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[no ] dot1x redirect url 

   
 

 url-string URL  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 
 ᴿ 1̔ ̔ruijie.net/web̔ 

Ruijie(config)# dot1x redirect url http://ruijie.net/web 

 

 ԇ  

dot1x redirect for special tcp-
destination port 

ѝ ̆ ip ѝ ὁ ip
web  

dot1x redirect time-out   

dot1x redirect num for special
 source-ip 

Уэ ἵ  

Ὧ ԇ 

show dot1x dot1x ᶕ  

 

   

 

   
ԇ  

 - - 

 re
f
296.7 295.28 0.48 2B>]TJ
/ 
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  tcp ѝ 80 8080̆ за no  

 

ԇ    

 

ᴳ   TCP ѝ 1-65535 

 

ѡᴿ 
 ᴿ 1̔ TCP ѝ 8443̔ 
Ruijie(config)#dot1x redirect for special tcp-destination port 

8443  

 

 ԇ  

dot1x redirect url  

dot1x redirect time-out   



802.1X ԇ 
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Authed User Number:   0 

Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 

Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 

Re-authen Max:        3 times 

Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

Ruijie# 

 

 ԇ  

 dot1x auth-mode 802.1x Ȃ 

 dot1x max-req ἵ ּ Ȃ 

 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication Ȃ 

 dot1x timeout quiet-period 
⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

 dot1x timeout server-timeout 
╘ Ѯ Ӈҵ

Ȃ 

 dot1x timeout supp-timeout 
Ѯ Ӈҵ

Ȃ 

Ὧ ԇ 

 dot1x timeout tx-period 
ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 
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61.6.2 show dot1x auth-address-table 

ԇ 802.1X ἵ Ȃ 

show dot1x auth-address-table[addressmac-addr][interface interface] 

   

 mac-addr   

 interface  

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 Ю ᴿ ̔ 

Ruijie# show dot1x auth-address-table 

interface:g3/1 

----------------------------------- 

mac addr: 00D0.F800.0001 

Ruijie# 

 

 ԇ  

 dot1x auth-mode 802.1x Ȃ 

 dot1x max-req ἵ ּ Ȃ 

 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication ḓ
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dot1x timeout tx-period 
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dot1x timeout quiet-period 

⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

 
dot1x timeout server-timeout 

╘ Ѯ Ӈҵ

Ȃ 

 
dot1x timeout supp-timeout 

Ѯ Ӈҵ

Ȃ 

 
dot1x timeout tx-period 

ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 

 

61.6.4 show dot1x private-supplicant-only 

╖ Ȃ 

show dot1x private-supplicant-only 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 Ю ᴿ ̔ 

Ruijie# show dot1x private-supplicant-only 

private-supplicant-only:: disabled 

Ruijie# 

 

 ԇ  Ὧ ԇ 

 dot1x auth-mode 802.1x Ȃ 
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 dot1x max-req ἵ ּ Ȃ 

 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication Ȃ 

 
dot1x timeout quiet-period 

⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

 
dot1x timeout server-timeout 

╘ Ѯ Ӈҵ

Ȃ 

 
dot1x timeout supp-timeout 

Ѯ Ӈҵ

Ȃ 

 
dot1x timeout tx-period 

ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 

61.6.5 show dot1x max-req 

ּ Ȃ 

show dot1x max-req 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 Ю ᴿ ̔ 

Ruijie# show dot1x max-req 

max-req: 2 times 
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Ruijie# 

 

 ԇ  

 dot1x auth-mode 802.1x Ȃ 

 dot1x max-req ἵ ּ Ȃ 

 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication Ȃ 

 
dot1x timeout quiet-period 

⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

 
dot1x timeout server-timeout 

╘ Ѯ Ӈҵ

Ȃ 

 
dot1x timeout supp-timeout 

Ѯ Ӈҵ

Ȃ 

Ὧ ԇ 

 
dot1x timeout tx-period 

ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 

 

61.6.6 show dot1x port-control 

б Ȃ 

show dot1x port-control [interface interface] 

  -  -  

� G 	 Ä A È � â  � ´ � G 	 Ä A È � â
� ´  
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ᴳ    

 

ѡᴿ 

 Ю ᴿ ̔ 

Ruijie# show dot1x port-control 

interface dyn-user static-user max-user qos    

ctrl-mode status 

--------- -------- ----------- -------- ------- ------ 

Gi0/1      0          1             6000      dscp: 0 mac-base Authed 

Ruijie# 

 

 ԇ  

 dot1x auth-mode 802.1x Ȃ 

 dot1x max-req ἵ ּ Ȃ 

 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication Ȃ 

 
dot1x timeout quiet-period 

⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

 
dot1x timeout server-timeout 

╘ Ѯ Ӈҵ

Ȃ 

Ὧ ԇ 

 
dot1x timeout supp-timeout 

Ѯ Ӈҵ

Ȃ 

 
 

dot1x timeout tx-period 
ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 

 

61.6.7 show dot1x probe-timer 

 

show dot1x probe-timer 
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 - - 

 

   

 

ԇ    

 

ᴳ   Ȃ 

 

ѡᴿ 

 Ю ᴿ ̔ 

Ruijie# show dot1x probe-timer 

Hello Interval: 20 Seconds  

Hello Alive: 250 Seconds 

Ruijie# 

 

 ԇ  

 dot1x auth-mode 802.1x Ȃ 

 dot1x max-req ἵ ּ Ȃ 

 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication Ȃ 

 
dot1x timeout quiet-period 

⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

 
dot1x timeout server-timeout 

╘ Ѯ Ӈҵ

Ȃ 

 
dot1x timeout supp-timeout 

Ѯ Ӈҵ

Ȃ 

Ὧ ԇ 

 
dot1x timeout tx-period 

ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 
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61.6.8 show dot1x re-authentication 

 

show dot1x re-authentication 
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ԇ  

 - - 

 

61.6.9 show dot1x reauth-max 

 

show dot1x reauth-max 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ   Ȃ 

 

ѡᴿ 

 Ю ᴿ ̔ 

Ruijie# show dot1x reauth-max 

reauth-max: 2 times  

Ruijie# 

 

 ԇ  

 dot1x auth-mode 802.1x Ȃ 

 dot1x max-req ἵ ּ Ȃ 

 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication Ȃ 

 
dot1x timeout quiet-period 

⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

Ὧ ԇ 

 
dot1x timeout server-timeout 

╘ Ѯ Ӈҵ

Ȃ 
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dot1x timeout supp-timeout 

Ѯ Ӈҵ

Ȃ 

 
dot1x timeout tx-period 

ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 

 

61.6.10 show dot1x summary 

ԇ 802.1X ᶕ  

show dot1x summary 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ    
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 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication Ȃ 

 
dot1x timeout quiet-period 

⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

 
dot1x timeout server-timeout 

╘ Ѯ Ӈҵ

Ȃ 

 
dot1x timeout supp-timeout 

Ѯ Ӈҵ

Ȃ 

 
dot1x timeout tx-period 

ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 

61.6.11 show dot1x user id 

ԇ 802.1X ᶕ  

show dot1x user id <id> 

   
 

 id show summary   id 

 

   

 

ԇ   Ȃ 

 

ᴳ   ᶕ  

 

ѡᴿ 

 Ю ᴿ ̔ 

Ruijie# show dot1x user id 1 

User name: caikov 

id: 1 

Type: static 
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Mac address is 0013.2049.8272 

Vlan id is 217 

Access from port Gi0/13 

User ip address is 192.168.217.64  

Max user number on this port is 6000 

COS on this port is 5 

Up-bandwidth is 1024 kbps 

Down-bandwidth is 1024 kbps 

Authorization vlan is dep7  

Authorization seesion time is 1000000 seconds 

Authorization ip address is 192.168.217.64 

Start accounting 

Permit proxy user 

Permit dial user 

IP privilige is 2 

 

 ԇ  

 dot1x auth-mode 802.1x Ȃ 

 dot1x max-req ἵ ּ Ȃ 

 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication Ȃ 

 
dot1x timeout quiet-period 

⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

 
dot1x timeout server-timeout 

╘ Ѯ Ӈҵ

Ȃ 

 
dot1x timeout supp-timeout 

Ѯ Ӈҵ

Ȃ 

Ὧ ԇ 

 
dot1x timeout tx-period 

ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 
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61.6.12 show dot1x timeout 

ԇ 802.1X ᶕ  

show dot1x timeout quiet-period 

show dot1x timeout re-authperiod 

show dot1x timeout server-timeout 

show dot1x timeout supp-timeout 

show dot1x timeout tx-period 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 Ю ᴿ ̔ 

Ruijie# show dot1x timeout quiet-period 

quiet-period: 60 sec  

Ruijie# 

 

 ԇ  

 dot1x auth-mode 802.1x Ȃ 

 dot1x max-req ἵ ּ Ȃ 

 dot1x port-control auto ╗ Ȃ 

 dot1x reauth-max  

 dot1x re-authentication Ȃ 

 
dot1x timeout quiet-period 

⁮ἵ

Ȃ 

 dot1x timeout re-authperiod Ȃ 

 
dot1x timeout server-timeout 

╘ Ѯ Ӈҵ

Ȃ 

Ὧ ԇ 

 
dot1x timeout supp-timeout 

Ѯ Ӈҵ

Ȃ 
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dot1x timeout tx-period 

ּ ̆ ּ

Ȃ 

 

   

 

   
ԇ  

 - - 

 



AAA ԇ 

62-1 

62 AAA  

62.1 ầ  

62.1.1 aaa authentication dot1x 

ᴳ AAA 802.1X ̆ ὤ ԇ aaa authentication dot1x 
802.1X ‟ Ȃ ԇ no ‮ 802.1X ‟ Ȃ 

aaa authentication dot1x {default | list-name} method1 [method2...] 

no aaa authentication dot1x {default | list-name} 

   

 
default 

ᴳ ̆‡ Ѭ ‟ ᴐѝ 802.1X
Ȃ 

 
list-name 

ѬУэ 802.1X



AAA ԇ 
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 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ 

 dot1x authentication 802.1X ЭὯ ‟  
Ὧ ԇ 

 username Ѭ  

 



AAA ԇ 
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ѡᴿ  

Ю ᴿ Ѭ AAA Enable ֙ ‟ Ȃ ‟ Ἴᴳ RADIUS ὤ

╘ ֙ ̆ У ᾃ ⁮ RADIUS ὤ ╘ ̆‡ᴳ

֙ Ȃ 

Ruijie(config)# aaa authentication enable default group radius local
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ԇ   ὤ Ȃ 

 

ᴳ  

 AAA ὤ ╘̆ ᴳ AAA Login Ȃ

ᴳ aaa authentication login ԇ ‟ ұ Login Ȃ

₥ ̆ ᴳ ֙ Ȃ 

ҩ Login ̆ ὲ Login Э̆ ‡ а

Ȃ 

 

ѡᴿ  

Ю ᴿ ѬУэ ѝ list-1 AAA Login ‟ Ȃ ‟ Ἴᴳ

RADIUS ὤ ╘ ̆ У ᾃ ⁮ RADIUS ὤ ╘ ̆

‡ᴳ Ȃ 

Ruijie(config)# aaa authentication login list-1 group radius local

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ 

 username Ѭ  
Ὧ ԇ 

 login authentication Э Login  

 

   

 

   
ԇ  



AAA ԇ
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 default ᴳ ̆ Login ‟ Ȃ 

 list-name Уэ Ѭ Login ‟ Ȃ 

 

   

 

ԇ   Ȃ 

 

ᴳ  

 Login ‟ У ̆ ╟ ⁮ ЭȂ Э

Login ‟ ̆ Ԇ ‟ Ȃ Ѭ ‟ ̆‡ֶ

 Уэ ᶕ ̆ Э Login аֶ ̆ Ѭҩ Login
‟ ֶ Ȃ 

 

ѡᴿ  

Ю ᴿ ѬУэ ѝ list-1 AAA Login ‟ Ȃ ‟ ᴳ

Ȃ VTY 0 - 4 ЭȂ 

Ruijie(config)# aaa authentication login list-1 local 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# login authentication list-1 

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ 

 username Ѭ  
Ὧ ԇ 

 login authentication Login ‟  

 

   

 

   
ԇ  

 - - 

62.2 ầ  

62.2.1 aaa authorization commands 

ұ ⁮ NAS CLI Э ̆ ᴳ AAA ԇ ╖ ԇ

̆ἵ э έᴇ ԇȂ ὤ ԇ aaa authorization 
commandsȂ ԇ no Ὧ AAA ԇ ╖ Ȃ 

aaa authorization commands level {default | list-name} method1 [method2...] 
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no aaa authorization commands level {default | list-name} 

   

 level 
ԇ ⁞̆ 0~15̆ᾱ э ⁞

ԇ Ȃ 

 default 
ᴳ ̆‡ Ѭ ’ ’
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62.2.2 aaa authorization config-commands 

ᴳ AAA ̂ꜛ ὤ ὲ Ю̃ ԇ ̆ ὤ

ԇ aaa authorization config-commandsȂ ԇ no Ὧ AAA Ю

ԇ ╖ Ȃ 

aaa authorization config-commands 

no aaa authorization config-commands 

  



AAA ԇ 
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 - - 

 

  а ⁸ ԇ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
RGOS ‍שּ ⁸ ὲӹ ̆ Ԉ ⁸ ̆

ԇ Ȃ Ὧ ҩ ⁸ ԇ ╖ ̆‡ ⁮ ⁸

ԇ ‟ а Ȃ 

 

ѡᴿ 
 Ю ᴿ ⁸ ԇ ╖ ̔ 

Ruijie(config)# aaa authorization console 

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ 



AAA ԇ
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 default 
̔ᴳ ̆‡ Ѭ ‟ ᴐѝ Network

Ȃ 

 method  
ľnoneȁgroupĿ ‟Ὧ ѮЎУэ

‟ 4 э  

 none а  

 

 group 
ᴳ ╘ ̆ ₥ RADIUS
TACACS+ ╘  

 

  Ὧ AAA Network ╖ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   

RGOS Ὧ ╘ PPPȁSLIP Ȃ ҩ ̆

‡ ╟ Ȃ 

Ԉ Ь а ̆б ֙ У ̆ ₥ ̆

ᴳ ̆ ₥ ̆‡аᾋᴳ ὲӹ

Ȃ 

RADIUS TACACS+ ╘ У ‟ Ȃ Ԉ

Э ̆ ҩ Ȃ 

 

ѡᴿ  
Ю ᴿᴳ RADIUS ╘ ╘ ̔ 

Ruijie(config)# aaa authorization network default group radius 

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ 

 aaa accounting Ѭ AAA  

 aaa authentication Ѭ AAA ֙  
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ԇ ‟ Э̆ ԇ  authorization 
commandsȂ ԇ no Э ԇ ╖ Ȃ 

authorization commands level {default | list-name} 

no authorization commands level 

   

 
level  

ԇ ⁞̆ 0~15̆ᾱ э ⁞

ԇ Ȃ 

 default ᴳ ̆ ԇ Ȃ 

 

 list-name Уэ Ѭ ԇ ‟ Ȃ 

 

  AAA ԇ ╖ Ȃ 

 

ԇ   Ȃ 

 

ᴳ  

 ԇ ‟ У ̆ ╟ ⁮ ЭȂ Э

ԇ ‟ ̆ Ԇ ‟ Ȃ Ѭ ‟ ̆‡ֶ  

Уэ ᶕ ̆ Э ԇ аֶ ̆ Ѭҩ ԇ ‟

ֶ Ȃ 

 

ѡᴿ  

Ю ᴿ Уэ ѝ cmd ԇ ‟ ̆ 15 ԇ ̆G TACACS+
ᴐѝ ὤ ╘ ̆ ╘ none Ȃ ⁮ VTY 0 – 4
Э̔ 

Ruijie(config)# aaa authorization commands 15 cmd group tacacs+ none

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# authorization commands 15 cmd 

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ Ὧ ԇ 

 aaa authorization commands Ѭ AAA ԇ ‟  

 

   

 

   
ԇ  

 - - 

62.2.7 authorization exec 
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Exec ‟ Э̆ ԇ authorization execȂ
ԇ no Э Exec ╖ Ȃ 

authorization exec {default | list-name} 

no authorization exec 

   

 default  ᴳ ̆ Exec Ȃ  

 list-name Уэ Ѭ Exec ‟ Ȃ 

 

  AAA Exec ╖ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

Exec ‟ У ̆ ╟ ⁮ ЭȂ Э

Exec ‟ ̆ Ԇ ‟ Ȃ Ѭ ‟ ̆‡ֶ

 Уэ ᶕ ̆ Э Exec аֶ ̆ Ѭҩ Exec
‟ ֶ Ȃ 

 

ѡᴿ  

Ю ᴿ Уэ ѝ exec-1 Exec ‟ ̆ᴳ RADIUS ᴐѝ ὤ ╘ ̆

╘ none Ȃ ⁮ VTY 0 – 4 Э̔ 

Ruijie(config)# aaa authorization exec exec-1 group radius none 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# authorization exec exec-1 

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ Ὧ ԇ 

 aaa authorization commands Ѭ AAA Exec ‟  

 

   

 

   
ԇ  

 - - 

62.3 ῆ ầ  

62.3.1 aaa accounting commands 
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 ұ ╟̆ ⁮ NAS Э ԇ ╟ ̆ ὤ

ԇ aaa accounting commandsȂ ԇ no ԇ ╖ Ȃ 

aaa accounting commands level {default | list-name} start-stop method1 [method2...] 

no aaa accounting commands level {default | list-name} 

   

 level 
ԇ ⁞̆ 0~15̆ᾱ э ⁞

ԇ ̆ ᶕ Ȃ 

 default 
ᴳ ̆‡ Ѭ ‟ ᴐѝ ԇ

Ȃ 

 list-name ѬУэ ԇ ‟ ̆ Ԉ ֗ᴉ ѕȂ

 method ̔  
ľnoneȁgroupĿ ‟Ὧ ѮЎУэ ‟

4 э ̔ 

 none а  

 

 group 
ᴳ ╘ ̆ ₥ TACACS+ ╘

 

 

  Ὧ ╖  

 

ԇ   ὤ Ȃ 

 

ᴳ   

RGOS
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ԇ  

 - - 

62.3.2 aaa accounting exec 

 ұ ╟̆ NAS ╟ ̆ ὤ ԇ aaa 
accounting execȂ ԇ no Exec ╖ Ȃ 

aaa accounting exec {default | list-name} start-stop method1 [method2...] 

no aaa accounting exec {default | list-name} 

   

 default 
ᴳ ̆‡ Ѭ ‟ ᴐѝ Exec

Ȃ 

 list-name ѬУэ Exec ‟ ̆ Ԉ ֗ᴉ ѕȂ

 method  
ľnoneȁgroupĿ ‟Ὧ ѮЎУэ ‟

4 э  

 none а  

 

 group 
ᴳ ╘ ̆ ₥ RADIUS
TACACS+ ╘  

 

  Ὧ ╖  

 

ԇ   ὤ Ȃ 

 

ᴳ   

RGOS ҩ ̆ ֶ Exec ╖ ̆

ѝ nonĕ‡аֶ Exec Ȃ 

╖ ̆ ⁮ NAS CLI Ḁ̆ ̂Start̃ᶕ

ὤ ╘ ̆   Ḁ̆ ̂Stop̃ᶕ ὤ ╘ Ȃ У

э   Start ᶕ ̆   ҂аֶ   Stop ᶕ Ȃ 

ҩ Exec ̆ ὲ ԇ Э̆ ‡ а

Ȃ 

 

ѡᴿ  
Ю ᴿᴳ RADIUS NAS ╟ ̆

̔ 

Ruijie(config)# aaa accounting exec default start-stop group radius

 

Ὧ ԇ  ԇ  
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 aaa new-model ᴳ AAA ὤ ╘ 

 aaa authentication Ѭ AAA ֙  

 accounting commands Э Exec  

 

   

 

   
ԇ  

 - - 

62.3.3 aaa accounting network 

 ұ ╟̆ ╟ ̆ ὤ

ԇ aaa accounting networkȂ ԇ no ╖ Ȃ 

aaa accounting network {default | list-name} start-stop  method1 [method2...] 

no aaa accounting network {default | list-name} 

   

 default  
ᴳ ‡̆ Ѭ ‟ ᴐѝ Network

Ȃ 

 list-name ‟ Ȃ 

 start-stop 
╟ ̆

╖ ̆ ἵ

Ȃ 

 method 
Ю ‟Ὧ ѮЎУэ ‟ 4 э

 

 none а  

 

 group  
ᴳ ╘ ̆ ₥ RADIUS
TACACS+ ╘  

 

  Ὧ ╖  

 

ԇ   ὤ Ȃ 

 

ᴳ   
RGOS ὤ ╘ ╟ Ȃᴳ Ὧ start-stop̆
⁸ Ȃ 

 

ѡᴿ  Ю ᴿᴳ RADIUS ╘ ̆
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̔ 

Ruijie(config)# aaa accounting network default start-stop group 

radius 

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ 

 aaa authorization network Ѭ AAA  

 aaa authentication Ѭ AAA ֙  

Ὧ ԇ 

 username Ѭ  

 

   

 

   
ԇ  

 - - 

62.3.4 aaa accounting update 

╖ ̆ ὤ ԇ aaa accounting update ԇ̆ ԇ ұᴳ

ὤ Ȃᴳ ԇ no Ὧ ╖ Ȃ 

aaa accounting update 

no aaa accounting update 

   
 

 - - 

 

  ╖ Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ  
 AAA ὤ ╘̆‡а ᴳ Ȃ AAA ὤ ╘̆‡

ԇ Ȃ 

 

ѡᴿ  

Ю ᴿ ᴳ Ȃ 

Ruijie(config)# aaa new-model 

Ruijie(config)# 

 

Ὧ ԇ  ԇ  
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 aaa new-model AAA ὤ ╘ 

 aaa accounting network Ѭ ‟  
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ԇ  

 - - 

62.3.6 accounting commands 

ԇ ‟ Э̆ ԇaccounting commandsȂ
ԇ no Э ԇ ╖ Ȃ 

accounting commands level {default | list-name} 

no accounting commands level 

   

 
level 

ԇ ⁞̆ 0~15̆ᾱ э ⁞

ԇ Ȃ 

 default ᴳ ̆ ԇ Ȃ 

 

 list-name Уэ Ѭ ԇ ‟ Ȃ 

 

  Ὧ ╖  

 

ԇ   Ȃ 

 

ᴳ  

 ԇ ‟ У ̆ ╟ ⁮ ЭȂ Э

ԇ ‟ ̆ Ԇ ‟ Ȃ Ѭ ‟ ̆‡ֶ  

Уэ ᶕ ̆ Э ԇ аֶ ̆ Ѭҩ ԇ ‟

ֶ Ȃ 

 

ѡᴿ  

Ю ᴿ Уэ ѝ cmd ԇ ‟ ̆ 15 ԇ ̆G TACACS+
ᴐѝ ὤ ╘ ̆ ╘ none Ȃ ⁮ VTY 0 – 4
Э̔ 

Ruijie(config)# aaa accounting commands 15 cmd group tacacs+ none

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# accounting commands 15 cmd 

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ Ὧ ԇ 

 aaa accounting commands Ѭ AAA ԇ ‟  
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ԇ  

 - - 

62.3.7 accounting exec 

Exec ‟ Э̆ ԇ accounting execȂ
ԇ no Э Exec ╖ Ȃ 

accounting exec {default | list-name} 

no accounting exec 

   

 default ᴳ ̆ Exec Ȃ  

 list-name Уэ Ѭ Exec ‟ Ȃ 

 

  Ὧ ╖  

 

ԇ   Ȃ 

 

ᴳ   

Exec ‟ У ̆ ╟ ⁮ ЭȂ Э

Exec ‟ ̆ Ԇ ‟ Ȃ Ѭ ‟ ̆‡ֶ

 Уэ ᶕ ̆ Э Exec аֶ ̆ Ѭҩ Exec
‟ ֶ Ȃ 

 

ѡᴿ  

Ю ᴿ Уэ ѝ exec-1 Exec ‟ ̆ᴳ RADIUS ᴐѝ ὤ ╘ ̆

╘ none Ȃ ⁮ VTY 0 – 4 Э̔ 

Ruijie(config)# aaa accounting exec exec-1 group radius none 

Ruijie(config)# line vty 0 4 

Ruijie(config-line)# accounting exec exec-1 

 

 ԇ  

 aaa new-model ᴳ AAA ὤ ╘ Ὧ ԇ 

 aaa accounting commands Ѭ AAA Exec ‟  

 

   

 

ԇ     
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 - - 

62.4 ᾘ ו AAA Ḏ ầ  

62.4.1 aaa domain 

ὡ ̆ Ȃ ԇ no ԇȂ 

aaa domain {default | domain-name} 

no aaa domain {default | domain-name} 

  

default ᴳ ̆   

domain-name  

 

 ֗ᴉ Ȃ 

 

ԇ  ὤ Ȃ 

 

ᴳ  
ұ AAA ╘ Ȃdefault ѝ ҂̆ ᶕ ̆

ᴳ ‟ Ȃdomain-name ѝ ̆ ̆‡

ᴳ э Ὧ ‟ Ȃ ₥ 32 э Ȃ 

 

ѡᴿ  

Ю ᴿ ̔ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# 

 

 ԇ  

 aaa new-model AAA ὤ ╘ 

 aaa domain enable ұ AAA ╘ Ὧ 
Ὧ ԇ 

 show aaa domain  

 

   

 

   
ԇ  

 - - 
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62.4.2 aaa domain enable 

ұ AAA ╘ Ὧ̆ ᾳЮѝὯ Ȃ Ὧ Ḁִ̆ Ἴᴳ ұ

AAA ╘ Ȃ ԇ no Ὧ ὯȂ 

aaa domain enable  

no aaa domain enable 

  

 
- - 

 

 

ұ AAA ╘ ὯὯ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ұ AAA ╘ ̆ э ὯȂ 

 

ѡᴿ  
ұ AAA ╘ Ὧ̔ 

Ruijie(config)# aaa domain enable 

 

 ԇ  

 aaa new-model AAA ὤ ╘ Ὧ ԇ 

 show aaa domain  

 

   

 

   
ԇ  

 - - 

62.4.3 access-limit 

⁸̆ IEEE802.1x ̕ ԇ no ԇȂ 

access-limit num 
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no access-limit 

   
 

 num ⁸̆ ⁸ IEEE802.1x  

 

    



AAA ԇ 
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‟ ̆ ̆ ֶ

default ‟ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   ѝ ᴳ Network ‟ Ȃ 

 

ѡᴿ  

Ю ᴿ Network ‟ ̔ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# accounting network default 

 

 ԇ  

 aaa new-model AAA ὤ ╘ 

 aaa domain enable ұ AAA ╘ Ὧ 
Ὧ ԇ 

 show aaa domain  

 

   

 

   
ԇ  

 - - 

62.4.5 authentication dot1x 

Ю IEEE802.1x ‟ ̆ ԇ no ԇȂ 

authentication dot1x {default | list-name}  

no authentication dot1x 

   

 default ᴳ ̆ ᴳ ‟   

 list-name ‟  

 

  
‟ ̆ ̆ ֶ default

‟ Ȃ 

 

ԇ   Ȃ 
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ᴳ   ѝ Уэ IEEE802.1x ‟ Ȃ 

 

ѡᴿ  



AAA ԇ 
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Ruijie(config-aaa-domain)# authorization network default 

 

 ԇ  
Ὧ ԇ 

 aaa new-model AAA ὤ ╘ 

  aaa domain enable ұ AAA ╘ Ὧ 

  show aaa domain  
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 aaa new-model AAA ὤ ╘ 

 aaa domain enable ұ AAA ╘ Ὧ 

 show aaa domain  

 

   

 

   
ԇ  

 - - 

62.4.8 show aaa domain 

₥ ᶕ Ȃ 

show aaa domain [default
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 aaa new-model AAA ὤ ╘ 

 aaa domain enable ұ AAA ╘ Ὧ 

 

   

 

   
ԇ  

 - - 

62.4.9 username-format 

Ю NAS б ╘ Ӈҵ ѐ ᶕ ̆ ԇ no
Ȃ 

username-format {without-domain | with-domain} 

no username-format 

   

 without-domain Ω ᶕ   

 with-domain аΩ ᶕ  

 

  ᾳЮаΩ ᶕ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   Ю̆ NAS б ╘ Ӈҵ ̆ ѐ ᶕ Ȃ 

 

ѡᴿ  

Ю ᴿ Ω ᶕ ̔ 

Ruijie(config)# aaa domain ruijie.com 

Ruijie(config-aaa-domain)# username-domain without-domain 

 

 ԇ  

 aaa new-model AAA ὤ ╘ 

 



AAA ԇ 
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ԇ  

 - - 

62.5 AAA Ḏ  

62.5.1 aaa group server 

ὡ AAA ╘ Ȃ ԇ no ‮ ╘ Ȃ 

aaa group server {radius | tacacs+} name 

no aaa group server {radius | tacacs+} name 

   

 

 



AAA ԇ 
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ԇ  

 - - 

62.5.2 ip vrf forwarding 

ѝ AAA ╘ vrf̆no ‮ Ȃ 

ip vrf forwarding vrf_name 

no ip vrf forwarding 

   
 

 vrf_name vrf  

 

   

 

ԇ   ╘ Ȃ 

 

ᴳ   ѝ ╘ vrfȂ 

 

ѡᴿ  

Ю ᴿȂ 

Ruijie(config)# aaa group server radius ss 

Ruijie(config-gs-radius)# server 192.168.4.12 

Ruijie(config-gs-radius)# server 192.168.4.13 

Ruijie(config-gs-radius)# ip vrf forwarding vrf_name  

Ruijie(config-gs-radius)# end 

 

 ԇ  

 aaa group server aaa ╘  Ὧ ԇ 

 show aaa group aaa ╘  

 

   

 

   
ԇ  

 - - 

62.5.3 server 



AAA ԇ 

62-31 

╗ AAA ╘ ╘ ̆no ‮ Ȃ 

server ip-addr [authen-port port1] [ acct-port port2] 

no server ip-addr [authen-port port1] [acct-port port2] 

   

 ip-addr ╘ ip  

 port1 ╘ ̂Ө RADIUS ╘ ̃ 
 

 port2  ╘ ̂Ө RADIUS ╘ ̃ 

 

  ╘  

 

ԇ   ╘ Ȃ 

 

ᴳ   ╘ ѐ ╗ ╘ ̆а ᴳ ḣȂ 

 

ѡᴿ 

 Ю ᴿȂ 

Ruijie(config)# aaa group server radius ss 

Ruijie(config-gs-radius)# server 192.168.4.12 

acct-port 5 authen-port 6 

Ruijie(config-gs-radius)# end 

Ruijie# show aaa group 

Group Name:  ss 

Group Type:  radius 

Referred:    2 

Server List: 

IP Address: 192.168.4.12 

Authentication Port: 6 

Accounting Port: 5 

Referred:  1 

 

 ԇ  

 aaa group server aaa ╘  Ὧ ԇ 

 show aaa group aaa ╘  

 

   

 

ԇ     
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62.6.1 aaa local authentication attempts 

login  

aaa local authentication attempts  max-attempts 

   
 

 max-attempts̔  ̆ ḣ 1~2147483647Ȃ 

 

  ḣѝ 3  

 

ԇ   ὤ Ȃ 

 

ᴳ   ԇ Login  

 

ѡᴿ  

Ю ᴿ̔ 

Ruijie# configure terminal  

Ruijie(config)# aaa local authentication attempts 6 

 

 ԇ  

 Show running-config Ӈ ₥  Ὧ ԇ 

 Show aaa lockout ₥ login  

 

   

 

   
ԇ  

 - - 

62.6.2 aaa local authentication lockout-time 

login ̆  

aaa local authentication lockout-time lockout-time 

 



AAA ԇ 
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ԇ   ὤ Ȃ 

 

ᴳ   login ̆  

 

ѡᴿ  

Ю ᴿ̔ 

Ruijie# configure terminal  

Ruijie(config)# aaa local authentication lockout-time 5 

 

 ԇ  

 Show running-config Ӈ ₥  Ὧ ԇ 

 Show aaa lockout ₥ login  

 

   

 

   
ԇ  

 - - 

62.6.3 aaa new-model 

ᴳ RGOS AAA ὤ ╘╖ ̆ ὤ ԇ aaa new-model ᴳ AAAȂ
ԇ no Ὧ AAA ὤ ╘Ȃ 

aaa new-model  

no aaa new-model 

   
 

 - - 

 

  Ὧ AAA ὤ ╘ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
ԇ AAA ᴳ ԇ̆ ᴳ AAA ὤ ╘̆ ᴳ aaa new-model

ᴳ AAA ὤ ╘Ȃ AAĂ‡ AAA ԇ а Ȃ 

 

ѡᴿ 
 Ю ᴿᴳ AAA ὤ ╘Ȃ 

Ruijie(config)# aaa new-model 

 



AAA ԇ 

62-35 

 ԇ  

 aaa authentication Ѭ ‟  

 aaa authorization Ѭ ‟  
Ὧ ԇ 

 aaa accounting Ѭ ‟  

 

   

 

   
ԇ  

 - - 

62.6.4 clear aaa local user lockout 

‟  

clear aaa local user lockout {all | user-name <word>} 

   
 

 <word> ID 

 

 



AAA ԇ 

62-36 

62.6.5 debug aaa 

AAA ╘ ὯȂ ԇ no Ὧ ὯȂ 

debug aaa event 

no debug aaa event 

   
 

 - - 

 

   

 

ԇ   EXEC Ȃ 

 

ᴳ    

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

62.6.6 show aaa method-list 

AAA ‟ Ȃ 

show aaa method-list 

   
 

 - - 

 

   

 

ԇ   



AAA ԇ 

62-37 

ᴳ   ԇ AAA ‟ Ȃ 

 

ѡᴿ  

Ю ᴿ AAA ‟ Ȃ 

Ruijie# show aaa method-list 

Authentication method-list 

aaa authentication login default group radius  

aaa authentication ppp default group radius  

aaa authentication dot1x default group radius  

aaa authentication dot1x san-f local  group angel group rain none  

aaa authentication enable default group radius  

Accounting method-list 

aaa accounting network default start-stop group radius  

Authorization method-list 

aaa authorizating network default group radius 

 

 ԇ  

 aaa authentication Ѭ ‟  

 aaa authorization Ѭ ‟  
Ὧ ԇ 

 aaa accounting Ѭ ‟  

 

   

 

   
ԇ  

 - - 

62.6.7 show aaa user lockout 

₥ ‟ Ȃ 

show aaa user lockout {all | user-name <word>} 

   
 

 <word> ID 

 

   

 

ԇ   Ȃ 

 



AAA ԇ 

62-38 

ᴳ   ₥ ‟ ̆Ԉ Ѩ Ȃ 

 

ѡᴿ  
Ю ᴿ̔ 

Ruijie# show aaa user lockout all 

 

 ԇ  

 show running-config Ӈ ₥  Ὧ ԇ 

 show aaa lockout ₥ login  

 

   

 

   
ԇ  

 - - 

 





RADIUS ԇ 

63-2 

63.1.2 radius attribute 

radius ttribute{<id> | down-rate-limit | dscp | mac-limit | up-rate-limit} vendor-type 
<type> 

no radius attribute {<id>|down-rate-limit | dscp | mac-limit | up-rate-limit} vendor-type 

   

 id ╖ id <1-255>  

 type type 

 

  

⁞ ̔ 

id ╖  type 

1 max down-rate 1 

2 qos 2 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 16 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 



RADIUS ԇ 

63-3 

23 login privilige 42 

ᾁ 

id ╖  type 

1 max down-rate 76 

2 qos 77 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 75 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 
 

 

ԇ   ὤ Ȃ 

 

ᴳ   ᴳ ԇ ḣȂ 

 

ѡᴿ  
Ю ᴿ max up-rate



RADIUS ԇ 

63-4 

 

 ԇ  
Ὧ ԇ 

 radius set qos cos 
radius ּЮ qos ḣѝ cos 

ḣ 

 

   

 

   
ԇ  

 - - 

63.1.3 radius-server deadtime 

  ̆ t ᾃ ⁮ ̆‡ ѝ ╘ ӄ̆ t ѝ ӄ

̂deadtimẽ̆RGOS ᴐ RADIUS ӄ  ̆ ὤ ԇ

radius-server deadtimeȂ ԇ no ̆ ḣȂ 

radius-server deadtime minnutes 

no radius-server deadtime 

   
 

 minnutes 
ӄ ̂ ᴁѝ‍̃Ȃ ḣ ѝ 1-1000
Ȃ 

 

  5 ‍ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ᴳ ԇ Ȃ 

 

ѡᴿ 
 Ю ᴿ ӄ Ѭѝ 10 ‍̔ 

Ruijie(config)# radius-server deadtime  10 

 

 ԇ  

 radius-server host Ѭ RADIUS ὤ ╘ ў  

 radius-server retransmit Ѭ RADIUS  

 radius-server key Ѭ RADIUS Ὥӎ ԇ  

Ὧ ԇ 

 radius-server timeout Ѭ RADIUS  

 





RADIUS ԇ 

63-6 

 radius-server key Ѭ RADIUS ὤ ╘ Ὥӎ ԇ

 radius-server retransmit Ѭ RADIUS  

 radius-server timeout Ѭ RADIUS  

 

   

 

   
ԇ  

 - - 

63.1.5 radius-server key 

Ѭ ╘ ̂ ̃б RADIUS ὤ ╘ ᶕ Ὥӎ ԇ̆ ὤ

ԇ radius-server keyȂ ԇ no Ὥӎ ԇȂ 

radius-server key  text-string 

no radius-server key 

   
 

 text-string Ὥӎ ԇ  

 

  Ὥӎ ԇȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
Ὥӎ ԇ RADIUS ὤ ╘ ᶕ Ȃѝҩᴳ RADIUS
ὤ ╘ ᶕ̆ RADIUS ὤ ╘ Э Ѭ Ὥӎ ԇȂ 

 

ѡᴿ  
Ю ᴿ Ѭ RADIUS ὤ ╘ Ὥӎ ԇѝ aaa̔ 

Ruijie(config)# radius-server key aaa 

 

 ԇ  

 radius-server host Ѭ RADIUS ὤ ╘ ў  

 radius-server retransmit Ѭ RADIUS  
Ὧ ԇ 

 radius-server timeout Ѭ RADIUS  

 

   

 



RADIUS ԇ 

63-7 

   



RADIUS ԇ 

63-8 

RADIUS ὤ ╘ ̆ ὤ ԇ

radius-server timeoutȂ ԇ no ̆ ḣȂ 

radius-server timeout seconds 

no radius-server timeout 
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RADIUS ԇ 

63-11 

RADIUS ╘ ὤ Ȃ 

show radius parameter 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ   ᴳ ԇ radius ╘ Ȃ 

 

ѡᴿ  

Ruijie# show radius parameter  

Server Timout:   5 Seconds 

Server Deadtime: 5 Minutes 

Server Retries:  3 

Server Key:      ****** 

 

 ԇ  

 radius-server host Ѭ RADIUS ὤ ╘ ў  

 radius-server retransmit Ѭ RADIUS  

 radius-server key Ѭ RADIUS Ὥӎ ԇ  

Ὧ ԇ 

 radius-server timeout Ѭ RADIUS  

 

   

 

   
ԇ  

 - - 

63.2.3 show radius server 

RADIUS ╘ ᾳȂ 

show radius server 

   
 

 - - 

 



RADIUS ԇ 

63-12 

   

 

ԇ   Ȃ 

 

ᴳ   ᴳ ԇ radius ╘ ᾳȂ 

 

ѡᴿ 

 Ruijie# show radius server 

server ip : 192.168.4.12 

acct  port: 23 

authen  port: 77 

server state: ready 

server ip : 192.168.4.13 

acct  port: 45 

authen  port: 74 

server state: ready 

 

 ԇ  

 radius-server host Ѭ RADIUS ὤ ╘ ў  

 radius-server retransmit Ѭ RADIUS  

 radius-server key Ѭ RADIUS Ὥӎ ԇ  

Ὧ ԇ 

 radius-server timeout Ѭ RADIUS  

 

   

 

   
ԇ  

 - - 

63.2.4 show radius vendor-specific 

RADIUS Ȃ 

show radius vendor-specific 

   
 

 - - 

 

   

 



RADIUS ԇ 

63-13 

ԇ   Ȃ 

 

ᴳ   ᴳ ԇ radius Ȃ 

 

ѡᴿ 

 Ruijie# show radius vendor-specific  

id    vendor-specific        type-value 

----- -------------------- ---------- 

1     max down-rate          76         

2     qos                      77         

3     user ip                  3          

4     vlan id                  4          

5     version to client      5          

6     net ip                   6          

7     user name                7          

8     password                 8          



RADIUS ԇ 

63-14 

   

 

   
ԇ  

 - - 

 

 



TACACS+ ԇ 

64-1 

64 TACACS+  

64.1 TACACS+ ầ  

64.1.1 aaa group server tacacs+ 

ԇ TACACS+ ╘ ̆ а TACACS+ ╘ ‚‍⁮а Ȃ 

aaa group server tacacs+ group-name 

no aaa group server tacacs+ group-name 

   
 

 group-name TACACS+ ╘  

 

  TACACS+ ╘ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   TACACS+ ╘ ‍ ̆ ȁ ȁ Ԉᴳ а ╘ Ȃ

 

ѡᴿ  

Ю ᴿ Уэ ѝ tac1 TACACS+ ╘ ̆ з ѐ Уэ 1.1.1.1
TACACS+ ╘ ̔ 

Ruijie(config)# aaa group server tacacs+ tac1 

Ruijie(config-gs-tacacs+)# server 1.1.1.1 

 

 ԇ  

 server 
TACACS+ ╘ server ‟

 Ὧ ԇ 

 ip vrf forwarding 
TACACS+ ╘ VRF
  

 

   

 

   
ԇ  

 - - 



TACACS+ ԇ 

64-2 

64.1.2 ip tacacs source-interface 

ԇ TACACS+ Ȃ  

ip tacacs source-interface  interface 

no ip tacacs source-interface 

   



TACACS+ ԇ 

64-3 

 vrf-name vrf  

 

   

 

ԇ   



TACACS+ ԇ 

64-4 

ᴳ   

ԇ₥̆ ԇ aaa group server tacacs+ ὡ TACACS+ Ȃ

TACACS+ ╘ ѐ ╘ ̆ ὤ Ю̆ tacacs-server 
host ԇ ╘ Ȃ 

╘ ѐ TACACS+ ╘ ̆ Уэ ╘ ֶ̆ ЮУэ ╘

Ȃ 

 

ѡᴿ  

Ю ᴿ Уэ ѝ tac1 TACACS+ ╘ ̆ з ѐ Уэ 1.1.1.1
TACACS+ ╘ ̔ 

Ruijie(config)# aaa group server tacacs+ tac1 

Ruijie(config-gs-tacacs+)# server 1.1.1.1 

 

 



TACACS+ ԇ 

64-5 

ԇ   ὤ Ȃ 

 

ᴳ   
ѝҩᴳ TACACS+ AAA ὤ ╘̆ Ѭ TACACS+ ὤ ╘ Ȃ Ԉᴳ

tacacs-server ԇ ѬУэ э TACACS+ ὤ ╘ Ȃ 

 

ѡᴿ  

Ю ᴿ ѬУэ TACACS+ ὤ ╘ ў ̔ 

Ruijie(config)# tacacs-server host 192.168.12.1 

Ruijie(config)# tacacs-server host 2001::1 

 

 ԇ  

 aaa authentication  Ѭ AAA ֙ ‟  

 tacacs-server key 
ὤ Ѭ TACACS+ ὤ ╘ Ὥ

ӎ ԇ 
Ὧ ԇ 

 tacacs-server timeout 
ὤ Ѭ TACACS+ ╘

 

 

   

 

   
ԇ  

 - - 

64.1.6 tacacs-server key 

ԇ TACACS+ ὤ Ȃ 

tacacs-server key [0 | 7] string 

no tacacs-server key 

   

 string Ὥӎ ԇ   

 0 | 7 ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

 

  Ὥӎ ԇȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ   
Ὥӎ ԇ TACACS+ ὤ ╘ ᶕ Ȃѝҩᴳ TACACS+
ὤ ╘ ᶕ̆ TACACS+ ὤ ╘ Э Ѭ Ὥӎ ԇȂ



TACACS+ ԇ 

64-6 

ԏ ѝ э ╘ а ᴳ̆ ԏᴳ host ԇѐ key ̆

Ԉ ὤ key ╘ Уэ keyȂ 

 

ѡᴿ 
 Ю ᴿ Ѭ TACACS+ ὤ ╘ Ὥӎ ԇѝ aaa̔ 

Ruijie(config)#tacacs-server key aaa 

 

 ԇ  

 tacacs-server host Ѭ TACACS+ ὤ ╘ ў  Ὧ ԇ 

 tacacs-server timeout Ѭ TACACS+  

 

   

 

   
ԇ  

 - - 

64.1.7 tacacs-server timeout 

ԇ б TACACS+ ╘ ̆ ╘ ὤ Ȃ 

tacacs-server timeout seconds 

no tacacs-server timeout 

   
 

 seconds  
̂ ᴁѝ ̃Ȃ ḣ ѝ 1-1000

Ȃ 

 

  5  

 

ԇ   ὤ Ȃ 

 

ᴳ   
ᴳ ԇ Ȃ ԏ ѝ э ╘ а

̆ᴳ host ԇѐ timeout



TACACS+ ԇ 

64-7 

 tacacs-server host Ѭ TACACS+ ὤ ╘ ў  

 tacacs-server key Ѭ TACACS+ Ὥӎ ԇ  

 

   

 

   
ԇ  

 - - 

64.2 TACACS+  

64.2.1 debug tacacs+ 

TACACS+ ὯȂ ԇ no Ὧ TACACS+ ὯȂ 

debug tacacs+ 

no debug tacacs+ 
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TACACS+ ԇ 

64-8 

64.2.2 show tacacs 

TACACS+ ╘ Ӈҵ ᾳȂ 

show tacacs 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ   ᴳ ԇ TACACS+ ╘ Ӈҵ ᾳȂ 

 

ѡᴿ 

 Ruijie# show tacacs 

Tacacs+ Server : 172.19.192.80/49 

Socket Opens: 0 

Socket Closes: 0 

Total Packets Sent: 0 

Total Packets Recv: 0 

Reference Count: 0 

 

 ԇ  
Ὧ ԇ 

 tacacs-server host 
Ѭ TACACS+ ╘ Ӈ

ҵ ᾳ ὤ ╘ ў  

 

   

 

   
ԇ  

 - - 

 





SSH ԇ 

65-2 

 - - 

65.1.2 crypto key zeroize 

‮ SSH ╘ ὨὭ ̆ ὤ Ю̆ ԇ̔ 

crypto key zeroize {rsa | dsa} 

   

 rsa ‮ RSA   

 dsa ‮ DSA  

 

   

 

ԇ   ὤ  

 

ᴳ   
ԇ ‮ ╘ ὨὭ Ȃ ‮ ̆





SSH ԇ 

65-4 

ԇ   ὤ  

 

ᴳ   
ԇ SSH Server Ȃӱ ̆

120s ╖ ‡̆ ѝ ȂG show ip ssh ԇ SSH server
ᶕ Ȃ 

 

ѡᴿ  

ѝ 100s̔ 

Ruijie# configure terminal  

Ruijie(config)# ip ssh time-out 100 

 

 ԇ  
Ὧ ԇ 

 show ip ssh ssh-server ₥ ᶕ Ȃ 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

65.1.5 ip ssh version 

SSH server Ȃᴳ ԇ no ѝ Ȃ 

ip ssh version {1 | 2} 

no ip ssh version 

   

 1 SSH Server Ө SSH1   

 2 SSH Server Ө SSH2  

 

  
Юὸ SSH 1 2Ȃ ̆ SSH
Ȃᴳ no ip ssh version ԇ҂ Ԉ ѝ Ȃ 

 

ԇ   ὤ  

 

ᴳ  

 ԇ ⁸ SSH  Server SSH Ȃ ᾳЮ S̆SH Server
ὸ SSH1 б SSH2̆ᴳ SSH 1 SSH 2 Ԉ Ȃ

ҩ 1 2̆ ἵ SSH Ȃ



SSH ԇ 

65-5 

 

ѡᴿ  

ᴳ 2̔ 

Ruijie# configure terminal  

Ruijie(config)# ip ssh version 2 

 

 ԇ  
Ὧ ԇ 

 show ip ssh SSH Server ₥ Ȃ 

 

  ֒ RGOS10.1 ԈЭ 



SSH ԇ 

65-6 

 Clear line vty line_number ₥ VTY ֶ Ȃ 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

65.2.2 show crypto key mypubkey 

SSH Server ὨὭ Ὠ ‍ ᶕ Ȃ 

show crypto key mypubkey {rsa/dsa} 

   

 rsa RSA Ὠ ‍  

 dsa DSA Ὠ ‍ 

 

   

 

ԇ    

 

ᴳ  
 SSH Server ὨὭ Ὠ ‍ ᶕ Ȃꜛ ̔ ȁ

ȁὨ ‍ᾃ ᶕ Ȃ 

 

ѡᴿ  Ruijie# show crypto key mypubkey rsa 

 

 ԇ  
Ὧ ԇ 

 crypto key generate {rsa | dsa} DSA б RSA Ȃ 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

65.2.3 show ip ssh 

SSH Server ₥ ᶕ Ȃ 



SSH ԇ 

65-7 

show ip ssh 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   

SSH Server ₥ ᶕ Ȃꜛ ̔ ȁ SSH Serverȁ ȁ

Ȃ 

~  
ᴳ ҩ SSH ̆ ╘ ̆Ӱ

SSH ѝа Ȃ 
 

 

ѡᴿ  Ruijie# show ip ssh 

 

 ԇ  

 Ip ssh version {1 | 2} SSH Server ᶕ Ȃ 

 ip ssh time-out time 
SSH Server
Ȃ 

Ὧ ԇ 

 Ip ssh authentication-retries retry times 
SSH Server

Ȃ 

 

  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

65.2.4 show ssh 

SSH э ᶕ Ȃ 

show ssh 

   
 

 - - 

 

   

 



SSH ԇ 

65-8 

ԇ



CPU ᶑ ԇ 

66-1 

66 CPU κἹ  

66.1 ầ  

66.1.1 cpu-protect type packet-type pps pps_value 

CPU Ȃ 

cpu-protect type { arp | bpdu | dhcp | ipv6mc | igmp | rip | ospf | vrrp | pim | ttl1 | 
unknown-ipmc | dvmrp | …}  pps  pps_value 



CPU



CPU ᶑ ԇ 

66-3 

ԇ   Ȃ 

 

ᴳ   ԇ CPU ₥ ᶕ Ȃ 

 

ѡᴿ 

 Ю ᴿ S8610 CPU ᶑ ᶕ Ȃ 

Ruijie# show cpu-protect mboard 

ype         Pps       Total     Drop 

------------ --------- --------- --------- 

arp          500        19        0 

bpdu         200        24        0 

dhcp         0          0         0      

gvrp         0          0         0     

ipv6-mc      0          0         0      

dvmrp        0          0         0    

igmp         0          0         0 

ospf         0          0         0    

pim          0          0         0     

rip          0          0         0   

vrrp         0          0         0     

unknow-ipmc  0          0         0 

ttl1         0          0         0   

... 

 

 ԇ  
Ὧ ԇ 

 show cpu-protect slot slot-num CPU ᶑ ᶕ Ȃ

 

   

 

   
ԇ  

 - - 

66.2.2 show cpu-protect slot 

CPP ᶕ Ȃ 

show cpu-protect slot slot_num 

    



CPU ᶑ ԇ 

66-4 

 slot_num ḣ ѝ 1-16Ȃ 

 

   

 

ԇ   Ȃ 

 

ᴳ  

 ԇ CPP ᶕ Ȃ  

 

ѡᴿ 

 Ю ᴿ 2 CPU ᶑ ᶕ Ȃ 

Ruijie(config)# show cpu-protect slot 2 

Type         Pps       Total     Drop  

------------ --------- --------- ---------  

arp          200       200        15         

bpdu         200         8         0         

dhcp         200         0         0         

gvrp         200         0         0         

ipv6-mc      200         0         0         

dvmrp        200         0         0         

igmp         200         0         0         

ospf         200         0         0         

pim          200         0         0         

rip          200         0         0         

vrrp         200         0         0         

unknow-ipmc  200        0         0         

ttl1          20         3         0    

 

 ԇ  
Ὧ ԇ 

 show cpu-protect mboard CPU ᶑ ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 



CPU ᶑ ԇ 

66-5 

66.2.3 show cpu-protect type 

ԇ ̔ 

show cpu-protect type { arp | bpdu | dhcp | ipv6mc | igmp | rip | ospf | vrrp | pim | ttl1 | 
unknown-ipmc | dvmrp | …}  dvmrp 

   
 

 slot_num ḣ ѝ 1-16Ȃ 

 

   

 

ԇ   Ȃ 

 
ᴳ   ԇ ᶕ Ȃ  

 

ѡᴿ 

 ԈЮᴿ ᴳ show cpu-protect type bpdu ԇ BPDU ̔ 

Ruijie(config)# show cpu-protect type arp 

Slot      Type         Pps       Total      Drop  

--------- ------------ --------- --------- ---------  

MainBoard bpdu          100         30         0          

Slot-2    bpdu          100         30         0   

 

 ԇ  
Ὧ ԇ 

 show cpu-protect type packet-type CPU ᶑ ᶕ Ȃ

- 

   

 

   
ԇ  

 - - 

 

 ~   CPP ԇѐ”…” ‟ѡ CPP Ȃ 

 



DoS ᶑ ԇ 

67-1 

67 DoS κἹ  

67.1 ầ  

67.1.1 ip deny invalid-l4port 

 ╖ Ȃᴳ ԇ no Ὧ  ╖ Ȃ 

ip deny invalid-l4port 

no ip deny invalid-l4port 

   
 

 - - 

 

  ᾳЮ̆  ╖ Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ    

 

ѡᴿ  

ᴿ 1̔ Э  ╖ ̔ 

Ruijie(config)# ip deny invalid-l4port 

ᴿ 2̔ ЭὯ  ╖ ̔ 

Ruijie(config)# no ip deny invalid-l4port 

 

 ԇ  
Ὧ ԇ 

 show ip deny invalid-l4port    

 

  - 

 

   
ԇ  

 - - 

67.1.2 ip deny invalid-tcp 



DoS ᶑ ԇ 

67-2 

TCP  ╖ Ȃᴳ ԇ no Ὧ TCP  ╖ Ȃ 

ip deny invalid-tcp 

no ip deny invalid-tcp 

   
 

 - - 

 

  ᾳЮ̆ TCP  ╖ Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ    

 

ѡᴿ  

ᴿ 1̔ Э TCP  ╖ ̔ 

Ruijie(config)# ip deny invalid-tcp 

ᴿ 2̔ ЭὯ TCP  ╖ ̔ 

Ruijie(config)# no ip deny invalid-tcp 

 

 ԇ  
Ὧ ԇ 

 show ip deny invalid-tcp TCP    



DoS ᶑ ԇ 

67-3 

ԇ   ὤ Ȃ 

 

ᴳ    

 

ѡᴿ  

ᴿ 1̔ Э Land  ╖ ̔ 

Ruijie(config)# ip deny land 

ᴿ 2̔ ЭὯ Land  ╖ ̔ 

Ruijie(config)# no ip deny land 

 

 ԇ  
Ὧ ԇ 

 show ip deny land Land    

 

  - 

 

   
ԇ  

 - - 

67.2 ầ  

67.2.1 show ip deny invalid-l4port 

  Ȃ 

show ip deny invalid-l4port 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  

Ruijie# show ip deny invalid-l4port 

 DoS Protection Mode                       State 

-------------------------------      ----- 



DoS ᶑ ԇ 

67-4 

 protect against invalid l4port attack  Off 

 

 ԇ  
Ὧ ԇ 

 - - 

  �£EÄ



DoS ᶑ ԇ 

67-5 

67.2.3 show ip deny land 

Land   Ȃ 

show ip deny land 



DAI ԇ 

68-1 

68 DAI  

68.1 ἀầϭ ᴧ VLAN ו DAI ο ΅џṲ  

68.1.1 ip arp inspection vlan 

ᴳ ԇ̆ Ԉ vlan-id VLAN DAI ╖ Ȃ ԇ no Ԉ

Ὧ vlan-id VLAN DAI ╖ ̆ vlan-id ‡̆Ὧ VLAN
Э DAI ╖ Ȃ 

ip arp inspection vlan vlan-id 

no ip arp inspection vlan [vlan-id] 

   
 

 vlan-id vlan Ȃ

 



DAI ԇ 

68-2 

68.2 ᵽљᵊⱨ ḁ♠  

68.2.1 ip arp inspection trust 

ү ᶕ֗̆ ᴳ ԇ ip arp inspection trustȂ ԇ no
ү ѝаᶕ֗ Ȃ 

ip arp inspection trust 

no ip arp inspection trust 

   
 

 - - 

 

  ұаᶕ֗ Ȃ 

 

ԇ   Ȃ 

 

ᴳ   

ᴳ э ⁮ ARP ֒ DAI ̆ Ԉ ὲ ᶕ

֗ ̆ ԏа ⁮ ARP ̆ ԏ Ȃ 

&  
NFPP( ᶑ ) ӊ ̆ ⁸ NFPP ӑᾋ

DAI ̆ Ὧ ԇ show ip arp inspection interface
ᶕ֗ Ȃ   

‘�*ü�Û�Ð  



DAI ԇ 

68-3 

Ș







IP Source Guard ԇ 

69-3 

 

   
ԇ  

 - - 

69.3 IP Source Guard  

69.3.1 show ip source binding 

ԇ IP ᶕ Ȃ 

show ip source binding [ip-address] [mac-address] [dhcp-snooping] [static] [vlan 
vlan-id] [interface interface-id] 

   

 ip-address ip ᶕ ̕ 

 mac-address mac ᶕ ̕ 

 dhcp-snooping ╟ ᶕ ̕ 

 static ᶕ ̕ 

 vlan-id vlan ᶕ ̕ 

 

 interface-id ᶕ Ȃ 

 

  Ȃ 

 

ԇ   Ȃ 

 

ᴳ   Ȃ 

 

ѡᴿ  

Ю ᴿ ̔ 

Ruijie# show ip source binding static  

MacAddress    IpAddress  Lease(sec)   Type     VLAN  Interface 

------------- --------- ----------   ----     ----  ------------ 

0000.0000.0001 1.0.0.1   infinite    static    1  FastEthernet 0/1

Total number of bindings: 1 

 

 ԇ  
Ὧ ԇ 

 ip source binding IP Ȃ 

 



IP Source Guard ԇ 

69-4 

   

 

   
ԇ  

 - - 

69.3.2 show ip verify source 

ԇ IP Source Guard  

show ip verify source [interface interface-id] 

   
 

 interface-id Ȃ 

 

  Ȃ 

 

ԇ    

 

ᴳ   

ᴳ interface IP Source Guard ╖ ̆ ֶ

Юᶕ ̔“IP source guard is not configured on the interface FastEthernet 0/10”Ȃ 

₥ IP Source Guard ( ᶕ mode ‟)ꜛ Ю̔ 

Â inactive-no-snooping-vlan  ̔ DHCP Snooping ⁸ ̕ 

Â inactive-trust-port   ̔ DHCP Snooping ⁸ ᶕ֗ Э̕ 

Â active  ̔ DHCP Snooping ⁸ ᶕ֗ ЭȂ 

 

ѡᴿ 

 Ю ᴿ ̔ 

Ruijie # show ip verify source  

Interface Filter-type Filter-mode Ip-address Mac-address    VLAN 

--------- ----------- ----------- ---------- -------------- ----  

FastEthernet 0/3   ip         active      3.3.3.3                     1 

FastEthernet 0/3   ip         active      deny-all                

FastEthernet 0/4    ip+mac     active        4.4.4.4    0000.0000.0001   1 

FastEthernet 0/4    ip+mac     active        deny-all 

 

 

 ԇ  
Ὧ ԇ 

 ip verify source IP Source Guard ╖ Ȃ 

 



IP Source Guard ԇ 

69-5 

   

 

   
ԇ  

 - - 

 



NFPP ԇ 



NFPP ԇ 

70-2 

ԇ ‟ ‍ Ȃ 

cpu-protect sub-interface {manage|protocol|route} percent percent_vaule 

   
 

 percent_vaule ‍ ̆ ḣ 1 ⁮ 100 

 

  

(Manage) ᾰּש ‍ ѝ 30̆ 

(Route) ᾰּש ‍ ѝ 25̆ 

(Protocol) ᾰּש ‍ ѝ 45Ȃ 

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  Ruijie(config)# cpu-protect sub-interface manage percent 60 

 

 ԇ  
Ὧ ԇ 

 
cpu-protect sub-interface { manage | protocol 
| route } pps 

э ‟ ‍

 

 

   

 

   
ԇ  

 - - 



NFPP ԇ 

70-3 

70.3 ARP ◗ṱᾖ ầ  

70.3.1 arp-guard attack-threshold 

ὤ   ̆   Ḁ̆ ѝ   ѝȂ  

arp-guard attack-threshold {per-src-ip | per-src-mac | per-port} pps 

   

 per-src-ip э IP   Ȃ 

 per-src-mac э MAC   Ȃ 

 per-port э   Ȃ 

 

 pps   ̆ ᴁ ̆ ḣ [1,9999]Ȃ

 

  
э IP э MAC   8 э̆ э  

200 эȂ 

 

ԇ   NFPP  

 

ᴳ     а ұ Ȃ 

 

ѡᴿ  

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# arp-guard attack-threshold per-src-ip 2 

Ruijie(config-nfpp)# arp-guard attack-threshold per-src-mac 3 

Ruijie(config-nfpp)# arp-guard attack-threshold per-port 50 

 

 ԇ  

 nfpp arp-guard policy

 



NFPP ԇ 

70-4 

70.3.2 arp-guard enable 

ԇ ὤ ARP  ╖ Ȃ 

arp-guard enable 

   
 

 - - 

 

  ARP  ╖  

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# arp-guard enable 

 

 ԇ  

 nffp arp-guard enable Э ARP  ╖  Ὧ ԇ 

 show nfpp arp-guard summary ᶕ  

 

   

 

   
ԇ  

 - - 

70.3.3 arp-guard isolate-period 

ԇ ὤ  

arp-guard isolate-period {seconds | permanent} 

   

 seconds ̆ ᴁ ̆ ḣ 0 [30, 86400]Ȃ 

 permanent Ѩ  

 

  ὤ ḣ 0̆ а Ȃ 



NFPP ԇ 

70-5 

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# 
180( )Tj
ET
66.84 37.642 0.2437.4.4 re
f
66.84 37.642 63.12 0.24 re
f
BT
/TT0 1 Tf
0 Tc 10.5 0 0 10.5 142.32672606003 Tm
( )Tj 10.02 0 0 10.022138.36 026.6003 Tm
( )Tj
ETq
3 61.68  2054 -2 20098  20624 re1461.8  2054 m
h
3563.58  20006  29.022-1
9.64 reW* nG
08520 g
461.8599. 9  20098 20624 ref
QG
08520 g
478.36 010.5 29.0221
9.64 reTf
0gs
BT
/C2_0 1 Tf
0.006 Tc 2 Tr 10.02 0 0 10.022461836 026.2003 Tm
<0A5104B8>Tj
/T1  1 Tf
0 Tc 0 rc 2.012 0 Td
( )Tj
ETq
5363.58  2054 -174.428  20624 re3 621.8  2054 m
h
531054   20006 164.022-1
9.64 reW* nG
08520 g3 621.8599. 9174.428 20624 ref
QG
08520 g3672.326010.5164.0221
9.64 reTf
0gs
BT
/C2_0 1 Tf
0.006 Tc 2 Tr 10.02 0 0 10.024392.326026.2003 Tm
19A345C48>Tj
/T1  1 Tf
0 Tc 0 rc 2.012 0 Td
( )Tj
ET
66.84  2054  0.241054 reTf1461.8  2054 3943.941054 reTf
66.84599. 9 0.24 20624 ref
3 61.68599. 9 0498 20624 ref

BT
/TT0 1 Tf
10.02 0 0 10.022138.36585.81003 Tm
( )Tj
/T1  1 Tf
-0.0001 Tc
-0.0030 Tw
1.198 -0.012 Td

(nfp 97D)6(-)-2(gu)6(a)5(rd isolate)5(-)-2(pe)5(riod )>]TJ
/C2_0 1 Tf
0 Tc 0 Tw211.527 0.006 Td
[<CFC30C309B703DE>6[<47213542-6<21446BC4C682F8F2-6<BCA4BC83>]TJ
/TT0 1 Tf-11.976 0 Td
( )Tj
ET
66.84599.412 0.24 0498 reTf1461.8599.4123943.94 0498 reTf
66.845792.32 0.24 2014 ref
3 61.685792.32 0498 2014 ref

BT
/C2_0 1 Tf
2 Tr 10.02 0 0 10.02 78.36578622803 Tm
[2CCC1>-6<747<0A5104B8>]TJ
/TT1 1 Tf
0 Tr 10.5 0 0 10.5 189.64578622803 Tm
( )Tj
/TT0 1 Tf
10.02 0 0 10.022138.36564.01003 Tm
( )Tj
/T1  1 Tf
-0.0021 Tc
-0.0020 Tw
1.198 -0.012 Td

sho   

 

 



NFPP ԇ 

70-6 

Ruijie(config-nfpp)# arp-guard monitor-period 180 

 

 ԇ  

 show nfpp arp-guard summary ᶕ  

 show nfpp arp-guard hosts ў  
Ὧ ԇ 

 clear nfpp arp-guard hosts ў  

 

   

 

   
ԇ  

 - - 

70.3.5 arp-guard monitored-host-limit 

ԇ ў Ȃ 

arp-guard monitored-host-limit number 

   
 

 number 
ў ̆ ḣ ѝ 1 ⁮

4294967295 

 

  ў ѝ 1000 эȂ 

 

ԇ   NFPP  

 

ᴳ   

ў ⁮ 1000 э̆ ў

ұ 1000 ӑֶ‮ ў ̆ ᶕ ľ%ERROR T̔he value that you 
configured is smaller than current monitored hosts 1000̂ ў ̃ ̆
please clear a part of monitored hosts.Ŀ ̆ ‮ ‍

ў Ȃ 

ў ̆ ľ% NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt 
to exceed limit of 1000̂ ў ̃ monitored hosts.Ŀ Ȃ 

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# arp-guard monitored-host-limit 200 

 

Ὧ ԇ  ԇ  



NFPP ԇ 

70-7 

 show nfpp arp-guard summary ᶕ  

 

   

 

   
ԇ  

 - - 

70.3.6 arp-guard rate-limit 

ὤ Ȃ 

 

 

 



NFPP ԇ 

70-8 

   
ԇ  

 - - 

70.3.7 arp-guard scan-threshold 



NFPP ԇ 

70-9 

clear nfpp arp-guard hosts [vlan vid] [interface interface-id] [ip-address | mac-address] 

   

 vid   

 interface-id  

 ip-address IP  

 

 mac-address  MAC  

 

   

 

ԇ    

 

ᴳ   а ̆ ў Ȃ 

 

ѡᴿ  
VLAN 1  g 0/1



NFPP ԇ 

70-10 

ԇ    

 

ᴳ    

 

ѡᴿ  Ruijie# clear nfpp arp-guard scan 

 

 ԇ  

 arp-guard scan-threshold ὤ  

 nfpp arp-guard scan-threshold  
Ὧ ԇ 

 show nfpp arp-guard scan ARP  

 

   

 

   
ԇ  

 - - 

70.3.10 nfpp arp-guard enable 

ԇ Э ARP  ╖ Ȃ 

nfpp arp-guard enable 

   
 

 - - 

 

  ARP   Ὧ̆ ὤ ὯȂ 

 

ԇ    

 

ᴳ   ARP   ὯִἼұὤ ARP   ὯȂ 

 

ѡᴿ  
Ruijie(config)# interface G0/1 

Ruijie(config-if)# nfpp arp-guard enable 

 

 ԇ  

 arp-guard enable ὤ ARP  ╖  



NFPP ԇ 

70-11 

 

   

 

   
ԇ  

 10.4 ԇ 

70.3.11 nfpp arp-guard isolate-period 

ԇ Э Ȃ 

nfpp arp-guard isolate-period {seconds | permanent} 

   

 seconds 
̆ ᴁ ̆ ḣ 0 [30, 86400]̆

0 а Ȃ 
 

 permanent Ѩ  

 

  ᾳ ̆ ὤ Ȃ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp arp-guard isolate-period 180 

 

 ԇ  

 arp-guard isolate-period ὤ  Ὧ ԇ 

 show nfpp arp-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.3.12 nfpp arp-guard policy 



NFPP ԇ 

70-12 

Э   Ȃ  

nfpp arp-guard policy {per-src-ip | per-src-mac | per-port} rate-limit-pps 
attack-threshold-pps 

   

 per-src-ip э IP   Ȃ 

 per-src-mac э MAC   Ȃ 

 per-port э   Ȃ 

 rate-limit-pps ̆ ḣ 1 ⁮ 9999Ȃ 

 

 attack-threshold-pps   ̆ ḣ 1 ⁮ 9999Ȃ 

 

    ̆ ὤ Ȃ 

 

ԇ    

 

ᴳ     а ұ Ȃ 

 

ѡᴿ  

Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp arp-guard policy per-src-ip 2 10 

Ruijie(config-if)# nfpp arp-guard policy per-src-mac 3 10 

Ruijie(config-if)# nfpp arp-guard policy per-port 50 100 

 

 ԇ  

 arp-guard attack-threshold ὤ    

 arp-guard rate-limit ὤ  

 show nfpp arp-guard summary ᶕ  

 show nfpp arp-guard hosts ў  

Ὧ ԇ 

 clear nfpp arp-guard hosts ў  

 

   

 

 



NFPP ԇ 

70-13 

Э Ȃ 

nfpp arp-guard scan-threshold pkt-cnt 

   
 

 pkt-cnt  ḣ̆ ḣ [1,9999]Ȃ 

 

  ұ ARP ḣ̆ ὤ ARP ḣȂ 

 

ԇ   



NFPP ԇ 

70-14 

 pps   ̆ ᴁ ̆ ḣ [1,9999]Ȃ

 

  э MAC   10 э̆ э   300 эȂ

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ  

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcp-guard attack-threshold per-src-mac 15 

Ruijie(config-nfpp)# dhcp-guard attack-threshold per-port 200 

 

 ԇ  

 nfpp dhcp-guard policy    

 show nfpp dhcp-guard summary ᶕ  

 show nfpp dhcp-guard hosts ў  

Ὧ ԇ 

 clear nfpp dhcp-guard hosts ў  

 

   

 

   
ԇ  

 - - 

70.4.2 dhcp-guard enable 

ԇ DHCP  ╖ Ȃ 

dhcp-guard enable 

   
 

 - - 

 

  DHCP   Ὧ̆ ὤ ὯȂ 

 

ԇ   NFPP  

 

ᴳ    



NFPP ԇ 

70-15 

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcp-guard enable 

 

 ԇ  

 nffp dhcp-guard enable Э DHCP  ╖  Ὧ ԇ 

 show nfpp dhcp-guard summary ᶕ  

 

   

 

   
ԇ  

 - - 

70.4.3 dhcp-guard isolate-period 

ԇ ὤ Ȃ 

dhcp-guard isolate-period {seconds | permanent} 

   

 seconds 
̆ ᴁ ̆ ḣ 0 [30, 86400]̆

0 а Ȃ 
 

 permanent  Ѩ  

 

  ὤ ḣ 0̆ а Ȃ 

 

ԇ   NFPP  

 

ᴳ   
  ‍ѝὤ ұ ̂ ̃Ȃ

ұ э ̆ ұ ̆ ѫ ὤ ̕ ‡̆

ұ Ȃ 

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcp-guard isolate timeout 180 

 

 ԇ  Ὧ ԇ 

 nfpp dhcp-guard isolate-period Э  



NFPP ԇ 

70-16 

 show nfpp dhcp-guard summary ᶕ  

 

   

 

   
ԇ  

 - - 

70.4.4 dhcp-guard monitor-period 

ԇ Ȃ 

dhcp-guard monitor- period seconds 

   
 

 seconds ̆ ᴁ ̆ ḣ [180, 86400]Ȃ 

 

  ὤ ḣ 600 Ȃ 

 

ԇ   NFPP  

 

ᴳ   

Â     Ḁ̆ ѝ 0̆   ֒ ̆ ѝ

Ȃ ֒ ѐ̆ ѝ ḣ ̆ ╟ ֒  

֒ ̆ з ѝ Ȃ ѝ 0 ᾳЮ

ѬȂ 

Â ӱ ḣ ̆ Ὧ   ‮ ̆ а

֒ Ȃ 

 

ѡᴿ 
 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcp-guard monitor-period 180 

 

 ԇ  

 show nfpp dhcp-guard summary ᶕ  

 



NFPP ԇ



NFPP ԇ 

70-18 

dhcp-guard rate-limit { per-src-mac | per-port} pps 

   

 per-src-mac э MAC  

 per-port э  
 

 pps ḣ̆ ḣ [1,9999]Ȃ 

 

  э MAC 5 э̆ э 150 эȂ

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ 

 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcp-guard rate-limit per-src-mac 8 

Ruijie(config-nfpp)# dhcp-guard rate-limit per-port 100 



NFPP ԇ 

70-19 

   

 

ԇ    

 

ᴳ   а ̆ Ȃ 

 

ѡᴿ 
 VLAN 1  g 0/1 Ȃ 

Ruijie# clear nfpp dhcp-guard hosts vlan 1 interface g0/1 

 

 ԇ  



NFPP ԇ 

70-20 

 ԇ  

 dhcp-guard enable ὤ DHCP  ╖  Ὧ ԇ 

 show nfpp dhcp-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.4.9 nfpp dhcp-guard isolate-period 

ԇ Э Ȃ 

nfpp dhcp-guard isolate-period {seconds | permanent} 

   

 



NFPP ԇ 

70-21 

70.4.10 nfpp dhcp-guard policy 

Э   Ȃ  

nfpp dhcp-guard policy { per-src-mac | per-port} rate-limit-pps attack-threshold-pps 

   

 per-src-mac э MAC   Ȃ 

 per-port э   Ȃ 

 rate-limit-pps ̆ ḣ 1 ⁮ 9999Ȃ 

 

 attack-threshold-pps 



NFPP ԇ 

70-22 

70.5.1 dhcpv6-guard attack-threshold 

ὤ   ̆   Ḁ̆ ѝ   ѝȂ  

dhcpv6-guard attack-threshold { per-src-mac | per-port} pps 

   

 per-src-mac э MAC   Ȃ 

 per-port э   Ȃ 
 

 pps   ̆ ᴁ ̆ ḣ [1,9999]Ȃ

 

  э MAC   10 э̆ э   300 эȂ

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ  

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcpv6-guard attack-threshold per-src-mac 15

Ruijie(config-nfpp)# dhcpv6-guard attack-threshold per-port 200 

 

 ԇ  

 nfpp dhcpv6-guard policy    

 show nfpp dhcpv6-guard summary ᶕ  

 



NFPP ԇ 

70-23 

   
 

 - - 

 

  DHCPv6   Ὧ̆ ὤ ὯȂ 

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcpv6-guard enable 

 

 ԇ 



NFPP ԇ 

70-24 

ұ э ̆ ұ ̆ ѫ ὤ ̕ ‡̆

ұ Ȃ 

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcpv6-guard isolate timeout 180 

 

 ԇ  

 nfpp dhcpv6-guard isolate-period Э  Ὧ ԇ



NFPP ԇ 

70-25 

 ԇ  

 show nfpp dhcpv6-guard summary ᶕ  

 show nfpp dhcpv6-guard hosts ў  
Ὧ ԇ 

 clear nfpp dhcpv6-guard hosts ў  

 

   

 

   
ԇ  

 10.4 ԇ 

70.5.5 dhcpv6-guard monitored-host-limit 

ԇ ў Ȃ 

dhcpv6-guard monitored-host-limit number 

   
 

 number  
ў ̆ ḣ ѝ 1 ⁮

4294967295 

 

  ў ѝ 1000 э 

 

ԇ   NFPP  

 

ᴳ   

ў ⁮ 1000 э̆ ў

ұ 1000 ӑֶ‮ ў ̆ ᶕ ľ%ERROR T̔he value that you 
configured is smaller than current monitored hosts 1000̂ ў ̃ ̆
please clear a part of monitored hosts.Ŀ ̆ ‮ ‍

ў Ȃ 

ў ̆ ľ% NFPP_DHCP_GUARD-4-SESSION_LIMIT: Attempt 
to exceed limit of 1000̂ ў ̃ monitored hosts.Ŀ Ȃ 

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# dhcp-guard monitored-host-limit 200 

 

 ԇ  
Ὧ ԇ 

 show nfpp dhcpv6-guard summary ᶕ  

 



NFPP ԇ 

70-26 

   

 

 



NFPP ԇ 

70-27 

̆ Ȃ 

clear nfpp dhcpv6-guard hosts [vlan vid] [interface interface-id] [mac-address] 

  



NFPP ԇ 

70-28 

ԇ    

 

ᴳ   DHCPv6   ὯִἼұὤ DHCP   ὯȂ 

 

ѡᴿ  
Ruijie(config)# interface G0/1 

Ruijie(config-if)# nfpp dhcpv6-guard enable 

 

 ԇ  

 dhcpv6-guard enable ὤ DHCPv6  ╖  Ὧ ԇ 

 show nfpp dhcpv6-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.5.9 nfpp dhcpv6-guard isolate-period 

ԇ Э Ȃ 

nfpp dhcpv6-guard isolate-period {seconds | permanent} 

   

 seconds 



NFPP ԇ 

70-29 

 dhcpv6-guard isolate-period ὤ  

 show nfpp dhcpv6-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 



NFPP ԇ 

70-30 

 

   

 

   
ԇ  

 10.4 ԇ 

70.6 ICMP ◗ṱᾖ ầ  





NFPP ԇ 

70-32 

 seconds 
̆ ᴁ ̆ ḣ 0 [30, 86400]̆

0 а Ȃ 

 permanent  Ѩ  

 

  ὤ ḣ 0̆ а Ȃ 

 

ԇ   NFPP  

 

ᴳ   
  ‍ѝὤ ұ ̂ ̃Ȃ

ұ э ̃Ȃ



NFPP ԇ 

70-33 

Ȃ ֒ ѐ̆ ѝ ḣ ̆ ╟ ֒  

֒ ̆ з ѝ Ȃ ѝ 0 ᾳЮ

ѬȂ 

Â ӱ ḣ ̆ Ὧ   ‮ ̆ а

֒ Ȃ 

 

ѡᴿ 
 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# icmp-guard monitor-period 180 

 

 ԇ  

 show nfpp icmp-guard summary ᶕ  

 show nfpp icmp-guard hosts ў  
Ὧ ԇ 

 clear nfpp icmp-guard hosts ў  

 

   

 

   
ԇ  

 - - 

70.6.5 icmp-guard monitored-host-limit 

ԇ ў Ȃ 

icmp-guard monitored-host-limit number 

   
 

 number 
ў ̆ ḣ ѝ 1 ⁮

4294967295 

 

  ў ѝ 1000 эȂ 

 

ԇ   NFPP  

 

ᴳ   

ў ⁮ 1000 э̆ ў

ұ 1000 ӑֶ‮ ў ̆ ᶕ ľ%ERROR T̔he value that you 
configured is smaller than current monitored hosts 1000̂ ў ̃ ̆
please clear a part of monitored hosts.Ŀ ̆ ‮ ‍

ў Ȃ 

ў ̆ ľ% NFPP_ICMP_GUARD-4-SESSION_LIMIT: Attempt to 
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70-34 

exceed limit of 1000̂ ў ̃ monitored hosts.Ŀ Ȃ 

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# icmp-guard monitored-host-limit 200 

 

 ԇ  
Ὧ ԇ 

 show nfpp icmp-guard summary ᶕ  

 

   

 

   
ԇ  

 - - 

70.6.6 icmp-guard rate-limit 

ὤ Ȃ 

icmp-guard rate-limit { per-src-ip | per-port} pps 

   

 per-src-ip э IP  

 per-port э  
 

 pps ḣ̆ ḣ [1,9999]Ȃ 

 

  э IP 900 э̆ э 1000 эȂ

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ 

 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# icmp-guard rate-limit per-src-ip Tj
ET
66.84 431.66 0..84 23 142.32 228.2603 re
f
BT
/TT0 1 Tf
0 Tc 10.5 0 0 10.5 24 20.1 r.132j
/TT8 0.08412.575 0 Td
(icmp-guard rate-limit per-src-ip)Tj
/TT2 1 Tf
0 Tc 19.162 603 re
f
BT
/TT0 1 T-src-ip

Tj
ET
66.84 431.66 0..84 23 142.32 228.2603 re
f
BT
/TT0 1 Tf
0 Tc 10.5 0 0  239.84 61688 1.5 2.31.1120/TT0 1 Tf
11688 1. 10.5 142.32 228.2603 Tm
( )Tj
/C2_0 1 Tf
2 Tr 10.157 13 10.02 78.36
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  ICMP   Ὧ̆ ὤ ὯȂ 

 

ԇ    

 

ᴳ   ICMP   ὯִἼұὤ ICMP   ὯȂ 

 

ѡᴿ  
Ruijie(config)# interface G0/1 

Ruijie(config-if)# nfpp icmp-guard enable 

 

 ԇ  

 icmp-guard enable ὤ ICMP  ╖  Ὧ ԇ 

 show nfpp icmp-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.6.10 nfpp icmp-guard isolate-period 

ԇ Э Ȃ 

nfpp icmp-guard isolate-period {seconds | permanent} 

   

 seconds 
̆ ᴁ ̆ ḣ 0 [30, 86400]̆

0 а Ȃ 
 

 permanent Ѩ  

 

  ᾳ ̆ ὤ Ȃ 

 

ԇ   
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Q�¸  �£EÄ  

 icmp-guard isolate-period G!5B�<��Lh/•�ÊKÈ  ,Ì �G
Q�¸  

 show nfpp icmp-guard summary �¹,ßG!5B�µ�C  

 
 

 

 (���	 Ë  AÈ�â  

Q�¸	Z	Æ  

 10.4 ԇ

Э   Ȃ  

nfpp icmp-guard policy { per-src-ip | per-port} rate-limit-pps attack-threshold-pps 

 	–�D  �£EÄ  

 per-src-ip G!5B!£�þ$d IP   Ȃ

per-port G!5B!£�þ0Ã	·,XL$Eó"�4“
`���Ï"�4“�Ä  

 rate-limit-pps L$Eó"�4“�È	ª��8×�È�� 1 ⁮ 9999�Ä  

	–�DAÈ�â  

 attack-threshold-pps ���Ï"�4“�È	ª��8×�È�� 1 ⁮ 9999�Ä  

 

  ̆ ὤ Ȃ

ԇ

ᴳ   а ұ Ȃ

ѡᴿ

Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp icmp-guard policy per-src-ip 5 10 

Ruijie(config-if)# nfpp icmp-guard policy per-port 100 200 

 

 
Q�¸  �£EÄ  

 icmp-guard attack-threshold ὤ    

 icmp-guard rate-limit ὤ  

 show nfpp icmp-guard summary �¹,ßG!5B�µ�C  

,Ì�G
Q�¸  

 show nfpp icmp-guard hosts �¹,ß	«,¥�{����  
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 clear nfpp icmp-guard hosts ў  

 

   

 

   
ԇ  

 10.4 ԇ 

70.7 IP ᶝ ầ  

~   
⁞ ĬP IP а IP IP  Ȃ

ұ IP IP IP ̆‡ CPP̂CPU Protect Policỹ Ȃ

ү Ӈ а IP ̆ӨЬ Ӈ IP Ȃ 

70.7.1 ip-guard attack-threshold 

ὤ   ̆   Ḁ̆ ѝ   ѝȂ  

ip-guard attack-threshold {per-src-ip | per-port} pps 

   

 per-src-ip э IP   Ȃ 

 per-port э   Ȃ 
 

 pps   ̆ ᴁ ̆ ḣ [1,9999]Ȃ

 

  э IP   20 э̆ э   200 эȂ

 

ԇ   NFPP  

 

ᴳ     а ұ Ȃ 

 

ѡᴿ  

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# ip-guard attack-threshold per-src-ip 2 

Ruijie(config-nfpp)# ip-guard attack-threshold per-port 50 

 

 ԇ  

 nfpp ip-guard policy    

Ὧ ԇ 

 show nfpp ip-guard summary ᶕ  
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 show nfpp ip-guard hosts ў  

 clear nfpp ip-guard hosts ў  

 

   

 

   
ԇ  

 10.4 ԇ 

70.7.2 ip-guard enable 

ԇ ὤ IP ╖ Ȃ 

ip-guard enable 

   
 

 - - 

 

  IP ╖  

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# ip-guard enable 

 

 ԇ  

 nffp ip-guard enable Э IP ╖  Ὧ ԇ 

 show nfpp ip-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.7.3 ip-guard isolate-period 
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ԇ ὤ Ȃ 

ip-guard isolate-period {seconds | permanent} 

   

 seconds ̆ ᴁ ̆ ḣ 0 [30, 86400]Ȃ 

 permanent Ѩ  

 

  ὤ ḣ 0̆ а Ȃ 

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# nfpp 

Ruijie(config-nfpp)# ip-guard isolate-period 180 

 

 ԇ  

 nfpp ip-guard isolate-period Э  Ὧ ԇ 

   

 



NFPP ԇ 
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ў ̆ ľ% NFPP_IP_GUARD-4-SESSION_LIMIT: Attempt to 
exceed limit of 1000̂ ў ̃ monitored hosts.
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 show nfpp ip-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.7.7 ip-guard scan-threshold 

ὤ Ȃ 

ip-guard scan-threshold pkt-cnt 

   
 

 pkt-cnt  ḣ̆ ḣ [1,9999]Ȃ 

 

  10 100 эȂ 

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ 
 Ruijie(config)# nfpp 

Ruijie(config-nfpp)# ip-guard scan-threshold 20 

 

 ԇ  

 nfpp ip-guard scan-threshold Э  Ὧ ԇ 

 show nfpp ip-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.7.8 ip-guard trusted-host 

ў а ̆ ў ᶕ֗̆‡ Ԉ ԇ Ȃ 
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ip-guard trusted-host ip mask 

no ip-guard trusted-host {all | ip mask} 

   

 ip  IP  

 mask IP  
 

 all no У ᴳ ̆‮ ᶕў  

 

  
�
� 

  

NFPP   IP
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ԇ    

 

ᴳ   а ̆ ў Ȃ 

 

ѡᴿ  
VLAN 1  g 0/1 ў Ȃ 

Ruijie# clear nfpp ip-guard hosts vlan 1 interface g0/1 

 

 ԇ  

 ip-guard attack-threshold ὤ    

 nfpp ip-guard policy    
Ὧ ԇ 

 show nfpp ip-guard hosts ў  

 

   

 

   
ԇ  

 10.4 ԇ 

70.7.10 nfpp ip-guard enable 

ԇ Э IP ╖ Ȃ 

nfpp ip-guard enable 

   
 

 - - 

 

  IP Ὧ̆ ὤ ὯȂ 

 

ԇ    

 

ᴳ   IP ὯִἼұὤ ὯȂ 

 

ѡᴿ  
Ruijie(config)# interface G0/1 

Ruijie(config-if)# nfpp ip-guard enable 
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 ԇ  

 ip-guard enable ὤ IP ╖  Ὧ ԇ 

 show nfpp ip-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.7.11 nfpp ip-guard isolate-period 

ԇ Э Ȃ 

nfpp ip-guard isolate-period {seconds | permanent} 

   

 seconds 
̆ ᴁ ̆ ḣ 0 [30, 86400]̆

0 а Ȃ 
 

 permanent 

�£EÄ
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nfpp ip-guard scan-threshold pkt-cnt 

   
 

 pkt-cnt  ḣ̆ ḣ [1,9999]Ȃ 

 

  ұ IP ̆ ὤ ARP Ȃ 

 

ԇ    

 

ᴳ    

 

ѡᴿ 
 Ruijie(config)# interface G 0/1 

Ruijie(config-if)# nfpp ip-guard scan-threshold 20 

 

 

pkt-cnt ұ
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э /Ὠ 30 э̆

30 э̆ Ὠ / 30 эȂ 

 

ԇ   NFPP  

 

ᴳ     а ұ Ȃ 

 

ѡᴿ  

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# nd-guard attack-threshold per-port ns-na 20 

Ruijie(config-nfpp)# nd-guard attack-threshold per-port rs 10 

Ruijie(config-nfpp)# nd-guard attack-threshold per-port ra-redir

ect 10 

 

 ԇ  

 nfpp nd-guard policy    Ὧ ԇ 

 show nfpp nd-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.8.2 nd-guard enable 

ԇ ὤ ND  ╖ Ȃ 

nd-guard enable 

   
 

 - - 

 

  ND  ╖  

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ  Ruijie(config)# nfpp 
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Ruijie(config-nfpp)# nd-guard enable 

 

 ԇ  

 nffp nd-guard enable Э ND  ╖  Ὧ ԇ 

 show nfpp nd-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.8.3 nd-guard rate-limit 

ὤ Ȃ 

nd-guard rate-limit per-port {ns-na | rs | ra-redirect} pps 

   

 ns-na Ὠ  
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 show nfpp nd-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.8.4 nfpp nd-guard enable 

ԇ Э ND  ╖ Ȃ 

nfpp nd-guard enable 

   
 

 - - 

 

  ND   Ὧ̆ ὤ ὯȂ 

 

ԇ    

 

ᴳ   ND   ὯִἼұὤ ὯȂ 

 

ѡᴿ  
Ruijie(config)# interface G0/1 

Ruijie(config-if)# nfpp nd-guard enable 

 

 ԇ  

 nd-guard enable ὤ ND  ╖  Ὧ ԇ 

 show nfpp nd-guard summary ᶕ  

 

   

 

   
ԇ  

 10.4 ԇ 

70.8.5 nfpp nd-guard policy 

Э   Ȃ  
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nfpp nd-guard policy per-port {ns-na | rs | ra-redirect} rate-limit-pps attack-thresh
old-pps 

   

 ns-na Ὠ  

 rs  

 ra-redirect Ὠ  

 rate-limit-pps ̆ ḣ 1 ⁮ 9999Ȃ 

 

 attack-threshold-pps   ̆ ḣ 1 ⁮ 9999Ȃ 

 

    ̆ ὤ   Ȃ 

 

ԇ    

 

ᴳ   

  а ұ Ȃ 

 

ND snooping ‚‍ѝ ᶕ֗ ᶕ֗ ̆ ᶕ֗ ў ̆ᶕ֗

ὯȂ ұ ᶕ֗ ұ ᶕ֗ ̆ Ԉᶕ֗

ұ ᶕ֗ ̆ ND snooping ╖ ̆ ұᶕ֗ N̆D snooping
ND guard Ь 800 э̆  

900 эȂ 

ND guard
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 number ᾰּש ̆ ᴁ ̆ ḣ [0,1024]

 

  ᾰּש ѝ 256Ȃ 

 

ԇ   NFPP  

 

ᴳ    

 

ѡᴿ  

NFPP ᾰּש ѝ 50 Ȃ 

Ruijie(config)# nfpp 

Ruijie(config-nfpp)# log-buffer entries 50 

 

 ԇ  

log-buffer logs number_of_message interval 
length_in_seconds 

NFPP ӱ ᾰּש

Ȃ Ὧ ԇ 

show nfpp log NFPP ᾰּש 

 

   

 

   
ԇ  

 10.4 ԇ 

70.9.3 log-buffer logs 

NFPP ӱ ᾰּש Ȃ 

log-buffer logs number_of_message interval length_in_seconds 

   

 number_of_message 
ѝ 0-1024̆0 ὤ ж ᾰּ̆ש

а Ȃ 

 

 length_in_seconds 

ѝ 0-86400̂1 ̃̆0 а ᾗ⁮ ᾰ

̆שּ Ȃ 

number_of_message length_in_seconds ѝ 0
а ᾗ⁮ ᾰּ̆ש Ȃ

number_of_message /length_in_second
Ȃ 
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  number_of_message ѝ 1̆length_in_seconds ḣѝ 30Ȃ 
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ѡᴿ  

NFPP ᶕ Ȃ 

Ruijie#show nfpp log summary 

Total log buffer size : 10 

Syslog rate : 1 entry per 2 seconds 

Logging: 

VLAN 1-3, 5 

interface Gi 0/1 

interface Gi 0/2 

 

NFPP ᾰּשѐ Ȃ 

Ruijie#show nfpp log buffer statistics 

There are 6 logs in buffer. 

 

NFPP ᾰּשȂ 

Ruijie#show nfpp log buffer 

Protocol VLAN  Interface IP address MAC address     Reason         

 Timestamp 

------- ----  --------   ---------  -----------     ------         

 ---------  

ARP    1      Gi0/1       1.1.1.1      -              DoS              

2009-05-30 16:23:10 

ARP    1      Gi0/1       1.1.1.1      -              ISOLATED        

2009-05-30 16:23:10 

ARP    1      Gi0/1       1.1.1.2      -              DoS              

2009-05-30 16:23:15 

ARP    1      Gi0/1       1.1.1.2      -              ISOLATE_FAILED 

2009-05-30 16:23:15 

ARP    1      Gi0/1       -          0000.0000.0001  SCAN             

2009-05-30 16:30:10 

ARP    -      Gi0/2       -          -                 PORT_ATTACKED   

2009-05-30 16:30:10 

 

Protocol ԈЮ ḣ̔ 

Â ARP̂ ARP  ̃ 

Â IP̂ IP ̃ 

Â ICMP̂ ICMP  ̃ 

Â DHCP̂ DHCP  ̃ 

Â DHCPv6̂ DHCPv6  ̃ 

Â NS-NÂ ND  ѐ Ὠ ̃ 
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Â RŜ ND  ѐ ̃ 

Â RA-REDIRECT̂ ND  ѐ Ὠ ̃ 
 

Reason ̆ 5 ḣ̔ 

Â DoS ⁮ ╘   

Â ISOLATED
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ԇ    

 

ᴳ    

 

ѡᴿ 

 ᴿ 1̔ ў ᶕ Ȃ 

Ruijie# show nfpp arp-guard hosts statistics 

success    fail    total 

-------    ----    ----- 

100         20        120 

₥ 120 ў ̆ὲѐ 100 ў ֒ ╖ 2̆0 ў ֒

̂ ᾃ а ̆ ֒ а ̃Ȃ 

ᴿ 2̔ ў ̆ ‟ľremain-time(seconds)Ŀ ⅓ᴍ Ȃ 
Ruijie# show nfpp arp-guard hosts 

If column 1 shows '*', it means "hardware do not isolate user" .

VLAN  interface IP address   MAC address      remain-time(s) 

----  --------   ---------    -----------      -------------        

1      Gi0/1       1.1.1.1      -                  110 

2      Gi0/2       1.1.2.1      -                  61 

*3     Gi0/3       -             0000.0000.1111  110 

4      Gi0/4       -             0000.0000.2222   61 

Total̔4 hosts 

 

 ԇ  
Ὧ ԇ 

 clear nfpp arp-guard hosts ў  
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 ԇ  

 arp-guard scan-threshold ὤ  

 nfpp arp-guard scan-threshold  
Ὧ ԇ 

 clear nfpp arp-guard scan ARP  

 

   

 

   
ԇ  

 - - 

70.10.3 show nfpp arp-guard summary 

ᶕ Ȃ 

show nfpp arp-guard summary 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show nfpp arp-guard summary 

̂Format of column Rate-limit and  Attack-threshold is per-src-ip

/per-src-mac/per-port.̃ 

Interface  Status  Isolate-period Rate-limit Attack-threshold Sc

an-threshold 

Global      Enable  300              4/5/60     8/10/100           15 

Gi 0/1       Enable  180              5/-/-       8/-/-               -

Gi 0/2       Disable 200              4/5/60     8/10/100           20

 

Maximum count of monitored hosts: 1000 

Monitor period̔300s 

̔ 

̂1̃ Interface ѝ Global ὤ Ȃ 

̂2̃ Status  ╖ Ȃ 
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̂3̃ Rate-limit ѝ̂ IP / MAC

/ ḣ̃̆ Attack-threshold Ȃľ-Ŀנ

Ȃ 

 

 ԇ  

 arp-guard attack-threshold ὤ    

 arp-guard enable ὤ ARP  ╖  

 arp-guard isolate-period ὤ  

 arp-guard monitor-period  

 arp-guard monitored-host-limit ў  

 arp-guard rate-limit ὤ  

 arp-guard scan-threshold ὤ  

 nfpp arp-guard enable Э ARP  ╖  

Ὧ ԇ 

 nfpp arp-guard isolate-period  

  nfpp arp-guard policy    

  nfpp arp-guard scan-threshold  

 

   

 

   
ԇ  

 - - 

70.11 DHCP ◗ṱᾖ ầ  

70.11.1 show nfpp dhcp-guard hosts 

ў Ȃ 

show nfpp dhcp-guard hosts [statistics | [[vlan vid] [interface interface-id] [mac-a
ddress]]] 

   

 statistics ў ᶕ  

 vid  

 interface-id  

 

 mac-address MAC  



NFPP ԇ 
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 - - 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show nfpp dhcp-guard summary 

̂Format of column Rate-limit and  Attack-threshold is per-src-ip

/per-src-mac/per-port.̃ 

Interface  Status  Isolate-period Rate-limit Attack-threshold 

Global      Enable  300              -/5/150     -/10/300 

Gi 0/1       Enable  180              -/6/-       -/8/- 

Gi 0/2       Disable 200              -/5/30     -/10/50 

 

Maximum count of monitored hosts: 1000 

Monitor period̔300s 

̔ 

̂1̃ Interface ѝ Global ὤ Ȃ 

̂2̃ Status  ╖ Ȃ 

̂3̃ Rate-limit ѝ̂ IP / MAC

/ ḣ̃̆ Attack-threshold Ȃľ-Ŀנ

Ȃ 

 

 ԇ  

 dhcp-guard attack-threshold ὤ    

 dhcp-guard enable ὤ DHCP  ╖  

 dhcp-guard isolate-period ὤ  

 dhcp-guard monitor-period  

 dhcp-guard monitored-host-limit ў  

 dhcp-guard rate-limit ὤ  

 nfpp dhcp-guard enable Э DHCP  ╖  

 nfpp dhcp-guard isolate-period  

Ὧ ԇ 

 nfpp dhcp-guard policy    
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ԇ  

 10.4 ԇ 

70.12 DHCPv6 ◗ṱᾖ ầ  

70.12.1 show nfpp dhcpv6-guard hosts 

ў Ȃ 

show nfpp dhcpv6-guard hosts [statistics | [[vlan vid] [interface interface-id] [mac
-address]]] 

   

 statistics ў ᶕ  

 vid  

 interface-id  

 

 mac-address MAC  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 ў ᶕ Ȃ 

Ruijie# show nfpp dhcpv6-guard hosts statistics 

success    fail    total 

-------    ----    ----- 

100         20        120 

₥ 120 ў ̆ὲѐ 100 ў ֒ ╖ 2̆0 ў ֒

̂ ᾃ а ̆ ֒ а ̃Ȃ 

 

ў ̆ ‟ľremain-time(seconds)Ŀ ̆ 
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VLAN  interface   MAC address    remain-time(seconds) 

----     ---------    -----------         ------------------- 

 1     gi0/2      0000.0000.0001   10 

 *2    gi0/1      0000.0000.0002   20 

Total̔2 host(s) 

 

 ԇ  
Ὧ ԇ 

 clear nfpp dhcpv6-guard hosts ў  

 

   

 

   
ԇ  

 10.4 ԇ 

70.12.2 show nfpp dhcpv6-guard summary 

ᶕ Ȃ 

show nfpp dhcpv6-guard summary 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show nfpp dhcpv6-guard summary 

̂Format of column Rate-limit and  Attack-threshold is per-src-ip

/per-src-mac/per-port.̃ 

Interface  Status  Isolate-period Rate-limit Attack-threshold 

Global      Enable  300              -/5/150     -/10/300 

Gi 0/1       Enable  180              -/6/-       -/8/- 

Gi 0/2       Disable 200              -/5/30     -/10/50 

 

Maximum count of monitored hosts: 1000 
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Monitor period̔300s 

̔ 

̂1̃ Interface ѝ Global ὤ Ȃ 

̂2̃ Status  ╖ Ȃ 

̂3̃ Rate-limit ѝ̂ IP / MAC

/ ḣ̃̆ Attack-threshold Ȃľ-Ŀנ

Ȃ 

 

 ԇ  

 dhcpv6-guard attack-threshold ὤ    

 dhcpv6-guard enable ὤ DHCPv6  ╖  

 dhcpv6-guard isolate-period ὤ  

 dhcpv6-guard monitor-period  

 dhcpv6-guard monitored-host-limit ў  

 dhcpv6-guard rate-limit ὤ  

 nfpp dhcpv6-guard enable Э DHCPv6
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 interface-id  

 ip-address IP  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 Ruijie#show nfpp icmp-guard hosts statistics  

success    fail    total 

-------    ----    ----- 

100         20        120 

̔ľ Ὥ 120 ў ̆ὲѐ 100 ў ╖̆20 ў ĿȂ

 

Ruijie# show nfpp icmp-guard hosts 

If column 1 shows '*', it means "hardware failed to isolate host". 

VLAN  interface IP address      remain-time(s) 

----    --------   ---------          ------------- 

1      Gi0/1       1.1.1.1      110 

2      Gi0/2       1.1.2.1      61 

Total̔2 host(s) 

 

 ԇ  
Ὧ ԇ 

 clear nfpp icmp-guard hosts ў  

 

   

 

   
ԇ  

 10.4 ԇ 
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 - - 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show nfpp icmp-guard summary 

̂
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ԇ  

 10.4 ԇ 

70.13.3 show nfpp icmp-guard trusted-host 

а ᶕў Ȃ 

show nfpp icmp-guard trusted-host 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ᶕў Ȃ 

Ruijie# show nfpp icmp-guard trusted-host 

IP address      mask 

---------       ------ 

1.1.1.0         255.255.255.0 

1.1.2.0         255.255.255.0 

Total̔2 record(s) 

 

 ԇ  
Ὧ ԇ 

 icmp-guard trusted-host а ᶕў  

 

   

 

   
ԇ  

 10.4 ԇ 

 





NFPP ԇ 

70-73 

 clear nfpp ip-guard hosts ў  

 

   

 

   
ԇ  

 10.4 ԇ 

70.14.2 show nfpp ip-guard summary 

ᶕ Ȃ 

show nfpp ip-guard summary 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ᶕ Ȃ 

 

ѡᴿ  

Ruijie# show nfpp ip-guard summary 

̂ Format of column Rate-limit and  Attack-threshold is 

per-src-ip/per-src-mac/per-port.̃ 

Interface Status Isolate-period Rate-limit Attack-threshold Scan

-threshold 

Global      Enable  300              4/-/60     8/-/100           15 

Gi 0/1       Enable  180              5/-/-       8/-/-              - 

Gi 0/2       Disable 200              4/-/60     8/-/100           20 

 

Maximum count of monitored hosts: 1000 

Monitor period̔300s 

̔ 

̂1̃ Interface ѝ Global ὤ Ȃ 

̂2̃ Status  ╖ Ȃ 

̂3̃ 
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 ԇ  

 ip-guard attack-threshold ὤ    

 ip-guard enable ὤ IP ╖  

 ip-guard isolate-period ὤ  

 ip-guard monitor-period  

 ip-guard monitored-host-limit ў  

 ip-guard rate-limit ὤ  

 nfpp ip-guard enable Э IP ╖  

 nfpp ip-guard isolate-period  

Ὦ ḓ
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1.1.2.0         255.255.255.0 

Total̔2 record(s) 

 

 ԇ  
Ὧ ԇ 

 ip-guard trusted-host а ᶕў  

 

   

 

   
ԇ  

 10.4 ԇ 

70.15 ND ◗ṱᾖ ầ  

70.15.1 show nfpp nd-guard summary 

ᶕ Ȃ 

show nfpp nd-guard summary 
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0.852 g
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f
Q
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147.3.56 re
f
0 g
BT
/C2_0 1 Tf
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̂2̃ Status  ╖ Ȃ 

̂3̃ Rate-limit ѝ̂ /Ὠ /
/ Ὠ / ̃̆ Attack-threshold Ȃנ

ľ-Ŀ Ȃ 

ѡᴿ ľ̔-/5/30Ŀ G 0/2 Э /Ὠ ̆

5̆ Ὠ / 30Ȃ 

 

 ԇ  

 nd-guard attack-threshold ὤ    

 nd-guard enable ὤ ND  ╖  

 nd-guard rate-limit ὤ  

 nfpp nd-guard enable Э ND  ╖  

Ὧ ԇ 

 nfpp nd-guard policy    

 

   

 

   
ԇ  

 10.4 ԇ 
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71 ACL  

ԈЮ ԇѐ ⁮ ԈЮ ԇ  

  Ѭ 

 

id 

‟ ḣ Ȃ  

IP ῆ ACL̔1-99̆1300-1999 

IP ACL̔100-199̆2000-2699 

MAC ACL̔700–799 

ж ACL̔2700–2899 

 name ACL  

 sn ACL ( ִἼ ӊ ) 

 start-sn ḣ 

 inc-sn  

 deny ּר ̆‡  

 permit ּר ̆‡ἵ  

 

prot 

̆ ұ IPv6 ѝ ipv6 ĭcmp t̆cp̆
udp ḣ 0-255̆ ұ IPv4̆ Ԉ eigrp̆grĕ
ipinip̆igmp̆nos̆ospf̆icmp̆udp̆



ACL ԇ 

71-2 

 precedence precedence ִἼ ⁞̂0-7̃ 

 range  

 time-range tm-rng-name ּ̆ש ѝ tm-rng-name 

 tos tos ╘ ̂0-15̃ 

 cos cos cos ḣ(0-7) 

 cos inner cos ᾃ tag ѐ cos 

 icmp-type ICMP ̂0-255̃ 

 icmp-code ICMP Ԇ ̂0-255̃ 

 icmp-message ICMP  

 

operator port[port] 

Operator ѝ ᴐ ̂lt- ұ ĕq- ұ ğt- ұ n̆eq-
а ұ̆range- ̃ 

port ̆ү ᴐ чэ ̆ὲӹ

ᴐ Уэ  

cosr cos 
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 B MAC 6 P  35 

 C  12 Q IP  36 

 D VLAN tag  14 R ip  38 

 
E 

DSAP( ╘  

)  
18 S ip  42 

 
F 

SSAP( ╘  

)  
19 T TCP  46 

 G Ctrl  20 U TCP  48 

 H Org Code  21 V ‟  50 

 I  24 W  54 

 
J IP  26 XY 

IP ᶑ

ᴁ 
58 

 
K TOS  27 Z 

ᶑ ᴁ flags
ᴁ 

59 

 L IP ꜛ  28 a Windows size  60 

 M ID  30 b ὲӹ 62 

 N Flags  32    

Э ѐ э Ḷ ԏ SNAP̅tag 802.3 ѐ Ḷ Ȃ 

71.1 ầ  

71.1.1 access-list 

ԇ… Уэ ‟ ‡̆ ұ Ȃ ԇ no ‮ ‟

Ȃ 

1) IP ῆ ‟ ̂1 - 99̆1300 - 1999̃ 

access-list id {deny | permit} {source source-wildcard | host source | any} 
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4) Expert ‟ ̂2700 - 2899̃ 

access-list id {deny | permit} [protocol | [ethernet-type][ cos [out][ inner in]]] [VID 
[out][inner in]] {source source-wildcard | host source | any} {host source-mac-address | 
any} {destination destination-wildcard | host destination | any} {host 
destination-mac-address | any} ][precedence precedence] [tos tos] [fragments] [range 
lower upper] [time-range time-range-name] 

Â ꜛ Ԉ Ethernet-type cos ̔ 

access-list id {deny | permit} {ethernet-type| cos [out][ inner in]} [VID [out][inner in]] 
{source source-wildcard | host source | any} {host source-mac-address | any } 
{destination destination-wildcard | host destination | any} {host destination-mac-address | 
any} [time-range time-range-name] 

Â Protocol ̔ 

access-list id {deny | permit} protocol [VID [out][inner in]] {source source-wildcard | host 
source | any} {host source-mac-address | any }{destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [precedence precedence] [tos tos] 
[fragments] [range lower upper] [time-range time-range-name] 

Â УҾ Expert ‟ ̔ 

Internet Control Message Protocol (ICMP)̔ 

access-list id {deny | permit} icmp [VID [out][inner in]] {source source-wildcard | host 
source | any} {host source-mac-address | any } {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [ icmp-type ] [ [ icmp-type 
[icmp-code ] ] | [ icmp-message ] ] [precedence precedence] [tos tos] [fragments] 
[time-range time-range-name] 

Transmission Control Protocol (TCP)̔ 

access-list id {deny | permit} tcp [VID [out][inner in]]{source source-wildcard | host 
Source | any} {host source-mac-address | any } [operator port [port] ] {destination 
destination-wildcard | host destination | any} {host destination-mac-address | any} 
[operator port [port] ] [precedence precedence] [tos tos] [fragments] [range lower upper] 
[time-range time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP)̔ 

access-list id {deny | permit} udp[VID [out][inner in]] {source source –wildcard | host 
source | any} {host source-mac-address | any } [ operator port [port] ] {destination 
destination-wildcard | host destination | any}{host destination-mac-address | any} 
[operator port [port] ] [precedence precedence] [tos tos] [fragments] [range lower upper] 
[time-range time-range-name] 

5) ‟  

access-list list-remark text 
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id 

‟ Ȃ ̂1-99̆100-199̆
1300-1999  ̆ 2000-2699  ̆ 2700 – 2899 7̆00 - 799 Ȃ̃

 Deny ּר ̆‡ Ȃ 

 Permit ּר ̆‡ἵ Ȃ 

 Source ̂ў ̃ 

 source-wildcard  Ȃ Ԉᴳа ̆ 0.255.0.32 

 

protocol 

IP ̆ Ԉ EIGRPȁGREȁIPINIPȁIGMPȁ
NOSȁOSPFȁICMPȁUDPȁTCPȁIP ѐ Уэ̆

҂ Ԉ Ԇ IP 0-255 ȂУҾ

ICMP/TCP/UDP ‟  Ȃ 

 Destination ̂ў ̃ 

 destination-wildcard 
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 match-all ּר tcp flag ᴁ 

 tcp-flag  tcp flag  

 

  ֗ᴉ ACL 

 

ԇ   ὤ  

 

ᴳ  

 ѝҩᴳ ‟ ̆ Ἴ ԇ access-list ѬУ ‟ ‟
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Â dod-host-prohibited  

Â dod-net-prohibited  

Â echo  

Â echo-reply  

Â



ACL ԇ 

71-8 

Â ttl-exceeded  

Â unreachable 

Ю TCP ̆TCP Ԉᴳ έᴇ ̔ 

Â bgp  

Â chargen  

Â cmd 

Â daytime  

Â discard  

Â domain  

Â echo 

Â exec  

Â finger  

Â ftp  

Â ftp-data  

Â gopher  

Â hostname  

Â ident 

Â irc  

Â klogin  

Â kshell 

Â login 

Â nntp  

Â pim-auto-rp   

Â pop2  

Â pop3  

Â smtp  

Â sunrpc  

Â syslog  

Â tacacs  

Â talk  

Â telnet  

Â time  

Â uucp  

Â whois  

Â www 

Ю UDP ̆UDP Ԉᴳ έᴇ ̔ 

Â biff  

Â bootpc  
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Â bootps  

Â discard 

Â dnsix  

Â domain  

Â echo 

Â isakmp  

Â mobile-ip  

Â nameserver  

Â netbios-dgm  

Â netbios-ns 

Â netbios-ss  

Â ntp 

Â pim-auto-rp  

Â rip  

Â snmp  

Â snmptrap  

Â sunrpc  

Â syslog  

Â tacacs  

Â talk  

Â tftp  

Â time  

Â who  

Â xdmcp 

Ԉ Ethernet-type Ю̔ 

Â aarp 

Â arp 

Â appletalk 

Â decnet-iv 

Â diagnostic 

Â etype-6000 

Â etype-8042 

Â lat 

Â lavc-sca 

Â mop-console 

Â mop-dump 

Â mumps 

Â netbios 
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Â vines-echo 

Â xns-idp 

 

ѡᴿ  

ᴿ 1̔IP ῆ ‟ ᴿ 

Ю IP ‟ ἵ ѝ 192.168.1.64 - 192.168.1.127 ̆ὲӹ

̔ 

Ruijie(config)# access-list 1 permit 192.168.1.64 0.0.0.63 

ᴿ 2̔IP ‟ ᴿ 

Ю IP ‟ ἵ DNS ICMP ̔ 

Ruijie(config)# access-list 102 permit tcp any any eq domain 

Ruijie(config)# access-list 102 permit udp any any eq domain 

Ruijie(config)# access-list 102 permit icmp any any echo 

Ruijie(config)# access-list 102 permit icmp any any echo-reply 

ᴿ 3̔MAC ‟ ᴿ 

Ю ᴳ ᴿ̆ MAC ѝ 00d0f8000c0c ў ѝ 100 Ԉ

̆ ⁮ 1Ȃ ̔ 

Ruijie(config)# access-list 702 deny host 00d0f8000c0c any aarp 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# mac access-group 702 in 

ᴿ 4̔Expert ‟ ᴿ 

Юᴿ ᴉ… У  Expert Extended ACL̆ ж ACL IP ѝ

192.168.12.3 з MAC ѝ 00d0.f800.0044 TCP Ȃ 

Ruijie(config)# access-list 2702 deny tcp host 

192.168.12.3 mac 00d0.f800.0044 any any 

Ruijie(config)# access-list 2702 permit any any any any 

Ruijie(config)# show access-lists  

expert access-list extended 2702 

10 deny tcp  host  192.168.12.3 mac 00d0.f800.0044 any any 

10 permit any any any any 

 

 ԇ  

 show access-lists ‟  
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71.1.2 deny 

Уэ э х (deny) ֒Ԉ ұᾱ х Ȃ 

1̃ IP ῆ ‟  

[sn] deny {source source-wildcard 
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destination-wildcard | host destination | any} {host destination-mac-address | any} 
[time-range time-range-name] 

b) protocol  

[sn] deny protocol [[VID [out][inner in]]] {source source-wildcard | host source | any} 
{host source-mac-address | any } {destinationdestination-wildcard | host destination | any} 
{host destination-mac-address | any} [precedence precedence] [tos tos] [fragments] 
[range lower upper] [time-range time-range-name] 

c) УҾ expert ‟ ̔ 

Â Internet Control Message Protocol (ICMP) 

[sn] deny icmp [[VID [out][inner in]]] {source source-wildcard | host source | any} {host 
source-mac-address | any} {destination destination-wildcard | host destination | any} {host 
destination-mac-address | any} [icmp-type] [[icmp-type [icmp-code ]] | [icmp-message]] 
[precedence precedence] [tos tos] [fragments] [time-range time-range-name] 

Â Transmission Control Protocol (TCP) 

[sn] deny tcp [[VID [out][inner in]]]{source source-wildcard | host Source | any} {host 
source-mac-address | any } [operator port [port]] {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [operator port [port]] [precedence 
precedence] [tos tos] [fragments] [range lower upper] [time-range time-range-name] 
[match-all tcp-flag] 

Â User Datagram Protocol (UDP) 

[sn] deny udp [[VID [out][inner in]]]{source source –wildcard | host source | any} {host 
source-mac-address | any } [ operator port [port]] {destination destination-wildcard | host 
destination | any}{host destination-mac-address | any} [operator port [port]] [precedence 
precedence] [tos tos] [fragments] [range lower upper] [time-range time-range-name] 

Â Address Resolution Protocol (ARP) 

 [sn] deny arp {vid vlan-id}[ source-mac-address source-wildcard |host 
source-mac-address | any] [host destination –mac-address | any] {sender-ip 
sender-ip–wildcard | host sender-ip | any} {sender-mac sender-mac-wildcard | host 
sender-mac | any} {target-ip target-ip–wildcard | host target-ip | any} 

5̃ IPV6 ‟  

[sn] deny protocol{source-ipv6-prefix/prefix-length | any | host source-ipv6-address } 
{destination-ipv6-prefix / prefix-length | any| hostdestination-ipv6-address} [dscp dscp] 
[flow-label flow-label] [fragments] [range lower upper] [time-range
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[[icmp-type [icmp-code]] | [icmp-message]] [dscp dscp] [flow-label flow-label] [fragments] 
[time-range time-range-name] 

Â Transmission Control Protocol (TCP) 

[sn] deny tcp {source-ipv6-prefix / prefix-length | hostsource-ipv6-address | any}[operator 
port[port]] {destination-ipv6-prefix /prefix-length | host destination-ipv6-address | any} 
[operator port [port]] [dscp dscp] [flow-label flow-label] [fragments] [range lower upper] 
[time-range time-range-name] [match-all tcp-flag] 

Â User Datagram Protocol (UDP) 

[sn] deny udp {source-ipv6-prefix/prefix-length | host source-ipv6-address | any} [operator 
port [port]] {destination-ipv6-prefix /prefix-length | host destination-ipv6-address | 
any}[operator port [port]] [dscp dscp] [flow-label flow-label] [fragments] [range lower 
upper] [time-range time-range-name] 

   

 Sn 
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⁮ 1Ȃ ̔ 

Ruijie(config)# ipv6 access-list extended v6-acl 

Ruijie(config-ipv6-nacl)# 11 deny ipv6 host 192.168.4.12 any 

Ruijie(config-ipv6-nacl)# show access-lists 

ipv6 access-list extended v6-acl 

11 deny ipv6 host 192.168.4.12 any 

Ruijie(config-ipv6-nacl)# exit 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# ipv6 traffic-filter v6-acl in 

 

 ԇ  

 show access-lists ‟  

 ipv6 traffic-filter Э IPV6 ‟  

 ip access-group IP  ACL  

 mac access-group MAC  ACL  

 ip access-list IP ACL Ѭ 

 mac access-list MAC  ACL Ѭ 

 expert access-list ж  ACL Ѭ 

 ipv6 access-list IPV6 ACL Ѭ 

Ὧ ԇ 

 permit ῆ Ѭ ԇ 

 

   

 

   
ԇ  

 V10.0 
֒ V10.0 ԈЭ̆arp Ὧ ֒

V10.2(3) ԈЭ Ȃ 

71.1.3 expert access-group 

Уэ EXPERT ACL ⁮ Ȃᴳ ԇ no Ȃ 

expert access-group {id | name} {in | out} 

no expert access-group {id | name} {in | out} 

   

 id Expert ‟ ̂2700-2899̃ 

 

 name Expert ‟  
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ᴳ   ԇ Ԉ show expert access-lists ԇ Ȃ 

 

ѡᴿ  

ᴿ 1̔… ж ACL̔ 

Ruijie(config)# expert access-list extended exp-acl 

Ruijie(config-exp-nacl)# show expert access-lists 

expert access-list extended exp-acl 

Ruijie(config-exp-nacl)# 

ᴿ 2̔… ж ACL̔ 

Ruijie(config)# expert access-list extended 2704 

Ruijie(config-exp-nacl)# show expert access-lists  

expert access-list extended 2704 

Ruijie(config-exp-nacl)# 

 

 ԇ  
Ὧ ԇ 

 show expert access-lists ж ‟  

 

   

 

   
ԇ  

 V10.0 ֒ V10.0 ԈЭ 

71.1.5 ip access-group 

έᴇ ‟ ұ ̆ ԇ ip access-groupȂ ԇ no
‟ Ὧ Ȃ 

ip access-group {id | name} {in | out} 

no ip access-group { id | name} {in | out} 

   

 id  IP ‟ ̂1-199̆1300-2699̃ 

 name IP ‟  

 in ὡ  

 

 out ӱ    

 

   ACL 
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ԇ    

 

ᴳ   ᴳ ip access-group ԇ ‟ ұ ̆ Ȃ 

 

ѡᴿ  

Ю ᴿ fastEthernet0/0 Э ‟ 120 ὡ ̔ 

Ruijie(config)# interface fastEthernet 0/0 

Ruijie(config-if)#ip access-group 120 in 

 

 ԇ  

 access-list Ѭ ‟ Ȃ 

 show access-lists ‟  Ὧ ԇ 

 show ip access-list 
IP ‍ ‟ ̂1-199 1̆300 

– 2699̆3000̇3199̃ 
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ѡᴿ  

ᴿ 1̔… ῆ ACL̔ 

Ruijie(config)# ip access-list standard std-acl 

Ruijie(config-std-nacl)# show ip access-lists  

ip access-list standard std-acl 

Ruijie(config-std-nacl)# 

ᴿ 2 ̔… ACL̔ 

Ruijie(config)# ip access-list extended 123 

Ruijie(config-ext-nacl)# show ip access-lists 

ip access-list extended 123 

 

 ԇ  
Ὧ ԇ 
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ᴳ   ԇ Ԉ show access-lists ԇ Ȃ 

 

ѡᴿ  

ACL ̔ 

Ruijie# show access-lists 

ip access-list standard 1 

10 permit host 192.168.4.12 

20 deny any any 

Ruijie# config 

Ruijie(config)# ip access-list resequence 1 21 43 

Ruijie(config)# exit 

Ruijie# show access-lists 

ip access-list standard 1 

21 permit host 192.168.4.12 

64 deny any any 

 

 ԇ  
Ὧ ԇ 

 show access-lists ‟  

 

   

 

   
ԇ  

 V10.0 ֒ V10.0 ԈЭ 

71.1.8 ipv6 traffic-filter 

Уэ IPV6 ACL ⁮ Ȃᴳ ԇ no Ȃ 

ipv6 traffic-filter name {in | out} 

no ipv6 traffic-filter name {in | out} 

   

 name IPV6 ‟  

 in ὡ  
 

 out ӱ    

 

  IPV6 ACL 
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ԇ    

 

ᴳ   
ACL ұ Э̆ ұ ὡ   ⁸ȂG show ipv6 

traffic-filter ԇ  

 

ѡᴿ  

Юᴿ ᴉ access-list v6-acl ұ Gigabit 1 Э̔ 

Ruijie(config)# interface GigaEthernet 0/1 

Ruijie(config-if)# ipv6 traffic-filter v6-acl in 
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ԇ  

 V10.0 ֒ V10.0 ԈЭȂ 

71.1.11 MAC access-group 

Уэ MAC ACL ⁮ Ȃᴳ ԇ no Ȃ 

mac access-group {id | name}{in | out} 

no mac access-group {id | name} {in | out} 

   

 id MAC ‟ ̂700-799̃ 

 name MAC ‟  

 in ὡ  

 

 out ӱ    

 

   ACL 

 

ԇ   ԇ  
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ԇ… MAC  ACL̆ ὡ Ȃᴳ ԇ no ‮ ACL 

mac access-list extended {id | name} 

no mac access-list extended {id | name} 
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1) IP ῆ ‟  

[sn] permit {source source-wildcard | host source | any} 

2) IP ‟  

[sn] permit protocol source source-wildcard destination destination-wildcard [precedence 
precedence] [tos tos] [fragments] [range lower upper] [time-range time-range-name] 

УҾ IP ⁸‟ ̔ 

Â Internet Control Message Protocol (ICMP) 

[sn] permit icmp {source source-wildcard | host source | any} {destination 
destination-wildcard | host destination | any} [ icmp-type ] [[icmp-type [icmp-code ]] | 
[ icmp-message ]] [precedence precedence] [tos tos] [fragments] [time-range 
time-range-name] 

Â Transmission Control Protocol (TCP) 

[sn] permit tcp {source source-wildcard | 
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[sn] permit protocol [VID [out][inner in]] {source source-wildcard | host Source | any} 
{host source-mac-address | any } {destination  destination-wildcard  | host destination | 
any} {host destination-mac-address | any} [precedence precedence] [tos tos] [fragments] 
[range lower upper] [time-range time-range-name] 

УҾ Expert ‟ ̔ 

Â Internet Control Message Protocol (ICMP) 

[sn] permit icmp [VID [out][inner in]] {source source-wildcard | host source | any} {host 
source-mac-address | any } {destination destination-wildcard  | host destination | any} 
{host destination-mac-address | any}[ icmp-type ] [[icmp-type [icmp-code ]] | 
[ icmp-message ]] [precedence precedence] [tos tos] [fragments] [time-range 
time-range-name] 

Â Transmission Control Protocol (TCP) 

[sn] permit tcp [VID [out][inner in]]{source source-wildcard | host Source | any} {host 
source-mac-address | any } [operator port [port]] {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [operator port [port]] [precedence 
precedence] [tos tos] [fragments] [range lower upper] [time-range time-range-name] 
[match-all tcp-flag] 

Â User Datagram Protocol (UDP) 

[sn] permit udp [VID [out][inner in]]{source source –wildcard | host source | any} {host 
source-mac-address | any } [ operator port [port]] {destination destination-wildcard | host 
destination | any} {host destination-mac-address | any} [operator port [port]] 
[precedenceprecedence] [tos tos] [fragments] [range lower upper] [time-range 
time-range-name] 

Â Address Resolution Protocol (ARP) 

[sn] permit arp {vid vlan-id} [host source-mac-address | any] [host destination 
–mac-address | any] {sender-ip sender-ip–wildcard | host sender-ip | any} {sender-mac 
sender-mac-wildcard | host sender-mac | any} {target-ip target-ip–wildcard | host target-ip 
| any} 

5) IPV6 ‟  

[sn] permit protocol {source-ipv6-prefix / prefix-length | any | host source-ipv6-address} 
{destination-ipv6-prefix / prefix-length | any| hostdestination-ipv6-address} [dscp dscp] 
[flow-label flow-label] [fragments] [range lower upper] [time-range time-range-name] 

УҾ IPV6 ⁸‟ ̔ 

Â Internet Control Message Protocol (ICMP) 

[sn] permit icmp {source-ipv6-prefix / prefix-length | any source-ipv6-address | host} 
{destination-ipv6-prefix / prefix-length| host destination-ipv6-address | any} [icmp-type] 
[[icmp-type [icmp-code]] | [icmp-message]] [dscp dscp] [flow-label flow-label][fragments] 
[time-range time-range-name] 
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Â Transmission Control Protocol (TCP) 

[sn] permit tcp {source-ipv6-prefix / prefix-length | host source-ipv6-address | any} 
[operator port [port] ] {destination-ipv6-prefix / prefix-length | host destination-ipv6-address 
| any} [operator port [port]] [dscp dscp] [flow-label flow-label] [fragments] [range lower 
upper] [time-range time-range-name] [match-all tcp-flag] 

Â User Datagram Protocol (UDP) 

[sn] permit udp {source-ipv6-prefix / prefix-length | host source-ipv6-address | any} 
[operator port [port] ] {destination-ipv6-prefix / prefix-length | host destination-ipv6-address 
| any} [operator port [port]] [dscp dscp] [flow-label flow-label] [fragments] [range lower 
upper] [time-range time-range-name] 
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Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# ip access-group 102 in 

Ruijie(config-if)# 

ᴿ 3̔Ю MAC ACL ᴳ ᴿ̆ ῆ MAC ѝ 0013.0049.8272 ў

ѝ 100 Ԉ ̆ ⁮ 1Ȃ  

Ruijie(config)# mac access-list extended 702 

Ruijie(config-mac-nacl)# permit host 0013.0049.8272 any aarp 

Ruijie(config-mac-nacl)# show access-lists 

mac access-list extended  

10 permit host 0013.0049.8272 any aarp702 

Ruijie(config-mac-nacl)# exit 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# mac access-group 702 in 

ᴿ 4̔Ю ip ῆ ACL ᴳ ᴿ̆ ἵ IP ѝ 192.168.4.12 ў ̆

⁮ 1Ȃ ̔ 

Ruijie(config)# ip access-list standard std-acl 

Ruijie(config-std-nacl)# permit host 192.168.4.12 

Ruijie(config-std-nacl)# show access-lists 

ip access-list standard std-acl 

10 permit host 192.168.4.12 

Ruijie(config-std-nacl)# exit 

Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# ip access-group std-acl in 

ᴿ 5̔Ю IPV6 ACL ᴳ ᴿ̆ ἵ IP ѝ 192.168.4.12 ў ̆

⁮ 1Ȃ ̔ 

Ruijie(config)# ipv6 access-list extended v6-acl 

Ruijie(config-ipv6-nacl)# 11 permit ipv6 
host ::192.168.4.12 any 

Ruijie(config-ipv6-nacl)# show access-lists 

ipv6 access-list extended v6-acl 

11 permit ipv6 host ::192.168.4.12 any ipve 1show access-liT1 10-2f(ipv)# )Tj
/TT2 1 Tf
9.581 0 Td
(interface gigabitethernet )Tj
/TT3 1 Tf
15.569 0 Td
(1/1 )Tj
/T48 traffic-file 1Td
(Ruijie(config-iTd
(1/1 )Tj
)# 
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 ip access-group IP ACL  

 mac access-group MAC  ACL  

 ip access-list IP  ACL Ѭ 

 mac access-list MAC  ACL Ѭ 

 expert access-list ж  ACL Ѭ 

 ipv6 access-list IPV6 ACL Ѭ 

 deny Ѭ ACL  

 

   

 

   
ԇ  

 V10.0 
֒ V10.0 ԈЭ̆arp Ὧ ֒

V10.2(3) ԈЭ Ȃ 

71.2 ầ  

71.2.1 show access-group 

Э ACL  

show access-group [interface <interface>] 

   
 

 <interface>  

 

   

 

ԇ    

 

ᴳ   Э ACL̆а ὤ Э ACL 

 

ѡᴿ  

Ruijie# show access-group 

ip access-list standard ipstd3 

Applied On interface GigabitEthernet 0/1. 

ip access-list standard ipstd4 

Applied On interface GigabitEthernet 0/2. 

ip access-list extended 101 



ACL ԇ 

71-31 

Applied On interface GigabitEthernet 0/3. 

ip access-list extended 102    

Applied On interface GigabitEthernet 0/8. 

 

 ԇ  

 ip access-group ip ‟ Ѭ 

 mac access-group MAC ‟ Ѭ 

 expert access-group Expert ‟ Ѭ 

Ὧ ԇ 

 ipv6 traffic-filter IPV6 ‟ Ѭ 

 

   

 

   
ԇ  

 V10.0 ֒ V10.0 ԈЭ 

71.2.2 show access-lists 

ACL ACL 

show access-lists [id | name] 

   

 id ‟   

 name ‟  

 

   

 

ԇ    

 

ᴳ   acl̆ id namĕ‡ ACL 

 

ѡᴿ  

Ruijie# show access-lists n_acl 

ip access-list standard n_acl 

Ruijie# show access-lists 102 

ip access-list extended 102 

Ruijie# show access-lists 

ip access-list standard n_acl 
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 <interface>  

 

   

 

ԇ    

 

ᴳ   Ὧ IPv6 ACL̆ ̆‡ IPv6 ACL 

 

ѡᴿ  

Ruijie# show ipv6 traffic-filter interface gigabitethernet 0/4 

ipv6 traffic-filter v6 in 

Applied On interface GigabitEthernet 0/4. 

 

 ԇ  
Ὧ ԇ 

 ipv6 access-list IPV6 ACL Ѭ 

 

   

 

   

 (���	Ë  AÈ�â  
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mac access-group mm in 

Applied On interface GigabitEthernet 0/3. 

 

 ԇ  
Ὧ ԇ 

 mac access-list MAC ACL Ѭ 

 

   

 

   
ԇ  

 V10.0  ֒ V10.0 ԈЭ 

71.3 ͛  ב

71.3.1 security access-group 

ὤ  

security access-group {id|name} 

no security access-group 

   

 id ACL id  

 name ACL  

 

   

 

ԇ    

 

ᴳ   Ю ὤ  

 

ѡᴿ  Ruijie(config-if)#security access-group 1 

 

 ԇ  
Ὧ ԇ 

 show secu-acl ὤ  
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ԇ  

 V10.2 ֒ V10.2 ԈЭ 

71.3.2 security global access-group 

ὤ ὤ  

security global access-group {id|name} 

no security global access-group 

   

 id ACL id  

 name ACL  

 

   

 

ԇ    

 

   

 

  config)#  global access-grou   
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 - - 

 

   

 

ԇ    

 

ᴳ   ὤ ᴿ  

 

ѡᴿ  Ruijie(config-if)#security uplink enable 

 

 ԇ  
Ὧ ԇ 

 show secu-acl 
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Fa0/6      uplink     --      

 

 ԇ  

 security global access-group  ὤ ὤ Ѭ 

 security access-group  ὤ Ѭ 
Ὧ ԇ 

 security uplink enable ὤ ᴿ  

 

   

 

   
ԇ  

 V10.2 ֒ V10.2 ԈЭ 
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72 VACL  

72.1 ầ  

Vlan access map чэὯ ὲ̆ѐ map_name ўὯ а m̆ap_sn Ὧ

̆ Ԉ Ȃ ԏ map̂Уэ э̃ ṁў mapȂ 

1̃ …  vlan access map Э … Уэ map̆ а map_sn Ḁ̆

map ₥ з ұУэў map map map_sn Э╗ 10̕ 

2̃ а map_sn Ḁ̆‮  vlan access map̆‡ map_name
Map_name ֶὤ ‮ ̆ ў map ‮ ̕ 

3̃ map_sn Ḁ̆‮  vlan access map̆‡‮ map̕
map ў map а map Ḁ̆ ў map ֶ ╟‮ ̆ ‡а

ֶ̕ 

4̃ Уэў map Ԉ 6553 э mapȂ 

ԈЮѝ VACL Ὧ ԇ̔ 

Â action forward/drop/redirect 

Â Match ip/mac address 

Â vlan access map 

Â vlan filter 

72.1.1 action forward/drop/redirect 

map actions ╟ᴐ̆ vacl Ю Ю ԇȂ ԇ no map
actions ╟ᴐ̆ ╟ᴐ forwardȂ 

action forward 

no action forward 

map actions ╟ᴐ̆ vacl Ю Ю ԇȂ ԇ no map
actions ╟ᴐ̆ ╟ᴐ forwardȂ 

action drop 

no action drop 

map actions ╟ᴐ̆ vacl Ю Ю ԇȂ ԇ no map
actions ╟ᴐ̆ ╟ᴐ forwardȂ 

action redirect { GigabitEthernet | Aggregateport | FastEthernet } { port_id } 
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no action redirect{GigabitEthernet | Aggregateport | FastEthernet } {port_id } 
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72.1.3 vlan access map 

… Уэ map̆ ᴳ ὤ ԇȂ ‮ Уэ map̆ ᴳ ԇ no Ȃ 

Vlan access map map_name [ map_sn ] 

no Vlan access map map_name [ map_sn ] 

   

 map_name map ўὯ ӑ 100 э ̆ а ̕
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 map_name ў map Ὧ Ȃ 

 vlan_id vlan  id Ȃ 

 

   

 

ԇ   ὤ  

 

ᴳ   
vlan access map э vlan Э ̆ ̆ vlan ὡ̆ v̔lan 

filter aa vlan-list 1-33̆  map  1-33 vlan ЭȂ 

 

ѡᴿ  
Ю ᴿ ў map ѝ ff  vlan access map  vlan 5 ЭȂ 

Ruijie(config)# vlan filter ff vlan-list 5 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

72.2 ầ  

72.2.1 show vlan access map 

ὤ ў map ᾃ ̆ ԇȂ 

show vlan access map 

э ў map ᾃ ̆ ԇȂ 

show vlan access map  map_name 

   
 

 map_name ў map Ὧ ̕ 

 

   

 

ԇ    
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ԇ    

 

ᴳ    

 

ѡᴿ 

 Ю ᴿ Show vlan filter  access-map aa Уэ ̔ 

Ruijie(config)# show vlan filter  

VLAN Map aa 

Configured on VLANs: 1,  5,  6,   

Ruijie(config)# 

 

 ԇ  

 show vlan filter  access-map map_name 
э ўmap vlanЭ

 Ὧ ԇ 

 show vlan filter  vlan  vlan_id  
э vlan Э Ҿў

map  

 

   

 

   
ԇ  

 - - 
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73 QOS  

73.1  

QoS Ѯ₥̆ QoS Ὧ ԈЮΰ ᶕ ̔ 

Â Уэ Ὧ 1 э policy-map̕ 

Â Уэ policy-map Ԉ э class-map̕ 

Â Уэ class-map Ὧ 1 э ACL̆ ACL ACE έ

̕ 

Â Уэ ЭὯ ACE э ӱ“ ὤ ACL” ⁸Ȃ 

ᾳЮ Q̆oS ╖ Ὧ Ȃ Ȃת ᴔ Уэ Policy Map 
Ὧ ⁮ Уэ Э̆ ҩ ᶕ֗ ̆ QoS ╖ Ȃ Ὧ

QoS ╖ ̆ ᾱ Policy Map ̆ ᶕ֗ ѝ Off 
ȂԈЮѝ QOS ̔ 

 CoS ḣ 0 

 ‟э  8 

 ‟  WRR 
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73.2 ầ  

73.2.1 class maps 

… ACL̔ 

ip access-list {extended | standard} { acl-id | acl-name } 

mac access-list extended {acl-id | acl-name} 

expert access-list extended {acl-id | acl-name} 

ipv6 access-list extended acl-name 
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ᴿ 4̔… class-map, cm 

Ruijie(config)# class-map cm 

ᴿ 5̔Ὧ ACL 

Ruijie(config-cmap)# match access-group me 

ᴿ 6̔   class-map  

Ruijie(config-cmap)# exit 

 

 ԇ  

 show mac access-lists - 
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 show mls qos queueing  - 

 

   

 

   
ԇ  

 - - 

73.2.3 interface rate-limit 

⁸  

rate-limit {input | output} 
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 - - 

73.2.4 mls qos cos 

CoS ḣ 

mls qos cos default-cos 

no mls qos cos 
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 dscp  ḣ ᵑӊ а а  

 no ḣ 

 

   

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  Ruijie(config)# mls qo map cos-dscp 8 10 16 18 24 26 32 34 
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ѡᴿ  Ruijie(config)# mls qos ma_Ecp-cos 80 1 16 18 to2 0 

ԇ 
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73.2.8 mls qos scheduler 

  ‟  

mls qos scheduler [sp | rr | wrr | drr] 

no mls qos scheduler 

   

  
BT
/TT1 1 Tf
010035 T1654.0Tr 2.6 0 d
(drr)Tj
/TT0 1 Tf
0 Tw 8.012 0 Td
( )Tj
/C2_0 114 7 1.3Tf
0.057<4192354007EB41D722A9>Tj
/TT0 14.012 0 Td
( )Tj
ET
BF30 00.03 1443 484.62 r re
1410 00.0396 6543 484.62 r
ET
BF593.1243 1449.4120.7 rT
q
29593.1243 4849.4120.7 re
f
BT
/TT0 1
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 cos Qos ᶕ֗ ѝ CoS 

 dscp Qos ᶕ֗ ѝ DSCP 

 ip-precedence Qos ᶕ֗ ѝ IP-PRE 

 no ḣ 

 

  аᶕ֗ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# mls qos trust cos 

 

 ԇ  
Ὧ ԇ 

 show mls qos interface interface-id - 

 

  S8600 ‟     cos dscp ip-precedence 

 

   
ԇ  

 - - 

73.2.10 policy maps 

… policy map̆ ὡ policymap  

[no] policy-map policy-map-name 

… policy map ѐᴳ class-map ‍ , ὡ ‍  

[no] class class-map-name 

ѐ IP  ipdscp ḣ̆ ұ IP а ᴐ  

set ip dscp new-dscp 

no set ip dscp 

⁸ ѝ ‍ ╟ᴐ 

police rate-bps burst-byte[exceed-action {drop | dscp dscp-value}] 

no police 
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QOS ԇ 

73-12 

73.2.11 priority-queue 

  ‟  

[no] 
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ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  Ruijie(config)# priority-queue cos-map 1 0 1 

 

 ԇ  
Ὧ ԇ 

 show mls qos queueing - 

 

  а ‟ а ̆  

 

   
ԇ  

 - - 

73.2.13 service-policy 

policy map ⁮ Э 

service-policy {input | output} policy-map-name 

no service-policy {input | output} 
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 show mls qos interface - 

 

  S8600 ‟   input output 

 

   
ԇ  

 - - 

73.2.14 wfq-queue bandwidth 

ᴳ wfq ᾳЮ̆ ԇ э ‟Ȃ 

wfq-queue queue-id bandwidth min max 

no wfq-queue queue-id bandwidth 

   

 queue-id ‟  

 min ᶑ  
 

 max ἵ  

 

  
min ѝ kbps 

max ѝ kbps 

 

ԇ    

 

ᴳ  
 ‟ᴳ wfq Э̆ᴳ ԇ Ԉ ᶑ ἵ

Ȃ 

 

ѡᴿ  

‟ᴳ wfq ̔ 

Ruijie(config)# mls qos scheduler wfq 

Ruijie(config)# show mls qos scheduler 

ᶑ ἵ ̔ 

Ruijie(config-if)# wfq-queue 2 bandwidth 10 10240 

Ruijie(config-if)# wfq-queue 4 bandwidth 7 10240 

Ruijie(config-if)# show running 

 

 ԇ  
Ὧ ԇ 

 show mls qos scheduler QOS  
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  ֒ RGOS10.1 ԈЭ 

 

   
ԇ  

 - - 

73.2.15 wfq-queue sp 

ᴳ wfq ᾳЮ̆ ԇ э ‟ ш ִἼ (sp)Ȃ 

wfq-queue queue-id sp 

no wfq-queue queue-id sp 

   

 queue-id ‟   

 sp ш ִἼ ‟  

 

  аᴳ sp 

 

ԇ   ὤ  

 

ᴳ   ‟ᴳ wfq Э̆ᴳ ԇ Ԉ ‟Ԉ sp+wfq Ȃ 

 

ѡᴿ  

‟ᴳ wfq ̔ 

Ruijie(config)# mls qos scheduler wfq 

Ruijie(config)# show mls qos scheduler 

‟ 1 3 ѝш ‟ ̔ 

Ruijie(config)# wfq-queue 1 sp 

Ruijie(config)# wfq-queue 3 sp 

Ruijie(config)# show running 
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73.2.16 wrr-queue bandwidth 

WRR ‟ ᴿ 

wrr-queue bandwidth weight1 ... weightn 

no wrr-queue bandwidth 

   

 weight1...weightn  
ѝ n э   ‟ ḣ n̆ ḣ ḣ

 
 

 no  ḣ 

 

  weight1: ...: weightn = 1:..:1 

 

ԇ   ὤ  

 

ᴳ    

 

ѡᴿ  Ruijie(config)# wrr-queue bandwidth 1 2 3 4 5 6 7 8 

 

 ԇ  
Ὧ ԇ 

 show mls qos queueing - 

 

  а ‟ а ̆ Ȃ 

 

   
ԇ  

 - - 

73.3 ầ  

73.3.1 show class-map 

class map ᴇ ᾃ  

show class-map [class-name] 

   
 

 class-name class map  
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QOS ԇ 

73-18 

   

 

   
ԇ  

 - - 

73.3.3 show mls qos interface 

QoS ᶕ  

show mls qos interface interface-id [policers] 

   

 interface-id   

 policers Ὧ police 

 

  QOS ᶕ  
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 dscp-cos dscp-cos maps 

 ip-prec-dscp ip-prec-dscp maps 

 

  dscp-cos maps dscp-cos maps ip-prec-dscp maps 

 

ԇ    

 

ᴳ    

 

ѡᴿ  Ruijie# show mls qos maps 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

73.3.5 show mls qos queueing 

QoS ‟ᶕ (cos-to-queue map,wrr weight,drr weight) 

show mls qos queueing 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  Ruijie# show mls qos queueing 

 

Ὧ ԇ  ԇ  
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 - - 

 

  S8600 ‟ ̔ cos-to-queue map,wrr weight,drr weightȂ 

 

   
ԇ  

 - - 

73.3.6 show mls qos rate-limit 

⁸ᶕ  

show mls qos rate-limit [interface interface-id] 

   
 

 interface interface-id rate-limit ԇ  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  Ruijie# show mls qos rate-limit 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

73.3.7 show mls qos scheduler 

ִἼ ‟  

show mls qos scheduler 
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 - - 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  Ruijie# show mls qos scheduler 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  S8600 ‟  

 

   
ԇ  

 - - 
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74 WRED  

74.1 WRED ו  

Ю 

  ḣ 

CoS 0̆1̆2̆3̆4̆5̆6̆7

WRED-drop 100%low̆100%high Threshold1 

random-detectprobability 60% 

CoS NONE 

WRED-drop 80% low̆100%high Threshold2 

random-detectprobability 80% 

CoS S86ȁ96 ‟а  

WRED-drop S86ȁ96 ‟а  

 

Queue1 

Threshold3 

random-detectprobability S86ȁ96 ‟а  

CoS S86ȁ96 ‟а  

WRED-drop S86ȁ96 ‟а  Threshold1 

random-detectprobability S86ȁ96 ‟а  

CoS S86ȁ96 ‟а  

WRED-drop S86ȁ96 ‟а  Threshold2 

random-detectprobability S86ȁ96 ‟а  

CoS S86ȁ96 ‟а  

WRED-drop S86ȁ96 ‟а  

 

 

Queue2 

hreshold3 

random-detect probability S86ȁ96 ‟а  

 

ᴳ  
 
&  

ᾳЮ̆ ‟ ⁮ queue1 У ḣ ᴂ̆ ḣ ұ

ḣ̆з ѝ 100%̆ WRED ╖ Ȃ 
 

74.2 ầ  

74.2.1 wrr-queue random-detect max-threshold 
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74-2 

… ‟ ḣ̆ ᴳ ὤ ԇȂ ‮ ‟
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 queue_id ‟  

 thr1 У ḣ ᴂ ḣ 

 thr2 ү ḣ ᴂ ḣ 

 

 thr3 Ь ḣ ᴂ ḣ 

 

   

 

ԇ    

 

ᴳ   

Уэ WRED Ю э ȂWRED Ҿ

WRED ᶕ ὤ Ȃ ұ У э WRED Ὧ

̆ Ҿ ҂ ᴐ э ὲӹ Ȃ 

S86ȁ96 ‟ Уэ Уэ Ȃ 

S86ȁ96 ‟ 2 ḣ 

 

ѡᴿ  
Ю ᴿ э 1 э ‟ ᴂ ̔ 

Ruijie(config-if)# wrr-queue random-detect min-threshold 1 68 69 70

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

74.2.3 wrr-queue random-detect probability 

… ‟ х ̆ ᴳ ὤ ԇȂ ‮ ‟

х ̆ ᴳ ԇ no Ȃ 

wrr-queue random-detect min-threshold queue_id prob1 [ prob2  prob3] 

no wrr-queue random-detect min-threshold queue_id 

    

 queue_id ‟ ̕ 
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 prob1 У ḣ х  

 prob2 ү ḣ х  

 prob3 Ь ḣ х ̂S86 ‟ э ̃

 

   

 

ԇ    

 

ᴳ   

Уэ WRED Ю э ȂWRED Ҿ

WRED ᶕ ὤ Ȃ ұ У э WRED Ὧ

̆ Ҿ ҂ ᴐ э ὲӹ Ȃ 

S86ȁ96 ‟ Уэ Уэ Ȃ 

S86ȁ96 ‟ 2 х Ȃ 

 

ѡᴿ  
Ю ᴿ э 1 э ‟ х ̔ 

Ruijie(config-if)#wrr-queue random-detect probability 1 61 62 63

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

74.2.4 wrr-queue cos-map 

э threshold б cos ̆ Ю Ю ԇȂ ԇ no
э threshold cos Ȃ 

wrr-queue cos-map threshold_id cos1 [cos2 [cos3 [cos4 [cos5 [cos6 [cos7 [cos8]]]]]]] 

   

 queue_id ‟   

 cos_value cos ḣ̂  1 э̆  8 э̆  0~7̃̕ 

 

  cos ḣ У ḣȂ 
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ԇ    

 

ᴳ   

Ԉ DSCP-CoS CoS-threshold Ὧ DSCP б threshold
Ȃ 

Э CoS ⁮ Уэ threshold ̆ Э WRED
REDȂ 

 

ѡᴿ 

 Ю ᴿ  cos ḣѝ 1ȁ6 ү ḣ̆ꜛ ᴳ үэ х ̂ ұ

 cos ḣб ‟ Ὧ ̆ ὤ Юᴳ priority-queue cos-map ԇ̃̔

Ruijie(config-if)#wrr-queue cos-map 2 1 6 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

74.3 ầ  

74.3.1 show queueing wred interface 
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qid max_1 min_1 prob_1 max_2 min_2 prob_2 max_3 min_3 prob_3 

-----   -----   -----   ------   -----   -----   ------  

1    0    0    90      0      0      91       0     0     92   

2    88   66   90     87     55     91       86    66    92   

3    0    0     0      0      0      0        0     0      0    

4    0    0     0      0      0      0        0     0      0    

5    88   66    0     89     67     0        90    68     0    

6    0    0     0      0      0      0        0     0      0    

7    0    0     0      0      0      0        0     0      0    

8    0    0     0      0      0      0        0     0      0    

cos  qid  threshold_id 

---   ---   ------------  

0    1    1            

1    2    1            

2    3    1            

3    4    2            

4    5    1            

5    6    3            

6    7    2            

7    8    1            

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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75 ₁†ὔᾙ͛ Ṳ Ῠ  

75.1 ầ  

75.1.1 rgos-security compatible 

ᾳЮ̆ Ӈ ὤ╖ ѝ RGOS ὸ Ὥ ̆ ԇ rgos-security 
compatible ὸ Ὥ ̕ RGOS ὸ Ὥ ̆G  no ԇ  ̔

rgos-security compatible 

no rgos-security compatible 

   
 

   

 

  Ю̆ Ӈ ὤ╖ ѝ RGOS ὸ Ὥ  

 

ԇ   ὤ  

 

ᴳ   ~  ᶢ ὸ Ὥ ԇѮ ̆ Ӈ ᴳ  
 

 

ѡᴿ  
ᴿ 1̔ ὤ╖ ѝ RGOS ὸ Ὥ ̔  
Ruijie(config)#no gos-security compatible 

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   
ԇ  

 10.4 ԇ 
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76 VRRP  

76.1 ầ  

76.1.1 vrrp authentication 

ԇ VRRP ꜛ ╖ ̆ὲ no Ὧ У╖ Ȃ 

vrrp group authentication string 

no vrrp group authentication 

   

 group VRRP   
 

string 
ұ VRRP ѕ(а 8 э ̆

ԇ ԇ) 

 

  
ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ VRRP ╖ ̆

֗ᴉ ԇȂ 

 

ԇ    

 

ᴳ  

 Уэ VRRP ѐ ԇȂ ԇа ᶑ ὤ ̆

/ VRRP Ȃ 

~  
IPv6 VRRP ҩ ╖ ̆ IPv6 Э ҩ

ԇ̆аֶ Ȃ 
 

 

ѡᴿ  
Ю ᴿ ѝ VRRP 1 ҩ ԇȂ 
vrrp 1 authentication x30dn78k 

 

 ԇ  
Ὧ ԇ 

 
Ruijie(config-if)# vrrp group ip ipaddress 
[ secondary ] 

VRRP ╖ IP
 

 

   

 

ԇ     
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 - - 

76.1.2 vrrp description 

ԇѝ VRRP Уэ ̆ὲ no Ȃ 

vrrp group description text 

no vrrp group description 

   

 group VRRP   

 text VRRP  

 

  
ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ ҩ VRRP ╖ ̆ ҂

֗ᴉ VRRP Ȃ 

 

ԇ    

 

ᴳ   ѝ VRRP ̆ Ԉᵳұּש‍ VRRP Ȃ 

 

ѡᴿ  

Ю ᴿ ѐ Ԉ E0 Э VRRP 1 ѝ Building A – Marketing and 
AdministrationȂ 
interface FastEthernet 0/0 

ip address 10.0.1.1 255.255.255.0 

vrrp 1 ip 10.0.1.20 

vrrp 1 description “Building A - Marketing and Administration” 

 

 ԇ  
Ὧ ԇ 

 
Ruijie(config-if)# vrrp group ip ipaddress 
[ secondary ] 

VRRP ╖ IP
 

 

   

 

   
ԇ  

 - - 

76.1.3 vrrp ip 
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ԇ Э VRRP IP ὲ̆ no Э VRRP
╖ IP Ȃ 

vrrp group ip ipaddress [secondary] 

no vrrp group ip ipaddress [secondary] 

   

 group VRRP  

 ipaddress IP  
 

 secondary IP  

 

  ᾳЮ̆ Э VRRP ╖ Ȃ 

 

ԇ    

 

ᴳ  
 аᴳ secondary ̆ ѫ IP ѝ ў IP Ȃ

̆ VRRP ᴳ Ԉ IP ̆ ᴳ no ԇ VRRP IP
̆ ֶ ѝ  ҩ ̆ ѝ Э чэ IP Ȃ 

 

ѡᴿ  

Ю ᴿѐ̆ Ԉ 0 Э VRRP ╖ Ȃ VRRP ѝ 1̆
ў IP ѝ 10.0.1.20̆ IP ѝ 10.0.2.20Ȃ 

interface FastEthernet 0/0 

no switchport 

ip address 10.0.1.1 255.255.255.0 

ip address 10.0.2.1 255.255.255.0 secondary 

vrrp 1 ip 10.0.1.20 

vrrp 1 ip 10.0.2.20 secondary 

 

 ԇ  
Ὧ ԇ 

 Ruijie# show vrrp [ brief | group ] ₥ VRRP  

 

   

 

   
ԇ  

 - - 

76.1.4 vrrp ipv6 
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ԇ Э IPv6 VRRP IPv6 ̆ὲ no
Э VRRP ╖ IPv6 Ȃ 

vrrp group ipv6 ipv6-address 

no vrrp group ipv6 ipv6-address 

   

 group VRRP   

 ipv6-address IPv6  

 

  ᾳЮ̆ Э IPv6 VRRP ╖ Ȃ 

 

ԇ    

 

ᴳ   

IPv6 VRRP б IPv4 VRRP Ὥ 1͘255 ȂУэ VRRP ĬPv4 IPv6
а Ὥ ̆ ҩ IPv6 ̆ аἵ IPv4 ̆ Ἴ IPv6 ‮

̆ IPv4 Ȃ 

Уэ ̆ ὲ ‮

‮ Ȃ 

 

ѡᴿ  

Ю ᴿѐ̆ Ԉ FastEthernet 0/0Э IPv6 VRRP ╖ Ȃ

VRRP ѝ 1̆ IPv6 ѝ FE80::1 2001::1Ȃ 
interface FastEthernet 0/0 

no switchport 

ipv6 enable 

ip6 address 2001::2/64 

vrrp 1 ipv6 FE80::1 

vrrp 1 ipv6 2001::1 

 

 ԇ  
Ὧ ԇ 

 Ruijie# show vrrp [ brief | group ] ₥ VRRP  

 

  Ȃ 

 

   
ԇ  

 RGOS10.4 ԇӱ RGOS10.4 Ȃ 

76.1.5 vrrp preempt 
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ԇ VRRP ұ ̆ὲ no VRRP ╖ Ȃ 

vrrp group preempt [delay seconds] 

no vrrp group preempt [delay] 

   

 group VRRP   
 

delay seconds 
̆ Ѭҩῆ Master

֙Ѯ₥ Ȃ ḣѝ 0 Ȃ 

 

  
ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆VRRP
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vrrp group priority level 

no vrrp group priority 

   

 group VRRP   

 level 4
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ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆ ў

ѝVRR1
/C2_0 1 Tf
0 T006 Tc 7.14 60 Td
[<0<2FA64>54</TT0 1 Tf
0 Tc 2.01.988Td
( )Tj
ET
60.86 786.163 T14 0 T35.46
f
BT
86 786.163 T163.0 Td 0 Tf
BT
/TT0 1 Tf
0 T5 0 0 10.5 142.32 751078.98Tm
( )Tj
0 G_0 1 Tf
2 Tr 10.02 0 0 10.02 78.36 7256847  Tm
[<350104B<2CD8>Tj1FF514E3J
/TT1 1 Tf
0 Tr 4.012 0 Td
( )Tj
/TT0 1 Tf
1.677 0.006 Td
( )Tj
/C2_0 1 Tf
1.198 0.7-06 Td
( )[<9>6<703D13542>]TJBBAFF514E3J
/TT1 1 Tf
1.15.988Td
( )Tj
ET
60.86 786675.6 Td 0 T20 790f
BT
86 786675.6 T63.0 Td 0 Tf
BT
/TT0 1 Tf
0 T5 0 0 10.5 142.32 75106403 Tm
( )Tj
0 G_0 1 Tf
2 Tr 10.02 0 0 10.02 78.36 72563803 Tm
[<3500553<2CD5>]T18DB11D0J
/TT1 1 Tf
0 Tr 4.012 0 Td
( )Tj
/TT0 1 Tf
1.677 0.0067786( )Tj
/C2_0 1 Tf
1.198 0.7-06 Td
( )[<0F561D70152708214BC8>]TB2C5JBBA7E4J
/TT0 1 Tf
-0.0003 Tc 16.7Td
9Td
(VRRP)Tj
/C2_0 1 Tf
0 Tc 3.024 0 Td
[<087349809A54 0 45EF4192>]TJ6DB2C58>48<144<115.16DA8>T92>]TJ6D116E 45E4BC84C68040E45D4BC8>6<4
/TT0 1 Tf
-0.0003 Tc 16.17.9>6Td
(VRRP)Tj
/C2_0 1 Tf
0 Tc 3.024 0 Td
[<087E0A1E>6<09A1D39E0A1J6DB>6<37BE13C5 45E4
/TT0 1 Tf
-0.016 Tc 9 0-30 765.563 Td
[<0RP
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̆ ֶӱў VRRP ѐ ҃ VRRP ̆ Master
̆ а ᴳ VRRP Ȃ ԇ Ԉ

б Master VRRP Ȃ 

 

ѡᴿ  
Ю ᴿ ѐ VRRP 1 Э ҩ ҃╖ Ȃ 
vrrp 1 timers learn 

 

 ԇ  

 
Ruijie(config-if)# vrrp group ip ipaddress 
[secondary] 

VRRP ╖ IP
 Ὧ ԇ 

 
Ruijie(config-if)# vrrp group timers advertise 
[msec] interval 

VRRP  

 

   

 

   
ԇ  

 - - 

76.1.9 vrrp track 

VRRP ᴳ vrrp group track interface-type number
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76-9 

 ipv4-addres IPv4 ̆̆ bfd ֶ Ȃ 

 ipv6-global-addres  IPv6 ὤ  

 ipv6-linklocal-addree IPv6  

 
interval-value 

Ȃ ᴁѝ Ȃ а ̆

ḣѝ 3 Ȃ 

 
timeout-value 

Ȃ

⁮ҩ̆ ⁮ ̆‡ ѝа Ȃ ᴁѝ Ȃ

а ̆ ḣѝ 1 Ȃ 

 
priority 

ὲ VRRP ִἼ

Ȃ а ̆ ḣѝ 10Ȃ 

 

  
ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ VRRP ╖ ̆

ȁIPv4 IPv6 Ȃ 

 

ԇ    

 

ᴳ  

 Ԉᴳ ԇ   ̆ ἵ Ь

( Routed Port ̆SVI ̆Loopback̆Tunnel )Ȃ 

ў ̆ ұ IPv4 ̆ ў IPv4 ̕ ұ IPv6 ̆

ў IPv6 Ȃ 

ў ̆ Ȃ 

 

ѡᴿ  

ᴿ 1̔ Ю ᴿ ѐ̆VRRP 1 Routed Port Fa1/1 Ȃ Fa1/1
̆VRRP ִἼ ῏ 30̕ Fa1/1 ̆VRRP 1 ִἼ Ȃ

vrrp 1 track FastEthernet 1/1 30 

ᴿ 2̔Ю ᴿ ў 1000::1 ⁮ Ȃ 
vrrp 1 track 1000::1 

ᴿ 3̔Ю ᴿ VLAN 1Э ў FE80::1 ⁮ ̆

Ȃ 
vrrp 1 track FE80::1 vlan 1 

# VRRP BFD 192.168.1.3 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#interface FastEthernet 0/1  

Ruijie(config-if)#no switchport 

Ruijie(config-if)#ip address 192.168.1.1 255.255.255.0  

Ruijie(config-if)#bfd interval 50 min_rx 50 multiplier 3  

Ruijie(config)#interface FastEthernet 0/2 
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Ruijie(config-if)#no switchport 

Ruijie(config-if)#ip address 192.168.201.17 255.255.255.0  

Ruijie(config-if)#vrrp 1 priority 120 

Ruijie(config-if)#vrrp 1 ip 192.168.201.1 

Ruijie(config-if)#vrrp 1 track bfd FastEthernet 0/1 1f8 0 Td
(vrA 3)Tj
/TT1 1 Tf
0 Tcw-34.195-1.755 Td
(Ruijie(config-if)#)Tj
/TT2 1 Tf
10.778 0 Td
(vendTj
/TT1 1 Tf
0 Tc 1.796 0 Td
( )Tj
/T
60684 6156.8 0 24710.584 6e
f
B0684 6156.8 063.120 2471e
f
BT
/TT0 1 Tf
-0.750 0 10.05147.392 64.2503 Tm
< )Tj
/0.02 0 0 10.02 143536 76258423 Tm
< 
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Ruijie# debug vrrp  

Ruijie# 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Event - Advert higher or equal priority 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 1 state Master -> Backup

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid virtual 

address 192.168.1.1 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 1 state Backup -> Master

Ruijie# 

 

 ԇ  

 Ruijie# debug vrrp errors VRRP   Ὧ 

 Ruijie# debug vrrp events VRRP Ү֒ Ὧ 
Ὧ ԇ 

 Ruijie# debug vrrp state VRRP Ὧ 

 

   

 

   
ԇ  

 - - 

76.2.2 debug vrrp errors 

ԇ VRRP   Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp errors 

no debug vrrp errors 

   
 

 - - 

 

  ᾳЮ̆ VRRP   ὯȂ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  
Ю ᴿ ѐ̆ ҩ VRRP   ὯȂ 

Ruijie# debug vrrp errors 
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Ruijie# 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid virtual 

address 192.168.1.1 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid virtual 

address 192.168.1.1 

VRRP: Grp 1 Advertisement from 192.168.201.213 has invalid virtual 

address 192.168.1.1 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

76.2.3 debug vrrp events 

ԇ VRRP Ү֒ Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp events  
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 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

76.2.4 debug vrrp packets 

ԇ VRRP ꜛ Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp packets 

no debug vrrp packets 

   
 

 - - 

 

  ᾳЮ̆ VRRP ꜛ ὯȂ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  

ᴿ 1̔ Ю ᴿ ѐ̆ ҩ VRRP ꜛ Ὧ̆ ὲѐ ҩ VRRP 1
ꜛ Ȃ 

Ruijie# debug vrrp packets 

Ruijie# 

VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

VRRP: Grp 2 sending Advertisement checksum DD4D 

ᴿ 2̔ Ю ᴿ ѐ, ҩ VRRP ꜛ Ὧ̆ ὲѐ ҩ VRRP 1
ꜛ IP Ԉ VRRP 1 ִἼ Ȃ 

Ruijie# debug vrrp packets 

Ruijie# 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 
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VRRP: Grp 1 Advertisement priority 120, ipaddr 192.168.201.213 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

76.2.5 debug vrrp state 

ԇ VRRP Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp state 

no debug vrrp state 

   
 

 - - 

 

  ᾳЮ̆  ᾳ Ю ̆
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Ruijie# 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

76.3 ầ  

76.3.1 show vrrp 

ԇ VRRP ᾳ Ȃ 

show vrrp [ brief | group ] 

   

 brief ̆ VRRP ᾳ  

 group VRRP  

 

   

 

ԇ    

 

ᴳ   аᴳ ̆ VRRP ᾳȂ 

 

ѡᴿ  

ᴿ 1̔ VRRP ᾳ 

Ruijie# show vrrp 

FastEthernet 0/0 - Group 1 

State is Backup 

Virtual IP address is 192.168.201.1 configured 

Virtual MAC address is 0000.5e00.0101 

Advertisement interval is 3 sec 

Preemption is enabled 

min delay is 0 sec 
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Priority is 100 

Master Router is 192.168.201.213 , pritority is 120 

Master Advertisement interval is 3 sec 

Master Down interval is 9 sec 

FastEthernet 0/0 - Group 2 

State is Master 

Virtual IP address is 192.168.201.2 configured 

Virtual MAC address is 0000.5e00.0102 

Advertisement interval is 3 sec 

Preemption is enabled 

min delay is 0 sec 

Priority is 120 

Master Router is 192.168.201.217 (local), priority is 120 

Master Advertisement interval is 3 sec 

Master Down interval is 9 sec 

ᴿ 2̔ VRRP ᾳ 

Ruijie# show vrrp brief 

Interface   Grp Pri Time  Own Pre State   Master addr     Group addr

FastEthernet 0/0   1   100   -    -   P  Backup  192.168.201.213 

192.168.201.1 

FastEthernet 0/0   2   120   -    -   P  Master  192.168.201.217 

192.168.201.2 

 

 ԇ  
Ὧ ԇ 

 
Ruijie(config-if)# vrrp group ip ipaddress 
[ secondary ] 

VRRP ╖ IP
 

 

 



VRRP ԇ 

76-17 

 type  

 number  

 brief Ȃ ᴳ ᾳ 

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 Ю ᴿ ҩԈ E1/0 Э  



VRRP ԇ 

76-18 

 
Ruijie(config-if)# vrrp group ip ip address 
[ secondary ] 

VRRP ╖ IP
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77 BFD  

77.1 ầ  

77.1.1 bfd 

Ю bfd ԇ BFD ֶ ̆ Ԉ no ԇ ‮ BFD ֶ

Ȃ 

bfd interval milliseconds min_rx milliseconds multiplier multiplier-value  

no bfd interval milliseconds min_rx milliseconds multiplier multiplier-value 
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 clear bfd ‮ BFD ֶ Ȃ 

 ip ospf bfd ᴳ ἵ OSPF б BFD ╟Ȃ 

 ip rip bfd ᴳ ἵ RIP б BFD ╟ 

 

   

 

   
ԇ  

 10.3(4b3) ԇ 

 

77.1.2 bfd all-interfaces 

router (RIP,OSPF)Ю  bfd all-interfaces ԇ ᴳ бBFD
╟̆ᴳ no ԇὯ ╖ Ȃ 

bfd all-interfaces  

no bfd all-interfaces 

   
 

   

 

  аἵ б BFD ╟ 

 

ԇ    

 

ᴳ  

 ч Ԉᴳ Ὧ ἵ б BFD ╟̔ 

У ̔ OSPF RIP Ю [no] bfd all-interfaces ԇᴳ

Ὧ ἵ б BFD ╟̕ 

ү ̔ Ԉ ὡ ip ospf bfd [disable] ip rip bfd [disable]
ԇᴳ Ὧ ἵ OSPF RIP б BFD ╟̕  

 

ѡᴿ 

 # Юᴳ ἵ OSPF б BFD ╟Ȃ 

Ruijie(config)# router ospf 123 

Ruijie(config-router)# bfd all-interface 
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ԇ  
Ὧ ԇ 

bfd BFD ֶ Ȃ 

 ip ospf bfd ᴳ ἵ OSPF б BFD ╟Ȃ 

 ip rip bfd ᴳ ἵ RIP б BFD ╟ 

 

   

 

   
ԇ  

 10.3(4b3) ԇ 

77.1.3 bfd cpp 

ὤ Ю bfd cpp ԇ BFD ᶑ ̆G no ԇὯ BFD ᶑ Ȃ 

bfd cpp 

no bfd cpp 

   
 

   

 

  ᾳЮ BFD ᶑ  

 

ԇ   ὤ  

 

ᴳ  

 BFD ̆ BFD ╖ ⁮   Ԉ BFD
ᶑ ᶑ Ȃת BFD ╖ ᶑ ֶ̆ ЭУ

  BFD



BFD ԇ 



BFD ԇ
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ᴳ    

 

ѡᴿ 
 # slow-timer ѝ 14000 Ȃ 

Ruijie(config)# bfd slow-timer 14000 

 

ԇ  
Ὧ ԇ 

bfd echo ᴳ BFD Echo ╖  

 

   

 

   
ԇ  

 10.3(4b3) ԇ 

77.1.6 ip ospf bfd 

Ю ip ospf bfd ԇ ᴳ ἵ OSPF б BFD ╟̆ disable
Ὧ Ὧ ᴳ ̆ no ԇ‮ Ȃ 

ip ospf bfd [disable]  

no ip ospf bfd 

   
 

 disable ( )Ὧ Эἵ OSPF б BFD ╟Ȃ 

 

  ὡ disablĕ ѝ ᴳ ἵ OSPF б BFD ╟ 

 

ԇ    

 

ᴳ  
 ч Ԉᴳ Ὧ ἵ OSPF б BFD ╟̔ 

У ̔ OSPF Ю [no] bfd all-interfaces ԇᴳ Ὧ

ἵ б BFD ╟̕ 
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ᴳ  

 ч Ԉᴳ Ὧ ἵ RIP б BFD ╟̔ 

У ̔ RIP Ю [no] bfd all-interfaces ԇᴳ Ὧ

ἵ б BFD ╟̕ 

ү ̔ Ԉ ὡ ip rip bfd [disable] ԇᴳ Ὧ

ἵ RIP б BFD ╟̕ 

 

ѡᴿ 

 # Routed Port FastEthernet 0/2 ЭὯ ἵ RIP б BFD ╟Ȃ 

Ruijie(config)# interface FastEthernet 0/2 

Ruijie(config-if)# no switchport 

Ruijie(config-if)# ip rip bfd disable 

 

ԇ  
Ὧ ԇ 

bfd BFD ֶ Ȃ 

 bfd all-interfaces ᴳ б BFD ╟ 

 

   

 

   
ԇ  

 10.3(4b3) ԇ 

77.1.8 ip route static bfd 

ὤ Ю ip route static bfd ԇ б BFD ╟̆ no ԇ‮

Ȃ 

ip route static bfd [vrf vrf-name] interface-type interface-number gateway 

[source ip-address] 

no ip route static bfd [vrf vrf-name] interface-type interface-number gateway [source 
ip-address] 

   
 

 vrf vrf-name ( ) VRF Ȃ 



BFD ԇ 

77-9 

  interface-type interface-number Ȃ 

 

 gateway Ὧ IP̆ ѝ BFD IPȂ Ю

У ѝ BFD
Ȃ 

 
 source ip-address ( ) BFD ֶ IP , IP

ѝ ᾳЮ̆ Ȃ 

 

  б BFD ╟ 

 

ԇ   ὤ  

 

ᴳ   ~  Ἴ ᶑ BFD ֶ  
 

 

ѡᴿ 

 # ᴳ Ὧ BFD ̆ BFD б 172.16.0.2 Ȃ 
Ruijie(config)# interface FastEthernet 0/1  

Ruijie(config-if)# no switchport 

Ruijie(config-if)# ip address 172.16.0.1 255.255.255.0  

Ruijie(config-if)# bfd interval 50 min_rx 50 multiplier 3  

Ruijie(config-if)# ip route static bfd FastEthernet 0/1 172.16.0.2

Ruijie(config-if)# ip route 10.0.0.0 255.0.0.0 FastEthernet 0/1 

172.16.0.2 

 

ԇ  
Ὧ ԇ 

bfd BFD ֶ Ȃ 

 

   

 

   
ԇ  

 10.3(4b3) ԇ 

 

77.1.9 ipv6 route static bfd 



BFD ԇ 

77-10 

ὤ Ю ipv6 route static bfd ԇ б BFD ╟̆ no ԇ‮

Ȃ 

Ipv6 route static bfd [vrf vrf-name] interface-type interface-number gateway [source 
ipv6-address] 

no ipv6 route static bfd [vrf vrf-name] interface-type interface-number gateway [source 
ipv6-address] 

   
 

 vrf vrf-name ( ) VRF Ȃ 

   



BFD ԇ 

77-11 

   

 

   
ԇ  

 RGOS10.4E ԇ 

 

77.1.10 neighbor fall-over bfd 

router address-family Ю, neighbor fall-over ԇ BGP б BFD
╟ ע ╗ BGP , no ԇὯ ╖  

neighbor ip-address fall-over bfd  

no neighbor ip-address fall-over bfd 

   
 

 ip-address BGP Ȃ 

 

  BGP аὯ BFD ╖  

 

ԇ    

 

ᴳ   ~  Ἴ ᶑ IP BFD ֶ  
 

 

ѡᴿ 

 # ᴳ BGP Ὧ BFD ̆ BFD б 172.16.0.2
Ruijie(config)# router bgp 44000 

Ruijie(config-router)# bgp log-neighbors-changes 

Ruijie(config-router)# neighbor 172.16.0.2 remote-as 45000 

Ruijie(config-router)# neighbor 172.16.0.2 fall-over bfd 

Ruijie(config-router)# end 

 



BFD ԇ 

77-12 

 

   

 

   
ԇ  

 10.3(4b3) ԇ 

77.1.11 set ip next-hop verify-availability 

Route-map Ю set ip next-hop verify-availability ԇ ᴳ ұ BFD
TRACK IP Ԉ ЮУ Ȃ no ԇὯ ╖ Ȃ 

set ip next-hop verify-availability [next-hop-address [track number|bfd [vrf vrf-name] 
interface-type interface-number gateway]] 

no set ip next-hop verify-availability [next-hop-address [track number|bfd [vrf vrf-name] 
interface-type interface-number gateway]] 

   
 

 vrf vrf-name ( ) VRF  

  next-hop-address ( )ЮУ IP  

  track ( ) Track Ԉ″ ЮУ

  number ( )track  

  bfd ( ) BFD  

 
 interface-type 

interface-number  
( )  

 

 gateway ( ) Ὧ IP̆ ѝBFD IPȂ
ЮУ ѝ BFD

Ȃ 

 

  аὯ BFD ╖  

 

ԇ    

 

ᴳ   ~  Ἴ ᶑ IP BFD ֶ  
 

 







BFD ԇ 

77-15 

show bfd neighbors [vrf vrf-name] [ipv4 ip-addess [details]| ipv6 ip-addess 

[details] | client {bgp|ospf|rip|vrrp|static-route|} [ipv4 ip-addess [details] | ipv6 

ip-addess [details]| details]] 

 



BFD ԇ 

77-16 

Received MinRxInt: 50000, Received Multiplier: 3 

Holdown (hits): 600(22), Hello (hits): 200(84453) 

Rx Count: 49824, Rx Interval (ms) min/max/avg: 208/440/332  

Tx Count: 84488, Tx Interval (ms) min/max/avg: 152/248/196 

Registered protocols: BGP 

Uptime: 02:18:49 

Last packet:  Version: 1        - Diagnostic: 0 

I Hear You bit: 1       - Demand bit: 0 

Poll bit: 0         - Final bit: 0 

Multiplier: 3       - Length: 24 

My Discr.: 2        - Your Discr.: 1 

Min tx interval: 50000  - Min rx interval: 50000 

Min Echo interval: 0 

  

OurAddr ֶ IP  

NeighAddr ֶ IP  

LD/RD ֶ  

RH 



BFD ԇ 

77-17 

Rx Count ֶ ⁮ BFD э  

Rx Interval (ms) min/max/avg ֶ ̆ ̆  

Tx Count ֶ ⁮ BFD э  

Tx Interval (ms) min/max/avg ֶ ̆ ̆  

Registered protocols ᾊ⁮ ֶ  

Uptime ֶ ᶑ UP  

Last packet ֶ ⁮ Уэ BFD ᶕ   
   

 

 ԇ  
Ὧ ԇ 

   

 

   

 

   
ԇ  

 10.3(4b3) ԇ 

 

 



RERP ԇ 

78-1 

78 RERP  

78.1 ầ  

78.1.1 rerp enable 

ԇ ⁸ RERP ὤ ╖ ὯȂ 

rerp enable 

no rerp enable 

   
 

 

   
Ȃ     

ὤ  
   



RERP ԇ 

78-2 

rerp fail- interval num 

no rerp fail- interval 

   
 

 num 



RERP ԇ 

78-3 

 

ѡᴿ  
Ю Уэ ѝ 2s ᴿ ̔ 

Ruijie(config)# rerp hello-interval 2 

 

 ԇ  
Ὧ ԇ 

 rerp fail- interval  

 

   

 

   
ԇ  

 - - 

78.1.4 rerp region 

ԇ… RERP ὡ RERP Ȃ 

rerp region num 

no rerp region num 

   
 

 num , 1-64 

 

  ḣȂ 

 

ԇ   ὤ Ȃ 

 

ᴳ   … ҩУэ ҩ ἵ ὡ Ȃ 

 

ѡᴿ  
Ю ᴿ ԇ ᴳ ̔ 

Ruijie# rerp region 1 

 

 ԇ  
Ὧ ԇ 

 rerp enable RERP ὤ ԇ 

 

   

 

ԇ     



RERP ԇ 

78-4 

 - - 

78.1.5 ring 

RERP ѐ ȁ ⁸ vlan Ԉ ўӱ Ȃ 

ring num role [master | backup | transit] ctrl-vlan vid primary-port interface interface-id 
secondary-port interface interface-id 

no ring num 

   

 num id 

 master | backup | transit ў ⁸ ȁ ֙ў ӱ  

 vid ⁸ vlan ḣ 

 

 interface-id   

 

  ḣȂ 

 

ԇ   RERP Ȃ 

 

ᴳ  
 Уэ RERP ѐ Уэ , зУэ RERP ἵ У

Master У Backup̆╗ὡ RERP ╟ ѝ trunk ̆native vlan ╟

ѝ ⁸ vlanȂ 

 

ѡᴿ  

Ю ᴿ ԇ ᴳ ̔ 

Ruijie# rerp region 1 

Ruijie(rerp)# ring 1 role master ctrl-vlan 100 primary-port

interface GigabitEthernet 0/1 secondary-port interface

GigabitEthernet 0/2 

 

 ԇ  
Ὧ ԇ 

 rerp region … RERP  

 

   

 

   
ԇ  

 - - 



RERP ԇ 

78-5 

78.1.6 edge-ring 

̆ ԇ₥̆ Ἴ Уэ RERP ringȂ 

edge-ring num role [primary-edge|secondary-edge] ctrl-vlan vid shared-port interface 
interface-id sub-port interface interface-id 

no ring num 

 



RERP ԇ 

78-6 

ѝҩᴳ Ԉ ў Эּ ̆ ԏ ў Эѝ ў

Ȃ 

major-ring num edge-ring-vlan vid 

   

 num ў id  

 vid ⁸ vlan 

 

  ḣȂ 

 

ԇ   RERP Ȃ 

 

ᴳ   Ḁ majory-ring Ȃ 

 

ѡᴿ  

Ю ᴿ ԇ ᴳ : 

Ruijie# rerp region 1 

Ruijie(rerp)# major-ring 1 edge-ring-vlan 100 

 

 ԇ �£E
Ä

 

 



RERP ԇ 







RERP ԇ 

78-10 

ԇ   EXEC  

 

ᴳ    

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

 



REUP ԇ 

79-1 

79 REUP  

79.1 ầ  

79.1.1 mac-address-table move update receive 

REUP MAC ὯȂ 

mac-address-table move update receive 

no mac-address-table move update receive 

  

 
- - 

 

 

disable 

 

ԇ   ὤ Ȃ 

 

ᴳ   
֙ ‎ ̆ ұЭ Ӈ MAC ֶ̆ Ю

х Ȃѝҩ῏ ү х ̆ Э Ӈ MAC Ȃ

Э Ӈ Э MAC ὯȂ 

 

ѡᴿ  
Ю MAC ᴿ ̔ 

Ruijie(config)# mac-address-table move update receive 

 

 ԇ  
Ὧ ԇ 

 mac-address-table move update transit 
Ӈ MAC
Ȃ 

 

   

 

ԇ     



REUP ԇ 

79-2 

 - - 

79.1.2 mac-address-table move update transit 



REUP ԇ 

79-3 

 



REUP ԇ 

79-4 

̆ ֙ ּ Ȃ 

 

ѡᴿ  

Ю Уэ ֙̆ fa 0/1 ѝў ̆fa 0/2 ѝ ֙ ᴿ ̔ 

Ruijie(config)# interface fa 0/1 

Ruijie(config-if)# switchport backup interface fa 0/2 

 

 ԇ  
ԇ  

 



REUP ԇ 

79-5 

Ruijie(config)# interface fa 0/1 

Ruijie(config-if)# switchport backup interface fa 0/2 preemption

mode bandwitdh 

Ruijie(config-if)# switchport backup interface fa 0/2  

preemption delay 40 

 

 ԇ  
Ὧ ԇ 

 show interface switchport backup Ӈ Э ֙ Ȃ 





REUP ԇ 

79-7 

 

   

 

   
ԇ  

 - - 

 



RLDP ԇ 

80-1 

80 RLDP  

80.1 ầ  

80.1.1 rldp detect-interval 

ᴳ ԇ RLDP Э Ȃ 

rldp detect-interval interval 

no rldp detect-interval 

   
 

 interval ̆ ḣ ѝ 2-15  

 

  3 Ȃ 

 

ԇ   ὤ Ȃ 

 



RLDP ԇ 

80-2 

rldp detect-max num 

no rldp detect-max 

   
 

 num , ḣ ѝ 2-10 

 

  2 

 

ԇ   ὤ Ȃ 

 

ᴳ   ԇ ᴳ ̆ ұ Ȃ 

 

ѡᴿ  
Ю Уэ ѝ 5 ᴿ ̔ 

Ruijie(config)# rldp detect-max 5 

 

 ԇ  
Ὧ ԇ 

 rldp detect-interval  

 

   

 

   
ԇ  

 - - 

80.1.3 rldp enable 

ԇ ⁸ RLDP ὤ ╖ ὯȂ 

rldp enable 

no rldp enable 

   

    

   

 

  Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 



RLDP ԇ 

80-3 

ᴳ   ὤ RLDP ̆ RLDP Ȃ 

 

ѡᴿ  
Ю ᴿ ̔ 

Ruijie(config)# rldp enable 

 

 ԇ  
Ὧ ԇ 

 rldp port RLDP ╖  

 

   

 

   
ԇ  

 - - 

80.1.4 rldp port 

ԇ rldp ̆ Ȃ 

rldp port {unidirection-detect | bidirection-detect | loop-detect } {warning | 
shutdown-svi | shutdown-port | block} 

no rldp port { unidirection-detect | bidirection-detect | loop-detect } 

   

 unidirection-detect  

 bidirection-detect  

 loop-detect  

 warning  

 shutdown-svi shutdown svi 

 shutdown-port shutdown  

 

 block Ὧ ҃  



RLDP ԇ 

80-4 

҃ Ȃ 

Ruijie(config)# interface fas 0/1 

Ruijie(config-if)# rldp port loop-detect block 

 

 ԇ  
Ὧ ԇ 

 rldp enable ὤ rldp ԇ 

 

   

 
 Q � ¸



RLDP ԇ 

80-5 

80.2 ῢⱦ  

80.2.1 show rldp 

rldp ᶕ Ȃ 

show rldp [interface interface-id] 

   
 

 Interface-id  

 

   

 

ԇ   EXEC  

 

ᴳ    

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

80.2.2 debug rldp 

rldp ╘ ὯȂ ԇ no Ὧ ὯȂ 

debug rldp [packet | event | error] 

undebug rldp [packet | event | error] 

   

 packet rldp ᶕ Ȃ 

 event ע ᶕ Ȃ 
 

 error ѐ ᶕ Ȃ 



RLDP ԇ 

80-6 

 

   

 

ԇ   EXEC  

 

ᴳ    

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 



TPP ԇ 

81-1 

81 TPP  

81.1 ầ  



TPP ԇ 



TPP ԇ 

81-3 

 

ԇ   ԇ  

 

ᴳ   ԇ ұ ₥ tpp ᾳȂ 

 

ѡᴿ  
Ю ᴿ ᴉ ╖ ᶕ ̔ 

Ruijie# show tpp 

 

 ԇ  
Ὧ ԇ 

 topology guard ᴳ ὤ ╖  

 

   

 

   
ԇ  

 - - 

 



VSU ԇ 

82-1 

82 VSU  

82.1 ầ  

82.1.1 dual-active detection bfd 

VSU Ю dual-active dectection bfd BFD ў ╖ ̆

Ԉ no ԇὯ BFD ў ╖ Ȃ 

dual-active detection bfd 

no dual-active detection bfd 

   
 

   

 

  ᾳЮ̆ BFD ў ╖ Ὧ Ȃ 

 

ԇ   config-vs-domain  

 

ᴳ    

 

ѡᴿ 

 # BFD ў ╖  

Ruijie(config)# switch virtual domain 1 

Ruijie(config-vs-domain)# dual-active detection bfd 

 

#Ὧ BFD ў ╖  

Ruijie(config)# switch virtual domain 1 

Ruijie(config-vs-domain)# no dual-active detection bfd 

 

Ὧ ԇ  ԇ  

 dual-active pair interface У BFD  

 dual-active exclude interface ў ᴿ  

 
show switch virtual 
dual-active 

ў ╖  

 



VSU ԇ 

82-2 

   

 

   
ԇ  

 10.4 ԇ 

 
 

82.1.2 dual-active detection dadp trust interface 

VSU Ю dual-active dectection dadp trust interface DADP ᶕ

֗ Ȃ Ԉ no ԇ‮   DADP ᶕ֗ Ȃ 

dual-active detection dadp trust interface interface-name 

no dual-active detection dadp trust interface interface-name 

   
 

 interface-name  

 

  ᾳЮ̆ DADP ᶕ֗  

 



VSU ԇ 

82-3 

 

   

 

   
ԇ  

 10.4 ԇ 

 

82.1.3 dual-active exclude interface 

VSU ὡ ў ᴐ ̆ ӱУэ Ӈ ̆

dual-active exclude interface ԇ э аὯ ᴿ Ȃ no 
dual-active exclude interface ԇ Ԉ‮ ᴿ Ȃ 

dual-active exclude interface interface-name 

no dual-active exclude interface interface-name 

   
 

 interface-name  

 

  ᾳЮ̆ ў ᴿ  

 

ԇ   config-vs-domain  

 

ᴳ  
 ᴿ ̆а VSL Ȃ 

Ԉ эᴿ Ȃ 

 

ѡᴿ 

 # Gi 1/1/3 ᴐѝ ў ᴿ  

Ruijie(config)# interface GigabitEthernet 1/1/3 

Ruijie(config-if)# no switchport 

Ruijie(config-if)# ip address 3.1.1.1 255.255.255.0 

Ruijie(config)# switch virtual domain 1 

Ruijie(config-vs-domain)# dual-active exclude interface 

GigabitEthernet 1/1/3 

 
 

Ὧ ԇ  ԇ  

 dual-active detection bfd BFD ў ╖ Ὧ 

 dual-active pair interface IP BFD ̆ ұ ў





VSU ԇ 

82-5 

interface GigabitEthernet 2/1/1 bfd 

 

 ԇ  

dual-active detection bfd BFD ў ╖ Ὧ 

dual-active exclude interface ў ᴿ  
Ὧ ԇ 

show switch virtual 
dual-active 

ў ╖  

 

   

 

   
ԇ  

 10.4 ԇ 

 

82.1.5 switch 

switch num Ԉ VSU ᾃ ̆ no Ԉ ḣȂ 

switch num 

no switch 

   
 

 num VSU ᾃ ̆ ḣ 1 2 

 

  1 

 

ԇ   config-vs-domain  

 

ᴳ  

 ѐ э ̆ VSU



VSU ԇ 

82-6 

 

Ὧ ԇ  ԇ  

 switch virtual domain VSU  

 
switch number priority 
priority_num 

Ӈ VSU ᾃ ִἼ  

 show switch virtual ̆Ԉ  

 

   

 

   
ԇ  

 10.4 ԇ 

 
 

82.1.6 switch convert mode 

ԇ Ѯ ҵ Ȃ 

switch convert mode {virtual | standalone} 

  



VSU ԇ 

82-7 

ѡᴿ 

 # Gi 1/1/1 Gi 2/1/1 ѝ DADP ᶕ֗  

Ruijie(config)# switch virtual domain 1 

Ruijie(config-vs-domain)# dual-active detection dadp trust 

interface GigabitEthernet 1/1/1 

Ruijie(config-vs-domain)# dual-active detection dadp trust 

interface GigabitEthernet 2/1/1 

 

# ѝ 1̆ Ӈ ѝ 1̆ Ӈ ִἼ ѝ 200̆

Ӈ ӱ ѝ Ȃ 

Ruijie(config)# switch virtual domain 1 

Ruijie(config-vs-domain)# switch 1 

Ruijie(config-vs-domain)# switch 1 priority 200 

Ruijie(config-vs-domain)# end 

Ruijie# switch convert mode virtual 

 

 ԇ  

switch num VSU ᾃ  

switch virtual domain VSU  

switch number priority 
priority_num 

Ӈ VSU ᾃ ִἼ  

Ὧ ԇ 

show switch virtual ̆Ԉ  

 

   

 

   
ԇ  

 10.4 ԇ 

82.1.7 switch num priority 

switch num priority ԇ Ӈ VSU ᾃ ִἼ ̆ ԇ no ִἼ

ḣȂ 

switch num priority priority_num 

no switch num priority 

    

 num Ӈ VSU ᾃ  



VSU ԇ 

82-8 

 priority_num 





VSU ԇ 

82-10 

Ruijie#show switch id 

Switch ID is 1 

 

ԇ  
Ὧ ԇ 

show switch virtual ̆Ԉ  

 

   

 

   
ԇ  

 10.4 ԇ 

 

82.2.2 show switch virtual 

̆Ԉ  

show switch virtual 

   
 

   

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

# VSU ᶕ  
Ruijie# show switch virtual 
Switch mode      : Virtual Switch 

Virtual switch domain number : 1 

Local switch number    : 1 

Local switch operational role : Active 

Peer switch number    : 2 
Peer switch operational role : Standby 

 

Ὧ ԇ ԇ  



VSU ԇ 

82-11 

switch Ӈ  

switch num priority Ӈ VSU ᾃִἼ  

switch virtual domain VSU ID 

 

   

 

   
ԇ  

 10.4 ԇ 

 

82.2.3 show switch virtual dual-active 

ԇ ў ᶕ Ȃ 

show switch virtual dual-active { bfd | dadp | summary} 

   

 bfd BFD ᶕ  

 dadp DADP ᶕ  
 

 summary ў  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ  

# ў  

Ruijie# show switch virtual dual-active summary 

DADP dual-active detection enabled: Yes 

BFD dual-active detection enabled: Yes 

 

Interfaces excluded from shutdown in recovery mode: 

Gi 1/1/3 

 

In dual-active recovery mode: No 

 



VSU ԇ 

82-12 

# DADP ў ᶕ  

Ruijie# show switch virtual dual-active dadp 

DADP version: 1.0 

Trusted interfaces configured: 

Gi 1/1/1 

Gi 1/2/1 

Gi 2/1/1 

Gi 2/2/1 

 

# IP BFD ў ᶕ  

Ruijie# show switch virtual dual-active bfd 

BFD dual-active detection enabled: Yes 

BFD dual-active interface pairs configured: 

Gi 1/1/2 

Gi 2/1/2 
 

 

ԇ  

dual-active detection dadp 
trust interface interface-name 

¸ DADP ᶕ֗  

dual-active detection bfd ¸ BFD ў Ὧ 

Ὧ ԇ 

dual-active pair interface ¸ У BFD  

 dual-active exclude interface ᴿ  

 

   

 

   
ԇ  

 10.4 ԇ 

 

 

82.2.4 show switch virtual link 

VSL ᶕ  

show switch virtual link [port] 

  





VSU ԇ 

82-14 

ԇ    

 

ᴳ    

 

ѡᴿ  

# ̆ ִἼ  
Ruijie# show switch virtual role 

Switch   Switch  Status   Priority     Role 

Number            Oper(Conf) 

-------------------------------------------- 

LOCAL   1        UP        100(100)      ACTIVE 

REMOTE   2        UP        100(100)      STANDBY 

 

In dual-active recovery mode: No 

 

ԇ  

switch num priority Ӈ VSU ᾃִἼ  

switch virtual domain VSU ID 
Ὧ ԇ 







ᾕᴍ ԇ 

83-3 

83.1.3 redundancy 

ὤ Ю̆ᴳ redundancy ԇ Ԉ ὡᾕᴍ ̆ ᾕᴍ Ὧ Ȃ 

redundancy 

   
 

 - - 

 

   

 

ԇ   ὤ  

 

ᴳ  
 ὤ ὡᾕᴍ Ԉ̆ᴳ ѐ ΰэᾕᴍ ԇ̂ auto-syncȁ

auto-sync time-periodȁswitchover timeout ̃ ᾕᴍ Ὧ Ȃ 

 

ѡᴿ  

Ruijie# config terminal 

Ruijie(config)# redundancy 

Ruijie(config-rdnd)#  

Ruijie(config-rdnd)# exit 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  - 

 

   
ԇ  

 - - 

83.1.4 redundancy reload 

privileged EXEC Ю̆ ᴳ redundancy reload ԇ ᴁSlave Master Slave
ᴁ 

redundancy reload {peer | shelf} 

   

 peer Ө ᴁ Slave  

 shelf  Master б Slave ᴁ 



ᾕᴍ ԇ 

83-4 

 

  ḣ ѝ 

 

ԇ    

 

ᴳ  
 redundancy reload peer ̆ ӱ ᴁ аֶӊ

ѐ ֶ ᶕ х Ȃ 

 

ѡᴿ  

Ruijie# redundancy reload peer 

Reload peer? [confirm] y 

Preparing to reload peer 

 

 ԇ  
Ὧ ԇ 

 reload ў ᴁ ԇ 

 

  - 

 

   
ԇ  

 - - 

83.1.5 redundancy forceswitch 

privileged EXEC Ю̆ ⁸ Slave switchover ‎ Ȃ 

redundancy forceswitch 

 

�£EÄ

  



ᾕᴍ ԇ 

83-5 

 ԇ  
Ὧ ԇ 

 reload ў ᴁ ԇ 

 

  - 

 

   
ԇ  

 - - 

83.1.6 switchover timeout 

redundancy Ю̆ᴳ switchover timeout ԇ Ԉ switchover
Ȃ ѝ ḣ̆ Ԉ э ԇ no Ȃ 

switchover timeout timeout-period 

no switchover timeout 

   
 

 timeout-period 
Ԉ ѝ ᴁ ̆ ḣ 160 ⁮ 25,000
̂ ̃Ȃ 

 

  6000 

 

ԇ   ᾕᴍ  

  



ᾕᴍ ԇ 

83-6 

  - 

 

   
ԇ  

 - - 

83.2 ῢⱦ  

83.2.1 show redundancy auto-sync 

Ԉ user EXEC privileged EXEC Ю̆ᴳ show redundancy auto-sync ԇ Ԉ

₥ redundancy ╟ Ȃ( έᴇ Ѭ ₥ auto-sync ԇѐ

) 

show redundancy auto-sync 

  



ᾕᴍ ԇ 

83-7 

83.2.2 show redundancy state 

Ԉ user EXEC privileged EXEC Ю̆ᴳ show redundancy Ԉ ₥

redundancy Ȃ 

show redundancy state 

   
 

 states  Master Slave ᾕᴍ  

 

  ḣ ѝ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ruijie> enable 

Ruijie# configure terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie# show redundancy states 

Redundancy stats: 

           my state = 19 -Active 

         peer state = 37 -Standby Hot 

... 

 

 ԇ 



ᾕᴍ ԇ 
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 - - 

 

  ḣ ѝ 

 

ԇ    

 

ᴳ    

 

ѡᴿ  

Ruijie> enable 

Ruijie# show redundancy switchtimeout 

redundancy switch timeout is : 4000 ms. 

... 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  - 

 

 


Q�¸    -  

 



֒ ԇ 

84-1 

84    

84.1 ầ  

84.1.1 cd 

֒ ₥ Ȃ 

cd [filesystem:][directory] 

 

   

 filesystem ֒ Ȃ ľ̔Ŀ  

 directory  

 

  ₥ flash Ю 

 

ԇ    

 

ᴳ  
 cd ԇ ₥ ֒ ₥Ȃ ֒ ὲӹ ԇѐ̆ ᴳ ̂ а

Ԉľ/Ŀ ̃̆‡ ұ ₥ Ȃ ₥ ̆ᴳ pwd ԇȂ 

 

ѡᴿ  
ᴿ 1̔ ₥ ѝ usb0  

Ruijie# cd usb0:/ 

 

 ԇ  
Ὧ ԇ 

 pwd ₥ ֒  

 

   

 

   

   ԇ  

   

 



֒ ԇ 

84-2 

84.1.2 copy 

ӱ ⁮ ֗ ֒Ȃ 

copy source-url destination-url 

 

   

 source-url 
֒ URLȂ ֒ Эּ Ю ╟

ᴐ̆ э Ԉ Ȃ  

 destination-url 
֒ URLȂ ֒ Эּ Ю ╟ᴐ̆ э

Ԉ Ȃ 

 

   

 

ԇ    

 

ᴳ   

ᴳ copy ԇ Ԉ ẏӮ Ѯ Ԉ ╘ Ѯ ּ֒

Ȃ 

֒ URL ₥ ̔ 

₥   

flash: 
flash ẏӮ Ȃ э₥ Э Ԉᴳ Ȃ

URL аᴳ ₥ Ḁ̆ flashȂ
╟ў ᶑ flash ЭȂ 

tftp: TFTP ╘  

xmodem: ᴳ xmodem ֒ 

slave: ѐӱ Э flash 

usb0: Уэ usb  

usb1: үэ usb  

 

~  ᴐа . 

 

&  URL ₥ ‡ ₥ ֒  
 

 

ѡᴿ  

ᴿ 1̔ӱ tftp ╘ ЭЮ ֒ 

Ruijie#copy tftp://192.168.201.54/rgos.bin flash:/ 

ᴿ 2̔Эּ ֒⁮ tftp ╘  

Ruijie#copy flash:/rgos.bin tftp://192.168.201.54/rgos.bin 



֒ ԇ 

84-3 

ᴿ 3̔ᴳ xmodemЮ ֒ 

Ruijie# copy xmodem: flash:/config.text 

ᴿ 4̔ ֒ ⁮ U  

Ruijie#copy flash:/config.text usb0:/config.text 

ᴿ 5̔ ֒ ⁮ӱ  

Ruijie#copy flash:/config.text slave:/config.text 

 

 ԇ  
Ὧ ԇ 

 del ‮ ֒ 

  rename ֒  

  dir ֒‟  

 

   

 

   

   ԇ  

   

84.1.3 delete 

‮ ֒Ȃ 

delete url 

 

   
 

 url ‮ ֒ urlȂ 

 

   

 

ԇ    

 

ᴳ   

‮ url ᴁ ֒Ȃ ԇ ‮ ẏӮ Э ֒̆ URL flash:/ 
usb0:/ ŭsb1:/ slave:/ѐ УэȂ url а ₥ ̆ ‮ ₥ ֒ Э ֒Ȃ

 

~  ᴐа . 
 

 

ѡᴿ  ᴿ 1̔‮ ₥ Ю tmpfile ֒ 



֒ ԇ 
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Ruijie# delete tmpfile 

ᴿ 2̔ ‮ ӱ Э rgos.bin.bak ֒ 

Ruijie# delete slave:/rgos.bin.bak 

 

 

 ԇ  
Ὧ ԇ 

 copy ֒ 

  dir ₥ Э ֒  

 

   

 

   

   ԇ  

   

 

84.1.4 dir 

₥ Ю ֒ᶕ Ȃ 

dir [filesystem:][ directory]   

   

 filesystem ꜛ ֒ ֒ ̆ ”:”  

 directory ꜛ ֒  

 

  ₥ Ю ֒ᶕ  

 

ԇ    

 

ᴳ   

ὡ Ю ֒ᶕ ̆ Ю

֒ᶕ Ȃ 

~  ᴐа . 
 

 

ѡᴿ  

ᴿ 1̔ ӱ Э ֒ᶕ  

Ruijie# dir slave0:/ 

Directory of slave:/ 



֒ ԇ 
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    Mode Link      Size               MTime Name 

-------- ---- --------- ------------------- ------------------ 

            1  10838016 2008-01-01 00:01:53 rgos.bin 

            1       399 2008-01-01 00:01:37 config.text 

            1       399 2008-01-01 00:17:58 cfg.txt 

-------------------------------------------------------------- 

3 Files (Total size 11210782 Bytes), 0 Directories. 

Total 33030144 bytes (31MB) in this device, 20463616 bytes (19MB) 

available. 

ᴿ 2̔ ₥ Ю ֒ ᶕ  

Ruijie# dir 

Directory of temp:/ 

    Mode Link      Size               MTime Name 

-------- ---- --------- ------------------- ------------------ 

            1       399 2008-01-01 00:17:58 a.dat 

-------------------------------------------------------------- 

1 Files (Total size 399 Bytes), 0 Directories. 

Total 33030144 bytes (31MB) in this device, 20463616 bytes (19MB) 

available. 

 

 



֒ ԇ 
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ԇ    

 

ᴳ   

ὡ … (ꜛ ᶕ )Ȃ 

~  

… ֒ ̆‡ … Ȃ … ЭУ

а ̆‡ … Ȃ ̆ …

flash:/backup/temp ת̆ flash:/backup а ̆‡ …

Ȃ ᾱ Ἴ… flash:/bakcup ̆ ᾋ…

flash:/backup/temp 
 

 

ѡᴿ  
ᴿ 1̔ Ю… test  ̔  

Ruijie# mkdir

Ruijie# 



֒ ԇ 
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ԇ    

 

ᴳ   



֒ ԇ





֒ ԇ 

84-10 

   

 



 

85-1 

85 ẫ  

85.1 CPU џ◒  

85.1.1 cpu-log 

CPU ‾ ᶕ , Ԉᴳ cpu-logȂ 

cpu-log log-limit low_num high_num 



 

85-2 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

 

85.1.2 show cpu 

CPU ‾ ᶕ ̆ ԇ show cpuȂ 

show cpu 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ  
 ᴳ ԇ Ԉ CPU ‾ ᾰͅꜛ 5 ᾃȁ 1 ‍ ᾃȁ 5

‍ ᾃ CPU ‾ ̆Ԉ э֗╘‍⁞ 5 ᾃȁ 1 ‍ ᾃȁ 5
‍ ᾃ CPU ‾ ᶕ Ȃ 

 

ѡᴿ 

 Ю ᴿ show cpu Уэ Ȃ 

Ruijie# show cpu 

======================================= 

     CPU Using Rate Information 

CPU utilization in five seconds: 25% 

CPU utilization in one minute  : 20% 

CPU utilization in five minutes: 10% 

  NO   5Sec   1Min   5Min   Process  

  0     0%     0%     0%    LISR INT  

  1     7%     2%     1%    HISR INT  

  2     0%     0%     0%    ktimer  

  3     0%     0%     0%    atimer  

  4     0%     0%     0%    printk_task  



 

85-3 

  5     0%     0%     0%    waitqueue_process  

  6     0%     0%     0%    tasklet_task  

  7     0%     0%     0%    kevents  

  8     0%     0%     0%    snmpd  

  9     0%     0%     0%    snmp_trapd  

 10     0%     0%     0%    mtdblock  

 11     0%     0%     0%    gc_task  

 12     0%     0%     0%    Context  

 13     0%     0%     0%    kswapd  

 14     0%     0%     0%    bdflush  

 15     0%     0%     0%    kupdate  

 16     0%     3%     1%    ll_mt  

 17     0%     0%     0%    ll main process  

 18     0%     0%     0%    bridge_relay  

 19     0%     0%     0%    d1x_task  

 20     0%     0%     0%    secu_policy_task  

 21     0%     0%     0%    dhcpa_task  

 22     0%     0%     0%    dhcpsnp_task  

 23     0%     0%     0%    igmp_snp  

 24     0%     0%     0%    mstp_event  

 25     0%     0%     0%    GVRP_EVENT  

 26     0%     0%     0%    rldp_task  

 27     0%     2%     1%    rerp_task  

 28     0%     0%     0%    reup_event_handler  

 29     0%     0%     0%    tpp_task  

 30     0%     0%     0%    ip6timer  

 31     0%     0%     0%    rtadvd  

 32     0%     0%     0%    tnet6  

 33     2%     0%     0%    tnet  

 34     0%     0%     0%    Tarptime  

 35     0%     0%     0%    gra_arp  

 36     0%     0%     0%    Ttcptimer  

 37     8%     1%     0%    ef_res  

 38     0%     0%     0%    ef_rcv_msg  

 39     0%     0%     0%    ef_inconsistent_daemon  

 4t_daemon  

 4t_daemon  

 4t_dvmp_snp  
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 44     0%     0%     0%    ef6_inconsistent_daemon  

 45     0%     0%     0%    imid  

 46     0%     0%     0%    nsmd  

 47     0%     0%     0%    ripd  

 48     0%     0%     0%    ripngd  

 49     0%     0%     0%    ospfd  

 50     0%     0%     0%    ospf6d  

 51     0%     0%     0%    bgpd  

 52     0%     0%     0%    pimd  

 53     0%     0%     0%    pim6d  

 54     0%     0%     0%    pdmd  

 55     0%     0%     0%    dvmrpd  

 56     0%     0%     0%    vty_connect  

 57     0%     0%     0%    aaa_task  

 58     0%     0%     0%    Tlogtrap  

 59     0%     0%     0%    dhcp6c  

 60     0%     0%     0%    sntp_recv_task  

 61     0%     0%     0%    ntp_task  

 62     0%     0%     0%    sla_deamon  

 63     0%     3%     1%    track_daemon  

 64     0%     0%     0%    pbr_guard  

 65     0%     0%     0%    vrrpd  

 66     0%     0%     0%    psnpd  

 67     0%     0%     0%    igsnpd  

 68     0%     0%     0%    coa_recv  

 69     0%     0%     0%    co_oper  

 70     0%     0%     0%    co_mac  

 71     0%     0%     0%    radius_task  

 72     0%     0%     0%    tac+_acct_task  

 73     0%     0%     0%    tac+_task  

 74     0%     0%     0%    dhcpd_task  

 75     0%     0%     0%    dhcps_task  

 76     0%     0%     0%    dhcpping_task  

 77     0%     0%     0%    dhcpc_task  

 78     0%     0%     0%    uart_debug_file_task  

 79     0%     0%     0%    ssp_init_task  

 80     0%     0%     0%    rl_listen  

 81     0%     0%     0%    ikl_msg_operate_thread  

 82     0%     0%     0%    bcmDPC  
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 83     0%     0%     0%    bcmL2X.0  

 84     3%     3%     3%    bcmL2X.0  

 85     0%     0%     0%    bcmCNTR.0  

 86     0%     0%     0%    bcmTX  

 87     0%     0%     0%    bcmXGS3AsyncTX  

 88     0%     2%     1%    bcmLINK.0  

 89     0%     0%     0%    bcmRX  

 90     0%     0%     0%    mngpkt_rcv_thread  

 91     0%     0%     0%    mngpkt_recycle_thread  

 92     0%     0%     0%    stack_task  

 93     0%     0%     0%    stack_disc_task  

 94     0%     0%     0%    redun_sync_task  

 95     0%     0%     0%    conf_dispatch_task  

 96     0%     0%     0%    devprob_task  

 97     0%     0%     0%    rdp_snd_thread  

 98     0%     0%     0%    rdp_rcv_thread  

 99     0%     0%     0%    rdp_slot_change_thread  

100     4%     2%     1%    datapkt_rcv_thread  

101     0%     0%     0%    keepalive_link_notify  

102     0%     0%     0%    rerp_msg_recv_thread  

103     0%     0%     0%    ip_scan_guard_task  

104     0%     0%     0%    ssp_ipmc_hit_task  

105     0%     0%     0%    ssp_ipmc_trap_task  

106     0%     0%     0%    hw_err_snd_task  

107     0%     0%     0%    rerp_packet_send_task  

108     0%     0%     0%    idle_vlan_proc_thread  

109     0%     0%     0%    cmic_pause_detect  

110     1%     1%     1%    stat_get_and_send  

111     0%     1%     0%    rl_con  

112    75%    80%    90%    idle 

Э ‟ 3 ‍⁞ 5 1 ‍ 5 ‍ ᾃ

CPU ‾ LISRȁHISR έᴇ CPU ‾

ᾳ ὲ Ѭ  

 

5Sec ὓ ῾╘ 5 CPU ‾  

1Min ὓ ῾╘ 1 ‍ CPU ‾  

5Min ὓ ῾╘ 5 ‍ CPU ‾  
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ԇ‟ ₥ 2
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ѝ bgpȂ 

ұ ̆ ѝִἼ   ̆ а ╠ ᾃ

Ȃ 

&  
ҩ ӨӨ У Эᶑ ᾃ а н

╘̆ ᾃ У ̆   ṃ Ȃ

  ֶ ч‍ Ѯ ╟Ȃ 
 

ȍ ᴿȎ 

  
ᴿ 1̔ԈЮѡᴿҩѝ BGP ѝִἼ   Ȃ 

Ruijie(config)# memory-lack exit-policy bgp 

 
ȍ Ὧ ԇȎ 

 ԇ  
 

 show memory ᾃ ᶕ  

ȍ Ȏ 

  - 

ȍ ԇ Ȏ 

   

 10.3(4b3) ԇ  

   

85.2.2 show memory 

₥ᾃ ᴳ ᾳᶕ ̆ ԇ show memoryȂ 

show memory 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ  
 ᴳ ԇ Ԉ ₥ ᾃ ᾃ ᴳ ᾰͅꜛ ᾃ ̆

   



 

85-8 





ԇ 

86-1 

86  

86.1 ầ  

86.1.1 clear logging 

ᾃ ᾰּשѐ ᶕ ̆ Ю ԇȂ 

clear logging 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   ԇ ᾃ ᾰּשѐ ᾃ Ȃа ᶕ Ȃ 

 

ѡᴿ  
Ю ᴿ ᾃ ᾰּשѐ ᾃ Ȃ 

Ruijie# clear logging 

 

 ԇ 



ԇ 

86-2 

more flash:filename 

   
 

 Filename ̔  ֒  

 

   

 

ԇ    

 

ᴳ   
FLASH ѐ ֒ ֒ ₥ ”//f2/”̆”//f3/’ ֒Ȃ ԇ ἵ

֒̆аἵ ᴳ ԇ ὲӹ ֒Ȃ 



ԇ 
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levelI  

ᶕ ш ̆ӱ 0 ⁮ 7Ȃ Ԉᴳ ⁞ ̆

҂ Ԉ ᴳ Ȃ 

 

  
ᾰּש ѝ 4k BytesȂ 

ᶕ ш ѝ 7Ȃ 

 

ԇ   ὤ  

 

ᴳ  

 ᾃ ᾰּש ᴳ ̆ ᾃ שּ ᾗ ̆‡ ᶕ

Ȃ ᾃ ᾰּש ᶕ ̆ ᴳ ԇ show loggingȂ 

ᾃ ᾰּשѐ ᶕ ї ̆ ԇ clear logginğ
ᾰּשѐ ᶕ Ȃ ̆ ᾗ⁮ FLASH
Syslog ServerȂ 

ᶕ ‍ѝԈЮ 8 э ⁞̔ 

Ὧ   

Emergencies 0 ᾰͅ а  

Alerts 1  

Critical 2 ᾳ 

Errors 3 ᶕ  

warnings  4 ᶕ  

Notifications 5 ̆а Ὧ ᶕ  

informational 6 ᶕ  

Debugging 7 ᶕ  

ḣ ̆ ⁞ ̆ 0 ⁞ ᶕ ⁞ ᶕ Ȃ 

ἵ ᶕ ⁞Ԉ ̆ ұ ᴂұ ḣ ⁞ ᶕ ἵ

Ȃ 

 

ѡᴿ  
Ю ᴿ ἵ ⁞ѝ 6 Ԉ ᴂұ 6 ᶕ ѝ 10000 ᾃ

ᾰּשѐ̔ 

Ruijie(config)# logging buffered 10000 6 

 

 ԇ  

 logging on Ὧ 

 show logging ᾰּשѐ  
Ὧ ԇ 

 clear logging  ᾰּשѐ  

 



ԇ 

86-4 

   

 

   
ԇ  

 - - 

86.1.4 logging console 

ἵ ⁸ Э ᶕ ⁞̆ ὤ Ю ԇȂ ԇ no
⁸ Э Ȃ 

logging console level  

no logging console 

   

 
 level  

ш ̆ ӱ 0 ⁮ 7Ȃ Ԉᴳ ⁞

̆҂ Ԉ ᴳ ȂὯұ ᶕ ш

̆ 1Ȃ 

 

  Debugging (7) 

 

ԇ   ὤ  

 

ᴳ   
Уэ ш Ԉ ̆ ḣЭ ұ ᴂұ ш ⁞

⁸ ЭȂ 

show logging ԇ Ԉ Ὧ Ȃ 

 

ѡᴿ  
Ю ᴿ ἵ ⁸ ᶕ ⁞ѝ 6̔ 

Ruijie(config)# logging console informational 

 

 ԇ  

 logging on Ὧ  
Ὧ ԇ 

 show logging 
ᾰּשѐ ̆Ԉ Ὧ

 

 

   

 

   



ԇ 

86-5 

86.1.5 logging count 

╖ ̆ ὤ Ю ԇȂ Ὧ

╖ ̆ ᴳ ԇ no Ȃ 

logging count 

no logging count 

   
 

 - - 

 

  Ὧ  

 

ԇ   ὤ  

 

ᴳ   
ԇ ╖ Ȃӱ ԇ Ȃ no logging count ԇ ̆

╖ Ὧ ̆ з Ȃ 

 

ѡᴿ  
╖ ̔ 

Ruijie(config)# logging count 

 

 ԇ  

 show logging count ѐ ᶕ  
Ὧ ԇ 

 show logging  
ᶕ б

ᾰּשѐ ᶕ  

 

   

 

   
ԇ  

 - - 



ԇ 
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 facility-type Syslog ḣ̆έᴇ ḣ ᴳ Ȃ 

 

  Local7(23) 

 

ԇ   ὤ  

 

ᴳ  

 Ю ̂ 2̃ Syslog ḣ̔ 

Numerical Code Facility 

0 kernel messages 

1 user-level messages 

2 mail system 

3 system daemons 

4 security/authorization messages  

5 messages generated internally by syslogd 

6 line printer subsystem 

7 network news subsystem 

8 UUCP subsystem 

9 clock daemon   

10 security/authorization messages 

11 FTP daemon 

12 NTP subsystem 

13 log audit 

14 log alert  

15 clock daemon   

16 local use 0  (local0) 

17 local use 1  (local1) 

18 local use 2  (local2) 

19 local use 3  (local3) 

20 local use 4  (local4) 

21 local use 5  (local5) 

22 local use 6  (local6)   

23 local use 7  (local7) 



ԇ 
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ḣѝ(local7)  23Ȃ 

 

ѡᴿ  
Ю Syslog ḣѝ kernel̔ 

Ruijie(config)# logging facility kern 

 

 ԇ  
Ὧ ԇ 

 logging console 
ἵ ⁸ Э ᶕ

⁞ 

 

   

 

   
ԇ  

 - - 

86.1.7 logging file flash 

ᶕ ᶑ FLASH ѐ̆ ὤ Ю ԇȂ FLASH
ѐ ᶕ ̆ᴳ ԇ no Ȃ 

logging file flash:filename [max-file-size] [level] 

no logging file 

   

 Filename ֒ Ȃа ֒ ̆ ѝ txt Ȃ 

 
max-file-size 

֒ ḣȂӱ 128K ⁮ 6M bytes̆
ѝ 128KȂ  

 

level 

ἵ ⁮ ֒ѐ ᶕ ⁞Ȃ Ԉᴳ

⁞ ̆҂ Ԉ ᴳ Ȃ ᾗ⁮

FLASH ѐ ⁞ѝ 6ȂὯұ ᶕ ⁞̆

1Ȃ 

 

  а ᶕ ⁮ FLASH ѐȂ 

 

ԇ   ὤ  

 

ᴳ  
 Syslog Server̆ ұ ὤ а ѐּ ᶕ ̆ Ԉ

ᶕ ᶑ FLASH ѐȂ 

֒ ѝ ѝ txt̆ ֒ Ȃ  



ԇ 
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~  
ᶕ ⁮ FLASH̆ FLASH̆

FLASH l̆ogging file flash ╟ ӑἵ Ȃ
 

 

ѡᴿ  
Ю ᴿ ᶕ FLASH ѐ̆ ֒ ѝ trace.txt̆ ֒ ѝ 64K, ᶕ

⁞ѝ 6Ȃ 

Ruijie(config)# logging file flash:trace   

 

 ԇ  

 logging on Ὧ  

 show logging 
ᾰּשѐ ̆Ԉ Ὧ

 

Ὧ ԇ 

 more flash FLASH ѐ ᶕ  

 

   

 

   
ԇ  

 - - 

86.1.8 logging monitor 

ἵ VTY ̂telnet ȁSSH ̃Э ᶕ ⁞̆ ὤ

Ю ԇȂ ԇ no VTY Э Ȃ 

logging monitor level  

no logging monitor 

   

  
level 

ш Ȃ Ԉᴳ ⁞ ̆҂ Ԉ

ᴳ ȂὯұ ᶕ ш ̆

1Ȃ 

 

  Debugging (7) 

 

ԇ   ὤ  

 

ᴳ  
 VTY Э ᶕ ̆ Ἴ ԇ terminal monitor ἵ ₥

VTY ᶕ Ȃἵ ᶕ ⁞‡ logging monitor ѬȂ 

Logging monitor Ѭ ᶕ ⁞ VTY Ȃ 



ԇ 

86-9 

 

ѡᴿ  
Ю ᴿ ἵ VTY Э ᶕ ⁞ѝ 6̔ 

Ruijie(config)# logging monitor informational 

 

 ԇ 



ԇ 

86-10 

 logging  ᶕ Syslog Server 

 logging file flash: ᶕ FLASH Э 

 logging console 
ἵ ⁸ Э ᶕ

⁞ 

 logging monitor 
ἵ VTY ( telnet )

Э ᶕ ⁞ 

 logging trap 
ἵ Syslog Server

ᶕ ⁞ 

 

   

 

   
ԇ  

 - - 

86.1.10 logging rate-limit 

⁸╖ ̆ ⁸ ᾃἵ   ᶕ ̆ ὤ Ю

ԇȂ Ὧ ⁸╖ ̆ ᴳ ԇ no Ȃ 

logging rate-limit {number | all number | console {number | all number}} [except severity] 

no logging rate-limit 

   

 number ᾃἵ ᶕ ̆ ѝ 1—10000̕

 
all 

ᶕ ⁸̆ꜛ 0—7
ᶕ ̕ 

 console ᾃἵ ⁸ Э ᶕ ̕ 

 
except 

ұ ұ ш ⁞ ᶕ ̆а

⁸̕ ⁞ѝ error(3)̆ ұ ұ error ⁞

ᶕ а ⁸̕ 

 

 
severity 

ᶕ ш ⁞̆ ⁞ ̆ш ̆

ѝ 0—7 

 

  ᾳЮ̆а ⁸Ȃ 



ԇ 

86-11 

 

ѡᴿ  
ᾃἵ ᶕ ̂ꜛ debug̃ѝ 10 ת̆ warning ш

⁞а ⁸̔ 

Ruijie(config)#logging rate-limit all 10 except warnings 

 

 ԇ  

 show logging count ѐ ᶕ  
Ὧ ԇ 

 show logging  
ᶕ б

ᾰּשѐ ᶕ  

 

   

 

 

  

 





ԇ 

86-13 

 ԇ  



ԇ 

86-14 

 - - 

86.1.14 logging synchronous 

ὡб ᶕ   ╖ ̆ ὡ ̆

Ю ԇȂ Ὧ ὡб ᶕ   ╖ ̆ ᴳ ԇ no Ȃ 

logging synchronous 

no logging synchronous 

   
 

 - - 

 

  ᾳЮ̆ ὡб ᶕ   ╖ Ὧ Ȃ 

 

ԇ    

 

ᴳ   ԇ ὡб ᶕ   ╖ ̆ Ԉ ὡ Ȃ

 

ѡᴿ  

Ruijie(config)#line console 0 

Ruijie(config-line)#logging synchronous 

ὡ ԇ ̆ UP-DOWN ᶕ ̆‡ ὡ ԇֶ  ̔ 

Ruijie#configue terminal 

Oct  9 23:40:55 %LINK-5-CHANGED: Interface GigabitEthernet 0/1, 

changed state to down 

Oct  9 23:40:55 %LINEPROTO-5-UPDOWN: Line protocol on Interface 

GigabitEthernet 0/1, changed state to DOWN 

Ruijie# configue terminal          // ὡ ԇ  ̆ а

 

 ԇ  
Ὧ ԇ 

 show running-config ᶕ  

 

   

 

   
ԇ  

 - - 

86.1.15 logging trap 



ԇ 

86-15 

ἵ Syslog Server ᶕ ⁞̆ ὤ Ю ԇȂ

ԇ no Syslog ServerȂ 

logging trap level  

no logging trap 

   

 
 level  

ш Ȃ Ԉᴳ ⁞ ̆҂ Ԉ

ᴳ ȂὯұ ᶕ ш ̆

1Ȃ 

 

  Informational(6) 

 

ԇ   ὤ  

 

ᴳ   
ᶕ Syslog Server̆ Ἴ ᴳ ὤ ԇ logging Syslog 

ServerȂ ̆ᴳ logging trap ᶕ ш ⁞Ȃ 

show logging ԇ Ԉ Ὧ Ȃ 

 

ѡᴿ  

Ю ᴿ ⁞ѝ 6 ᶕ ѝ 202.101.11.22 Syslog Server̔

Ruijie(config)# logging 202.101.11.22 

Ruijie(config)# logging trap informational 

 

 ԇ  

 logging on Ὧ  

 logging  ᶕ Syslog Server Ὧ ԇ 

 show logging 
ᾰּשѐ ̆Ԉ Ὧ

 

 

   

 

   
ԇ  

 - - 

86.1.16 service sequence-numbers 

ᶕ ѐ╗Э ̆ ὤ Ю ԇȂ ԇ no
ᶕ ѐ Ȃ 



ԇ 

86-16 

service sequence-numbers 

no service sequence-numbers 

   
 

 - - 

 

  ᶕ ѐа Ȃ 

 

ԇ   ὤ  

 

ᴳ  
 ҩ ᶕ ѐ╗Э ᶕ Ԉ ̆ Ԉ ᶕ ѐ╗Э ̆ ӱ 1 Ȃ

╗Э Ԉ ̆ Ԉ ᶕ х ̆Ԉ ӊ Ἴ Ȃ

 

ѡᴿ  
Ю ᴿ ᶕ ѐ╗Э ̔ 

Ruijie(config)# service sequence-numbers 

 

 ԇ  

 logging on Ὧ  Ὧ ԇ 

 service timestamps ᶕ ѐ  

 

   

 

   
ԇ  

 - - 

86.1.17 service sysname 

ᶕ ѐ╗Э ̆ ὤ Ю ԇȂ ԇ no
ᶕ ѐ Ȃ 

service sysname 

no service sysname 

   
 

 - - 

 

  ᶕ ѐа Ȃ 

 



ԇ 

86-17 

ԇ   ὤ  

 

ᴳ   ԇ̆ Ԉ ̆ᾱ ᶕ ѐ ╗ Ȃ 

 

ѡᴿ  

Ю ᴿ ᶕ ѐ╗Э ̔ 
Mar 22 15:28:02 %SYS-5-CONFIG: Configured from console by console

Ruijie# config terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# 



ԇ 

86-18 

 msec 
₥ ̆ ̔   :‍:
.  ᴿ̔Jul 27 16:53:07.299 

 year   
₥ ֙ ̆ ̔    ̔

‍̔  ᴿ̔2007 Jul 27 16:53:07 

 

  
ᶕ ѐ ̆ѝ ₥ Ȃ RTC̆‡ ╟ ѝ ╟

Ȃ 

 

ԇ   ὤ  

 

ᴳ   
ᴳ Uptime ӱЭ ╟⁮ ₥ ̆ ᴁѝ Ȃᴳ

Datetime ѝ ₥ ̆ ̇ ̇    ̔‍ ̔ Ȃ 

 

ѡᴿ  

Ю ᴿ Log ᶕ Debug ᶕ ̆ ѝ Datetime̔̆ з

̔ 

Ruijie(config)# service timestamps debug datetime msec 

Ruijie(config)# service timestamps log datetime msec 

Ruijie(config)# end 

Ruijie(config)# Oct 8 23:04:58.301 %SYS-5-CONFIG_I: Configured from 

console by console 

 

 ԇ  

 logging on Ὧ  Ὧ ԇ 

 service sequence-numbers ᶕ ѐ  

 

   

 

   
ԇ  

 - - 

86.1.19 terminal monitor 

ԇἵ ₥ VTY Э ᶕ Ȃ Ὧ ₥ VTY Э ᶕ ̆

ᴳ ԇ no Ȃ 

terminal monitor 

terminal no monitor 



ԇ 

86-19 

  



ԇ 

86-20 

ᴳ    

 

ѡᴿ  

Ю ᴿ show logging Уэ ̔ 

Ruijie# show logging 

Syslog logging: enabled 

Console logging: level debugging, 4 messages logged 

Monitor logging: level informational, 0 messages logged 

Buffer logging: level debugging, 6 messages logged 

Timestamp debug messages: datetime 

Timestamp log messages: disabled 

Sequence log messages: enable  

Trap logging: level debugging, 2 message lines logged,0 reserved,0 

fail  

logging to  202.101.11.22  

logging to  192.168.200.112  

Log Buffer (Total 4096 Bytes) : have written 680  

00001 2004-11-17 10:20:59  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/0, changed state to up 

00002 2004-11-17 10:20:59  Ruijie: %7:%LINE PROTOCOL CHANGE: 

Interface FastEthernet 0/0, changed state to UP 

00003 2004-11-17 10:57:18  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/1, changed state to administratively down 

00004 2004-11-17 10:57:21  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/1, changed state to down 

00005 2004-11-17 10:57:41  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/1, changed state to administratively down 

00006 2004-11-17 10:57:43  Ruijie: %7:%LINK CHANGED: Interface 

FastEthernet 0/1, changed state to down 

ᶕ ̔ 

  

Syslog logging Ὧ̔ enabled,Ὧ disabled

Console logging ⁸ Э ᶕ ⁞̆Ԉ  

Monitor logging VTY Э ᶕ ⁞̆Ԉ  

Buffer logging ᾃ ᾰּשѐ ᶕ ⁞̆Ԉ  

Timestamp debug messages Debug ᶕ  

Timestamp log messages Log ᶕ  

Sequence log messages Ὧ 



ԇ 

86-21 

Trap logging Syslog Server ᶕ ⁞̆Ԉ

Log Buffer  ᾃ ᾰּשѐ  
 

 

 ԇ  

 logging on Ὧ Ὧ ԇ 

 clear logging  ᾰּשѐ  

 

   

 

   
ԇ  

 - - 

86.2.2 show logging count 

ѐ ᶕ ӊ ̆Ԉ ӊ ᶕ ̆

Ю ԇȂ 

show logging count 

   
 

 - - 

 

   

 

ԇ   



ԇ 

86-22 

 logging count ╖ Ὧ 

 show logging  
ᶕ б

ᾰּשѐ ᶕ  

 clear logging ᾰּש ᶕ  

 

   

 

   
ԇ  

 - - 

 



ԇ 

87-1 

87 ꜘ ћ΄  

87.1 ầ  

87.1.1 install slot-num moduletype 

   

 slot-num   

 moduletype  

 

   

 

ԇ   ὤ  

 

ᴳ  
 ԇ Э ╟ ╟Ȃ Ѯ ̆ ֶ

Ȃ ᴳ  ̆ Ԉ ̆а х Ȃ

 

ѡᴿ  

2 Э 24SFP/12GT  

Ruijie# configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# install 2 24SFP/12GT 

2006-04-22 09:26:00  @5-CONFIG:Configured from outband 

Ruijie(config)# end 

Ruijie# show version module detail 2 

Device  : 1 

Slot    : 2 

User Status  : installed 

Software Status: none 

Online Module : 

Type    : 

Ports   : 0 

Version :  

Configured Module : 

Type    : M8606-24SFP/12GT 

Ports   : 24 





ԇ 

87-3 

Type    : 

Ports   : 0 

Version :  

Configured Module : 

Type    :  

Ports   :  

Version :  

 

 ԇ  

 install slot-num moduletype Э  Ὧ ԇ 

 show version slots ᶕ  

 

   

 

   
ԇ  

 - - 

87.1.3 remove configure module slot-num 

   
 

 slot-num  

 

   

 

ԇ   ὤ  

 

ᴳ  
 ԇ Ԉ э ̆ ᴐ ᴁЭ ֶ̆

ᴁ Ȃ 

 

ѡᴿ  Ruijie(config)# remove configure module 4 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 



ԇ 

87-4 

   
ԇ  

 - - 

87.1.4 reset module slot-num 

   
 

 slot-num  

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ᴁ э Ȃ 

 

ѡᴿ  Ruijie# reset module 4 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

87.2 ầ  

87.2.1 show version module detail [module-num] 

   
 

 



ԇ 

87-5 

ᴳ   ԇ Ԉ ᶕ  

 

ѡᴿ  

Ruijie# show version module detail 2 

Device  : 1 

Slot    : 2 

User Status :     none 

Software Status:  none 

Online Module : 

Type    : 

Ports   : 0 

Version :  

Configured Module : 

Type    :  

Ports   :  

Version :  

 

 ԇ  
Ὧ ԇ 

 show version slots ᶕ  

 

   

 

   
ԇ  

 - - 

87.2.2 show version slots [slot-num] 

   
 

 num ̆ Ȃ 

 

   

 

ԇ    

 

ᴳ   ԇ Ԉ ᶕ  

 

ѡᴿ 
 Ruijie# show version slots 

Dev Slot  Configured Module Online Module  User Status   Software 



ԇ 

87-6 

Status 

--- ----  -----------------   -----  -------------- 

1 1     none           none 

1 2 M8606-24SFP/12GT M8606-24SFP/12GT installed none 

1 3 M8606-2XFP M8606-2XFP uninstalled  cannot startup 

1 4 M8606-24GT/12SFP M8606-24GT/12SFP installed ok 

1 M1 M8606-CM  M8606-CM                 master 

1   M2                                      none 

 

 ԇ  
Ὧ ԇ 

 show version moduel detail ᶕ  

 

   

 

   
ԇ  

 - - 



ԇ 

88-1 

88 №  

88.1 ầ  

88.1.1 lcd trap-number num 

lcd trap-number num 

   
 

 num  1-1000 Ѯ Уэ  

 

  ᾳ num ѝ 100Ȃ 

 

ԇ   ὤ ԇȂ 

 

ᴳ  
 Ԉ ӊ ᶕ Ȃ ᾳЮ̆ Ԉ ⁮ ӊ 100

ᶕ Ȃᴳ ԇ̆ Ԉᶢ Ȃ 

 

ѡᴿ  
ԈЮ ᴿ ̆ ӊ 200 Ȃ 

lcd trap-num 200 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

 

88.1.2 memory-rate rising-threshold num  

memory-rate rising-threshold num 

    





USB ԇ 

89-1 

89 USB  

89.1 ầ  

89.1.1 show usb 

ὡ USB ᶕ Ȃ 

show usb 

   
 

 - - 

 

   

 

ԇ    

 

ᴳ   USB ̆‡ ᶕ ̆ ‡  Ȃ 

 

ѡᴿ  

Ю show usb ᶕ ̔ 

Ruijie# show usb 

Device: Mass Storage: 
ID: 0 
URL prefix: usb0 
Disk Partitions: 
usb0(type:FAT32) 
 
Size : 131,072,000B(125MB) 
Available size̔ 1,260,020B̂1.2MB̃ 

 

ԈЭᶕ ѐ̆USB Mass Storage Device Ȃ 

  

URL  U Ԉᴳ ₥ U Ȃ 

Size  U Э Ȃ 

Available size  U Э ⅓ᴍ Ȃ 
 

 





USB ԇ 

89-3 

 - - 

 



POE ԇ 

90-1 

90 POE ẫ  

90.1 ầ  

90.1.1 Poe disconnect-mode mode/no poe disconnect-mode 

   
 

 mode ѝ ᵚ ̆ [ac/dc] 

 

   

 

ԇ   ὤ  

 

ᴳ   Ю ԇ Ԉ ᵚ  

 

ѡᴿ  

₥ POE ᵚ ѝ dc 

Ruijie# configure 



POE ԇ 

90-2 

   

 

ԇ   ὤ  

 

ᴳ   ԇ ̆ ᴳ /Ὧ ᵏ ╒Ȃ 

 

ѡᴿ  

Ruijie(config-if)#  

Ruijie(config-if)# poe enable 

Ruijie(config-if)# no poe enable 

Ruijie(config-if)# 

 

 ԇ  
Ὧ ԇ 

 - - 





POE ԇ 

90-4 

 



POE ԇ 

90-5 

ԇ    

 

ᴳ   ԇ Ԉ ₥ POE ᵏ Ȃ 

 

ѡᴿ 

 Ruijie# show poe powersupply  

PSE Total Power : 379971 mW 

PSE Total Power Consumption : 0 mW 

PSE Available Power : 379971 mW 

PSE Peak Value : 0 mW 

PSE Min Allow Voltage : 45000 mV 

PSE Max Allow Voltage : 57000 mV 

PSE Disconnect Sense Mode : ac 

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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